













































































































































































LIGHTNING MODELING

by

Dr. M. LeVine

Goddard Space Flight Center
National Aeronautics and Space Administration

The ground-based lightning measurements made at Wallops
Flight Center concurrently with the in-flight direct strike
measurements are described. Lightning mathematical model
development to arrive at credible lightning models for use
in induced effects electromagnetic coupling studies is
discussed.
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ELECTRIC FIELD (V/M)
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SPECTRUM (V-S/M in db)
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INTERPRETATION OF IN-FLIGHT TEST DATA APPROACH,
PROBLEMS, AND OUTLOOK

by
Dr. R. A. Perala
Electromagnetic Applications, Incorporated

Discussion of the direct strike data interpretation pro-
blem and issues to be resolved. Review of lightning/aircraft
interaction process and aircraft electrical resonance con-

siderations. Approach for generalization of F-106 data to
other aircraft classes.
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OUTLINE

0 THE LIGHTNING/AIRCRAFY INTERACEION PROCESS

® THE NEED FOR IN-FLIGHT TEST DATA

0 EXTENSION OF DATA TO OTHER AIRCRAFT

0 LIGHTNING MODELING

8 AIRCRAFT MODELING

0 EXAMPLES
TS
”7’;c9722”5;‘977"37772»77?xﬂ3a77z~71x!97u17r

STEPPED LEADER APPRDACHING AIRCRAFT

LLTEEN

v

TIT NPT T IV I T I 7T P I IerrY

STEPPED LEADER ATTACHMENT AND CONT [NUED No RETURN STROKE THROUGH THE AIRCRAFT
PROPAGATION FROM AN AIRCRAFT
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LIGHTNING/ATRCRAFT INTERACTION DESCRIPTION

ATRCRAFT IM LARGE STATIC ELECTRIC FIELD, 10-100 kV/m 1vPIcaL
ALRCRAFT PROBABLY ALRFADY CHARGEDY BY TRIBOIEECTRU TCATTON
APPROACHING STEPPED LEADER GIVES LARGE E, 2E/at

WHEN E LARGE ENOUGH, AIRCRAFT STREAMERS

STREAMER ATTACHES TO APPROACHING LEADER

CHARGE FROM LEADER DEPOSITED ON AIRCRAFT AND ELEVATES ITS POTENTIAL

WHEN ITS POTENTIAL IS HIGH ENOUGH, LEADER CONTINUES FROM AIRCRAFT
TO DESTINATION

STEPPED LEADER CURRENT FLOWS THROUGH AIRCRAFT UNTIL RETURN STROKE

RETURN STROKE CURRENT LOWERS AIRCRAFT POTENTIAL

AIRCRAFT IN CORONA DURING MUCH OF THIS TIME

APPROACHING LEADER E FIELDS

2 00 b
§00
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- 100| =4
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1600 100 10
DISTANCE M HEIGHT ABOVE GROUND M

ELECTRIC GRADIENT BELOW LEADER CHANNEL: (2} AS FUNCTION

OF HORIZONTAL DISTANCE AND (b) AS FUNCTION OF HEIGHT OF
LEADER TIP ABOVE GROUND

% _ 3 oh
ASSUME 2 = & 3F and 3« 15 x 10% my/sec
We GET 2 = 1.2 x 107 at 1000 m

"

1.5 x 1017 at 10-20 m
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ATRCRAFT STREAMERING

CURRENTS PROBABLY LESS THAN 100A, BASED ON GROUND STREAMER DATA
WAVESHAPES: 10 wsec RISETIMES

NEGATIVE CHARGE ENTERING ATRCRAFT AT STREAMER POINT
STREAMERING CAN OCCUR FROM CRITICAL POINTS
STREAMERING INFLUENCED BY STATIC FIELD

ELECTRIC FIELD ON AIRCRAFT REVERSES AT ATTACHMENT

STEPPED LEADER CURRENT
FLOW THROUGH ATRCRAFT

AIRCRAFT NEEDS TO ACCUMULATE 2100 »C OF CHARGE FOR STEPPED LEADER TO
CONTINUE ON FROM AIRCRAFT

IF LEADER CURRENT 1S 1000A RrisING 1N 100 ns, CHARGING TIME IS ABOUT 150 ns

DURING THIS TIME AIRCRAFT NORMAL ELECTRIC FIELDS APPROACH 3 MV/m

1

THIS GIVES 3E/at =2 x 10 3 V/m/sec

LEADER CURRENT CONTINUES THROUGH AIRCRAFT AND ELECTRIC FIELD STAYS
CONSTANT AND CURRENT ASSUMES THE SLOWLY INCREASING ARC CURRENT UPON
WHICH 1S SUPERIMPOSED LEADER PULSE CURRENTS

AIRCRAFT IS IN CORONA DURING THIS PHASE
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J-CHANGES:; SLow, 100A CURRENTS
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[SSUES OF INTEREST AND
THE NEED FOR IN-FLIGHT TEST DATA

ATTACHMENT PROCESS
o  WHAT ARE [ AND }E ?
o How IMPORTANT ARE NONLINEAR (CORONA, STREAMERS) EFFECTS?

o WHAT (S THE EQUIVALENT CIRCUIT OF THE 1EADER (CHANNEL IMPLDANCL,
NORTON CURRENT SOURCE)

RETURN STROKE
2

|m

i

o WHAT ARE £ AND

o

b

o o

2
at -’

.
¢ How IMPORTANT ARE NONLINEAR EFFECTS?
.

[

WHAT ARE H AND

WHAT 1S THE RETURN STROKE EQUIVALENT CIRCUIT?
NEARBY LIGHTNING: HOW IMPORTANT 1S 177
How APPLICABLE ARE STATE OF THE ART LIGHTNING MoDELS AT AIRCRAFT ALTITuc::'

o MoDELS S0 FAR ARE BASED ON TERRESTRIAL OBSERVATIONS

o [lODELS HAVE NOT BEEN TESTED AT AIRCRAFT ALTITUDES
OBTAIN DATA ON INTRACLOUD LIGHTNING

How DOES THE ATRCRAFT INTERACT WITH LIGHTNING? IS THE LIGHTNING Enviiwn:w:
ITsELF MODEIFIED BY THE PRESENCE OF AN AIRCRAFT? IS 1T DIFFERENT £23
DiFFERENT AIRCRAFT,

THE OBJECTIVE OF DATA INTERPRETATION

WHAT ARE THE LIGHTNINGS THAT CAUSE THE F106B RESPONSES?
(AN INVERSE PROBLEM)

WHAT wouLD BE THE RESPONSE OF A DIFFERENT AIRCRAFT?

CAN A METHODOLOGY BE DEVELOPED FOR EXTENDING IN-FLIGHT DATA

FROM ANY AIRCRAFT TO ANY OTHER AIRCRAFT?
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IMPORTANCE OF NEAR MISS DATA

INTERACTION CALcuLATIONS CAN Be DonNe LINEARLY, WITHouT

ComPLICATIONS INTRODUCED BY NONLINEARITIES

DATA CaN Be Usep To INFER NEARBY LIGHTNING ELECTROMAGNETIC
WAvEFORMS AT AIRCRAFT ALTITUDES To CORRELATE WITH PREDICTIONS
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A Drawing DEFINING ALL GEOMETRICAL PARAMETERS NEEDED IN THE
CaLcuLATION OF ELECTRIC AND MahETIC F1ELDS.
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ALTITUDE

CALCULATED VERTICAL. ELECTRIC FIELDS FOR A TYPICAL SUBSEQUENT RETURN STROKE (FRoM Uman)
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COMPARISON OF MEASURED RESPONSE (FLIGHT 80-18) AND COMPUTED WITH T3DFD AND
A 30ns RISE TIME, 530 AMPERE STEP CURRENT SOURCE, NOSE TO TAIL.
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CORONA AND STREAMER EFFECTS
by
Dr. R. A. Perala
Electromagnetic Applications, Incorporated

Description of possible corona effects on direct strike data,
review of elements and state-of-the-art of corona modeling,
and application of corona modeling to lightning/aircraft inter-

action. Corona to arc transition, importance, and modeling of
streamers.
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9¢

CORONA:

STREAMER:

DEFINITIONS

A STATE OF THE GASEOUS CONDUCTION PREVIOUS TO ARC FORMATION

A coNDUCTING ARC CHANNEL EMANATING FROM A CORONA REGION



CURONA: BASIC MECHANISM

9 REQUIREMENT:  FREE ELECTRONS ACCELERATED BY ELECTRIC FIELD

Avalanche Electrons

_ dn = andx
L »> —
e n = Number of Electrons
Trigger Electron Air \\\\\\\k
Holecule x = Distance

a = Townsend lonization Coefficient
— 0

Llectric Held

Positive
Ton

0 SOURCE OF FREE (TRIGGER) ELECTRONS: BACKGROUND IONIZATION CAUSED BY COSMIC RAYS;

~2X 107 ELECTRON-10N PARIS/(m3-sec). THIS GIVES AMBIENT AIR CONDUCTIVITY
~ 10'13 mho/m.
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ELECTRON AND ION LOSS MECHANISMS

ELECTRON ATTACHMENT TO NEUTRAL AIR MOLECULES TO FORM NEGATIVE IONS
ATTACHMENT RATE “E

RECOMBINATION OF POSITIVE IONS AND ELECTRONS TO FORM NEUTRAL PARTICLES
RECOMBINATION RATE 8

RECOMBINAZION OF POSITIVE AND NEGATIVE IONS
RECOMBINATION RATE Y

AIR CHEMISTRY EQUATIONS FOR CORONA

Melt) 4 [on + (1) + oy, - 61 n (t) = A(2),
dt

dn_(t}

o dt

#lvn v (0] 0 () =ay, nglt),

dn,(t) + [Bn (t) + yn_(t)] = Qt) + G n
dt

(v,

e

AIR CONDUCTIVITY e = q (ue N, *tow (n_ +n.)

8 ConpucTiviTy o FEeps Back INTo MaxweELL's EQuUAT1ONS
¢ x F - v
9 X H = Cg—% + oF

0 COEFFICIENTS 6, ag» u, IN Turn Depenp UpoN €

CoerFIcienTs Auso Depenp Upon HuMIDITY AND AIR PRESSURE



[F WE ASSUME SPACE CHARGE NEUTRALITY

HOWEVER, SPACE CHARGE EFFECTS ARE IMPORTANT FOR CORONA, SO WE NEED TO INCLUDE:

— _a_p_=
V'J+3t 0
po= (n,-n_-n.)aq
J o= (n, Vo -nV_-n,V.)gq

ALSO NEED TO INCLUDE PARTICLE DYNAMICS

Fo = a, (E+ V, XB), s REFERS TO SPECIES

RESULTS FOR A ROD-PLANE GAP.
NUMERICAL RESULTS ASSUME SPACE CHARGE NEUTRALITY,

600n
y
+ =z
9 64 KV, 23
400ns q
RISETIME Ty
ROD L
T o 2f
5
o
)
15cm 1k
0 1 1
PLANE ’ 0 100 200 300

TIME (ns)
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EFFECTS OF NONLINEARITIES

AIR CONDUCTIVITY MAY SHIELD APERTURES

13
AIR BREAKDOWN MAY CAUSE INCREASES IN a3t + FOR EXAMPLE, AS
INDICATED ON A PREVIOUS SLIDE

AIRCRAFT COMPLEX RESONANT FREQUENCIES MAY CHANGE BECAUSE CORONA
AND STREAMERS EFFECTIVELY EXTEND AIRCRAFT DIMENSIONS

STREAMERS

BASED ON GROUND MEASUREMENTS, AMPLITUDES LIMITED To -100 A

NO MODEL BASED ON FIRST PRINCIPLES IS KNOWN TO EXIST FOR STREAMER
FORMATION AND PROPAGATION

AT PRESENT, MODELING IS PROBABLY BEST ACCOMPLISHED BY PRESCRIBING
NONLINEAR CURRENT SOURCE REPRESENTATIONS
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AN ANALYSIS METHOD FOR THE F-106 DIRECT STRIKE DATA
by
Dr. T. F. Trost
Texas Tech University

Summary of characteristics of electric and magnetic fields

and currents measured during strikes. Description of
laboratory modeling of direct strike fields and currents
including test apparatus, airplane model, and data acquisi-
tion system. Comparison of model results with in-flight data:
Resonances, attachment points, and waveforms. First order
interpretation of in-flight data as a lightning input—aircraft
response problem.
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II.

F-106 DIRECT STRIKE DATA
OBJECTIVES

MEASURE STRENGTHS AND WAVEFORMS OF ELECTRIC AND MAGNETIC
FIELDS ON AIRCRAFT

INTERPRET WAVEFORMS

A. DETERMINE WHICH CHARACTERISTICS OF WAVEFORMS ARE
DUE TO ELECTROMAGNETIC MODES OF AIRCRAFT/CHANNEL

B. INFER NATURE OF IONIZATION PROCESSES

C. STATE IMPLICATIONS OF MEASURED WAVEFORMS REGARDING
COUPLING TO INTERIOR

APPARATUS FOR
AIRCRAFT-LIGHTNING MODELING

PLANE

—

o

VERTICAL_/

PLUGIN

INTEGRATOR

82
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1/2 IN. HELIAX CABLE
40 IN.
semiric /N
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u7 -
36 IN 7
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D-DOT AT NOSE

1E-3 v

150
100

D-DOT

-108
-159

~209

[
o
N
B
&

1E-12 VS

18

-10

-20
-8

o,

10.24 20.48
S.12 15.36 5.6
-3 S

B-DOT AT FUSELAGE

B-DOT
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TRANSFER FUNCTIONS
FOR THE F-106 MODEL

FREQUENCY DOMAIN DESCRIPTION

TRANSFER _ FOURIER TRANSFORM OF OUTPUT

FUNCTION FOURIER TRANSFORM OF INPUT

INPUT: B-DOT
ouTPUTS: D-DOT
B-DOT

B-DOT

D-DOT

NEAR LOWER WIRE

AT NOSE

ON FUSELAGE OVER RIGHT WING

AT VARIOUS LOCATIONS NEAR SURFACE
AT VARIOUS LOCATIONS NEAR SURFACE

EXAMPLES OF TRANSFER FUNCTIONS

1E-3 CeT

1E-3

D-DOT AT NOSE

B-DOT ON FUSELAGE
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PRONY ANALYSIS OF FIELDS
MEASURED ON THE MODEL

REPRESENT SENSOR OUTPUT WAVEFORMS AS FOLLOWS :
N o.t
i
= _ ot o+ 6.
V(t) izlAle cos(mlt ¢l)

2N sit

) R.e
i=1 *

—

S; = oi+jmi ARE NATURAL FREQUENCIES OR POLES
Ri ARE RESIDUES

FIVE LOWEST 1
- NATURAL FREQUENCIES
OF F-106 MODEL
L. T 12
I o {1
- hn !
@
- - 6
jwbl
® cmr
- 4 4
O]
- -4 2
®
1 1 L 0
-5 -1.0 -0.5 [0}
ol
cTT
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Feet x 103
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1
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11
Height Cloud- to- Ground
lightning palh
p— Q -
image *InHOfChud
Charges lightning path

-Q4

Model of thunderstorm charge distribution.

CHARACTERISTIC TIMES

CORONA CURRENT RISETIME (LABORATORY MEAS.) 10-50 ns
LIGHTNING CURRENT RISETIME (REMOTE ELECTRIC

FIELD MEAS.) ‘ 30-8000 ns
PERIOD OF LOWEST ELECTROMAGNETIC MODE OF
F-106 (LABORATORY SCALE MODEL MEAS.) 110 ns
TIME CONSTANT FOR CHARGING F-106 IN
CHANNEL (ESTIMATE) +v250 ns
F-106 DIRECT STRIKE RISETIME OF B 20-40 ns
OF D 20-1000 ns

86



175

B-DOT
409
00 80-036
2
-208
400
608
- - WAL AL A S i ML b
2 T 1024 2.848
512 1.536 2.56
1E-6 S
166 T
S
B
)
-5
-10
-15
-20
0 1.824 2.0848
512 1.53 2.56
1E-6 S
cmzss
- D-DOT
5 80-036

8
_5-:
16
-15 .

e 1.024 2.848
512 1.536 2.56
1E-6 S
1E-6 CmM2
.S
D
o
-.5
-1
-1.5
-2
-2.5
e 1.824 2.048
512 1.536 2.56
1IE6 S

87

16T

BR sHs

-
o uoun

1E-6 12

2.5

1.5

B-DOT

D-DOT



cers

D-DOT
20 ] 80-038-05
15
10 7
S
o ]
-5 '
-10
"“'"T'"'T""T'"'T""T""T""'T""T'"'I'""'l
-15
) 1.024 2.048
.512 1.5% 2.56
1E-6 S
1E-6 C M2
4 3
3.5 3
3 D
2.5 3
3
2
1.5 3
1]
.5 7
o
0 1.824 2.048
.512 1.5% 2.56
1E-6 S
15
E B-DOT
600
400 80-038-05
200 E
-200
400 ]
600
e 1.824 2.948
.512 1.53% 2.56
166 S
166 T
3 B
B ;
4 3
0 ]
-
—e -WMWW
[ 1.824 2.848
.512 1.5% 2.56
1E6 S

88

167

16
12

D-DOT

8-DOT



I-DOT
80-038-05

A S Aad Lids wided wadd Mt WAt okt Al
) 2.84
.51 1.53 2.55
1E-6 S
1ee 4
80 I
60 3
o
28 A
B
) 1.82 2.84
.51 1.53 2.55
1E-6 S

140
128
188 1-D0T
8 4
60
40
8 3
8 I A tAaed sAis Raaba AR ds MARA AR aanay naa o h, SO
] 4.13 8.25
2.86 6.19 10.3t
1IE 6 H2

SOME RESULTS FROM COMPARISON
OF MODEL AND IN~FLIGHT DATA

IN-FLIGHT FREQUENCY SPECTRUM PEAKS ARE IN
GENERAL AGREEMENT WITH MODES OF MODEL

AT 9MHz AND 21 MHz

SHOULD BE ABLE TO INFER SOME CHANNEL PROPERTIES
FROM IN-FLIGHT SPECTRA

IN-FLIGHT D-DOT WAVEFORMS LONGER DURATION THAN
B~-DOT WHEREAS DURATIONS SAME ON MODEL
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AN OVERVIEW OF THE ELECTRICAL/ELECTROMAGNETIC IMPACT OF
ADVANCED COMPOSITE MATERIALS ON AIRCRAFT DESIGN

by

Dr. John C. Corbin, Jr.

Wright-Patterson Air Force Base

The impact of the application of composite structures in
aircraft presented from the electromagnetic viewpoint.
Fundamental electromagnetic differences between metal and
composite aircraft are described and technology develop-
ments in shielding effectiveness, joint and fuel system
design, and power system/equipment integration are reviewed.
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TRENDS IN AIRCRAFT DESIGN

-

FUEL ECONOMY - NEW ENGINE DESIGNS

- ACTIVE CONTROLS

REDUCED WEIGHT - LIGHTER STRUCTURES
- INCREASED PAYLOAD AND/OR
RANGE
DIGITAL ELECTRONICS - HIGH DENSITY PACKAGING
- MICROMINIATURIZATION
- CRITICAL FLIGHT FUNCTIONS



ELECTROMAGNETIC (EM) ENVIRONMENTAL IMPACT

e

® ELECTRONICS MORE SUSCEPTIBLE TO
FAILURE (PERMANENT DAMAGE OR

TRANSIENT UPSET)

£6

® CHARACTERISTICS OF THE AIRCRAFT
SUBSTANTIALLY CHANGED



TECHNOLOGY TRENDS

VERY LARGE
TUBES DISCRETE INTEGRATED | [ARCE SEALE SCALE
TRANSISTORS | CIRCUITS (IC) INTEGRATED
| CIRCUITS (LSI) | CIRCUITS (VLS
TO-5 FLAT PACK CHIP —
G s CARRIER /"
/5T = )= : |
] _ l
250V ]]02\'/_2]40\2 oV — 12V sv — 7y OF 1.5V -3V ’
1 WATT/ i 10-2 — 10-° 10-3 — 10- 10-5 — 10-¢ |
DEVICE WATTS/DEVICE | WATTS/TRANS | WATTS/TRANS | WATTS/TRANS
GLASS/ METAL/ METAL/
. METAL CERAMI
METAL/ CERAM,é CERAMIC/ CERAMIC/ EPO>C<</
CERAMIC EPOXY EPOXY
F—9 F—100,
F—4 F— 111 F—14 F—15 F-16, F-18 VSTOL, AFTI
F—106
GRAPHITE — GRAPHITE —
ALUMINUM
ALUMINUM ALUMINUM TITAN / EPOXY EPOXY
ALUMINUM >
PRE — 1950°S 1950°S 1960°S 1970°S 1980°S
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EM FEATURES OF THE ALL-METAL AIRCRAFT

® SHIELDING OF 20 dB OR MORE BETWEEN THE
EXTERNAL EM ENVIRONMENT AND INTERNAL
AIRCRAFT ELECTRONICS

® READILY AVAILABLE “COMMON GROUND” RETURN
PATHS FOR SIGNAL AND POWER

® A LOW RESISTANCE, HIGH CONDUCTIVITY OUTER
SKIN FOR CARRYING DIRECT STRIKE LIGHTNING
CURRENTS AND DISSIPATING PRECIPITATION STATIC

CHARGES

® A RELATIVELY UNBROKEN COUNTERPOISE SYSTEM

FOR AIRCRAFT ANTENNAS
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ELECTRICAL/ELECTRONIC SYSTEMS

SHIELD TERMINATIONS

CONDUCTIVE STRUCTURE

Sl ./ STATIC \AIRCRAFT GENERATOR

- ELECTRICITY GROUND * POWER RETURN

CHASSIS GROUNDS
CIRCUIT GROUNDS
POWER RETURNS
SHIELD TERMINATIONS
FILTER REFERENCE
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ADVANCED COMPOSITE MATERIALS

® DEFINITION: FIBER-REINFORCED MATERIALS (FIBERS
BONDED TO A MATRIX) HAVING PROPERTIES
COMPARABLE OR SUPERIOR TO METALS AND
FIBERGLASS

® FIBER/MATRIX SYSTEMS IN COMMON USAGE:

GRAPHITE/EPOXY
BORON/EPOXY

KEVLAR/EPOXY

HYBRIDS (CARBON, GLASS & KEVLAR)



AIRCRAFT APPLICATIONS

YF-16 FORWARD FUSELAGE
FIA 18 HORNET
AV-8B VISTOL

767
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F/A-18A MATERIALS DISTRIBUTION

Percent of

Structural

Weight
A Steel . . . . .. . . . 15.7
B im0 13.0

aP1340002-:a
3 FEBRUARY -1t~
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F/A-18A MATERIALS DISTRIBUTION

Percent of

Structural

Weight
l:] Aluminum . . . . . . . . 50.0
Steel . . . . . . .. .. 15.7
- Titanium . . . . . . . . 13.0
w1 Graphite/Epoxy . . . . . . 9.1
Other . . . . . . . . .. 12.2
100.0

GP13-0002-21
3 FEBRUARY 1881
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AV-8B COMPOSITES APPLICATIONS

STRUCTURAL

WEIGHT
GRAPHITE/EPOXY. ...... 26.3%
ALUMINUM . ........... 47.7%
L JOTHER ... ov e

5,006 POUNDS OF STRUCTURE
1,317 POUNDS OF GRAPHITE/EPOXY
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AIR FORCE STUDY (1979)

® SCOPE: ASSESS POTENTIAL ELECTRICAL/
ELECTROMAGNETIC IMPACTS OF THE
APPLICATION OF ADVANCED COMPOSITE
MATERIALS TO AEROSPACE SYSTEMS

® OBJECTIVES: IDENTIFY POTENTIAL SUSCEPTIBILITIES
OF SYSTEMS

DETERMINE IF EM ASPECTS ARE BEING
FULLY CONSIDERED

DETERMINE IF EM PROGRAMS ARE
IN BALANCE WITH STRUCTURAL .~
PROGRAMS
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CONDUCT OF STUDY

QUESTIONNAIRE SENT TO GOVERNMENT AGENCIES
& AEROSPACE CONTRACTORS

VISITS & IN-DEPTH DISCUSSIONS AT SPECIFIC

FACILITIES

JOINT GOVERNMENT — INDUSTRY MEETING

BRIEFINGS TO:

SAMSO
AFWAL
ASD
RADC
RAND

NASA
NAVAL ASC
AFSC (DL/SD)
USAF (RD)
DOD (USDR&E)
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SCOPE

MATERIAL CLASS

METALLICS CONDUCTIVE
GRAPHITE/EPOXIES

HIGH MODULUS (GY70 - SPECIAL,
' MISSILE & SPACECRAFT) REDUCED
HIGH STRENGTH (T-300, AS /CONDUCTlVlTY
AIRCRAFT)

FIBER GLASS DIELECTRIC
KEVLAR
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TOPICS

IMPLEMENTATION ISSUES:

DESIGN CAPABILITY
DESIGN DATA

DEVELOPMENT NEEDS
E/EM CONCERNS

LIGHTNING EFFECTS (DIRECT/INDIRECT)
STATIC ELECTRIC EFFECTS

ANTENNA PERFORMANCE

RADAR CROSS-SECTION
ELECTROMAGNETIC INTERFERENCE (EMI)
ELECTROMAGNETIC COMPATIBILITY (EMC)
ELECTROMAGNETIC PULSE (EMP)
SYSTEM GENERATED EMP

POWER SYSTEM DESIGN

SPACE ENVIRONMENT EFFECTS

OTHER NUCLEAR EFFECTS
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SUMMARIZATION

G
£/ /& S5/
N < /& “?QQ’ 0y S
NS N NENWRYENVES
< o VARNA I
S/ E/ &/ /S/F/F /T/8
/¥ //X /S S /L /&
clon [ ow | oav Al B]c|o

LIGHTING DIRECT EFFECT

STRUCTURAL EFFECTS X X

FUEL SYSTEM EFFECTS X X X | X
LIGHTING INDIRECT EFFECTS X x | x | x| «x
ANTENNA PERFORMANCE

HF & LF X x | x

VHF -L BAND X X | X

ABOVE L BAND X X X
STATIC ELECTRICITY X X
RADAR CROSS SECTION X X

LOW RCS OBSERVABLE CASE X X
EMI/EMC/EMP X x | x | x| x
POWER SUBSYSTEM X X X | X
SYSTEM GENERATED EMP X
OTHER NUCLEAR EFFECTS
SPACE ENVIRONMENTAL EFFECTS
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LEADING CONCERNS

LIGHTNING
 SPARK FREE FUEL TANK DESIGN

« INDIRECT EFFECTS (UPSET/DAMAGE)
BONDING OF JOINTS AND SEAMS (EMI/EMC, EMP,
SGEMP)

e CORROSION CONTROL

e ELECTRICAL DURABILITY (A/C AND SPACE)

e STRUCTURAL/PRODUCIBILITY

POWER SYSTEM GROUNDING

HF AND LF ANTENNA TECHNOLOGY

COMBINED SPACE ENVIRONMENT EFFECTS
SPECIFIC DATA REQUIREMENTS

TECHNOLOGY TRANSITION
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CONCERNS REFLECT

MATERIAL PROPERTY DIFFERENCES:

REDUCED CONDUCTIVITY

* REDUCED SURFACE CONDUCTIVITY

* REDUCED SHIELDING
STRUCTURAL JOINT ELECTRICAL CONDUCTIVITY
ELECTROCHEMICAL POTENTIAL FOR CORROSION

LIMITED DATA AND EXPERIENCE:

* VARYING DEGREES OF CONCERN
e SOME CONCERNS GENERIC
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CONCLUSIONS

e TECHNOLOGY DEVELOPMENT ESSENTIAL IN FIVE

MAJOR AREAS: !

e JOINT DESIGN

FUEL SYSTEM DESIGN

POWER SYSTEM/EQUIPMENT INTEGRATION
SHIELDING EFFECTIVENESS

RADAR CROSS SECTION

(-}

APPLICATION OF COMPOSITES TO AIRCRAFT IS LOW
RISK

ESTABLISHMENT OF TRI-SERVICE/NASA/FAA WORKING
GROUP NEEDED FOR PROGRAM COORDINATION,
DEVELOPMENT OF DESIGN GUIDES, HANDBOOKS,
STANDARDS AND SPECIFICATIONS, AND
DEVELOPMENT OF STANDARD ACCEPTED TEST
METHODS FOR CRITICAL AREAS (SUCH AS

SHIELDING EFFECTIVENESS)
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McAIR ANALYSIS/TEST PROGRAM OF GRAPHITE EPOXY
COMPOSITES

® INHERENT SHIELDING
® PANEL SHIELDING

® PANEL/JOINT LEAKAGE

® PANEL JOINT IMPEDANCE

® FUSELAGE SHIELDING

® STATIC WING SHIELDING

® ANTENNA PERFORMANCE

® INTERMODULATION EFFECTS

® LIGHTNING EFFECTS
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COAXIAL LINE FIXTURE (FIGURE 1)

INHERENT SHIELDING

G/E WASHER SPECIMENS FROM 1, 2,
4, & 8 PLY PANELS

CW SIGNAL INSERTED/RECEIVED
SIGNAL MEASURED

EFFECTIVE SHIELDING >60 dB FROM
40 KHz - 1 GHz (FIGURE 2)

SHIELDING PREDOMINANTLY BY
REFLECTION
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COAXIAL FIXTURE

) Coaxial Fixture
Coaxial

Line Input

— Specimen

Coaxial
/ Test Section

Conical
Matching
Section

Coaxial
Line
QOutput

Washer Specimen Mounting Detail

L }

l Specimen

GP03-0153-1
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Shielding Effectiveness - dB

PLANE WAVE SHIELDING MEASURED WITH COAXIAL LINE

80
me 8 Ply Graphite Washer
)  Contact with Silver Paint
60
40
20
0 | 111 [ L 111 | 1] [ 11 11 L L1
0.01 0.1 10 100 1,000 10,000

Frequency - MHz

100,000

GP03-0153.2
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~ PANEL SHIELDING

® VARIOUS THICKNESSES (1, 2, 4, & 8 PLY)

® VARIOUS CONSTRUCTION TYPES (MONOLYTHIC,
HONEYCOMB, SYNTACTIC CORE)

© CUBICAL COPPER BOX FIXTURE (FIGURE 3)

® PLANE WAVE SOURCE (40 KHz - 20 GHz) - ROD
ANTENNA SENSOR

® VARIOUS PANEL ATTACHMENTS

(a) CONTACT MOUNTING (FIGURE 4)
(b) CONDUCTIVE MOUNTING (EPOXY)

(c) FASTENER MOUNTING

(d) CONDUCTING FOIL MOUNTING (FIGURE 5)
(e) FINGER STOCK MOUNTING
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Shielding Effectiveness - dB

ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS ON BOX

80
8 Ply Graphite
Contact Mounting
60 O
40 , I{d XX{ !/>
2 tj
0 | ||| L 1] |11
0.01 0.1 10 100 1,000 10,000 100,000

Frequency - MHz

GP03-0153-4
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Shielding Effectiveness - dB

ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS

ON BOX (CAPACITIVELY COUPLED)

80 [
8 Ply Graphite
Capacitively Coupled
60
40 f(/\\\?j?
20
0 [ 111 [ |1 | | 1 1] | [ L 11
0.01 0.1 10 100 1,000 10,000 100,000

Frequency - MHz






CONF I GURATION
IDENT »

EMI LEAKAGE TEST PANEL LIST

CONF | GURAT ION
G/E Tape Mat!'i
G/E Cloth
Aluminum
G/E (Tin Plated)

G/E~Aluminum

G/E-Atuminum

G/E-Aluminum

G/E~Aluminum

G/E-G/E

G/E~G/E

Aluminum=~A|uminum

G/E-Aluminum

G/E-G/E

JOINT

None
None
None
None

Single
Shear

Single
Shear

Single
Shear

Single
Shear

Single
Shear

Double
Shear

Double
Shear

Single
Shear

Single

122

Lap

Lap

Lap

Lap

Lap

Lap

Lap

Lap

Lap

JOINT SEAL CONFIGURATION

None
None
None
None

Form-1n-Ptace (FIP) Seal

Tin Plated=-FIP Seal

FIP Seal

FIP Seal-Finger Stock

Tin Plated

Fay Seal

Fay Seal

FIP Seal=-Finger Stock

Tin Plated~FIP Seal~
Finger Stock




TYPICAL TEST CONFIGURATIONS

———= To Receiver

N Test Enclosure

To Signal Source - \/
-~
Xmit Antenna

GP03-0153-8

123




EMI TEST PANEL DATA
RELATIVE PERFORMANCE OF PANELS WITH SEAMS

Retative
Test Panel Description Seam Preparation (5) Per formance
E H
N Aluminum=-Aluminum None Double Lap Shear (DLS) 100 97
L Graphite/Epoxy Cloth - Graphite/ Tin Plated, Sealed B84 84
gEpoxy Cloth
P Aluminum - Graphite/Epoxy Cloth Bonding Strip, Sealed 69 79
R Graphite/Epoxy Cloth - Graphite/ Tin Plated, Bonding Strip 64 78
Epoxy Cloth Sealed
G Aluminum - Graphite/Epoxy Cloth Sealed 58 99
H Aluminum -~ Graphite/Epoxy Cloth Tin Plated, Sealed 49 96
M Graphite/Epoxy Cloth - Graphite/ None (DLS) 50 4
Epoxy Cloth
K Graphite/Epoxy Cloth - Graphite/ Bonding Strip, Sealed 37 55
Epoxy Cloth
J Graphite/Epoxy Cloth - Graphite/ Sealed 10 68
Epoxy Cloth
c (4) Aluminum 99 99
D (4) Tin Plated, Graphite/Epoxy Cloth 95 89
A (4) Graphite/Epoxy Tape 80 "
B (4) Graphite/Epoxy Cloth 70 79
NOTES:

e All panels show relationship to best panel whose value is 100

2. E (electric tield)

3. H (magnetic field)

4. One plece panels (no seams)

5. Single tap shear (SLS) unless otherwise indicated

6. The seals are a formed-in-place rubber gasket used to prevent water |eaks
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ADJACENT GRAPHITE/EPOXY AND ALUMINUM
LIGHTNING ATTACHMENT CHARACTERISTICS

RG-9 Coax Cable
from Generator

All Measurements
Made Between
Point ** \X‘} and
Lettered Points
RSN S—
2in
4o
1in.
1
. Joint
1in.
+—o—o
2in
4—eo—c
V4
I
o O
| T
—— 0.01 &} l
- GPO301639
O z
) A T/— Graphite/Epoxy

Panel

Silver
Conductive
Epoxy

IS

Copper "“Glove”’

View 2.2
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CONF IGURAT ION

IDENT .

JOINT IMPEDANCE TEST PANEL LIST

CONF | GURAT I ON

G/E

Aluminum

G/E=-Aluminum

G/E-Aluminum

G/E-Aluminum

G/E-G/E

Aluminum-G/E

G/E-G/E

JOINT

None

None

Single
Single
Single
Double
Single

Single

Lap Shear

Lap Shear

Lap Shear

Lap Shear

Lap Shear

Lap Shear

JOINT SEAL CONF IGURATION

None

None

2-Ply Cured Fiberglass

Tin Plate & Form-In Place Seal
Form=1n-Place Seal

Fay Seal

Fip Seal-Finger Stock

Tin Plate-Fip Seal-Finger Stock
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PANEL

TYPE
G/E Cloth
Aluminum
G/E-Alum SLS
G/E-Alum SLS
Al-G/E SLS
G/E DLS

G/E-Alum SLS

G/E SLS

RATIO OF IMPEDANCES

D.C.
RESISTANCE
(OHMS)

Ratio of Joint-Impedance to Bulk Material

0.03

0.0

0.013

0.01

0.03

0.41

0.013

0.012

14 KHz 42 KHz 112 KHz 500 KHz
1.0 1.0 1.0 1.0
1.0 1.0 l«0 .0
2.3 2.4 2.1 2.8
.0 .0 .0 1.0
7.0 10.4 5.9 .8

42,5 42,5 42,5 30.0
1.0 1.0 1.0 1.0
1.0 1.0 1.0 1.0
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FUSELAGE SHIELDING

COMPARED INDUCED VOLTAGES IN TYPICAL
AVIONICS BAY FOR METAL AND G/E BOXES (FIGURE 8)

TESTS CONDUCTED FROM 14 KHz TO 18 GHz

TESTS CONDUCTED WITH IDENTICAL WIRE BUNDLES,
LOAD TERMINATIONS, AND ROUTING LOCATION
(FIGURE 9)

OVER 100 DIFFERENT TEST CONFI-GURATIONS
(TYPICAL RESULTS SHOWN IN FIGURES 10 AND 11)

TEST OF SIMULATED FUSELAGE STRUCTURE WITH
ACCESS PANEL (FIGURE 12)

CONCLUSION: LEAKAGE EFFECTS OF JOINTS FOR
BOTH ALUMINUM AND G/E ARE DOMINANT FACTOR
IN SHIELDING EFFECTIVENESS. LITTLE DIFFERENCE
BETWEEN G/E AND ALUMINUM SHIELDING
EFFECTIVENESS
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FORWARD FUSELAGE EMI TEST ARTICLE

Cockpit Floor
35 in.\‘
N / Fuselage

Skin
o RRRRREREO = 77\
i e . P ress ur e
Bulkhead (Typical)

(Typical)
Typical Access Panel

Graphite/Epoxy Test Box
and Aluminum Test Box GP03-0153-10
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TRIMETRIC VIEW OF WIRE ROUTING

\ Cockpit Floor

{Top Panel)

Joo \\
Bundle “A” 2 b
Bundle “’B”
18 in
20in

Aluminum
Panel

To Measuring (%
Instrument

To Instruments

24 in. {Typical) Notes:

Bond load boxes to Al panel
2 All loads in RF tight boxas

GP03.0153 11
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INDUCED VOLTAGE ON SINGLE WIRE,

1 VOLT/METER FI

ELD

60

N

Voltage - dB,uv
N H
o o

o

e

Elc(

— A = Single wire, 50 ohms, graphite/epoxy box
O = Single wire, 50 ohms, aluminum box

—-20

I

l III’ L[ 11

Y

| 1]
100M

|

| 1]
1G

10G

L1 []

10k 100k M 10M

Frequency - Hz















































































































CONCLUDING REMARKS

COMPOSITES EXHIBIT STRUCTURAL ADVANTAGES COMPARED TO METALS

EXCELLENT IN-SERVICE PERFORMANCE AND MAINTENANCE EXPERIENCE HAVE BEEN
ACHIEVED WITH OVER 150 COMPOSITE COMPONENTS DURING 8 YEARS AND OVER

2 MILLION HOURS OF FLIGHT SERVICE WITH NO SIGNIFICANT DAMAGE FROM
LIGHTNING STRIKES

EFFECTS OF LIGHTNING ON COMPOSITE MATERIALS AND LIGHTNING PROTECTION
SYSTEMS ARE BEING EVALUATED

GROUND AND FLIGHT DATA BASE IS BEING DEVELOPED FOR THE ELECTRICAL
SAFETY OF AIRCRAFT
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LIGHTNING INTERACTION ANALYSIS
by
Dr. Karl S. Kunz
kunz Associates, Incorporated

Description of lightning interaction analyses and how
they are performed including lightning model, aircraft
geometry, interior equipment and cable layout, and model-
ing of interconnecting system. Sample direct strike
problem and (generic) expected results. Overview of
mathematical basis used in interaction analysis and
description of finite difference method.
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WHAT IS A LIGHTNING INTERACTION ANALYSIS -

* A MATHEMATICAL TREATMENT OF THE PROPAGATION OF
ELECTROMAGNETIC ENERGY FROM A LIGHTNING BOLT TO

AN ATRCRAFT AND ON INTO SUSCEPTIBLE INTERIOR -
EQUIPMENT

-*  USES EXPERIMENTALLY DETERMINED CHARACTERISTICS
AS THE INPUTS OF MATHEMATICAL MODELS

PREDICTS RESPONSE LEVELS (VOLTAGE AND CURRENT) AT
THE INPUTS (PINS) OF SUSCEPTIBLE EQUIPMENT

ALLOWS UPSET/DAMAGE/FAILURE ASSESSMENTS TO BE MADE
-FOR THE SUSCEPTIBLE EQUIPMENT

WHY A LIGHTNING INTERACTION ANALYSIS AND NOT JUST EXPERIMENT -

EXPANDS ON EXPERIMENT

- SOURCE VARIATIONS, AIRCRAFT MODIFICATIONS AND
EQUIPMENT CAN BE ACCOMODATED

-

INCREASES UNDERSTANDING

- MODELING INCREASES UNDERSTANDING AS MODELS ARE
REFINED AND MADE MORE ACCURATE

* EFFECTIVE

- ANALYSIS CAN BE QUICKLY AND INEXPENSIVELY PER-
FORMED, WHILE ADEQUATE ACCURRACY IS MAINTAINED



HOW IS A LIGHTNING INTERACTION ANALYSIS PERFORMED -

. DEFINE SOURCE (DIRECT STRIKE, RADIATED FIELDS, ETC.),
AIRCRAFT (707, 747, ETC.) AND POSSIBLY SUSCEPTIBLE
EQUIPMENT (RADAR, NAVIGATIONAL EQUIPMENT, ETC.) .

- OBTAIN RELEVANT EXPERIMENTAL DATA, SUCH AS

- LIGHTNING TIME BEHAVIOR OR SPECTRUM
- AIRCRAFT GEOMETRY AND CONSTRUCTION
- INTERIOR EQUIPMENT AND CABLE LAYOUTS

- ELECTRICAL PARAMETERS (CABLE SI1ZE, SHIELDING,
IMPEDANCE, TERMINATIONS, ETC.)

- DEVICE UPSET/DAMAGE/FAILURE THRESHOLDS AND
MECHAN I SMS :

* MODEL THE INTERCONNECTED SYSTEM OF SOURCE, AIRCRAFT
AND EQUIPMENT

* SELECT A MATHEMATICALLY TRACTABLE REALIZATION OF THE
MODEL

*  CHECK THE ‘MATHEMATICAL MODEL FOR COMPLETENESS AND
VALIDITY (COMPARE PREDICTIONS WITH KNOWN EXPERIMENTAL
RESULTS)

* PREDICT RESPONSES AT THE SELECTED SUSCEPTIBLE EQUIPMENT

- EXAMINE SENSITIVITY TO PARAMETER VARIATIONS (OPTIONAL
- "SAFETY” MEASURE)
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TYPICAL PROBLEM

[NTERNAL
AND

EATERNAL
RESPONSE

| DIRECT
)\ STRIKE

e——

1

| 200 NS RISETUE
Qw5 FALTTE
100 KA PEAK
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AIRCRAFT DETAILS

navigation lights

rectifiers, 7
inverters
batteries,

air conditioner,
cabin pressure,

instrument panel [engine pressures,
fuel pump,

oil pressure,
tachometer,

fire warning,
genergtor,
solenoid vaives,
Land controls

Tvpical elements and cabling associated with the aircraft
power system.

Elementary volumes within the aircraft.
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CABLE DETAILS

CABLE TYPES
(TRANSMISSION LINES)

B COAXIAL: e vt rrennernoeronrsons @
B OTRIAXIAL: cvveenvrsornosassannnss

B MULTIAXIAL. v e vaanssnnnaosasannnosas
B O TWINAXTAL estuvrnonnvsnseanns @

® Open LINES

8  STRIPLINE —

® MICROSTRIP ——

® TWO-WIRE @ ®
» EDGESTRIP — —-—é

@ EDGEWIRE @

@ WIRE OVER GROUND hd

MATHEMATICAL REALIZATION -

GENERAL REQUIREMENTS -

SOURCE X EXTERIOR RESPONSE X PENETRATION X INTERIOR
RESPONSE X SHIELDING EFFECT = RESPONSE AT "PIN

-

EXTERIOR RESPONSE X PENETRATION X INTERIOR RESPONSE
MOST DIFFICULT PART

POSSIBLE APPROACHES (MAY BE COMBINED WITH TRANSMISSION
LINE THEORY, BETHE SMALL HOLE THEORY, MULTIPLE RUNS, ETC.)
SIMPLE CANONICAL SHAPES

MoM THIN WIRE TYPE copes (EFIE)

paTcH copes (MFIE) |

FINITE DIFFERENCE TECHNIQUES
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CANONICAL SHAPES

Plane wave broadside incident on a prolate spheroid.

o swowa

|

g craeresrssdl
ground plane

Diagram of flat plate crossed with an electrically thick cylinder.
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WIRE MODEL/BOR’S

Stick (intersecting cylinders) model of the B-1 aircraft in the
wings~-forward and wings-swept configurations.

~—- 21:m
= —— g ———— - Tk

' 36.5m 3 mi—

j—14Tm } 21.8m —t

N— % (NP . Y . GT'
7.0m

Body-of-revolution model of the EC~135 airgraft.
. are indicated with dotted lines.

Current zones

178



MoM

Some Computational Aspects of Thin-Wire Modeling

FL Nawy gireratt \—3‘\4
After DIAZ (4.23)

p—— L ——ey

-

)

2/3L

L

‘I—‘HYSL

It
7

After MILLER & MORTON [4.20)

i

After RICHMOND [4.21]

After THEILE [£.35)

/
7

[

Representative wire grid model structures

179

=

{

After MILLER & MAXUM [£.22)



FINITE DIFFERENCE F-111 MODEL

FINITE DIFFERENCE METHOD -

*  BASED ON BRUTE FORCE TIME STEPPING OF MAXWELL'S
EQUATIONS

* INCORPORATES ANI MATHE?ATICALLY EXPRESSIBLE SOURCE,
a -

1E. [(t) = et - eF
*  ACCURATE EXTERIOR RESPONSE PREDICTIONS

* WITH EXPANSION TECHNIQUE CAN, ALSO, PERFORM INTERIOR
RESPONSE PREDICTIONS AT REASONABLE COST

* CAN HANDLE COMPOSITES, AS WELL AS METAL AIRCRAFT
PANELS
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DEFINITION OF THE FINITE DIFFERENCE APPROACH

Finite differencing consists of replacing continuous
partial derivatives in P.D.E.'s with appropriate finite
differences. For example:

3y > Ay = Ypuq1 - ¥p s 3y > LA(y)] = ypo- 2yp, + Y, 5 ete.

Finite differencing discritizes the P.D.E. and, hence,
the problem being solved, i.e.

< | > |

Finite differencing is, therefore, an approximation
that in the limit of zero mesh size is exact.

Finite differencing does not require any special model
of the problem to facilitate a solution, just the appro-

priate P.D.E. such as:

oe de oh
197 _ r 2y _ ]
a@TUTHUK or (- gE) = 5T

(heat equation) (portion of Maxwell Equations
for thin scatterer in cylin-
drical coordinates)
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EVOLUTION OF PRECEEDING FINITE DIFFERENCE APPROACH TO EM

W _,)5
l\@ =,
The Maxwell Equations
Classical Boundary Value Solutions
Introduction of Computers/Computer Oriented Numerical Analysis
Integral Equation Approaches (EFIE and MFIE)

Finite Difference as presently applied to EM coupling

1) feasibility of application to realistic problems -
K.S. Lee - "Num. Sol. of Int. Bound. Val. Prob. Involv-
ing Maxwell's Equas. in Iso. Media", IEEE Trans-
actions A and P, May,1966.

2) application in 2D to realistic problem with radiation
boundary condition - ‘
D.E. Merewether - "Trans. Currents Induced on a Metallic

Body of Rev. by an EM Pulse", IEEE Trans-
actions on EMC, May, 1971.

3) formulation of 3D code with radiation boundary condition -

R. Holland - "THREDE: A Free-Field EMP Coupling and Scat-
tering Code", Mission Research Corp., AMRC-
R-95, Sept., 1976.
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EVOLUTION - 2

4) application to complex scattering object with com-
parison to experiment -
K.S. Kunz and K.M. Lee - "A Three-Dim. Finite-Diff. Solu.
to the Ext. Response of an Aircraft
to a Complex Transient EM Environ-
ment: Part 1 -The Method and Its Im-
plementation and Part 2 - Comparison
of Predictions and Measurements",
IEEE Transactions on EMC, May, 1978.
5) expand subvolume in a second run for increased spatial
and frequency resolution -
K.S. Kunz and L.T. Simpson - "A Technique for Increasing the
Resolution of Finite-Difference
Solutions of the Maxwell Equations",
JEEE Transactton on EMC
November, 1981
6) generalize the 3D code to treat lossy dielectrics -
R. Holland, L.T. Simpson and K.S. Kunz -
"Finite-Difference Analysis of EMP Coupling to Lossy
Dielectric Structures", IEEE Transactions on EMC,
August, 1980.
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(10'° amps/m/sec)

0 750 500 750 T000
Fig.17. T.P.R1,J4 (), £l Fuselage.
1000 —
i
100 =
e 3
E ]
> :
E- 4
19 !
h . P Sy adh " b
3 10 160
Fig. 18 T.P.R1,J4(1), £ 1 Fuselage.
9 ~ L L4 ¥
= : .
<
wr
S
< ]
?
[ A
o~ -
e
= ]
1 1 2
750 500 750 1000
‘ Fig.19. T.P.R1,2(n), E 8 Fuselage.
mo,oocé r 3
E ]
10,000 . E
A Eo A3
3 P" 3 4
,_o - b ~n 4
=]
1000k ! 1,-
3 3
1 L
100, — T 100

Fig. 20. T.P. Rl, Otw), E i Fusclage.

IZEEZ THANSACTIONS ON ELECTROMAGNETIC COMPATIBILLTY, VOL.

(10lo amps/m/sec)

Amps/m

(10‘3 volts/m/sec) &

Volts/m

1.0 - i
.L
3 . t
0 V '\/’AW@W |
-0.5¢ ’
10 250 500 750 100
Fig.21. T.P. 382,J/,(¢), £ Fuselage.
100
]
100
10
] " ‘. 1
1 10
Fig.22. T.P.382,J4(w), £ 1 Fuselage.
9.50 - v i
0.25( . .
-0.250 % 1
0. c A a
0.5¢5 750 500 750 1600
Tire (ns)
Fig. 23. T.P. 382, Q(), £ & Fuselage.
107 T e E
3 b
3 -

Frequency {MHz)
T.?. 382, Qfw). E 1 Fussiage.

Fig. 24.

‘SAMPLE PERFECTLY CONDUCTING A/C RESULTS
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INCREASED RESOLUTION USING EXPANSION TECHNIOQUE
- A/C UNEXPANDED -

11s 7
5 Ce o

}‘\\\ i - . 3.
o - Figure 6. Afrcraft #ogel in 50° Cell Soace
10 Cells \\4,’/ with Subdounaary Indicated.

- A/C EXPANDED -

Figure 7. Expanded Run Showing Cockpit Area Detafl.
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7
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c,u.a.nﬁk s Li0e ‘ls""" X

|-

vlJlﬁS [ ] l‘

(KLY

—n,0

l'(I.J.l

ufl
RIEES

v

LRI 1tn
2K

Fig. 1. Convention lor imposing the W, 2, K) imdeaes on the (s, v 2)

problem space, and location of she sin fichd crvaluation points in 8

typical cell.

[ 2= (0,0,-0

(¢ )

Fig. 2. THREDE model of a dickeciric sphere with incidemt fick and
oincrvation puinis indiceticd. The aumbered ohsers atim goints marked
in this figwrc sefes ko the obscrvation points cited in Figs. -

LOSSY DIELECTRIC CAPABILITIES

The lossy-dielectric version of THREDE is based upon

e
]

n

l"E‘ . . ,1£i
5 4ol =Vl ~al—(e—¢,) 7,', .

. ] ~——r
9 o Rayletigh-Mig solution

T30 ~ THREOL selution

g -k 9
v -w}

o

.0 LS

B e S ¥ M X
targ * U0
Fig. 3.
. €= Y¢,

w e u:m-)
3

! . "
-
e ] A 3 2 A i A -
[ ) K ] 1.4 2.0
Sare * 70
Fig. 4. 1, = +H} st obscrvation ! for € = ¢, e

H}
+¢T’L"= -V x E'—a"_"—-b'—‘(o) ‘.;t;l
(4

[ 1] SO S S S S S
] ] [} LA

tnera * €172

Fig. 5. E2 = -Ep at observation point 2 ipule of iunmated
hemisphere) tor € = Ye,,

4

Fig. 6. 1,4 = 441" at obscrvation point 2 hor € = e,

A N "
4 LE 24

Yuorn ° CU/s

- . . . " W .
E,t = +E,* at observation poim | (pole of dark hemisphere) tor Fig. 7. E,t = —E st observation point }lar € = ¢,

.-'- . ct/s

Fig. K. 11,0 = +H + st obscrvation point 3 o € = 9¢,,.
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. -8 [ 1.4 K] 3 T
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Fig. 9. E,* = - at observation poi - Fig. 13. E,2 = —~E,3 (unfilicred) at obscivalion point 2 pale il- Fig. 17. E,0 = —E 2 (onfiliered) at ohservation point 4 for € = 2e,,.
¢ rvatlon point 4 for € = 9¢,. ’ Iumi:lml) hemisphere) for € = 2¢,. °
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Fig. 1), Eq = +E (unfilicicd) st ohscrvation paint | (pole of dark o= compare with the unliltered result shown in Fig. 14.
hemisphere) fos € = ¢, Fig. 1S. Eg* = —E tunfiltcred) at ohscrvation powmt Y lor € = 2¢,
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[ Je—— v ' I
[t
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L. @
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. — TR SR S JY s | —J -
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' Fig. 12. Uy = +II,' (unfiltered) at observation point | for ¢ = e, Caorn © €1/ ‘ -
' Fig. 16. Hy = +Hp (unfikcred) st obscrvetion poimt 3 for € = 2¢,. '

Fig. 20. Ny = —Ny* g0, = 2.3 cla) st ohservation point 4 tor ¢ = ey
compare with the ualilicscd result shown i Hip. 18,



INTERIOR COUPLING APPROACH

Contiguous Skin Model of the Aircraft for Oiffusion Calculations

Perfectly Conducting Aircraft with Seams

)
’ |
v
—-— - I
- —— e e e e e
Pl \ T —\ T- /
\‘\J / T == ._.1\_} ‘L‘—S;_’
Complement of the Seam Model
ORIGINAL GEOMETRY CONJUGATE/COMPLEMENT GEOMETRY
)
$o l
Electrically Conducting '
/ Screen S, | Electrically Conducting
f - Screen S,
A
|
|
{
totatl
| 1}
1 U, = ,.l —
| 1 inc
II'
]
4
\ i \
fae N
/. Electrigally Tde Magnetically
Kde ‘C‘l?llduCl ng tonducting
i ire Conjugate ' Hire
Source Source
|
]
1
l\
i \
Eleclrically Magnetically |
ConducLling Aperture Conducting [
Hire Hire }
[

Original and Conjugate/Complement Geometry -
Planar Screen Example
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SRR

Scat’ -Einc = f(t)

Etan tan
1/ / j Electrically
- Conducting
. Jire
Resistive ?
Ei::t- (T H; As JR/L & Segment (3 segments)
loop of
Resistance
i R
) -
scat, _¢inc ,
Etan -Etan 0

Aircraft Surface

777
777 7T &Pl iey T P27 72P 2¢¢ 7244077778 845 88407

Lightning Channel Source

V) \ \ \

scat, _,inc 4 g(t)

Hian = “Mtan
(¢ E s, ) Magnet1ca11y
yscaty 100 onjugate Conducting
Hian '——ER-——- Resistive ? Wire
Segment (3 segments)
L

scat, inc
tan Htan =0

Complementary Aircraft Surface

i dd r2
4 777777 r s

" Conjugate Lightning Channel Source
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uire] I I

e

not zergced —
directly

under E component

that defines the

N

AN TANNRRRARNAR AR

e -— - - -
r.u-mlnmuar] Surtace (n x 150 . 0) l
- . . - ‘5 L.
PP IOV Y YD YRV YOPI Y VYNNI
4 /
7 ;I
1; _—4—--g-~<‘—--.~-c—-—‘---’4—~~ -—
/
7 Original Surface (n x E5®% o _p 4 [‘"tf’
o; "‘
A
/ i
g | =
7
A t
A
Y * .

—

-—

ARRRRAN VAT N L ANNAN VR W

drmcmp et ey cm fm P W me -l

wire
— f —
o
l 4 mr/’./////i{'////.l/////l_./////.//////;/( .
— — - —)——-0—-——’----0.---—0-——5-- L Rl
]
. I
Finite Difference Formulation of the Complementary Aircraft Surface
Showing the 1a1f Cell Displacement and the Wire Mode) of the Seam
Girdling the Surface
Attachment
Channel
S‘ﬂ> scat _ inc _
Source "tan = . "tan f(t)
a
Resistive Segment
where
seam wing
scat _ uEiAsi) 4
L . el b 4
1 A = \\_
ALV m— \
]
N o arer s Yoo v rrrr7
=" R / AT AL 77V 7 |
] 3 et
l [ ]
i i }
Wire (magnetically conducting ] ( Nscat = 0)
Bulkhead “scat ) _"inc) surface (n x
n x "scat :nx "inc) tan tan

petachment Channel

Couple Conjugate/Complement Geometry as Formulated for Finite Difference Applications
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PIN PREDICTIONS - SINGLE MULTILAYERED CABLE

£
;Q(?"'"-"
\\‘

1m0ty

Morie! of aerial cables. -
* Model of shielded cables.

+ USE F.D, TO FIND CURRENTS ALONG CABLE SHEATH, I,

* USE SURFACE TRANSFER IMPEDANCE, ZT’ AS DEFINED BY
SCHELKUNOFF, TO FIND THE INTERIOR CURRENTS:

[a(x) =foen(x,x'> v Zp v In(x)ax’

WHERE G, IS THE APPROPRIATE GREEN'S FUNCTION THAT
INCORPORATES THE CORRECT BOUNDARY CONDITIONS FOR
THE GEOMETRY AT HAND

* EVALUATE I, (x = L) TO FIND THE CURRENT AT THE PIN

' EVALUATE THE VOLTAGE ACROSS THE DEVICE CONNECTED TO THE

PIN, Vd, USING THE PIN CURRENT AND THE DEVICE'S IMPEDENCE
Zd) I.E. Vd = Ia(X = L)Zdl

*ONLY DIFFUSION THROUGH SHIELD CONSIDERED
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EXPECTED RESULTS -

v EXTERIOR RESPONSE - SIMILAR TO PERFECTLY CONDUCTING
A/C RESPONSES

+ INTERIOR CABLE RESPONSE;. WIRE EXTERIOR - WEAKLY
' DAMPED SINUSOID, SEE BELOW

+ PIN RESPONSE - SIMILAR TO WIRE EXTERIOR

8ulk Current
R VW S I
50 & Prediction Location 33 7

Interior Geometry of Exoanded Region

3.0 —— — 10‘5 .
2.0 > 111 T
——— 1078 121 IRALI
1.0 : - ' ¢ ; I
re Tme - ‘ -7 [
< oM 3 S0 . '
3 -1.0 . = 3 8 mBan %
2.0EF 3 v l
Soid — . 7 *
-3.0 . - 10° ! M i
0 100 200 300 400 ws 107 108
Time (ns) . Freq. (Hz)

Sample of Predicted Results
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SUMMARY

FEATURES

° Any fuselage exterior geometry can be modeled, including:

-~ composites
- conducting panels
- mix of composite and metal

° Various coupling pathways can be modeled, including:

diffusion through composite panels

seams around panels

small apertures around doors/hatches/wheel wells, etc.
large apertures such as windows

° Detailed interior geometries can be treated, including:

- individual wires with various terminations
- surrounding "fill1"
- adjacent wires to within a cell size (~0.05m or ~2" at best)

° Fast risetime (~30-50ns) pulses can be easily incorporated

° Non-linear effects can be modeled

*. - attachment points can be selected based on experience, while
detachment points can be selected based on fields exceeding
preset thresholds

- interior arcing can be modeled similarly
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AREAS OF APPLICATION

° Exterior I and V response predictions as a function of:

position

A C construction (metal or composite or mix)
excitation source

attachment/detachment location

° Interior Responses

- interior field leveis
- wire currents
- transfer functions

° Hazard Assessment

- induced current damage
- field induced upset
- fuel ignition from arcing

° Protection Measures Evaluation
- field/charge and current penetration reduction
(from covered seams, mesh across windows, etc.)

- arc suppression
(from cable rerouting, interior geometry changes, etc.)

- protective device effects
(depends on "threat" spectrum, device location, device
operations, etc.) :



INTERMITTENT/TRANSIENT FAULTS IN DIGITAL COMPUTERS
by
Dr. Gerald M. Masson
Johns Hopkins University

Need and objectives of digital system upset assessment
methodology: The definition of upset. Description of
approach being developed for assessing upset potential

of digital systems. Upset model types and importance of
burst error models; dominant importance of program transi-
tion models. Definition and use of system state probability

transition matrix in upset analyses. Example of upset
tolerant microcontroller.
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FAULT ANALYSIS EAULT TOLERANCE

* FAULTS * DUPLEX SYSTEMS
- PERMANENT - ROLLBACK
- INTERMITTENT * TMR SYSTEMS
- TRANSIENT | - ROLLAHEAD
- I/ * DIAGNOSABLE SYSTEMS
* MODELS - INTELLIGENT UNITS
- STUCK-AT
* TESTS
- DETECTION
- LOCATION

MICROPROCESSOR CONTROLLERS FAULTS IN MICROPROCESSORS

* HARDWARE * CPU TESTING
- CENTRAL PROCESSING UNIT (CPW) * RECOVERY STRATEGIES
- READ-ONLY MEMORY (ROM) - DUPLICATION
- READ/WRITE MEMORY (RAM) - TMR
- INPUT/OUTPUT DEVICES (1/0) - WATCHDOG TIMER
- SUPPORT LOGIC
* SOFTWARE
- LOOKUP TABLES
- CHARACTERIZATION

I. INPUT SENSORS SCANNED
I1. DATA PROCESSING
I11. CONTROL SIGNALS TO ACTUATORS
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MICROPROCESSOR |—2eCER 1 £ ¥

!
]
|
!
i
RESET :
I\NPUT —

TRIGGER
INPUT

F—~—-—-"
I

RESET
INPUT ||

—T2— ———

FIGURE 1. WATCHDOG TIMER
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OPERATING

ENVIRONMENT

INPUT CONTROL

SYSTEM

| OUTPUT,

rd

(\ CONTROL

FIGURE 3. CONTROL SYSTEM SITUATED IN ITS ENVIRONMENT

EQUIVALENT
‘ FAULT
| GENERATOR
. FUNCTION
INPUT TRANSFORM
PE R TURBATION ' L!NPUT
\VV 4\1
EQUIVALENT
OPERATING , INPUT oUTPUT
> EXPANDED

ENVIRONMENT

CONTROL SYSTEM

ﬂCONT ROL

FIGURE 4. CONTROL SYSTEM SITUATED IN EQUIVALENT HOSTILE ENVIRONMENT
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EAULT/SYSTEM INTERACTION
* CONTROL SYSTEMVINTERACTS WITH ENVIRONMENT

* INTERMITTENT/TRANSIENT FAULTS
- SYSTEM “TRANSIENT” RESPONSE
- SYSTEM “STEADY STATE" RESPONSE

FAULT SOURCES

I

SYSTEM TRANSFORMATION

CONVERTER
' FUNZTION
INFUT TRANSFORM
FERTURBATION FAULT . INFUT
LEVEL
t

OPERATING : INFLUT EQU'VALENT OUTPUT R
| E— EXPANDED >
ENVIRONMENT 4 CONTROL SYSTEM

]

! H

! ERROR 'LEVEL
CONTROL : !

L)
T UPSET LEVEL-=---o-e-mon - A

FIGURE 5. CONTROL SYSTEM SITUATED IN HOSTLLE ENVIRONMENT
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EAULTS, ERRORS, AND UPSETS

* FAILURES
- CIRCUIT LEVEL
- ANALOG NATURE
* FAULTS
- LOGICAL LEVEL
- DIGITAL NATURE
- LOGICAL DIFFERENCE AT FAULT SITE
* ERRORS
- LOGICAL LEVEL
- DIGITAL NATURE
- DUE TO PROPAGATION OF FAULTS
- LOSS OF SYNCHRONIZATION PROBLEM
NEW DEFINITION
* UPSETS
- SYSTEM LEVEL
- FUNCTIONAL NATURE
- TRANSFER FUNCTION

CONTAINMENT SETS
* A FINITE SET OF MUTUALLY EXCLUSIVE FUNCTIONAL STATES
* COVERS ALL POSSIBLE SYSTEM TRANSFER FUNCTIONS

* INCLUDES
- VALID STATES
- ERRONEOUS STATES
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- CONTATHMENT SET TRANSITIONS
TRANSITION MATRIX:

T=Ip;5) » WHERE p;; 1S THE PROBABILITY OF A TRANSITIOW
FROM STATE 5 TO STATE i , GIVEN THAT AN ERROR HAS OCCURRED

Po
L(K+1) = T L(K) , L(K) = [P1

Py
p; (K) ]S THE PROBABILITY OF BEING IN CONTAINMENT STATE
L, e{r} AFTER x UPSETS

AFTER x UPSETS,

LX) =T L(0)

FAULT ANALYSIS AND SYSTEM VALIDATION

* SINGLE UPSET ENVIRONMENT
- P, OF T[P ] OF MAJOR CONCERN

ij
* MULTIPLE UPSET ENVIRONMENT
- P11 OF TK FOR LARGE K OF MAJOR CONCERN

* EXANPLE
.. [3/4 15/16} I (7 V)
vh 116, 18 /8
LM (oK - [15/19 15/19] ek V2 12]
K+ o 419 W19, Kee 12 12,
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174
116

374
15116

* %

2 /8
‘|||||i1||i||l5||||||!: )
7/8
/8

FIGURE 6. TWO 2-LOOP IMPLEMENTATIONS

EAULT TOLERANCE

* CONTAINMENT SET AND TRANSITION MATRIX ANALYSIS PROVIDES FEEDBACK
TO IMPROVE DESIGNS

* REMOVAL OF ERRONEOUS ELEMENTS FROM THE CONTAINMENT SET
AUTOMATICALLY PROVIDES FAULT TOLERANCE
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CONTAINMENT SET FOR MICROPROCESSORS

* PROGRAM TYPES
- EXITING
- LOOPING

* TAKE THE CONTAINMENT SET TO CONSIST OF ALL POSSIBLE LOOP PROGRAMS
- INCLUDES VALID LOOPS

- INCLUDES ERRONEOUS LOOPS

GIVEN THE EXECUTION OF LOOP PROGRAM L, e {L} , UPSETS CAN
BE CHARACTERIZED AS:

(1) DATA CHANGE --
DATA VALUES ARE MODIFIED, BUT EXECUTION
REMAINS IN =z,

(2) PROGRAM BUMP --

EXECUTION TEMPORARILY DIVERGES FROM =r; BUT
EVENTUALLY RETURNS T0 =,

(3) PROGRAM TRANSITION --

EXECUTION JUMPS FROM »; TO Ly , L; # Ly

PROGRAM TRANSITION = STEADY STATE OPERATIONAL DEViATION
TRANSITION INTO INVALID EMBEDDED LOOP = SYSTEM CRASH
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NORMAL EXECUTION
ERRONEOUS EXECUTION

NORMAL EXECUTION
ERRONEOUS EXECUTION
ERRONEOUS EXECUTION

ERRONEQUS EXECUTION
ERRONEOUS EXECUTION

N+l

N+l
N+2

0P-CODE
DATA

0P- CODE
DATA O
DATA 1

DATA TABLE
DATA TABLE

FIGURE 7, ERRONEOUS LOOP INSTRUCTION EXECUTION

L1 Code L2 Code

—>JMP OD3H

EJHP OCFH

JMP OCBH

Result Addr Data L0 Code
L0 0000 00
L0 00C9 00
LO 00ca 3E —>MVI A,O0C3H
L1 00CB c3
LO oocc D3 ouT 0
L0 00CD -00 ,
LO 00CE 22 LXI H,O0CFC3H
L2 oocr c3
. LO 00D0 .CP
LO 00D1 00 NOP
L0 00D2 32 8TA OCBC3H
L1 . 00D3 c3
L0 00D4 CB
Lo 00D5 00 NOP
LO OODg c3 JMP OCAH
L0 00D Ca
" LO oops 00 ——————J
L0 oop9 00
L0  OOFE 00
Lo 0OFF c?
Pigure 8. An Erroneous Loop Example for the 8085
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y
DATA BUS
MICROPROCESSOR ROM RAM 1/0
SELECT SELECT - ELECT
DECODE DECODE DECODE
ADDRESS
5 BUS il i fl
2 ]
CONTROL
, BUS
' | I '
SPECIAL STATE BAD FETCH

DETECTOR

FIGURE 9, CONTROLLER WITH CONTAINMENT HARDWARE

* HARDWARE

- CLOCK STOP

- KALT
- READY
- HOLD

- INTERRUPTS

PROGRAM PATH DIVERTERS
* SOFTWARE

DETECTOR

- JUMP CATEGORY INSTRUCTIONS

- CALL CATEGORY INSTRUCTIONS

- RETURN CATEGORY INSTRUCTIONS
(+ EFFECTS OF "UNDEFINED”

INSTRUCTIONS)

** A PROGRAM STRUCTURAL ANALYSIS IS MADE BASED ON PATH DIVERTERS **
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BODY «—
RETURN

1a w a3 - M
BODY BODY BODY BDY <
LooP LowD sP PUSH XX SP AL X
TYPE BODY BODY BODY
RETURN RETURN DX SP X: BODY
BODY RETURN
REUR | —
STRUCTURE LOAD SP PUSH DX P cau x
TVPE BODY BODY BODY
RETURM RETURN RETURN X: BODY
RETURN
IYPE 11 LOOP TePE 111 LO0P TYRE 1V LOOP
CALL X : 2P X ADDRESS 0000 <
AIDRESS 0001
X: BADY X: 3ODY
ADDRESS FFFF

FIGURE 10. LOOP STRUCTURES

EAULT TOLERANT CONTROLLER DESIGN RULES

~* HARDWARE

- CONTINUOUS CLOCK

- UNCONDITIONAL INSTRUCTION EXECUTION
(OP-CODE FETCH DETECTION)

- BAD FETCH DETECTOR
(ROM RESTRICT MECHANISM)

- OPTIONAL SAFE ROM

- REQUIRES 2-3 ‘INTEGRATED CIRCUITS
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9,

10.

11.

TABLE 1

CrasH-PRoOF SoFTWARE DES16N RULES SUMMARY

PROGRAM EXECUTION FROM RAM IS PROMIBITED.

EXIT FROM TEMPQRARY LOOPS MUST BE GUARANTEED,

STABLE LOOPS MUST INCLUDE A CALL TO A CHECK SUBROUTINE, WHICH GUARANTEES ALL
ASSUMPTIONS THE PROGRAM REQUIRES FOR CONTINUED EXECUTION, (THESE INCLUDE
ASSUMPTIONS ON ]/0, INTERRUPTS, AND VARIABLES.)

RETURN FROM ALL POSSIBLE INTERRUPTS MUST BE GUARANTEED,

SUBROUTINES CANNOT CALL THEMSELVES,

SUBROUTINES CANNOT MODIFY THE STACK POINTER OR THE RETURN ADDRESS .

WITHIN SUBROUTINES, MEMORY STORE INSTRUCTIONS WHICH PERMIT A VARIABLE STORE

ADDRESS MUST GUARANTEE THAT THE REGISTER USED AS THE ADDRESS POINTER CANNOT
POINT TO THE STACK SPACE.

InsTEAD OF usING RET or RCN insTRucTions, A JMP or JCN To A SPECIAL RETURN
ROUTINE WHICH GUARANTEES THAT THE STACK POINTER POINTS WITHIN THE STACK SPACE
BEFORE RETURNING MUST BE USED. (THE RETURN ROUTINE CONTAINS THE ONLY RET
INSTRUCTION IN THE ENTIRE PROGRAM.)

A STACK WALL MusT Be ADDED. (Leave unusep ROM seace as 00 or FF,)
THE PCHL INSTRUCTION CANNOT BE USED,
E1THER A SAFE ROM MUST BE USED, OR ALL ERRONEOUS LOOPS AND ERRONEOUS CALLS

TO ADDRESSES WHICH, WHEN CONSIDERED TO BE SUBROUTINES, DO NOT SATISFY EITHER
RuLe 5, E, 7, oR & MUST BE REMOVED,
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T

ERANT _CON SYS

* NOISY POWER SUPPLY TEST SOURCE
* DUAL LED CONTROLLERS
* UNMODIFIED SOFTWARE

LED 1.1
LED 4.6

* CRASH-PROOF SOFTWARE

LED 2.2
LED 3.3

- LED 3.4

LED 5.2

OVERHEAD
LED 2.2/LED 1,1 = 8.5 %
LED 5.2/LED 4.6 = 14 %
LED 3.3/LED 2.2 = 35 %
LED 3.3/LED 1.1 = 47 %

SOFTWARE TOOLS

* DESIGN AIDS FOR FAULT TOLERANCE IMPLEMENTATION
* INTERACTIVE USE PROVIDES EFFECTIVE AND EFFICIENT DESIGN

* SAFE

- PRODUCES SAFE ROM CONTENTS FROM SOURCE CODE

* LOoOP

= QUTPUT USED AS INPUT TO LOOP

- LOCATES BANNED PROGRAM STRUCTURES
- LOCATES ERRONEOUS LOOPS

- PROVIDES CHECK ON INTENTIONAL LOOPS
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LOOP ARALYSIS OF LED 1.4, FAGE 4

p 4 LOOP LED1.1,.0BJ . LEDi.1.SAFE
LOOF SEARCH? ¥

ONLY VALID (V,v) OR ERRONEOUS (E.¢) ? E
LOOP: ERRONEOUS

00FB FD PSH FPSW
0OFC 00 NOP

O0FD C3 ¥3 00 JMP 00F23
00F3 035 DCR B
00F4 CB Rz

LOOP SEARCH? N

LIST CALLS? Y

ONLY VALID (V,v) OR ERRONEOUS (E.,e) 7 E.
LOOP: ERROREQUS

036D FC 07 F8 CM Feo7 - [1/0]
LOOP: ERRONEOQUS
0395 FC OF FE CM FEOF [I/0]

LOOP SEARCRHR? N

LIST CALLS? N

LIST MEMORY STORES? Y

ONLY VALID (V.,v) OR ERRONEOUS (E.,e) ? V
LOOP: VALID

006A 77 MOV M. A
LOOP: VALID

00AC 324 - INR M
LOOP: VALID

00Ex 36 00 MVI M., 00

##x% MAIN AND SWTCH SET NS ERRONEOUS ##
% LOOP LED1.1.0BJ LED1.1.SAFE
{00P SEARCH? ¥
ONLY_VAk{DD(V.v) OR E:RRONEOUS (E,e) 7 V
ooen'cn EE 01 CALL OAER '
0D DCR C

00A1 C2 SD 00 JNZ 009D
LOOP: VALID

205

00F3. DCK I
00F4 C8 RZ

0OFS X INX H
DOF5 7E MOV A,M
00F7 23 1RX H
00F8 FE FO CPI FOD
00FA C2 IS 00 JNZ OOFS
DOFD C3 F3 00 JMP 00F3
LOOP: VALID

00FS 23 INX

00F6 7E MOV £,M
00F7 23 INX H
00F8 FE FO CP1 0
0OFR C2 FS 00 JNZ OOFS
LOOF: VALID

00F3 05 DCR B
00F4 CB RZ

0OFS 23 INX H
0OFE 7E MOV A,M
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112

Program

LED 1.1

LED 2.2

LED 3.3

LED 3.4

LED 4.6

LED 5.2

Bytes (Hex)

03BB

040C

0577

0578

039A

0419

TABLE II

LED Program Comparisons

Bytes (Dec)

955

1036

1399

1400

922

1049

Features
* Functional

* punctional
* Crash-proof

* Functional

* Crash-proof with
SAFE ROM

* State encode

* Functional
* Crash-proof
* State encode

*® Functional

* Functional
* Crash-proof
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CONCLUSIONS

* DIRECT APPLICATION TO MICROPROCESSOR CONTROLLERS
- TRADE-OFFS
- MEASUREMENTS
- COMPARISON WITH WATCHDOG TIMER
- LANGUAGE CONSIDERATIONS
ASSEMBLY LANGUAGE
COMPILED LANGUAGES
INTERPRETIVE LANGUAGES
- CPU SELECTION REQUIREMENTS AND ARCHITECTURAL RECOMMENDATIONS
ROM RESTRICT MECHANISM
TEST MODES
UNDEFINED OP-CODES
* APPLICATION TO LARGE COMPUTER SYSTEMS
~ MONITORS
~ DIAGNOSABLE SYSTEMS
- THEORY EXPANSION



A MICROPROCESSOR-BASED UPSET TEST METHOD
by
Ms. Celeste M. Belcastro

Langley Research Center
National Aeronautics and Space Administration

Description of a microprocessor—based upset testing
method employing transient waveforms randomly injected
into a digital unit. Upset test data presented along
with preliminary observations.
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OUTLINE

® BACKGROUND

® RESEARCH OBJECT|VES OF UPSET TESTING

0 ' UPSET TEST DESIGN CRITERIA
® UPSET TEST HARDWARE IMPLEMENTATION
o PRELIMINARY OBSERVATIONS.

0 FUTURE PLANS

PROBLEM_CAUSED BY | 1GITNING
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0 SYSTEM AND SUBSYSTEM ASSESSMENT -
CABLE EXCITATION c
S L.
o CHANGING MAGNETIC FIELD IN A COUPLING TRAMSFORMER

o TRANSVERSE ELECTROMAGHETIC WAVES GENERATED ON
PARALLEL-PLATE TRANSMISSION LINES '

0 INDIVIDUAL UNIT ASSESSMENT -
INTERFACE CIRCUIT INJECTION

o DIRECT APPLICATION OF TRANSIENT WAVEFORMS TO PIN CONNECTIONS

RESEARCH OBJECTIVES

¢ SHORT RANGE

\
¢ DEVELOP A METHODOLOQY TO TEST A DIGITAL

SYSTEM FOR UPSETS

9 LONG RANGE

} CHARACTERIZE UPSET PHENOMENA !

! DEVELOP DIGITAL FAULT SIGNATURES THAT
- MODEL UPSETS

" '~ DIAGNOSTIC EMULATION

-~ UPSET VULNERABILITY ASSESSMENT
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UPSET TEST CRITERIA
CHOOSE A CANDIDATE PROCESSOR/CONTROLLER

INJECT TRANSIENT SIGNALS RANDOMLY
8 ENHANCE SIMULATION

8 AVOID SYNCHRONIZ@TION'

IDENTIFY PROCESSOR'S INTERNAL STATE WHEN INJECTION OCCURS
® DETERMINE IF UPSET OCCURS INDEPENDENTLY
OF PROCESSING STATE

VARY THE TRANSIENT SIGNAL INJECTION POINT
® DETERMINE .IF UPSET SUSCEPTIBILITY
1S UNIFORM THROUGH.OUT TﬂE
PROCESSING SYSTEM’

OBTAIN BIT PATTERNS

® DEVELOP FAULT SIGNATURES

CANDIDATE PROGESSOR/CONTROLLER

INTEL pP UNIT -

ADDRESS BUS

e |

B —
| : DATA BUS * [ v DATA R/W
[cLock |4/ - 8080 5s A F A MEMORY [~
CKTS.: | _fa CPU 5 / IE T
- R

INPUT STATUS
READY MUX
LINE

CONTROL
FROM CPU

INPUT' DATA
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PROGRAMMING HIERARCHY

PROGRAMMER
8080 lNST&UCTION SET
(244 INSTRUCTIONS)
y PROGAA
OPERATION CODE (OP-CODE)
aosg uP
INSTRUCTION CYCLES .
AACHING CYCLES CIDENTLFLED BY STATUS BITS)
STATES

|
CLOCK CYCLES (B2)

MICROPROCESSOR MACHINE CYCLES ‘

TYPE OF MACHINE | STATUS BITS NO.OF CLOCK CYCLES
CYCLE BRI R SR L RS BN VAR G

INSTRUCTION FETCH 1 010 00 1 0 4 OR 5

MEMORY READ 1 000 0 0 0 1 0 3

MEMORY WRITE 00 0 0 0 0 0 O 3 00 4

STACK READ 1000 01 10 3

STACK WRITE 0000 0 1 0 0 3

INPUT 01 9 0 0 0 1 0 3

OUTPUT 00 0 1 00 0 O 3

INTERRUPT 00 1 0 0 0 1 1 5

RALT 1 000 1 010 3%

INTERRUPT WHILE HALT 00 10 10 11 5
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UPSET TEST CONFIGURATlQN
| 7 ‘ F-—— === )

! | |

| I !

| |TRARSTENT | |rpanstenr| | | DIGITAL ST 1 oy

: IHJECTION =5 1guar, * (7| UNPER TEST d { BAM :

CONTROL- | - : T R
o LF_RT SOURCE { IRTEL WP 41 | TR }
o |

| : | l

| N | ‘ |

[ T I |I . & S ‘

i TINER ! | | UPSET pr— |

| , | | | DETECTOR |7 "¢ ;
- |

} | | s \
RAM |

| i [ |

L l 3 |
] |

R I |uwperTURBED | | .

TRANSIENT ‘SIGHAL REFEREHCE | | =

INJECTOR/RECORDER UNIT B AR

INTEL P #2 : :

: ! !

< | [ A ————— 7

I UPSET DETECTOR/RECORDER

TELETYPE 1/0

LIGHTNING INDUCED EFFECTS WAVEFORMS

¢ DAMPED SINUSOID y

® DECAYING EXPONENTIAL
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WAVEFORM ) FREQUENCY -

tr {ns) . _tg
1 1 MHz (+20%) 50 max Amplitude decreases”
12 10 MHz (+20%) 5 max 25-50% in 4 cycles
t=o L
. N -
R . -In0.5
i l ' . T Ty
Vo. = =C 2 1
- - C= PN B &
L L [nu'fz +(—'2t)]
1 MH2 10 Mz
R =680 R=47 4
L = 196 uH L =13.5uH
C = 129 pF C = 18,7 pF
t
WAVEFORM ty (ns) tg (ns)
3 500 max 170 (+20%)
4 100 max 2 (+201)
t=o0
P
+J + ‘ ty
= do¢ R RC = —-fm
v_° _T R \[ tn0.1
tg = 170 ps ty = _2‘11_5_
R =1.0 kKo R=1.8KQ
€ = 0.0068 yF C = 470 pF
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PRELIMINARY OBSERVATIONS

UPSET HAS BEEN INDUCED AND OBSERVED IN THE LABORATORY

® UPSET DOES NOT OCCUR AFTER EACH TRANSIENT SIGNAL INJECTION

- IMPLIES CORRELAT!ON"BETWEEN UPSET AND PROCESSING STATE

NORMAL FUNCTION IS RESTORED BY RESETTING AND/OR

REPROGRAMMING THE SYSTEM

STATUS BIT SEQUENCES HAVE BEEN RECORDED THAT DO NOT
'

CORHESPOND‘ TO AN 8080 MACHINE CYCLE

= IMPLIES UNDEFINED PROCESSING STATES BEING ENTERED

FUTURE PLANS

0 COMPLETE THE FOLLOWING UPSET TEST MATRIX

{I‘IN I EVEL- l WAVEFORM 1 DATA AUS LINES

pp cnp

WAVEFONM 2| ADDRESS AUS LINES

WAVLEFORM 3 CONIROL LINES
CONNECIOR .

LEVEL- Tttt ET T

LCPU CARD {WAVEFOHM 4 WO LINES

~ @ PERFORM A STATISTICAL ANALYSIS OF THE TIME
DATA TO RELATE UPSET TO
* INTERNAL STATE OF THE CANDIDATE p‘vnocgsson

¢ TRANSIENT SIGNAL INJECTION POINT ,

® UTILIZE A SOFTWARE SIMULATION APPROACH TO DEVELOP
FAULT SIGNATURES FROM THE STATUS BYTE DATA
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DIAGNOSTIC EMULATION ANALYSIS—--NEED AND TECHNIQUE

by

Mr. Gerard E. Migneault

Langley Research Center
National Aeronautics and Space Administration

A brief description of
modes will clarify the
cussion will cover the
tional flaws, specific

the problem of determining failure
usefulness of emulation. The dis-
relationship of complexity, defini-
software dependent behavior and

‘lumped parameter analytical models. Deterministic and

stochastic application

possibilities of emulation will be

identified, as will implementation details — at the
level of a conceptual scheme and in terms of supporting
components. A sample application will be described.
Future possible directions will be identified.
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CHARACTERISTICS OF FAULT TOLERANCE

® REDUNDANCY
e ERROR DETECTION

® CONTINUED OPERATION
--  RECOVERY

oee INCREASED COMPLEXITY

SAFETY REQUIREMENT IMPLIES PROBABILITY OF SYSTEM FAILURE
IN 10-HOUR FLIGHT LESS THAN ABOUT 1079

FAULT INTOLERANT SYSTEM
WORST COMPONENT/DEVICE
MTTE ~ 1010 Hours

NOT FEASIBLE TODAY

SYSTEM MUST TOLERATE FAULTS AND BE MAINTAINED
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R7

( SYSTEM FAILURE

N
SYSTEM MTTF :Z aN—j

DEVICE MTTF

PROB FAIL

iR

i
ao=t,ax = 7! Cyk
k=1

FAULT TOLERANT SYSTEM

CONSTITUENT DEVICE

10

DEVICE SYSTEM MTTF + —
MTTF
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MAINTAINED FAULT TOLERANT SYSTEM

-
£
ES
-
= I’ Sy
E /I \
~

@ ’ N
2 ’ ~.
a 7 ~

’
<|® 4

D _"'l Ml!TF

[——a———
a
eMmF = —2—+8-a A=_[ te
MAINT A °
a
~10 10 HOURS B =f tfq)
o
P DEVICE MTTE

"EPAIR No. OF DEVICES

® ECONOMICS — MULTIFUNCTION DEVICES

& MORE COMPLEXITY

TOLERANCE OF DEFINITIONAL FLAWS SOFTWARE PRIME CULPRIT

NA

|

SYSTEM FAILIRE < SYSTEM FAILURE ’

TOLERANCE OF DEFINITIONAL FLAWS

SOFTWARE PRIME CULPRIT
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RA

- c Cn—
N A Gt N N 2 O NR
Y )
]
1-C 4 s 1C, 1-Cy g
1-k 1-k 1k

SYSTEM FAILURE

H/W+S/W FAULT TOLERANT MODEL

» ANALYTICAL SOLUTION TECHNIQUE

- [Nxwuo-wje o

=, () ()

PROB FAIL = 1-e

oBUT

0.999999¢C 1 1
0.9999<C , <1

o <p(1-k} 0.000 0000001

/ MTTR RECOVERY

0.1 SEC
e —— 0.01 SEC
12000 |~
1200
120}
wy
=
<
[»] 12
0.2
1] 1 | | L { i 1
0 0.1 1 1 w2 103 14 105
?
EMULATION DIGITAL SIMULATION

TEST DURATION FOR 107

FAULT INSERTIONS FOR
~2000 GATE EQUIVALENTS CPU

WITH ARBITRARY MEMORY

AND SOFTWARE
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© OBUECTIVE

DEVELOPMENT AND SPECIFICATION OF AN EMULATION TECHNIQUE FOR GENERATING
STATISTICALLY SIGNIFICANT QUANTITIES OF FAILURE MODES EFFECTS DATA OF
HIGHLY RELIABLE COMPUTER SYSTEMS :

JUSTIFICATIONJi

o [N HIGHLY RELLABLE, FAULT TOLERANT SYSTEMS SYSTEM FAILURE MdDES DUE
~ TO DESIGN FLAWS BECOME SIGNIFICANT ~ PERHAPS DOMINANT

‘o CREDIBILITY OF' ANALYTICAL RELIABILITY MODELS IS DEPENDENT UPON AMOUNT
* OF DATA FROM HHICH INPUT PARAMETERS ARE:DERIVED

o - HIGH RELIABILITY (10°°) OF SYSTEMS BEING AWALYZED PRECLUDES USE/LIFETIME
TESTING OF ACTUAL SYSTEMS BECAUSE OF INORDINATELY LONG MTTF's |

o NO OTHER MEANS IDENTIFIED TO ACAUIRE SUFFICIENT DATA FOR THE ABOVE.

» i}

2 TECHN[CAL APPROACH'

o DEVELOPMENT OF FAST EMULATION ALGORITHMS CAPABLE OF SUPPORTING
FAULT INSERTION )

- GATE LOGIC LEVEL
- HYBRID LEVELS
GATE/CHIP/REGISTER/INSTRUCTION COMBINATIONS

o IMPLEMENTATION OF ALGORITHMS IN A HORIZONTALLY MICROPROGRAMMABLE
COMPUTER AS AN ALGORITHM IEST BED WITH OPERATIONS SYSTEMS

o DEVELOPMENT AND SPECIFICATION OF NEEDED SUPPORT CAPABILITIES

- META COMPILERS/ASSEMBLERS

. = DATA RECORDING CAPABILITIES

. = RUN TIME CONTROL FUNCTIONS

= FAULT TABLE GENERATORS

. .= H/N DESCRIPTION TRANSLATOR v

‘= ENVIRONMENT SIMULATOR/INTERFACING
~ DATA POST PROCESSORS
- OPERATOR GRAPHICS -
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e

- ALGORITHMS ) stee

T COMPILER
| RanstaToR | - ¥
\ ASSEMBLER
FAULT
GENERATOR
INPUT » QUTPUT
GENERATOR > !
EMULATOR ’
— DIAGNOSTIC OBSERVER t > DIAGNOSTICS.

AB L XY

Al0O 00 111 VI\

. BlO00 10 1 VB

. < x|00 01 1 (2?2) vy

VY Y{iri1 oo - VY

. z Y2
New Prior
State State

CONCEPTUAL EMULATION SCHEME
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Z@_T al 11 0 0 0000 0 0 0
Bl o o011 0000 00 O
T~ — vl o0 00 00 11 0 0 0
= B 5 s s| 00001100000
—— L ¢|] o000 000 01 10
s' oo 00000 00 01
SAMPLE LATENT FAULT ANALYSIS
a3
FAILURE
RATIO '
1
74

# OF CORRECT CYCLES BEFORE ERRONEOUS DATA GENERATED
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. DIAGNOSTIC EMULATION APPLICATIONS

DETERMINISTIC:
9 HARDWARE LOGIC DESIGN ANALYSIS.
® SOFTWARE DESIGN ANALYSIS,
J .SYSTEM (H/W & S/W) EFFICIENCY/MISMATCH ANALYSIS,
®  H/W/S/W/SYSTEM FAILURE MODES & EFFECTS ANALYSIS
® SYSTEM PERFORMANCE’ANALYSIS IN A SIMULATED MISSION

DIAGNOSTIC EMULATION APPLICATIONS

STATISTICAL:

0  LATENT FAULT ANALYSIS AND MODELING.
® COVERAGE DETERMINATION AND MODELING.
O  TRANSIENT FAULT ANALYSIS.
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DIGITAL SYSTEM HARDWARE DESCRIPTION TECHNIQUE USED IN EMULATION
by
Mr. Robert M. Thomas, Jr.

Langley Research Center
National Aeronautics and Space Administration

A technique to translate a digital circuit description

into the form required to emulate the circuit at the gate
and flip-flop level is described. This technique, imple-
mented as computer programs, takes as input a description

of the integrated circuit and translates the description
into tables for the emulation.

Integrated circuit descrip-
tion language is described.
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e’ o

ALGORITHMS ) frorewm

Y

/v COMPILER

" | TRaNsLATOR | 7
ASSEMBLER
FAULT
GENERATOR ) /
GEL,:;ij\:bR > mT—> outRur
EMULATOR
| DIAGNOSTIC OBSERVER —> DIAGNOSTICS.
OUTLINE
o HARDWARE DESCRIPTION LANGUAGE
o TRANSLATION

FAULT GENERATION AND INSERTION
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HARDWARE DESCRIPTION LANGUAGE

SYSTEMATLC RUDLES TOR EXPRESSING HARDWARE TOGIC
IN A FORM USABLE BY THE TRANSLATOR.

SOURCE OF INFORMATION
SCHEMATICS
- INTEGRATED CIRCUIT TYPES
- INTERCONNECTIONS
- NAMES OF EACH IC
INTEGRATED CIRCUIT DATA SHEETS

- GATE/FLIP-FLOP MODELS

HARDWARE DESCRIPTION LANGUAGE

LANGUAGE ELEMENTS

GATE TYPES: AND, OR, NOT, NAND, NOR, EXCLUSIVE OR,
EXCLUSIVE NOR

FLIP-FLOP TYPES: D, J-K, R-S, T

INTEGRATED CIRCUIT
IDENTIFIERS: ALPHA-NUMERIC

INTEGRATED CIRCUIT
CONNECTIONS = PIN TO PIN
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DATA LATCH [y

PARALLEL
DATA

SELECT* >

CLEAR*

NN S WN = O

CHIP DESCRIPTION

$

CHIP DEFINITION $

TYPE !

POWER !
DESCRIPTION !
UNUSED PINS !
FUNCTIONS !

G-S =
G-A =
G-R =
G-C =
G-A'

G-B' =
G-C'

]
o

OOCPOO

[
K EUOUODDOoOoOUooOo
’\’\\IO'\U'!J-\WMHO“
1l

P-6) =

C)C)CPOO

[

T
w
N
1

END CHIP $

LATCHED PARALLEL TO SERIAL CONVERTER SCHCMATIC

11

+5Y +5v
on 7] 16 I

TR VT $VCT
A | ) o |2 4 lno
Oo—4m 1|8 3 In
| —— " qz & 2 _Inp YIi [ SERIAL DATA
>——281p3 03 |2 L3
D_.L'L_m Q4 {12 15 Ipa
D____M_Ds Q5 |15 14 lps
>—1L 406 Q6 |16 i 1€2 | 7415151
>—18 107 q7 H2 12 p7
1c1 .
, G
7415273 CIR  GhD A
' 1 Htl;, 1 1'0 9
oo .

14013] 12 +5v
: 2 A8 bcc
BIT CLOCK > 2 Jeik

P T _GND 1c3
T 7415169
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s 745151
steone (> L——f > n GATE MODEL
L e s i P -
e "":rfJ 6-01 )
' ]
02 > 4t 6-02 -y &Y
13 >L H 05
15
-1—
1
=
a —16 > yee
L : 6-06
== —8> 6m
7 >l 607 )
A CQL{>»J:E;::; i ___,/

CHIP DESCRIPTION FOR 74L8151

1 CHIF DEFIMITION %

TYPE ¢ SNS4LS1S1

FOMER : VCC = P-16» GHD = FP-8

DESCRIFTION : ONE OF EIGHT DATA SELECTORS MULTIPLEXERS.

UNUSEDr PINS ¢ MNONE |
FUNCTIONS ¢
G-% = HOTcP-73
G-A = AHDP-11) {
G-BR = ANHDCP~-10) .
G-C = AND (P-
G-A" = HOT (G-f»
G-BE“ = HOT (GrB»
G-C7 = HOT (G-C»
G-D0 = AND(G-3s F-4s G-A"+ G-E"» G-C-)
. B=D1 = AND(G-Ss P-3s G-As G-B"s G-C*)
G-D2 = AND(GLSs P-2y G-A"s G-Bs G-C)
G-D23 = ANDCG-Ssy P=1» G-As G-Es G=C- )
G-D4 = AMD(G~Ss P-15s G-A“s G-B’s G-0)
G-DS = AHD (GLSy P-14y 5-Ay G-E*» G-C2 K
G-DE = AND(G-S» F-13s G-A~s G-E» G-C3
G-D7 = AMND(G-3s F-12+ G-As G-E: G-C)»

L~ (P-6> =
G- (P-5) =
+ EHD CHIF %

NOR ¢G-Ii}s G015+ 6G-D2s 15-D3s 5-0143 G-D5s G-D6s G-D7)
HOT <G-> '
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IC 1-2
IC 1-5
IC 1-6
IC 1-9
IC 1-12
IC 1-15
IC 1-16
IC 1-19
IC 2-5
IC 3-14
IC 3-13
IC 3-12

INTEGRATED CIRCUIT NAME TABLE

IC TYPE

74LS273
74LS151
7415169

INTEGRATED CIRCUIT CONNECTION TABLE

DESTINATION

IC 2-4
IC 2-3
IC 2-2
IC 2-15
IC 2-14
IC 2-13
IC 2-12

OUTPUT CONNECTOR
IC 2-11
IC 2-10
IC 2-9

236
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TRANSLATION PROCESS

( CIRCUIT | TRANSLATOR EMULATION
& DESCRIPTI?H// MATRIX

TRANSLATION PROCESS

CONVERT A PSEUDO ENGLISH CIRCUIT DESCRIPTION TO A
PACKED BINARY ENCODED FORM REQUIRED BY THE EMULATION
ALGORITHM

REJECT DESCRIPTION THAT DOES NOT FOLLOW PRECISELY
THE HARDWARE DESCRIPTION LANGUAGE RULES
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EMULATION MATRIX

SOURCE
6-S G-A 6-B 6-C G-A' 6-B’ 6-C’
6-S |
G-A
G-B
6-C
G-A’ X
DESTINATION G-B’ X
G-C’
6-D0 X X X X
— x )
R | 4
AB . LY L
] Afoo 00 111 vy
. 8loo 10 1 Vg
, —_ 7~
= xloo 01 1 k“"’:- v,
vy v[11 00 =7 vy
. i v,
New Prior
State State

CONCEPTUAL EMULATION SCHEME
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FAULT GENERATION AND INSERTION

- FAULT SELECTION

- MANUAL - SELECTED BY EXPERIMENTER
- AUTOMATIC - RANDOMLY SELECTED

FAULT INSERTION

- MODIFY EMULATION MATRIX TO REFLECT
FAULT

FAULT OCCURRENCE

- INFORMATION TO EMULATION ALGORITHM
AS TO WHEN FAULT OCCURS

SUMMARY

DEVELOPING THE TOOLS TO SUPPORT GATE/FLIP-FLOP LEVEL
EMULATION OF DIGITAL COMPUTERS

- HARDWARE DESCRIPTION LANGUAGE
- TRANSLATOR PROGRAM

- FAULT GENERATOR PROGRAMS
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THE NEED FOR TRANSIENT DATA IN A
CARE II1 RELIABILITY ANALYSIS

by
Mr. Salvatore J. Bavuso

Langley Research Center v
National Aeronautics and Space Administration

The recently developed CARE III (Computer—Aided Reli-
ability Estimation) computer program incorporates a
transient/intermittent fault model that is mathematically
accurate in contrast to many existing reliability evaluator
programs which employ approximations for the transient/
intermittent model. The CARE III transient/intermittent
model will be discussed and compared to existing approxi-
mating models. Computational complexity arising from the
use of the CARE III transient/intermittent model will also
be addressed.
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ADVANCED RELIABILITY ASSESSMENT TECHNIQUES

DEVELOP A CAPABILITY TO ASSESS THE RELIABILITY OF ANY
FAULT-TOLERANT COMPUTER-BASED SYSTEM, INCLUDING

EXECUTIVE SOFTWARE

OBJECTIVE:

—_ I | cse —4 0 |—
Interprocessor bus
L

Triplex computer architecture.

S1 =X X X3 + Xy Ko X3 + Xy Xy X3

(Two out of three channels operational)
(One out of three

3AC,at 2NCAL
(All channels channels operational)

rational
ope ) Sp - Xy Xp X3 +

3A(1 - cl)m:

3 LR T
53 FIRE XX

(System failure)

Markov state space model of triplex channel RCS.
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Pyt + at) = Py(1) - 3AC, AtP (1) - :u(z - Cl)AtPO(t)

CPylt+ Ay - Pol) 4P

= - P,L(Y)

Um 0
at—0 at a

dP,(t)

0

—— = -t

dp, (t)

dP,(t)

—— = AC,P; (1) - AP,(t)
dP4(t)
—I - 001 - CPPy) + (1 - CIPy @) + 2240
where Pg 1s the probability of the system beingz in state Sg, tat s

Pg = P(S,) P, = p(sl) Py = 7(s)) p;, =753

axd the initial conditions ax;e

PD(O) =] - P,00) = P.(0) = Ps(C) =0

= e-3t
Po(t) =e
PO - -.cl(e-zxt A e'3“)
P,(t) = 3C,C, (e‘“ - 2p2At e’s“)

Pyl = 1 - [Polt) + P10 + Pz(t?]
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LET: n = NUMBER OF "COUPLED" STAGES
kg = NUMBER OF POSSIBLE FAULT TYPES N ATH STAGE
1, = NUMBER OF POSSIBLE FAULT STATES/TYPE 'IN 1TH STAGE
m, = NUMBER OF MODULE FATLURES THAT CAN BE TOLERATED
©IN THE aTH STAGE '
"THEN NUMBER OF STSTEM STAiE§ Nis

n . m k££+j‘1 ‘ .
RO
i=1 (j=0 3 ‘

: . T L.
E.g., 1€ n= & and k, = 2, &, = 3, my = 2 for all 4, N = 614,656

n
CARE I11 N=2T (m1+1)=162
; i=1

CARE 111 APPROACH

e DEFINE SYSTEM STATE ONLY IN TERMS OF
NUMBER OF EXISTING FAULTS

o INDEPENDENTLY EVALUATE TRANSITION PARAMETERS

AS A FUNCTION OF DISTRIBUTION OF POSSIBLE
FAULT TYPES AND STATES

o DETERMINE RELIABILITY USING KOLMOGOROV'S
FORWARD DIFFERENTIAL EQUATIONS

e NUMBER OF STATES DRASTICALLY REDUCED;

TRANSITION RATES NECESSARILY TIME-DEPENDENT 81 vs 61¢,05¢

246




COMPUTER AIDED RELIABILITY ESTIMATION
(CARE 111}

INPUY )= ANY DIGITAL COMPUTER RASTD
-t HIGHEY REVTARLL FAULT
1011 RANT SYSTIM

e
EX1STING/CONCEPTUAL
SYSTEM DESIGN

CARE 111
PROGRAM
DISKS

SYSTEM SUCCESS) ® FAULT TREE
FAULT TREE ¢ FAULT HANDLING
USER
S
SYSTEM FAULTNLREPARES,

*“WONITORING
©INTERMITTENTS/
CYBER 175
CLASS
COMPUTER

100=- SFLTTYP NFTVPS+»1.DEL=3.6E2,CUPRNT=T,DBLDF =5 QE-2.,CUPLOT=TS
110~ SSTAGES NSTGES=2.N=10.5.M=2.2, IRLPCD=4,RLPLOT=TS

120= SFLTCAT NFCATS=2%1.JTVYP(1.,1)=1,JTVP(]1.2)"-1,

130= RLM(1.1)=1.0E—4.RLMN(1.2)~1.CE-58

140- SRNTIME FT=10..SYSFLG=T,.CPLFLG~TS

150 SIFT1 FAULT-TREE 7-1-81

160= 1 2 3 3

17e= 3 01 2

180= SIFT1 CRITICAL-FAULT PAIRS

190- 1 1S 16 18

200 1 1 10

210~ 2 11 1S

e20~16 212345678910

230=17 2 11 12 13 14 1S
240-18 0 16 17

SYS.
FAILURE
sYs 18 SYSTEM FAILS IF STAGE
FAILURE - 1 OR 2 FAILS OR A
CRITICAL FAULT PAIR

3 OCCURS.

S
COMPUTER BUS
STAGE
1 2 17

2::5 BUS FORM
2/8 A CRITICAL PAIR FAULT MODEL
CAUSES A SYSTEM FAILURE

SYSTEM TREE

1--10 11—15

CRITICAL PAIR FAULT TREE
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PERMANENT, TRANSIENT/INTERMITTENT FAULT ANALOG

PERMANENT FAULT TRANSIENT/INTERMITTENT FAULT
LOGICAL FAULT MODEL S-A-1/5-a-0 S-A-1/5-a-0
AFTER FAULT ARRIVAL DETERMINISTIC: T ST <= STOCHASTIC T FOR DURATION OF

S-A-1 AND S-a-0
EXPONENTIAL: f(t) = qe ™t

FAULT ARRIVAL MODEL _ WEIBULL: f(t) = wat¥~le 2tw
EXPONENTIAL: f(t) = xe”*t

TRANSIENT AND PERMANENT FAULTS
CONVENTIONAL MARKOV MODEL
2-UNIT SYSTEM

Ap = PERMANENT FAILURE RATE (ARRIVAL RATE)
X; = TRANSIENT RATE (ARRIVAL RATE)

1 = PROPORTION OF TRANSIENTS THAT ARE MISTAKEN FOR PERMANENT FATLURES

1- (2xp+ 1. 22 )at 1 - (Ap +1 -)y)at

(2xp + 1 - 2x7)at (Ixp+ 1+ 1rp)at
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N u(t)

Overall reliability model of two-unit system.

Aggregated reliability model for a two-unit system.

. System states defined by number of failed modules
of each type

. Transition rates determined by averaging overall
failure types and states
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SINGLE-FAULT MODEL EQUATIGNS

t
= ue-st S e—(a-e“r(t)d(ﬂdr
Q .

- t
= e-ctr(t)d(t) + BS ¢(t-r)Pa(t)dr
. 0
t
= $(t) + 8 S O(t-T)Pb(r)dr
‘ .70
t -at t
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0 | 0
-at t
- e p(t)d(t) + 8 ¢(t—r)pe(r)dr
0
t 14

= e Fauzit) + eS $ (t-1) pz(T)ar

0

t
(l-C)S Pe(r)e(t-r)dr

0
t -(a+8) (t-T1)
. _ g + ae _
= CSO pe(-)E(t t)( ot B ) df + pe(t)
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Double Fault Model

By + oz(t)
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	PREFACE. 
	The "Lightning Effects on Future Aircraft Electronic Systems" workshop, November 4-6, 1981, sponsored by the NASA-Langley Research Center in conjunction with the Federal Aviation Administration (FAA) Technical Center, provided an ideal vehicle for information exchange. This workshop provided regional and headquarters personnel with an insight into the magnitude of the problem, and the progress being accomplished through existing and future FAA programs. 
	Protection of electrical and electronic subsystems and equipments against the atmospheric electricity hazards constituted by lightning and static electricity must be taken into special account in the design of advanced 
	technology aircraft. Two primary factors have contributed to an increased 
	potential hazard to new generation aircraft: (1) The increasingly widespread use of digital microelectronic subsystems and/or avionic equipment which are 
	inherently susceptible to upset and damage caused by electrical transients 
	to implement flight and mission critical functions; and (2) the reduced 
	electromagnetic shielding provided by many advanced structural materials. 
	Present military and civil design guides and standards are being reviewed to 
	assure adequate protection for new generation aircraft. 
	The NASA-Langley Research Center Electronic System Branch of the Flight 
	Electronic Division was the host for this workshop; which is a major element 
	in the FAA Technical Center's Advanced Integrated Flight Systems (AIFS) 
	program. The AIFS program objectives are to acquire and disseminate data, 
	enhance communications, and provide Aviation Standards, lead and/or certify 
	regions airworthiness/certification personnel with a vehicle for information 
	transfer in this highly technological area of lightning research as related 
	to aircraft flight safety. 
	The personnel from the NASA-Langley Research Center Aircraft Electronic System Branch and their associates exhibited professionalism in the planning, assembling the technical experts and material, and conducting this workshop. It is with a deep and sincere sense of gratitude that we of the FAA would like to extend our appreciation to those persons for a job well done. 
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	CORONA AND STREAMER EFFECTS 
	by 
	Dr. R. A. Perala 
	Electromagnetic Applications, Incorporated 
	Description of possible corona effects on direct strike data, review of elements and state-of-the-art of corona modeling, and application of corona modeling to lightning/aircraft inter­action. Corona to arc transition, importance, and modeling of streamers. 
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	by 
	Dr. T. F. Trost 
	Texas Tech University 
	Summary of characteristics of electric and magnetic fields and currents measured during strikes. Description of laboratory modeling of direct strike fields and currents including test apparatus, airplane model, and data acquisi­tion system. Comparison of model results with in-flight data: Resonances, attachment points, and wavef~rms. First order interpretation of in-flight data as a lightning input-aircraft 
	response problem. 
	81. 
	F-I06 DIRECT STRIKE DATA. OBJECTIVES. 
	I.. MEASURE STRENGTHS AND WAVEFORMS OF ELECTRIC AND MAGNETIC FIELDS ON AIRCRAFT 
	II. 
	II. 
	II. 
	INTERPRET WAVEFORMS 

	A.. 
	A.. 
	DETERMINE WHICH CHARACTERISTICS OF WAVEFORMS ARE DUE TO ELECTROMAGNETIC MODES OF AIRCRAFT/CHANNEL 

	B.. 
	B.. 
	INFER NATURE OF IONIZATION PROCESSES 

	C.. 
	C.. 
	STATE IMPLICATIONS OF MEASURED WAVEFORMS REGARDING COUPLING TO INTERIOR 


	APPARATUS FOR AJRCRAFT-LJGHTNING MODELJ NG 
	1/2 IN. HELIAX CABLE 
	.l41IN.. SEMIRIGID. 
	CABLE 
	36 IN.. F-106. 
	a-oar}
	Figure

	MODEl. 
	SENSORS O· DOT 
	OSCILLOSCOPE 
	WITH 
	Figure

	CAMERA 
	GROUND 
	PLANE 
	SAMPLiNG PLUGIN 
	INTEGRATOR 
	INTEGRATOR 
	INTEGRATOR 
	82 


	lE-3 V 
	150 
	100 
	sa 
	0 
	-sa -1ee 
	-15a 
	Figure
	D-DOT AT NOSE 
	D-DOT 
	-200 
	-200 
	-200 

	0 
	0 
	19.24 2S.48 

	TR
	5.12 
	15.3& 
	25.6 

	TR
	lE:-9 5 

	lE-12 VS 
	lE-12 VS 

	20 
	20 


	10 e 
	10 e 
	10 e 

	-10 -2B -30 
	-10 -2B -30 
	0 

	-40 -sa a 
	-40 -sa a 
	5.12 
	10.24 20.48 15.36 lE-9 S 
	25.6 

	TR
	B-DOT 
	AT 
	FUSELAGE 

	. 1E-3 V 
	. 1E-3 V 


	60 40 20 0 -20 -40 -60 
	~ 
	~ 
	~ 

	a 
	a 
	5.12 
	10.24 20.48 15.36 
	25.6 

	TR
	1E-9 5 

	1E-12 V5 
	1E-12 V5 

	10 
	10 


	5 B -5 B -10 -15 -20 -25 -3:5 e 10.24 2B.4S 
	5.12 15.3:) 25.6 lE-9 S 
	83. 
	TRANSFER FUNCTIONS FOR THE F-I06 MODEL 
	FREQUENCY DOMAIN DESCRIPTION 
	TRANSFER FOURIER TRANSFORM OF OUTPUT 
	= 
	FUNCTION FOURIER TRANSFORM OF INPUT 
	INPUT: B-DOT NEAR LOWER WIRE 
	OUTPUTS:. D-DOT AT NOSE B-DOT ON FUSELAGE OVER RIGHT WING B-DOT AT VARIOUS LOCATIONS NEAR SURFACE D-DOT AT VARIOUS LOCATIONS NEAR SURFACE 
	EXAMPLES OF TRM~SFER FUNCTIONS 
	1E-3 CI?12T D-DOT AT NOSE
	35a 
	3aB 
	2Se 2BB 158 lee sa B 
	e 
	e 
	e 
	9.97 
	19.95 39.89 29.92 49.Erl 1£ 6 HZ 

	1£-3 2BB 
	1£-3 2BB 
	B-DOT ON 
	FUSELAGE 


	169 129 8B 48 
	a1'"'"""""rn""'T~"'"1""~""1""'"'~1T'""1 
	a 19.95 39.89 
	9.97. 29.92 49.87 IE:6 HZ 
	84 
	PRONY ANALYSIS OF FIELDS MEASURED ON THE MODEL 
	REPRESENT SENSOR OUTPUT WAVEFORMS AS FOLLOWS: N a.t Vet) = L A.e ~ cos(w.t + ~.) 
	·1 ~ 1 ~
	1= 
	2N s.t 
	~ 
	= R.e i=l 
	L 
	1. 

	s. 
	s. 
	s. 
	= a.+jw. ARE NATURAL FREQUENCIES OR POLES

	R. 
	R. 
	ARE RESIDUES 


	.1 1. 1 
	~ 
	I 
	I 
	I 
	I 
	I 

	~ ~ 
	~ ~ 
	F1VE LOWEST NATURAL FREQUENCIES OF F-t06 MODEL 
	--
	14 12 

	r­
	r­
	eg 
	-
	10 

	TR
	.. 
	8 

	I­
	I­
	@ 
	(!) 
	--
	6 4· 
	jwL C7r 

	TR
	I -1.5 o-L err 
	I -1.0 
	<3 e -0.5 
	-0 
	2 0 

	TR
	85 


	~ +
	Height Cloud-10-Ground 
	Model of thunderstorm charge distribution. 
	CHARACTERISTIC TIMES 
	CORONA CURRENT RISETIME (LABORATORY MEAS.) 10-50 ns LIGHTNING CURRENT RISETIME (REMOTE ELECTRIC FIELD MEAS.) 30-8000 ns PERIOD OF LOWEST ELECTROMAGNETIC MODE OF F-106 (LABORATORY SCALE MODEL ~mAS.) 110 ns TIME CONSTANT FOR CHARGING F-I06 IN C~~NNEL (ESTIMATE) ~250 ns F-I06 DIRECT STRIKE RISETIME OF B 20-40 ns OF 0 20-1000 ns 
	n~htnln~ path Image tIntra -Cloud ChQr~.1 lightning path 
	50 40 IO30
	Q 
	Jo( 
	20 
	i 

	u.. 
	10 
	15 
	(-15°C) 
	5 
	e 
	~ 
	86. 
	1/5. 1E-6 T 
	B-001 
	Figure

	40
	40
	400 

	80-036 
	35
	35
	200 

	30. B. 
	25 
	-ZOO 
	20 
	-400 
	15. 19. -600. 
	5 
	-BOO 
	0. 1.024 2.048 20.16 48.31 .512 1.536 2.56 10.00 30.23 58.39 1[-65 1E6 HZ 
	1[-6. T. 5. 
	B 
	Figure

	0 
	-5 
	-19 
	-15 
	-20. B 1.024 2.048. .512 1.536 2.56. 1E-6 5. 
	C/M2/S 1[-6 C/M2. D-OOT. 
	5 
	80-036. 3 O-DOT 
	2.5. 0. 
	Figure

	2 
	-5 
	-5 
	1.5 

	-1~ 
	1 
	-15. .5. 
	-20 . 
	0 1.024 
	2.048 20.16 40.311.536 2.56 10.08 30.23 59.39 
	.512 

	1E-6 5 
	1E6 HZ
	1E-6 C/M2 .5 
	0. 0. 
	-.5 
	-1 
	-1.5 
	-2 -2.5 
	0 1.024 2.948 
	.512. 1.536 2.56. 1E-6 5. 
	Figure
	Figure
	87. 
	Figure
	Figure
	Figure
	C/I12I'S. 1[-6 C/M2
	0-001. 80-038-05.
	20 
	15 
	4 
	10 
	3. 5. 
	B 
	B 
	2 

	-5 
	1. -10. 
	-15 B 1.024 2.048 .512 1.536 2.56 1B.BB 30.23 58.39 1E-6S IE6 HZ lE-6 C/M2 4 
	3.5. 30. 
	2.5 
	2 
	1.5 
	1. .5. e. 
	0 1.924 
	.512. 1.536 2.56. 1E-6 S. 
	T/5 1£-6 T. 8... DOT.
	8-DOT
	600 
	80-038-05 
	80-038-05 
	16

	4B9 
	12
	2B0 
	B 
	B -200 
	4 -4BB 
	-6BB B 1.824 2.048 .512 1.~ 2.56 le.eB 38.23 58.39 1£-6S IE6 KZ 1£-6 T 
	B 
	1.824 2.048 
	.512. 1.536 2.56. 1[-6 5. 
	Figure
	28.16 48.31 
	2.048 
	2.048 
	28.16 48.31 

	B 4 B -4 -e B 
	1E 6 A/S sea 400 
	1E 6 A/S sea 400 
	1E 6 A/S sea 400 
	I-DOT 80-038-05 
	A 140 120 

	::m 200 
	::m 200 
	100 00 

	TR
	60 

	B -100 
	B -100 
	.r­
	40 2e 

	--~ nnpTl"T'TTTT"""'lT' " p-yn"ITTf"T I'""'1"""' I' ""1 B 1.B2 2.04 .51 1.53 2.55 1E-£ 5 100 A 
	--~ nnpTl"T'TTTT"""'lT' " p-yn"ITTf"T I'""'1"""' I' ""1 B 1.B2 2.04 .51 1.53 2.55 1E-£ 5 100 A 
	2.06 
	4.13 6.19 1E 6 HZ 
	8.25 10.31 


	100 
	00 60 40 2a B 0 1.02 2.04 
	.51 1.53 2.55 
	.51 1.53 2.55 


	1E-6S 
	SOME RESULTS FROM COMPARISON OF MODEL AND IN-FLIGHT DATA 
	IN-FLIGHT FREQUENCY SPECTRUM PEAKS ARE IN GENERAL AGREEMENT WITH MODES OF MODEL AT 9MHz AND 21 MHz 
	SHOULD BE ABLE TO INFER SOME CHANNEL PROPERTIES FROM IN-FLIGHT SPECTRA 
	IN-FLIGHT D-DOT WAVEFORMS LONGER DURATION THAN B-DOT WHEREAS DURATIONS SAME ON MODEL 
	89. 
	90. 
	AN OVERVIEW OF THE ELECTRICAL/ELECTROMAGNETIC IMPACT OF. ADVANCED COMPOSITE MATERIALS ON AIRCRAFT DESIGN. 
	by 
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	• 
	PANELJOINTIMPEDANCE 

	TR
	• 
	FUSELAGE SHIELDING 

	TR
	• 
	STATIC WING SHIELDING 

	TR
	• 
	ANTENNA PERFORMANCE 

	TR
	• 
	INTERMODULATION EFFECTS 

	TR
	• 
	LIGHTNING EFFECTS 






	INHERENT SHIELDING. 
	INHERENT SHIELDING. 
	• 
	• 
	• 
	COAXIAL LINE FIXTURE (FIGURE 1) 

	• 
	• 
	G/E WASHER SPECIMENS FROM 1,2, 

	TR
	4, & 8 PLY PANELS 

	.-. ..... ~ 
	.-. ..... ~ 
	• 
	CW SIGNAL INSERTED/RECEIVED 

	TR
	SIGNAL MEASURED 

	TR
	• 
	EFFECTIVE SHIELDING >60 dB FROM 

	TR
	40 KHz · 
	1 GHz (FIGURE 2) 

	TR
	• 
	SHIELDING PREDOMINANTLY BY 

	TR
	REFLECTION 


	COAXIAL FIXTURE. 
	Coaxial Fixture -Specimen 
	..­
	..... 
	V1 
	Washer Specimen Mounting Detail 
	Figure
	GP03·0153·1 
	Figure
	PLANE WAVE SHIELDING MEASURED WITH COAXIAL LINE. 
	iiiiii 
	80 
	Figure

	8 Ply Graphite Washer Contact with Silver Paint 
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	PANEL SHIELDING. 
	PANEL SHIELDING. 
	• 
	• 
	• 
	VARIOUS THICKNESSES (1,2,4, & 8 PLY) 

	• 
	• 
	VARIOUS CONSTRUCTION TYPES (MONOlYTHIC, 

	TR
	HONEYCOMB, SYNTACTIC CORE) 

	• 
	• 
	CUBICAL COPPER BOX FIXTURE (FIGURE 3) 

	~ 
	~ 

	~ 
	~ 

	""'-J 
	""'-J 
	• 
	PLANE WAVE SOURCE (40 KHz · 20 GHz) · ROD 

	TR
	'ANTENNA SENSOR 

	TR
	• 
	VARIOUS PANEL ATTACHMENTS 

	TR
	(a) 
	CONTACT MOUNTING (FIGURE 4) 

	TR
	(b) 
	CONDUCTIVE MOUNTING (EPOXY) 

	TR
	(c) 
	FASTENER MOUNTING 

	TR
	(d) 
	CONDUCTIN~ FOIL MOUNTING (FIGURE 5) 

	TR
	(e) 
	FIN·GER STOCK MOUNTING 


	x. 
	Figure
	>N 
	>N 


	Figure
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	118. 
	ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS ON BOX 
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	8 Ply Graphite Contact Mounting 
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	Figure
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	GP03·0153·4 
	ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS. ON BOX (CAPACITIVELY COUPLED). 
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	PANEL/JOINT LEAKAGE TeSTS. 
	PANEL/JOINT LEAKAGE TeSTS. 
	• 
	• 
	• 
	13 PANELS TESTED: 
	4 SOLID, 9 WITH JOINTS (TABLE 1) 

	• 
	• 
	TEST FIXTURE (FIGURE 6) 

	• 
	• 
	RELATIVE PERFORMANCE DATA (TABLE 2) 

	...­/>.) 
	...­/>.) 
	• 
	CONCLUSIONS 

	..... 
	..... 

	TR
	. • 
	TIN PLATING PROVIDED APPRECIABLE 

	TR
	PROTECTION IMPROVEMENT THROUGH G/E 

	TR
	SINGLE LAP SHEAR JOINTS 

	TR
	• FINGER STOCKS MOST EFFECTIVE WHEN 

	TR
	BONDING IS DESIRED BETWEEN A METALLIC 

	TR
	PANEL AND A G/E PANEL 

	TR
	• TIN PLATING INCREASES SHIELDING 

	TR
	EFFECTIVENESS OF NON-JOINTED G/E PANEL 


	EMI LEAKAGE TEST PANEL LIST. 
	CONFIGURATION IDENT. CONFIGURATION A G/E Tape Mat' I B G/E Cloth C Aluminum D G/E (Tin Platod) G G/E-Aluminum 
	H G/E-A' urni num 
	G/E-Aluminum 
	K G/E-Aluminum 
	L G/E-G/E 
	G/E-G/E 
	N Aluminum-Aluminum 
	P G/E-Aluminum 
	R G/E-G/E 
	JOINT 
	None 
	None None Nono Single Lap 
	Shear 
	Single Lap Shear Single lap 
	Shear 
	Single lap Shear Single lap 
	Shear 
	Double lap Shear Double Lap 
	Shear 
	Single Lap Shear Single Lap 
	JOINT SEAL CONFIGURATION 
	f\Jone None None 
	None 
	Form-ln-PI~ce (FlP) SeaI 
	Tin Plated-FIP Seal 
	FIP Seal 
	FIP Seal-Finger Stock 
	Tin Plated 
	Fay Seal 
	Fay Seal 
	FIP Seal-Finger Stock 
	Tin Plated-FIP Seal-
	Finger Stock 
	122. 
	Test Probe Test Specimen ­------­I To Signal Source L--­,/' ,/' ,/' ,/' /' /' /' Test Enclosure 
	TYPICAL TEST CONFIGURATIONS 
	To Receiver 
	GP03·0153·8 
	123. 
	EMI TEST PANEL DATA. RELATIVE PERFORMANCE OF PANELS WITH SEAMS. 
	Relative Test Panel Description Seam Preparation (5) Performance EH 
	N 
	N 
	N 
	Aluminum-Aluminum None Double Lap Shear (OLS) 100 97 

	L 
	L 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Tin PIated, Sea Ied 84 84 

	p 
	p 
	Aluminum -Graphite/Epoxy Sloth Ronding Strip, Sealed 69 79 

	R 
	R 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Tin Plated, Ronding Strip Sea led 64 78 

	G 
	G 
	Aluminum -Graphite/Epoxy Cloth Sealed 58 99 

	H 
	H 
	Aluminum -Graphite/Epoxy Cloth Tin Plated, Sealed 49 96 

	M 
	M 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth None (DLS) 50 4 

	K 
	K 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Bonding Strip, Se~led J7 5S 

	J 
	J 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Sealed 10 68 

	c 
	c 
	(4) A I umi nurn 99 99 

	o 
	o 
	(4) Tin Plated. Graphite/Epoxy Cloth 95 89 

	A 
	A 
	(4) Graphite/Epoxy Tape 80 11 

	B 
	B 
	(4) Graphite/Epoxy Cloth 10 19 

	TR
	NOTES: I. All panels show relationship to best panel whose value is 100 2. E (electric field) 3. H (magnetic field) 4. One piece panels (no seams) 5. Single lap shear (SLS) unless otherwise indicated 6. The seals are a formed-in-place rubber gasket used to prevent water leaks 


	124. 
	.. 
	PANEL JOINT IMPEDANCE TESTS . 
	• 
	• 
	• 
	MEASURED JOINT BONDING 

	TR
	RESISTANCE/IMPEDANCE AT 

	TR
	FREQUENCIES FROM 14 KHz TO 500 KHz 

	TR
	(FIGURE 7) 

	>­
	>­

	N 
	N 

	VI 
	VI 
	• 
	.TESTED SOLID AND JOINTED PANELS 

	TR
	(TABLE 3) 

	TR
	• 
	RATIO OF IMPEDANCES OF JOINT TO 

	TR
	BULK MATERIAL TABULATED (TABLE 4) 

	TR
	• 
	TIN SPRAYING AT THE JOINT 

	TR
	INTERFACE IMPROVED RATIO 


	ADJACENT GRAPHITE/EPOXY AND ALUMINUM LIGHTNING ATTACHMENT CHARACTERISTICS 
	ViewZ-Z 
	RG-9 Coax Cable from Generator All Measurements Made BI~tWt'l!il Point " ~X) " ,uul LI!ltl'll!d P<unts -I0--F 2 in.+-0-E 1 in. ~==::;::==============================~-Joint 1 in.to-D 2 in. _10-c z B ·A ---.. Z GPOJOl639 -Graphite/Epoxy Panel Silver Conductive Epoxy Copper "Glove" 
	126 
	JOINT IMPEDANCE TEST PANEL LIST 
	JOINT IMPEDANCE TEST PANEL LIST 
	JOINT IMPEDANCE TEST PANEL LIST 

	CONFIGURATION IDENT. 
	CONFIGURATION IDENT. 
	CONFIGURATION-
	JOINT 
	JOINT 
	SEAL 
	CONFIGURATION 

	B 
	B 
	G/E 
	None 
	None 

	...... f'...) ......., 
	...... f'...) ......., 
	C G 
	AIumi nurn G/E-Aluminum 
	None Single Lap 
	Shear 
	None 2-Ply Cured 
	Fiberglass 

	TR
	H 
	G/E-A Iumi num 
	Single Lap 
	Shear 
	Tin 
	Plate & Form-In 
	Place 
	Seal 

	TR
	J 
	G/E-Aluminum 
	Single Lap 
	Shear 
	Form-In-Place Seal 

	TR
	M 
	G/E-G/E 
	Double 
	Lap 
	Shear 
	Fay 
	Sea I 

	TR
	P 
	AIumi num-G/E 
	Single Lap 
	Shear 
	Fip Seal-Finger Stock 

	TR
	R 
	G/E-G/E 
	Singfe Lap Shear 
	Tin 
	Plate-Fip Seal-Finger 
	Stock 


	RATIO OF IMPEDANCES. 
	PANEL 
	PANEL 
	PANEL 
	TYPE 
	D.C. RESISTANCE (OHMS) 
	Ratio of 14 KHz 
	Joint-Impedance to Bulk Material 42 KHz 112 KHz 500 KHz 

	B 
	B 
	G/E Cloth 
	0.03 
	1.0 
	1.0 
	1.0 
	1.0 

	l-N eX) 
	l-N eX) 
	C G 
	Aluminum G/E-Alum SLS 
	0.0 0.013 
	1.0 2.3 
	1.0 2.4 
	1.0 2.1 
	1.0 2.8 

	TR
	H 
	G/E-Alum SLS 
	0.01 
	1.0 
	1.0 
	1.0 
	1.0 

	TR
	J 
	AI-G/E SLS 
	0.03 
	7.0 
	10.4 
	5.9 
	1.8 

	TR
	M 
	G/E DLS 
	0.41 
	42.5 
	42.5 
	42.5 
	30.0 

	TR
	P 
	G/E-Alum SLS 
	0.013 
	1.0 
	1.0 
	1.0 
	1.0 

	TR
	R 
	G/E SLS 
	0.012 
	1.0 
	1.0 
	1.0 
	1.0 



	FUSELAGE SHIELDING. 
	FUSELAGE SHIELDING. 
	• COMPARED INDUCED VOLTAGES IN TYPICAL. 
	AVIONICS BAY FOR METAL AND G/E BOXES (FIGURE 8). 
	Table
	TR
	• 
	TESTS CONDUCTED FROM 14 KHz TO 18 GHz 

	TR
	• 
	TESTS CONDUCTED WITH IDENTICAL WIRE BUNDLES, 

	TR
	LOAD TERMINATIONS, AND ROUTING LOCATION 

	TR
	(FIGURE 9) 

	..... 
	..... 

	N 
	N 

	~ 
	~ 

	TR
	• 
	OVER 100 DIFFERENT TEST CONFIGURATIONS 

	TR
	(TYPICAL RESULTS SHOWN IN FIGURES 10 AND 11) 

	TR
	• 
	TEST OF SIMULATED FUSELAGE STRUCTURE WITH 

	TR
	ACCESS PANEL (FIGURE 12) 

	TR
	• 
	CONCLUSION: 
	LEAKAGE EFFECTS OF JOINTS FOR 

	TR
	BOTH ALUMINUM AND G/E ARE DOMINANT FACTOR 

	TR
	IN SHIELDING EFFECTIVENESS. 
	LITTLE DIFFERENCE 

	TR
	BETWEEN G/E AND ALUMINUM SHIELDING 

	TR
	EFFECTIVENESS 


	FORWARD FUSELAGE EMI TEST ARTICLE. 
	~ w o Cockpit Floor Typical Access Panel 
	Graphite/Epoxy Test Box 
	GP03·0153·10
	and Aluminum Test Box 
	TRIMETRIC .VIEW OF WIRE ROUTING. 
	..­w..­Aluminum Panel 24 in. 54 in. 18 in. I 20'in. Notes:illBond load boxes to AI panel 2 All loads in RF tight boxes GP03·0153·" 
	INDUCED VOLTAGE ON SINGLE WIRE,. 1 VOLT/METER FIELD. 
	Single wire, 50 ohms, graphite/epoxy box Single wire, 50 ohms, aluminum box 60 40 > :t co "'C I Q) 20 en co +-' 0 > o ra = 0= 
	-20 
	10k lOOk 1M 10M 100M lG lOG Frequency -Hz 
	INDUCED VOLTAGE ON TWISTED PAIR,. 
	~ 
	60 • 

	40I . 
	> CD:t. 
	w 
	w 

	..... 
	"'C 
	I 
	1 VOLT/METER FIELD 
	Figure
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	n 
	I 
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	I 
	I 
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	I 
	I 

	A 
	A 
	= 
	Twisted pair, 50 ohms, graphite/epoxy box 

	o = 
	o = 
	Twisted pair, 50 ohms, aluminum box 


	I 
	I 
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	I 
	I 
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	Figure
	SHIELDING OF ALUMINUM AND COMPOSITE FIXTURES. RELATIVE TO EXPOSED GROUND RETURN WIRE. 
	Simulated Forward Fuselage Structure with Access Panel 
	.­
	w 
	~ 
	Test Results 
	60. 
	AI 
	g' 30 
	ii 
	Q> 
	20 
	~ 

	Figure
	Test Setup 
	Test Setup 


	10 
	010 
	100 1,000 10,000 Frequency· MHz 
	GP03-o153·14 
	• 
	SMIELD,IN,G~E~f~CT~V~N~S~ :P~!LA'RC~FT STRUCTURES MAGNETICFIEtDS
	'" 
	1 
	Figure
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	Figure
	140 
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	Figure
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	o 
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	VI 
	« 60 
	LIMITATION BY APE~TURES/GAPS, ETC 
	z
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	Figure

	UJ 40 
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	r---------­
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	// 
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	1 10 100 1 10100 1 10 
	KHz MHz 
	-TYP. METALLIC AIRCRAFT STRUCTURE 
	. --TYP. CFRP AIRCRAFT STRUCTURE 
	STATIC WING SHIELDING TESTS. 
	• 
	• 
	• 
	.USED A FULL SIZE YAV·8B WING ASSEMBLY WITH 

	TR
	TERMINATION BOX AT THE WING TIP (FIGURE 13) 

	• 
	• 
	COMPARED INDUCED VOLTAGES FOR WIRES LOCATED 

	..... 
	..... 
	UNDER THE METAL LEADING EDGE AND UNDER THE 

	w 
	w 

	cr-
	cr-
	G/E ·TORQUE BOX SECTION OF THE WING 

	TR
	• 
	TESTS CONDUCTED IN OUTDOOR OPEN AREA AT 

	TR
	14 KHz TO 100 MHz AND ANACHOIC CHAMBER AT 

	TR
	200 MHz TO 18 GHz (FIGURES 15 & 14) 

	TR
	• 
	TESTS SHOWED G/E PROVIDES HIGH DEGREE OF 

	TR
	SHIELDING; LITTLE DIFFERENCE IN INDUCED 

	TR
	VOLTAGES ON SEPARATE WIRES 


	EMI TEST ARTICLE 
	Figure
	Table
	TR
	Wire Cable Path No.1 

	TR
	\ Ii; i Wire Cable Path No.2 

	t:;\ ...." 
	t:;\ ...." 

	TR
	\ -----.~ 


	I
	Termination 
	Boxes 
	Boxes 
	~ 

	Figure
	View Looking Down Normal to WRP ED Probe locations 
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	Figure
	EMI TEST SETUP IN ANECHOIC CHAMBER. 
	(A) A TENNA, (B) .FIELD METER, (C) WING. 
	". 
	Figure
	139. 
	ANTENNA PERFORMANCE TESTS. 
	ANTENNA PERFORMANCE TESTS. 
	• 
	• 
	• 
	PATTERN, GAIN, AND VSWR TESTS CONDUCTED 

	• 
	• 
	USED VARIOUS TEST CONFIGURATIONS TO DETERMINE 

	TR
	EFFECTS OF COMPOSITES, GROUND PLANE 

	­~ 
	­~ 
	CONFIGURATION, AND TYPE OF ANTENNA MOUNT I 

	o 
	o 

	TR
	• 
	USED VHF AND TACAN BLADE ANTENNAS AT 400 MHz 

	TR
	AND 1 GHz AND A RADAR BEACON STUB ANTENNA 

	TR
	AT 10 GHz . 

	TR
	• 
	ONLY SMALL PATTERN AND GAIN CHANGES OBSERVED 

	TR
	REGARDLESS OF GROUND PLANE OR BASE 

	TR
	MOUNTING 

	TR
	• 
	VSWR TESTS SHOWED SLIGHT CHANGES IN GAIN 

	TR
	DUE TO SLIGHT CHANGES IN INPUT IMPEDANCE 


	•. 

	INTERMODULATION EFFECTS. 
	INTERMODULATION EFFECTS. 
	Figure
	• 
	• 
	• 
	CO·f}J:C;E:R.'.N.~WI~H 
	I,N~JE,RM,OD~~ATION 

	TR
	I: 
	. -
	L ....-:, 
	• _ 
	.~. 
	-..I 
	I:;,;; 
	1 -
	; 
	'J 
	L;, 
	-I ....II ,. 
	I 
	,;, 

	TR
	EF.E"E'e.T.S~,(N~ONLINEAR:,.'J 
	..U,'NCTION) 

	TR
	PRODUCED BY GRAPHITE FIBERS IN 

	..­
	..­

	.p.. ..­
	.p.. ..­
	THE COMPOSITE MATRIX 

	TR
	• 
	NO INTERMODULATION EFFECTS 

	TR
	FOUND (N'O HARMONICS GENERATED) 

	TR
	FROM HIGH' CURR'ENT LEVEL TESTS 



	LIGHTNING EFFECTS. 
	LIGHTNING EFFECTS. 
	Table
	TR
	• 
	NO DAMAGE EXCEPT IN AREA OF ATTACHMENT 

	TR
	POINT. 
	THIN METALLIC COATINGS, SCREEN WIRE 

	TR
	MESH, OR OTHER CONDUCTIVE LAYERS NEEDED TO 

	TR
	SPREAD AND DISSIPATE THE LIGHTNING ENERGY 

	...... 
	...... 

	~ 
	~ 

	N 
	N 

	TR
	• 
	ATTACHMENT ZONES FOR PARTIALLY COMPOSITE 

	TR
	VEHICLE CAN BE DETERMINED FROM TESTS ON A 

	TR
	METAL MODEL 

	TR
	• 
	TESTS SHOWED NO MEASURABLE DIFFERENCE IN 

	TR
	ATTACHMENT POINT BEHAVIOR BETWEEN METAL & 

	TR
	GtE STRUCTURE (FIGURE 16) 


	High Vol tage Probe Locus 
	• 
	High Vol taqc Prohe Lucus (iJ h4 in.) 
	CPOJOl!oJaO 
	All dimensions in inches 

	143. 
	OVERALL FINDINGS. 
	OVERALL FINDINGS. 
	• 
	• 
	• 
	G/E AIRCRAFT STRUCTURE CAN BE 

	TR
	DESIGNED TO PROVIDE ADEQUATE 

	TR
	ELECTROMAGNETIC SHIELDING FOR 

	TR
	AVIONICS AND ELECTRICAL 

	t 
	t 
	SUBSYSTEMS 

	TR
	• 
	NO ELECTROMAGNETIC G/E ISSUE HAS 

	TR
	BEEN FOUND THAT CANNOT BE 

	TR
	HANDLED IN NORMAL AIRCRAFT 

	TR
	DESIGN 


	AV:-"~~"PPl~PQ$:~T~< FORWARD FUSELAGE DEVELOPMENT. PRO-GRAM. MDCREPORT A6398 <IMAY 1980) _. CONTRAcTNOo019-76-C-0666. 
	•. ASSESSED LIGHTNING PROTECTION DESIGN REQUIREMENTS FOR 
	• FORWA'RD FUSELAGE STRUCTURE .... • AIRFRAME DOORS & PANELS 
	.p. V1 
	• 
	• 
	• 
	ANTENN'A1S 

	• 
	• 
	SENSOR PROBES 

	• 
	• 
	FORMATION LIGHTS 

	• 
	• 
	ELECTRICAL POWER 

	• 
	• 
	AVIONICS 


	G/E PANELS AND COUPONS WITH BOLTED JOINTS. 
	Table
	TR
	• 
	THRESHOLD FOR STRENGTH DEGRADATION APPROX 

	TR
	20KA/INCH OF G/E WIDTH FOR PULSED PORTION OF 

	TR
	LIGHTNING STROKE AND 150A FOR CONTINUING 

	TR
	CURRENT PHASE (FIG 6-61 & 6-62) 

	.... 
	.... 

	.p. 
	.p. 

	'" 
	'" 

	TR
	• 
	BOLTED JOINTS CAN CARRY RESTRIKE CURRENT AND 

	TR
	ARE REMOVABLE WITHOUT HAVING TO DRILL OUT 

	TR
	SCREWS 

	TR
	• 
	CONDUCTIVE SURFACE COATING REQUIRED TO 

	TR
	PREVENT LIGHTNING PENETRATION OF G/E TEST 

	TR
	SPECIMENS (FIG 6-65) 


	SIMPLIFIED BLOCK D1iAGRAM OF LIGHTNING TEST SETUP 
	c: 
	t <3 Cl c: :5 c: .~ 
	t <3 Cl c: :5 c: .~ 
	t <3 Cl c: :5 c: .~ 

	<3 
	<3 

	o 10 26 Time· IJsec 
	o 10 26 Time· IJsec 
	o 
	Time· ms 
	500 

	TR
	•Not used 111 all teSls 
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	High 
	Continuing. Current. 
	Current. Lightning. 
	Lightning. Generator. 
	Generator 
	1. 
	1. 
	1. 
	USt~ for Coupo" Test. 

	2. 
	2. 
	Usp for P.uwl Tt~SI. 


	I. lI. 
	'~ 
	" 
	~ I
	Bolted Joint 
	Coupons 
	'l-l 
	Tested with 
	Pulsed and 
	I" I 
	I -.l I
	Continuing. Currents Bolted Joint. I '''"' Panels. Tested with. Pulsed Currents. 
	Current 
	Current. Measuring. 
	Measuring. System. 
	System. (Pulse Current). 
	(Continuing Current) 
	GP7l·0J41·1 
	t47 
	ELECTRICAL POWER. 
	ELECTRICAL POWER. 
	LIGHTNING COUPLING MECHANISMS:. DIRECT ATTACHMENT TO WIRING (LIGHTS, PROBES, ETC.) 
	MAGNETIC INDUCTION (FIG 6-63)
	.... 
	.p­00 
	COMMON MODE INJECTION (FIG . 6-64) 
	PROTECTION REQUIREMENTS:. DEDICATED WIRES USED AS POWER RETURNS INSTEAD OF STRUCTURE 
	. 

	INSTALLATION OF LIGHTNING 
	ARRESTORS AT REMOTE POINTS OF 
	POSSIBLE LIGHTNING ENTRY (LIGHTS, 
	PROBES, ETC.) 
	MAGNETIC COUPLING OF LIGHTNING TO A RECEPTOR 
	VL r r"') 
	Figure
	Load 
	Figure

	WRA Interface Wires 
	Source ..---u.-­
	Signal 
	I 

	-d ¢L 
	Load 
	VL = dt 
	..... 
	.p. 
	~ 
	10 
	Lightning Thevenin Equivalent 
	Current 
	Current 
	Circuit 

	Confined Channel on Airframe 
	Figure
	COMMON MODE LIGHTNING COUPLING TO A RECEPTOR. 
	Signal 
	Source~ 
	..... 
	VI 
	o 
	Vs Load 
	IL 
	Ightnlng Current 
	~L"

	Airframe 
	Ground Plane Impedance 
	V =rGIL 
	L 

	~ r",j 
	Vtotal=VL+Vs 
	Figure

	Thevenin Equivalent Circuit 
	Load 
	•. 
	Figure
	BOEING STUDY PROGRAM. 
	Figure
	Table
	TR
	• 
	, PJ:lOI~CTION 
	OF~:ADV~NCEP;~ELECTflICAL POWER 

	TR
	SYSTEMS FROM ATMOSPHERIC ELECTROMAGNETIC 

	TR
	HAzARDS (AF CONTRACT F33615·79·C·2006) 

	TR
	• PHASE I 

	.... 
	.... 

	VI 
	VI 

	.... 
	.... 

	TR
	· 
	TASK 1 . THREAT ASSESSMENT 

	TR
	· 
	TASK~ 2 . E:VALUATION OF NORMAL DESIGN 

	TR
	FOR1INH·ER'ENT HARDNESS 

	TR
	· 
	TASK 3:-·,ADD·ON PROTECTION DEVICE 

	TR
	EVALUATION 

	TR
	• PHASE II 

	TR
	. 
	TASK 4 . DESIGN GUIDE 


	TRADE STUDY SUMMARY OF LIGIITNING PROTECTION TECHNIQUES. 
	..... 
	VI. 
	N 
	~EVERE INHEREltT TYPE Of ADDITIONAL nPE CIRCUIT TItREA T TYPE HARDENIHG TRANSIEHT PROTECTION REQUIRED (LOCATION) LEVEL TliREAT TECltH IQUE UVEl AND TRANSIENT LEVEL C~[HTS 1 Z ] -METALLIC I/ING FIBER-ClASS LEAD­ING EDGE 1. GENERA TORS 200 KA MAGNETIC rEEDER ROUTED )0 Y ---PROTECT fOR (Q'i WINGS) COUPLING 2 IHCHES ABOVE DIRECT ATTACH­~ FtEDER METALLIC SPAR MEN r unf 2.P~EA BUS 200 U MAGNETIC FHD£A ROUTED 65 KY fEEDER SHIELD: TRANSZOR8: J MIL fOIL ()i-SHIELDING (UM­(MELAG.E) COUPLING 2 IltCHES MOVE 5.4 KVi 295
	CONCtUS·ION'S. 
	• ELECTRICA'L POWER SYSTEMS IN COMPOSITE 
	•j I., r. I 
	STRUCTURE AIRCRAFT CAN BE ADEQUATELY PROTEC1ED BY A COMBINATION OF STRUCTURAL SHIELDING, WIRE SHIELDING, AN.n 'VOLTAGE SUPPRESSION DEVICES 
	I-' V1 
	W 
	•. THE IM,PACT OF LIGHTNING ON ADVANCED COMPOSITE MATERIALS AND ADVANCED ELECTRICAL POWER SYSTEMS MUST BE ASSESSED EARLY IN THE DESIGN PHASE FOR NEW AIRCRAFT 
	.•. HARDWARE TESTING OF PROTOTYPE SYSTEMS SHOULD BE CONDUCTED TO VERIFY THE ASSESSMENT 
	REFERENCES. 
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	AFWAL-TR-81-2117 and 2118 
	STRUCTURAL APPLICATION OF COMPOSITE MATERIALS AND. THE DIRECT EFFECTS OF LIGHTNING STRIKES. 
	by. 
	Mr. William E. Howell. 
	Langley Research Center. National Aeronautics and Space Administration. 
	The direct effects of lightning strikes on composite materials and protection approaches will be described. Approaches to EMI shielding which maintain weight advan­tage and structural integrity over the life of the airframe will be discussed. 
	155. 
	SCOPE OF PRESENTATION 
	o. ADVANCED COMPOSITE MATERIALS 
	o. ADVANCED COMPOSITE MATERIALS 
	o. ADVANCED COMPOSITE MATERIALS 

	o. APPLICATIONS IN AIRCRAFT STRUCTURES 
	o. APPLICATIONS IN AIRCRAFT STRUCTURES 

	o. LANGLEY'S RESEARCH ON DIRECT EFFECTS OF LIGHTNING ON COMPOSITE STRUCTURES 
	o. LANGLEY'S RESEARCH ON DIRECT EFFECTS OF LIGHTNING ON COMPOSITE STRUCTURES 


	MATERIAL PROPERTIES 
	Table
	TR
	PROPE~TIES 

	MATERIAL 
	MATERIAL 
	STRENGTH~ KSI 
	MODULUS~ X103 KSI 
	DENSITY ~ LB/IN ,3 
	RES ISTI VITY ~ OHM-CM 
	COST $/LB 
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	GRAPHITE-EPOXY; KEVLAR-EPOXY GLASS-EPOXY ALUMINUM 
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	Figure
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	163. 
	EXAMPLE PROTECTION SYSTEMS. 
	o FLAME SPRAYED ALUMINUM 
	o FLAME SPRAYED ALUMINUM 
	o FLAME SPRAYED ALUMINUM 

	o ALUMINIZED GLASS (THORSTRAND® ) 
	o ALUMINIZED GLASS (THORSTRAND® ) 

	o ALUMINUM STRIPS/TAPE 
	o ALUMINUM STRIPS/TAPE 

	o METAL SCREEN OR WIRE MESH 
	o METAL SCREEN OR WIRE MESH 


	CERTIFICATION CURRENT TEST WAVEFORM COMPONENTS. FOR. EVALUATION OF DIRECT EFFECTS. 
	COMPONENT B 
	Figure

	COMPONENT A 
	COMPONENT D 
	Figure
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	COMPONENT C 
	Figure

	TIME 
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	F-I06B COMPOSITE FIN TIPS 
	o KEVLAR-EPOXY WITH THORSTRANDGD 
	o KEVLAR-EPOXY WITH THORSTRANDGD 
	o KEVLAR-EPOXY WITH THORSTRANDGD 

	o GRAPHITE/EPOXY WITHOUT PROTECTION 
	o GRAPHITE/EPOXY WITHOUT PROTECTION 

	o GRAPHITE/EPOXY WITH FLAME SPRAYED ALUMINUM 
	o GRAPHITE/EPOXY WITH FLAME SPRAYED ALUMINUM 

	o KEVLARIEPOXY WITH FLAME SPRAYED ALUMINUM 
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	CONCLUDING 
	CONCLUDING 
	CONCLUDING 
	REMARKS 

	o 
	o 
	COMPOSITES EXHIBIT STRUCTURAL ADVANTAGES COMPARED TO METALS 

	o 
	o 
	EXCELLENT IN-SERVICE PERFORMANCE AND MAINTENANCE EXPERIENCE HAVE BEEN ACHIEVED WITH OVER 150 COMPOSITE COMPONENTS DURING 8 YEARS AND OVER 2 MILLION HOURS OF FLIGHT SERVICE WITH NO SIGNIFICANT DAMAGE FROM LIGHTNING STRIKES 

	o 
	o 
	EFFECTS OF LIGHTNING ON COMPOSITE MATERIALS AND SYSTEMS ARE BEING EVALUATED 
	LIGHTNING PROTECTION 

	o 
	o 
	GROUND AND FLIGHT DATA BASE SAFETY OF AIRCRAFT 
	IS BEING DEVELOPED FOR THE ELECTRICAL 
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	LIGHTNING INTERACTION ANALYSIS 
	by 
	Dr. Karl S. Kunz 
	Kunz Associates, Incorporated 
	Description of lightning interaction .analyses and how they are performed including lightning model, aircraft geometry, interior equipment and cable layout, and model­ing of interconnecting system. Sample direct strike problem and (generic) expected results. Overview of mathematical basis used in interaction analysis and description of finite difference method. 
	WHAT IS ALIGHTNING INTERACTION ANALYSIS ­
	•. A MATHEMATICAL TREATMENT OF THE PROPAGATION OF. ELECTROMAGNETIC ENERGY FROM A LIGHTNING BOLT TO. AN AIRCRAFT AND ON INTO SUSCEPTIBLE INTERIOR. EQUIPMENT. 
	USES EXPERIMENTALLY DETERMINED CHARACTERISTICS AS THE INPUTS OF MATHEMATICAL MODELS 
	PREDICTS RESPONSE LEVELS (VOLTAGE AND CURRENT) AT THE INPUTS (PINS) OF SUSCEPTIBLE EQUIPMENT 
	ALLOWS UPSET/DAMAGE/FAILURE ASSESSMENTS TO BE MADE . FOR THE SUSCEPTIBLE EQUIPMENT 
	WHY ALIGHTNING INTERACTION ANALYSIS AND NOT JUST EXPERIMENT ­
	EXPANDS ON EXPERIMENT -SOURCE VARIATIONS) .AIRCRAFT MODIFICATIONS AND EQUIPMENT CAN BE ACCOMODATED 
	INCREASES UNDERSTANDING _ MODELING INCREASES UNDERSTANDING AS MODELS ARE REFINED AND MADE MORE ACCURATE 
	EFFECTIVE -ANALYSIS CAN BE QUICKLY AND INEXPENSIVELY PER­FORMED) WHILE ADEQUATE ACCURRACY IS MAINTAINED 
	HOW IS ALIGHTNING INTERACTION ANALYSIS PERFORMED ­
	J RADIATED FIELDS J ETC.)~ 
	DEFINE SOURCE (DIRECT STRIKE 

	AIRCRAFT (707~ 747) ETC.) AND POSSIBLY SUSCEPTIBLE 
	EQUIPMENT (RADAR) NAVIGATIONAL EQUIPMENT~ ETC,) 
	J SUCH AS 
	OBTAIN RELEVANT EXPERIMENTAL DATA 

	-LIGHTNING TIME BEHAVIOR OR SPECTRUM AIRCRAFT GEOMETRY AND CONSTRUCTION INTERIOR EQUIPMENT AND CABLE LAYOUTS ELECTRICAL PARAMETERS (CABLE SIZE~ SHIELDING~ 
	IMPEDANCE~ TERMINATIONS J ETC.). DEVICE UPSET/DAMAGE/FAILURE THRESHOLDS AND. 
	MECHANISMS. 
	J AIRCRAFT AND EQUIPMENT 
	MODEL THE INTERCONNECTED SYSTEM OF SOURCE 

	SELECT A MATHEMATICALLY TRACTABLE REALIZATION OF THE MODEL 
	CHECK THE ·MATHEMATICAL MODEL FOR COMPLETENESS AND V~LIDITY (COMPARE PREDICTIONS WITH KNOWN EXPERIMENTAL RESULTS) 
	PREDICT RESPONSES AT THE SELECTED SUSCEPTIBLE EQUIPMENT 
	EXAMINE SENSITIVITY TO PARAMETER VARIATIONS (OPTIONAL 
	'. -I 
	·"s' 
	.~IISAFETY"' MEASURE) 
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	Figure
	> .---------._---_._._--------_.._---­
	1\ \ 2CO NS RlSEiUA! 5J )-"S FAU-TUJE 100 ~ PEAK 
	174. 
	AIRCRAFT DErAILS. 
	., , landin~ Ii;ht instrument panel rectifiers, inverters, batteries, air condltionflr, cabin Dre.sure, power system controls 
	8n9ine pre.sures, 
	fuel pump, oil pressure, tachometer, 
	fire warning, generator, solenoid valve., 
	and controls 
	Typical elements and cabling associated with the aircraft power system. 
	equipment bay'nos. wheel well uipment. bay 
	Elementary volumes within the aircraft. 
	CABLE DETAILS 
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	MATHEMATICAL REALIZATION ­
	GENERAL REQUIREMENTS ­
	SOURCE X EXTERIOR RESPONSE X PENETRATION X INTiRIOR RESPONSE X SHIELDING EFFECT = RESPONSE AT "PIN 
	EXTERIOR RESPONSE X PENETRATION X INTERIOR RESPONSE. MOST DIFFICULT PART. 
	POSSIBLE APPROACHES (MAY BE COMBINED WITH TRANSMISSION 
	J BETHE SMALL HOLE THEORY J MULTIPLE RUNS~ ETC.) -SIMPLE CANONICAL SHAPES -MoM THIN WIRE TYPE CODES (EFIE) -PATCH CODES (MFIE) -FINITE DIFFERENCE TECHNIQUES 
	LINE THEORY 
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	MoM 
	Some Computational Aspects orThtn·Wire Modelinl 
	Aftif' PeGGIO & MILLER ('.2] F'Navy aircraft AftII' CIA2 (/.23) After RICHMOND ('.21] Abr THEILE [US] /tf Aft., MILLER & MAXUM ('.22] 
	Ilepraatalive wire p;d model structures 
	FINITE DIFFERENCE F-lll MODEL 
	FINITE DIFFERENCE METHOD ­
	BASED ON BRUTE FORCE TIME STEPPING OF MAXWELL'S EQUATIONS 
	J 
	INCORPORATES ANY MATHEMATICALLY EXPRESSIBLe SOURCE 

	-at _ e-Bt
	I.E. I(t) = ACCURATE EXTERIOR RESPONSE PREDICTIONS J ALSO J PERFORM INTERIOR 
	e 
	WITH EXPANSION TECHNIQUE CAN 

	RESPONSE PREDICTIONS AT REASONABLE COST CAN HANDLE COMPOSITES) AS WELL AS METAL AIRCRAFT PANELS 
	180 
	DEFINITION OF THE FINITE DIFFERENCE APPROACH 
	Finite differencing consists of replacing continuous partial derivatives in P.D.E.ls with appropriate finite differences. For example: 
	Finite differencing discritizes the P.D.E. and, hence, the problem being solved, i.e. 
	Finite differencing is, therefore, an approximation that in the limit of zero mesh size is exact. 
	Finite differencing does not require any special model of .the problem to facilitate a solution, just the appro­priate P.D.E. such as: 
	~ ~. V1" + Q/k or 
	(heat equation) (portion of Maxwell Equationsfor thin scatterer in cylin­drical coordinates) 
	EVOLUTION OF PRECEEDING FINITE DIFFERENCE APPROACH TO EM 
	• 
	•. 
	•. 
	•. 
	The Maxwell Equations 

	•. 
	•. 
	Classical Boundary Value Solutions 

	•. 
	•. 
	Introduction of Computers/Computer Oriented Numerical Analysis 


	•. Integral Equation Approac~es (EFIE and MFIE) 
	•. Finite Difference as presently applied to EM coupling 
	1) feasibility of application to realistic problems ­
	K.S.. lin. Sol. of Int. Bound. Val. Probe Invo1v­i ng Maxwe1·1 •s Equas. in Iso. MediaII t IEEE Trans­actions A and P, May,1966. 
	Lee -liN 

	2). application in 20 to real;stic problem with radiation boundary condition ­
	D.E.. Merewether -"Trans. Currents Induced on a Metallic Body of Rev. by ,an EM Pul sell I IEEE Trans­actions on EMC, May, 1971. 
	3). fonmulation of 3D code with radiation boundary condition ­
	R.. Holland -"THREDE: A Free-Field EMP Coupling and Scat­tering Code", Mission Research Corp., AMRC­R-95, Sept., 1976. 
	EVOLUTION -2 
	4). application to complex scattering object with com­parison to experiment ­
	K.S.. Kunz and K.M. Lee -"A Three-Dim. Finite-Diff. Solu. to the Ext. Response of an Aircraft to a Complex Transient EM Environ­ment: Part 1 -The Method and Its Im­plementation and Part 2 -Comparison of Predictions and Measurements", IEEE Transactions on EMC, May, 1978. 
	5). expand subvolume in a second run for increased spatial and frequency resolution ­
	K.S.. Kunz and L.T. Simpson -"A Technique for Increasing the Resolution of Finite-Difference Solutions of the Maxwell Equations", IEEE tran~ac~ion on EMC November, 1981 
	6) generalize the 3D code to treat lossy dielectrics ­
	R.. Holland, L.T. Simpson and K.S. Kunz ­"Finite-Difference Analysis of EMP Coupling to Lossy tnelectric Structures", IEEE Transactions on EMC, August. 1980. 
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	SUMMARY. 
	FEATURES 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 

	. -composites. -conducting pane1s. -mix of composite and metal. 

	o Various coupling pathways can be modeled, including: 
	o Various coupling pathways can be modeled, including: 
	o Various coupling pathways can be modeled, including: 
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	o Detailed interior geometries can be treated, including: 
	o Detailed interior geometries can be treated, including: 
	o Detailed interior geometries can be treated, including: 
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	o Fast risetime (-30-50ns) pulses can be easily incorporated 
	o Fast risetime (-30-50ns) pulses can be easily incorporated 

	o Non-linear effects can be modeled 
	o Non-linear effects can be modeled 


	-attachment points'can be selected based on experience, while detachment points can be selected based on fields exceeding preset .thresholds 
	-interior arcing can be modeled similarly 
	AREAS OF APPLICATION 
	o Exterior I and V response predictions as a function of: 
	-position -A C construction (metal or composite or mix) -excitation source -attachment/detachment location 
	o Interior Responses 
	-interior field leve1s. ~ wire currents. -transfer functions. 
	o Hazard Assessment 
	-induced current damage. -field induced upset. -fuel ignition from arcing. 
	o Protection Measures Evaluation 
	-field/charge and current penetration reduction (from covered seams, mesh across windows. etc'.) 
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