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PREFACE
 

The "Lightning Effects on Future Aircraft Electronic Systems" workshop, 
November 4-6, 1981, sponsored by the NASA-Langley Research Center in 
conjunction with the Federal Aviation Administration (FAA) Technical Center, 
provided an ideal vehicle for information exchange. This workshop provided 
regional and headquarters personnel with an insight into the magnitude of the 
problem, and the progress being accomplished through existing and future 
FAA programs. 

Protection of electrical and electronic subsystems and equipments against 
the atmospheric electricity hazards constituted by lightning and static 
electricity must be taken into special account in the design of advanced 
technology aircraft. Two primary factors have contributed to an increased 
potential hazard to new generation aircraft: (1) The increasingly widespread 
use of digital microelectronic subsystems and/or avionic equipment which are 
inherently susceptible to upset and damage caused by electrical transients 
to implement flight and mission critical functions; and (2) the reduced 
electromagnetic shielding provided by many advanced structural materials. 
Present military and civil design guides and standards are being reviewed to 
assure adequate protection for new generation aircraft. 

The NASA-Langley Research Center Electronic System Branch of the Flight 
Electronic Division was the host for this workshop; which is a major element 
in the FAA Technical Center's Advanced Integrated Flight Systems (AIFS) 
program. The AIFS program objectives are to acquire and disseminate data, 
enhance communications, and provide Aviation Standards, lead and/or certify 
regions airworthiness/certification personnel with a vehicle for information 
transfer in this highly technological area of lightning research as related 
to aircraft flight safety. 

The personnel from the NASA-Langley Research Center Aircraft Electronic System 
Branch and their associates exhibited professionalism in the planning, assembling 
the technical experts and material, and conducting this workshop. It is with 
a deep and sincere sense of gratitude that we of the FAA would like to extend 
our appreciation to those persons for a job well done. 
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LIGHTNING EFFECTS RESEARCH PROGRAM 

by 

Mr. Felix pitts 

Langley Research Center 
National Aeronautics and Space Administration 

The current research program being pursued at the Langley 
Research Center on lightning and its effects on digital 
electronic systems will be presented. 
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LIGHTNING EFFECTS 

•	 CURRENT TRANSPORT AIRCRAFT STRUCK ABOUT ONCE PER YEAR 
- ALUMINUM ,SKIN 
- IWDRAUUClMECHANICAL PRIMARY CONTROLS 
- MOSTLY NUISANCE PROBLEMS CAUSED BY LIGHTNING 

• •	 FUTURE AIRCRAFT WILL EMPLOY 
- COMPOSITE STRUCTURE 
- DIGITAL AVIONICS/ELECTRONIC CONTROLS 

SUSCEPTIBLE TO DISTURBANCE 
POTENTIAL FOR UPSET 

• . NEED FOR FUTURE AIRCRAFT DESIGNS 
- BETTER UNDERSTANDING OF IN-FLIGHT LIGHTNING ENVIRONMENT 
- TECHNIQUES FOR ASSESSING DIGITAL SYSTEM PERFORMANCE IN 

LIGHTNING ENVIRONMENT 

LIGHTNING EFFECTS 'RESEARCH PROGRAM 

" 

A/C RESPONSE: 
SYSTEM/CABLE
VOLTAGES AND fDIAGNOSTIC EMULATION 
CURRENTS STATE TRANSITION 

DIGITAL SYSTEM
 
UPSET ANALYSIS
 

DIGITAL SYSTEM
 
UPSET tEST
 
TECHNIOUES
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LIGHTNING PHENOMENOLOGY• 

by 

Dr. M. LeVine 

Goddard Space Flight Center 
National Aeronautics and Space Administration 

State-of-the-art of lightning knowledge: Theories of 
charge generation, the lightning discharge, stepped 
leaders, return strokes, fundamental electromagnetics 
of lightning, statistical distribution of lightning 
characteristics. 
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CLOUD-TO-GROUND LIGHTNING PARAMETERS 

, MINIMUM' REPRESENTATIVE MAXIMUM' 

8TI"10 LEADER 
I· 

....LINOTH OF STEP (m) 3 60 200 
TIME INTERVAL BETWEEN STEPS (}LIsee) 30 60 125 
AVERAGE VELOCITY OF PROPAGATION OF 

STEPPED LEADER (m/see) 1.0 x 105 1.5 x 105 2.6 x 106 

DART LEADER 
VELOCITY OF PROPAGATION (m/sec) ~.O x 108 2.0 x 106 2.1 x 107 

I, 

RETURN STROKE" 

PEAK CURRENT (ke) 10·20 110 
1,1 40 "'. 

, ITIME TO HALf OF PEAK CURRENT (J'MO) 10 250c ,
CHANNEL LENGTH (km) :'~ , 2 ' 6 14-.J , 

VELOCITY OF PROPAGATION (m/MO) . '·2.0 x 107' 6.0 x 107 , 1.4 x 108 

LIGHTNING FLASH 
" 

NUMBER OF STROKES PER FLASH 1 3-4 26 
TIME INTERVAL BETWEEN STROKES (msec) 3 40 100 
TIME DURATION OF FLASH (sec) 10-2 0.2 2 
CHARGE TRANSFERRED (coul) 3 26 90 

'THE WORDS MAXIMUM AND MINIMUM ARE USED IN THE SENSE THAT MOST MEASURED VALUES 
FALL BETWEEN THESELIMITS.' , 

·'FIRST RETURN STROKES HAVE SLOWER AVERAGE VELOCITIES OF PROPAGATION, SLOWE~j 
CURRENT'RATES OF INCREASE, LONGER TIMES TO CURRENT PEAK, AND GENERALLY LARuER 
CHARGE TRANSFER THAN SUBSEQUENT R~TURN STROKES IN A FLASH. 
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DISTRIBUTION OP CHARGE IN A THUNDERCLOUD
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FLIGHT EXPERIMENT DEFINITION AND SUMMARY 

by 

Mr. Felix pitts 

Langley Research Center 
National Aeronautics and Space Administration 

Description of NASA F-106B in-flight direct strike measure­
ment program. Electromagnetic measurements, instrumentation 
concept, and results summary. 
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'LIGHTNING RESEARCH INSTRUMENTATlON~ 
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MEASUREMENT 

RATE OF CHANGE OF 
ELECTRIC FLUX DENSITY 

RATE OF CHANGE OF 
MAGNETIC FLUX DENSITY 

RATE OF CHANGE OF 
CURRENT 

MEASUREf1ENT 

• RATE OF CHANGE OF 
ELECTRIC FLUX DENSITY 

• • RATE OF CHN~GE OF- MAGNETIC FLUX DENSITY 

• RATE OF CHANGE OF 
CURRENT 

• ELECTRIC FIELD 

• CURRENT 

MEASUREMENTS SUMMARY 

AMPLITUDE 
SYMBOL RANGE 

. 
D 50 A/M2 

B 2 X104 TESLA/SEC 

1011 A/SEC 

MEASUREMENTS SUMMARY 

SYMBOL DIMENSION 

b A/M2 

TESLAISEC 

t A/SEC 

E VIM 

A 

SENSOR TYPE 

FLUSH PLATE
 
DIPOLE
 

MULTI GAP
 
LOOP
 

INDUCTIVE 
CURRENT PROBE 

SENSOR TYPE 

FLUSH PLATE
 
DIPOLE
 

MULTI GAP
 
. LOOP 

INDUCTIVE 
CURRENT-PROBE 

FIELD MILL 

CURRENT TRANSFORMER 
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MEASUREMENT LOCAnONS - 1980 

D= ?J?J (ELECTR IC FLUX DENS lTV)
t 

B= ?J?J (MAGNETIC FLUX DENS lTV)
t 

• ?J1= ?Jt (TOTAL CURRENT) 

1980 LIGHTNING OCCURRENCES
 
40 x103
 

69 PENETRATIONS
 
35
 

ALTITUDE 

10 STRIKES 

• 
FEET 

10 

5 

O.	 10 20 -0 2 4 6 0 0.5 5.0 

PENETRATIONS STRIKES STRIKES/PEN 
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DATA	 SUMf1ARY 

o	 1980 

- 19 FLIGHTS 59 STOR~1 PENETRATIONS 

- 10 STRIKES 17 TRANSIENTS: (7 b. 5 ~. 5 I) 

- RESULTS REPORTED: 
NASA TM 81945 "1930 DIRECT STRIKE LIGHTNING DATA"
 
AIAA 81-0083 "E/M MEASUREMENT OF DIRECT LIGHTNING STRIKES TO A/C"
 

o 1931 

- 24	 FLIGHTS III STORM PENETRATIONS 

-	 10 STRIKES 27 TRANSIENTS 
1 BOOM CURRENT (BOEING) 
15 B. 10 D(DISTANT) 

o flAXIMUM MEASURED VALUES 

b 
B 
I 

30,5 A/~12 

1150 TIs 

15 KA 

340 KV/O,l 
2 KAIO,l 

\lS 

)JS 

OTHER	 F-I06 LIGHTNING EXPERIMENTS 

• ATMOSPHERIC CHEMISTRY EXPERIMENTS - LARC 
1980 - SHOWED N20 ENHANCEMENT NEAR LIGHTNING 

1981 - SHOWED CO ENHANCEMENT NEAR LI GHTN ING 
•	 X-RAY EXPERIMENT - U. WASHINGTON 

1980 - SHOWED INCREASED COUNT NEAR LIGHTNING 
1981 - BEING EVALUATED 

•	 OPTICAL SIGNATURE EXPERIMENT - NSSL 
- PROTOTYPE FOR ORBITAL LIGHTNING MAPPER 
- RESULTS BEING ANALYZED AT NSSL 

•	 STORM SCOPE 
- TURBULENCE/LIGHTNING DO NOT ALWAYS CORRELATE 
- LIGHTNING LOCATIONS DISPLAYED TEND TO BE FURTHER FROM 

AIRCRAFT POSITION	 THAN RI\DAR CONTOURS (BUT AT SAME BEARING) 
•	 BOEING DATA LOGGER 

- FIRST BOOM CURRENT RECORDED AUGUST 1981 

27 
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'DATA SYSTEM DESCRIPTION 

by 

Mr. Mitchel E. Thomas 

Langley Research Center 
National Aeronautics and Space Administration 

The research data-gathering system on the F-106B aircraft 
developed for in-flight measurement of direct and nearby 
lightning strike characteristics is described. Details of 
the design and performance are presented for system com­
ponents including the digital transient recorders, wideband 
analog recorder, fiber optic control and diagnostic links, 
power system isolation, and system shielding. 
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LIGHTNING INSTRUMENTATION SYSTEM
 

•	 WIDE BANDWIDTH FOR SUBMICROSECOND SIGNAL RESOLUTION 

- 10 NS SAMPLE INTERVAL 

•	 CONTINUOUS RECORDS FOR DEFINITION OF FULL LIGHTNING SCENARIO 

- 15 MHz ANALOG BANDWIDTH 

•	 PROTECT AGAINST SPURIOUS RESPONSES (EMI) 

- SHIELDED ENCLOSURE 

- MOTOR-GENERATOR POWER ISOLATION 

- FIBER OPTIC CONTROL 

• AUTOMATIC OPERATION 

LIGHTNING INSTRUMENTATION SYSTEM 
SYSTEM CONTROLof r IRIG B TIME 

~ 

t 
MAGNETIC
TAPE
RECORDER 
(14 CHI 

IFIBER OPTIC lINKSI 

-V I 
t 

. CURRENli lOG 15 MHz 
I j, I' AMPLIFIER I-- ANALOG 
: BOOM m 12 CHI RECORDER 

, B: lOOf>S TRANSIENT 
FUSElAGE RECORDER 
& WINGS (41 (2 CHI 

DANTENNAS INTEGRATORFWD., TAIL, ~ 16 CHI
& WINGS (41 

FIELD 
MilL 

CBW FM I--
MULTIPLEXARRAY 

()-
AIRCRAFl 

~:~:& to-- GENERATOR f--- REGUlATED 
POWER 

M010R ..- I-- POWER 

SHIELDED ENCLOSURE 
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!'fAS" 
l 79-5627
 INSTAUMENTAnON SYSTEM 
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TRANSIENT RECORDER
 

INPUT 
ATIEN. 

6-B IT 
AID 

CONVER­

TER
 

SIGNAL 
INPUT 

INT. 

131072
 
WORD
 

MEMORY
 

6-BIT 
D/A 

CONVER­
TER 

.~ ANAlO(; 
. OUTPUTS 

DIGITAL 
OUTPUTS 

TR IGGER. TIME BASE
 
EXT. TRIGGER ----.. AND ~-----' 

INPUT EXT. CONTROL CIRCU ITRY 

EXPANDED TRANSIENT WAVEFORM RECORDER FEATURES 

•	 6-BIT AMPLITUDE RESOLUTION (1.56%) 

•	 FREQUENCY RESPONSE - DC TO 50 MHz 

•	 131072 (2 17
) DATA WORD CAPACITY 

•	 SAMPLE RATES UP TO 100 MHz 

•	 DATA WINDOW LENGTH OF 1310 MICROSECONDS AT 100 MHz 

•	 INTERNAL OR EXTERNAL TRIGGERING 

•	 DATA WINDOW SELECTION WHICH IS BEFORE, DURING, OR 
AFTER TRIGGER EVENT 
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WIDEBAND ANALOG RECORDER
 

• VIDEO RECORD TECHNIQUES
 

• FREQUENCY MODULATED CARRIER i· 

• 10 Hz TO 15 MHz BANDWIDTH 

• 12 MINUTES RECORD TIME 

• 2 CHANNELS &2 AUXILIARY 

LOGARITHMIC AMPLIFIER 

56pf 

2K I·h'f 

1fl914 

T·lOPf 

~ 

• 
. 01 

1--"-..1'---+-----.-----<. -15v 

-e-----.--~-......( .15v 

43 • 100pf BNC 

'--"N'o.-----41-1--~-=­
422 

l..--_--+__---< -15v 
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COMPRESSION AMPLIFIER
 

• 15 MHz BANDWIDTH 

• DIFFERENTIAL INPUT} 50 OHM IMPEDANCE 

• Eo =1 + .3 LOG EIN 

• 60 dB DYNAMI C.RANGE 

1.0 

INPUT 0.1
 
VOLTS
 

0.01 

0.001 

I I I I I I 
o .2 .4 .6 .8 1.0 

OUTPUL VOLTS 

SIMPLifiED SHIELDING l:OPOLOGY 

AIRCRAFT 
METAL 
SURFACES 

DATA SYSTEM 
METAL ENCLOSURE 

DATA RECORDER 
CHASSIS 

---1 ~ APERTURE PENETRATION
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LIGHTNING INSTRUMENTATION CONTROL
 

..... 
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XmR 
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RECORDER 

TONE 
REC/ REC	 TRANSIENT 

RECORDER 

TONE MAGNETIC 
REC/ REC 

TAPE 
RECORDER 
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t-DOT SENSOR RESPONSE 
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ELECTROMAGNETIC SENSORS FOR AIRCRAFT LIGHTNING RESEARCH 

! 
by 

Mr. Klaus P. Zaepfel 

Langley Research Center 
National Aeronautics and Space Administration 

Electromagnetic sensors designed for measuring EM fields 
and currents during lightning strikes to the F-106B research 
aircraft are described. Sensor theoretical basis, perform­
ance, and parallel-plate transmission line used to check and 
calibrate these sensors are described. 
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MEASUREMENT REQUIREMENTS
 

MEA SUR EMENT 

;. 

FI ELD CHANGE 
SENSOR 
OUTPUT 

JT 

• I 

B 

•
I 

2 · 
50A/m (8 E~ 6 x lOS ~ per O. IllS) 

2 x 104 Tesla/s 

10kA per 0.1115 

> lOOV 

> lOOV 

> lOOV 

SENSOR CHARACTERISTICS 

• DES IGN PR INC IPLES. DEVELOPED BY AI RFORCE WEAPONS LAB FOR NEMP 

• WI DE BANDWI DTH: > 80 MHz (tR < 4.4 ns) 

• SIMPLE GEOMETRY: CALI BRATION BY RUlER 

• APPROXIMATELY 100 V OUTPUT FOR FULL-SCAlE DIRECT STRIKE 

40 



- - -

DEFINITIONS: ELECTRIC FIELDS
 

I I+ +" + 

E-FIELD. Vim 
Ie·CORONA(Eledric. Fie.ld Intv1sity> fr. + (.URRENT+ 

Ie t Id- D'ArQ"'~ DIS!'lAUM£NTI - I \f- - ­ C.VRRE.NT 

" 
-' 

It: TOTAL CURRENT
L­

•
 

D, C/rn1. 
( Eledric. rlux DellSity) 

~ , elm" 
(SurfQCG Chorje. D~sity) 

For fl",t plo.te., D= Ps 

No Corona., It: [) ·Area. 

In (orono., Ie (Jet- O)Area. 
"' Jt Are.o. 

D= €. -E ""htre. €. i. 
I'e.r",itt iVity of dit.Jc.c.t...ic. 

SENSOR FUNDAMENTALS 

CLOUD or LIGHTNING 

VoU1" 

AIRCRAFT 

FUSELAGE 

GROUND 
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6"EE 
It~lc1: O-AREA 
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lANGl£Y 

O·OOT SENSOR IN F-l06 FUSELAGE PANEL 

..
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A 
L 

~~ 

JT SENSOn 

\=2.2RC, R=5OQ 

t =t + PROPAGATION TIMErt r 

= AJ JTRVout 

= A (D+JlR
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= 1Tr2 r2 = r r . 1 2 

DEFI NITION: MAGNETIC FIELDS
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SENSOR FUNDAMENTALS 

Vaur ,/ Pa1h L 

- --. i ,- - , 
I·' ;';1 I~' ,-, " '\: " ,., 
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B-DOT SENSOR ON F-106 FUSELAGE PANEL '
 

I-DOT SENSOR 
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I-DOT SENSOR
 

lOon 

son son 
V
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o o 
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FLAT-PLATE TRANSMISSION LINE CALIBRATOR 
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8-DOT SENSOR DIFFERENTIAL AND 
INTEGRATED OUTPUTS 

STEP RESPONSE 
v(t) 

,	 =-t 
~ 
co RA B -Rt 

v(t) = B 0 C-
o e u(t) 

a:	 200m V/div. 
-10 INTEGRATED STEP RESPONSE 

b: 1. 4 x 10 V-51 div. f:V(t'ldt l 

2ns/div. 



SUMMARY OF SENSOR PARAMETERS
 

SENSOR LOCATION DESIGN 

-- ­

SENS ITI VITY 

--._.--_. -- ­
RI SETIME 
UOo/I'-90o/,,) 

Jr-

J
T 

8-DOT 

8-DOT 

I-DOT 

FUSELAGE/TAIL 

WINGS 

FUSELAGE 

WINGS 

RADOME 

CI RCULAR 

RECTANGULAR 

2 GAPS, 4 LOAD PO INTS 

1 GAP, 1 LOAD PO INT 

1 GAP, 4 LOAD POINTS 

-2 2
4.1xlO m 

-2 2
2.7xlO m 

-3 25.7xlO m . 

5. 5xlO-3m2 

2.1xlO-9H 

2.4 ns 

3.0 ns 

.85 ns 

2.0 ns 

0.8 ns 

FIELD MILLS
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LIGHTNING MODELING 

by 

Dr. M. LeVine 

Goddard Space Flight Center
 
National Aeronautics and Space Administration
 

The ground-based lightning measurements made at Wallops 
Flight Center concurrently with the in-flight direct strike 
measurements are described. Lightning mathematical model 
development to arrive at credible lightning models for use 
in induced effects electromagnetic coupling studies is 
discussed. 

51
 



..... OBSERVER ...... '" .. " ..... , 
OBSERVER 

. --.).......
.'.. 
~. j .."'" 

:; IMAGE 

CHANNEL GEOMETRY 

X-ZPLANE' Y-ZPLANE 
4 ..----.---....--~--.. 

3 
II)
a: w 
iii 2 ,}
:E 
0 
-' 
52 

1 

2 1 1 '2 2 1 1 

KILOMETERS ~) 
f 

52
 

2 



CHANNEL GEOMETRY 

x-z PLANE Y-Z PLANE 
7 

6 ­

5 
t! 
LU... 
w 4­:E 
0.... 
;a 

3 ­

2 ­

1 .­

n 
-3 -2 -, 2 3 

KILOMETERS 

-3 ..2 -1 

30 

25 

liT) = 10 {Ie-aT - e-PT) + II~ Ie -YT -e -dT) ] 

.- a = 2xl04 sec-1 

z 15w fJ = 5xl05 sec-1 
0: 
0: Y = 1xl 03 sec-1 
::> 

I 

d = 2xl04 sec-1 u 10 

5 

o 20 40 60 80 100 120 140 160 180 200, 
TIME (~s) ~) , 

0------""---..-...----....--.-.---....-.------__-..--__---...__......._--"
 

53
 



8,000 

V-Z PLANE6,000
 

i 4,000 .
 

~ 
3,000t-

J: 
C} 

iil 2,000J: 

1,000 

·4500 ·3375 ·2250 ·1125 1125 2250 

METERS 

1----------------, 

I
2 0 

~ RADIATED WAVEFORMa: 
u 

~ .10 

20 40 eo 10 100 

TIME (Microseconds) 

,-.... 

~ 
"­>
'-' 

C 
-I 
W
u:: 
U SIMULATEDa: 
I ­
U 
W 
....J 
W 

CHANNEL GEOMETRY 
',000 _.- ..- -----------l 

1.IlOO - ') X-Z PLANE 

4.000' >\
 
:t,nno 

2.000 -

1,000 t\-

·2250 -1125 1125 2260 3375 4500 

METERS 

o 

~ 

~ 
" ­> 
'-' 

o 
...J 
W
u: 
U 
a: 
f ­
U 
W 

W o 

20 40 60 80 100 

TIME (Microseconds) 

60 80 

MEASURED , 

20 40 100 

TIME (Microseconds) 

-60 

-104 

-148 . 

-192 . 

-238 

-280 

,.......
 
:e 
" ­> 
~ 

o 
..J 
W 
u:: 
U 
a:.­
u 
W 
..J 
W 

;..,. 
:e 
"­> 
~ 

C 
..J 
W
u:: 
Ua:.­
'U 
~ w 

SPECTRUM OF 
RADIATED WAVEFORM 
20 LOG IE(v)t 

10' 10' 10· 10' 10' 10' ,0'1"
fREQUENCY (Hz) 

,i 

SIMULATED 

o 20 40 60 80 

TIME (Microseconds) 

10080 80 

MEASURED 

. ,.... / 
J't 

o 20 40 

TIME (Microseconds) 

54
 

100 

-1 



-10.--------------------------,
 

o HORNER II BRADLEY. 1964 

x KIMPARA, 1965 

-200 ....-.------..~----.l""---------____a. ._... ........ 

1 10 10' 10' 10' 

FREQUENCY (kHz) 

1.0 

w c 
E 0.6-J a.. 
~ 
C( 
w 
> 
~ 0.2 

wa: 

-0.2 
0 20 40 60 100 

TIME (JLs) 

-50 

-70 

~ 

~ 
C) -90 
0 
....J 
0 
N 

-110 

·130 
10 1()4 

FREQUENCY (kHz) 
...~:' 

55
 



·40 ,----------------------------t 

~ 

.c 
"0 

.E 
:E .......
 
en 
:> 
w 
C 
:J -80 ... 
:::i 
0... 
:E 
<t 
W 
> 
~ 
..J 
W
a:: 

-120 ~_~_.&...__""_____I................r.._..I.. ""'___......._ _.._............. ........--....,..........
 

.01 0.1 1.0 t' 10.0 
FREQUENCY (MHz) 

-50..-----------------------..... 

-100 
m­e 
~ 
:::> 
a: 
I ­
U 
W 
D­
en 

-150 ---VLF
 

------ SERHAN ET. AL. (1980)
 

- ..-- LeVINE & MENEGHINI
 

-200 L--__...--L.__Lo_~~ ___'__~__&_I_ _..............._~__Lo__a._..r..~~ _I.___'__"'__'_....L..A..I......
 

1.0 10 102 103 104 

FREQUENCY (kHz) 

56
 



W 
..J 0 20 40 60 80 100 -2 -1 1 2 -2 -1 1 2 
W 

64 

52
 
4


0 
3 -

-2 ­
2 

-4 1 

0 20 40 60 80 100 -2 -1 1 2 -2 -1 1 2 
TIME (ILs) KILOMETERS 

-50,..---------------------------, 

4 

2 

0 

·2 
J 

-4 

i 
~ 

~ 
Ci) 4 
z w 2I­
~ 

0O 
..J w -2u: 
u -4a: 
I­
U 

-:g -100 
c 

~ 
""""en 
~ 
~ 
::> -150 
a:... 
u 
III 
D­
en 

-200 

~TORTUOUSCHANNEL 

STRAIGHTCHANNEL ---t'-_, 

L- ----L... -..l.- ----I -_---_-----.• 
1 10 10' 

FREQUENCY (kHz) 

RADIATED WAVE FORM 

U)
a: 5 

~ 4 t­

~ 
0 
...J 
i2 

3 
2 

1 
.1 -l L I 

X·Z PLANE Y·Z PLANE 

I I I I 

6t­

5 

4 

3 
2 
1 

-2 -1 1 2 -2 -1 .. 1 2 

6 

57
 

i



-50 ,-----------------------------­

-100 

iii 
9 
~ 
:J 
a: 
J-u -150 
UJ 
G-
en 

-200 

-

10 102 103 

FREQUENCY (MHz) 

--THEORY 

----- SERHAN, ET. AL. (1980) 

---- LeVINE & MENEGHINI 

104 105 

SOOkm 

o 

-3 

20 .., 60 80 100 

-------- -----------------------------

TIME (/J5) 

58
 



Skm 

::l 
........
 
> 

10xl0 3 

16xl03 ~---_--.J. """"' -...L. ....01- ---' 

o 20 40 60 80 

TIME IJ!S) 

::l 
.......
 
> 

50M 

1.10 6 

2xl0 6 

100 

TIME (ItS) 

59 

100 



2D16 

CLOSER 

1284 

I 
I 
I 
I 
I
I 
I 
I 
I 
I 
I 
I
I 
I 
I 
I 
I 
I 
I 
I 
I, 
I 
I, 
I,,,
I
I I 
, I 
-' 

o 

TIME (Il S) 

60 



INTERPRETATION OF IN-FLIGHT TEST DATA APPROACH, 
PROBLEMS, AND OUTLOOK 

by 

Dr. R. A. Perala 

Electromagnetic Applications, Incorporated 

Discussion of the direct strike data interpretation pro­
blem and issues to be resolved. Review of lightning/aircraft 
interaction process and aircraft electrical resonance con­
siderations. Approach for generalization of F-I06 data to 
other aircraft classes. 
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OUTLINE
 

I rUE LIGHTNING/AIRCHA~l INILRI\CllUN PHOCf.SS 

, THE NEED FOR IN-FLIGHT TEST DATA 

I EXTENSION OF DATA TO OTHER AIRCRAFT 

I LIGHTNING MODELING 

I AIRCRAFT MODELING 

I EXAf1PLES 

STEPPED LEADER APPROACHING AIRCRAFT RETURN STROKE THROUGH THE AIRCRAFT 

~h;Aw~ ..,
» ,»"" ...",;»>,,';11")+"" 

STEPPED LEADER ATTACHMENT AND CONTINUED No RETURN STROKE THROUGH THE AIRCRAFT 
PROPAGATION FROM AN AIRCRAFT 
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LIGHTNING/AIRCRAFT INTERACTION DESCRIPTION 

I AIRCRAFT IN LARGE STATIC ELECTRIC FIELD J 10-100 KV/M TYPICAL. 

I J\IHCRAfl rHOHI\HLY I\LRrAny CHAIH;ln BY lHl1\OIII ("11\11 ICI\IIl'N 

, APPROACHING STEPPED LEADER GIVES LARGE E) aE/dt 

• WHEN E LARGE ENOUGH) AIRCRAFT STREAMERS 

I STREAMER ATTACHES TO APPROACHING LEADER 

I CHARGE FROM LEADER DEPOSITED ON AIRCRAFT AND ELEVATES ITS POTENTIAL 

I WHEN ITS POTENTIAL IS HIGH ENOUGH) LEADER CONTINUES FROM AIRCRAFT 
TO DESTINATION 

I STEPPED LEADER CURRENT FLOWS THROUGH AIRCRAFT UNTIL RETURN STROKE 

I RETURN STROKE CURRENT LOWERS AIRCRAFT POTENTIAL 

, AIRCRAFT IN CORONA DURING MUCH OF THIS TIME 

APPROACHING LEADER E FIELDS 
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'E 
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> 
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'-eu 

"U 10 
fa 
L­
0\ 

0 200 400 &00 800 1000 100 ·10 

DISTANCE M HEIGHT ABOVE GROUND M 

ELECTRIC GRADIENT BELOW LEADER CHANNEL: (a) AS FUNCTION 
OF HORIZONTAL DISTANCE AND (b) AS FUNCTION OF HEIGHT OF 
LEADER TIP ABOVE GROUND 

aE 3E ah ahASSUME 
cif • an at and 'IT 1.5 x 105 m/sec 

aEWE GET 'IT 1.2 x 107 at 1000 m 

1.5 x 10'0 at 10-20 m 
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AIRCRAFT STREAMERING 

I 

I 

I 

I 

I 

I 

CURRENTS PROBABLY LESS THAN lOOAI BASED ON GROUND STREAMER DATA 

WAVESHAPES: 10 ~sec RISETIMES 

NEGATIVE CHARGE ENTERING AIRCRAFT AT STRE~~ER POINT 

STREAMERI~G CAN OCCUR FROM CRITICAL POINTS 

STREP~ERING INFLUENCED BY STATIC FIELD 

ELECTRIC FIELD ON AIRCRAFT REVERSES AT ATTACHMENT 

STEPPED LEADER CURRENT 
FLOW THROUGH AIRCRAFT 

I 

I 

I 

I 

I 

I 

AIRCRAFT NEEDS TO ACCUMULATE ~lOO ~c OF CHARGE FOR STEPPED LEADER TO 
CONTINUE ON FROM AIRCRAFT 

IF LEADER CURRENT IS IOOOA RISING IN 100 n5 J CHARGING TIME IS ABOUT 150 "s· 

DURING THIS TIME AIRCRAFT NORMAL ELECTRIC FIELDS APPROACH 3 MV/m 

THIS GIVES aE/at~2 x 1013 VIm/sec 

LEADER CURRENT CONTINUES THROUGH AIRCRAFT AND ELECTRIC FIELD STAYS 
CONSTANT AND CURRENT ASSUMES THE SLOWLY INCREASING ARC CURRENT UPON 
WHICH IS SUPERIMPOSED LEADER PULSE CURRENTS 

AIRCRAFT IS IN CORONA DURING THIS PHASE 
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lOO·NS 

a.---- 1 lJS -~
 

L.a----~--_ 50 llS ----------..
 

STEPPED LEADER CURRENTS 

J- AND K- CHANGES 

J-CHANGES:	 SLow,IOOA CURRENTS 

K-CHANGES:	 SEVERAL THOUSAND AMPS 
POSSIBLY 50 NS RISE TIMES 
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ISSUES OF INTEREST AND 
THE NEED FOR IN-FLIGHT TEST DATA 

I	 ATTACHMENT PROCESS 

•	 HHAT ARE E ANDaXt ? 
,I 

•	 How IMPORTI\NT ARE NONLINEAn (COHONA, ~;TREA~'FH~;) [rrLl~TS? 

•	 WHAT IS THE EQUIVALENT CIRCUIT Of TilE LEl\nEJ~ ((IlI\NNEL H1PU1I\NCL, 

NORTON CURRENT SOURCE) 

•	 RETURN STROKE 

•	 WHAT ARE E AND ~i ? 

•	 WHAT ARE HAND ~~ ? 

•	 How IMPORTANT ARE NONLINEAR EFFECTS? 

•	 WHAT IS THE RETURN STROKE EQUIVALENT CIRCUIT? 

•	 NEARBY LIGHTNING: How IMPORTANT IS IT? 

I	 How ApPLICABLE ARE STATE OF THE ART LIGHTNING f10DELS AT AIRCRAFT ALTITU~~~' 

•	 MODELS SO FAR ARE BASED ON TERRESTRIAL OBSERVATIONS 

•	 MODELS HAVE NOT BEEN TESTED AT AIRCRAFT ALTITUDES 

I	 OBTAIN DATA ON INTRACLOUD LIGHTNING 

•	 How DOES THE A] RCRAFT INTERACT WITH LI GHTN ING? IS THE L1GHTN 1NG EN\ t".' '••': .. ' 

ITSELF f10DE 1FJ ED BY THE PRESENCE OF AN 1\ IRCRAFT? lSI T 01 fFERENT F,', 

DIFFERENT AIRCRAFT. 

THE OBJECTIVE OF DATA INTERPRETATION
 

I	 WHAT ARE THE LIGHTNINGS THAT CAUSE THE FI06B RESPONSES? 
(AN INVERSE PROBLEM) 

I	 WHAT WOULD BE THE RESPONSE OF A DIFFERENT AIRCRAFT? 

I	 CAN A METHODOLOGY BE DEVELOPED FOR EXTENDING IN-FLIGHT DATA 
FROM ANY AIRCRAFT TO ANY OTHER AIRCRAFT? 

66
 



APPROACH
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IMPORTANCE OF NEAR MISS DATA 

I	 INTERACTION CALCULATIONS CAN BE DONE LINEARLY J WITHOUT 
COMPLICATIONS INTRODUCED By NONLINEARITIES 

I	 DATA CAN BE USED To INFER NEARBY LIGHTNING ELECTROMAGNETIC 
WAVEFORMS AT AIRCRAFT ALTITUDES To CORRELATE WITH PREDICTIONS 
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A DRAWING DEFINING ALL GEOMETRICAL PARAMETERS NEEDED IN THE 
CALCULATION OF ELECTRIC AND MAGNETIC FIELDS. (FROM UMAN) 
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~Uniform 

Current 

Z2= vt2 

Height, Z 

t ZI: vf, 

Slope =v 

t I t2 t3 f4 Ofl t2 '3 '4 Time 

CURRENT DISTRIBUTION FOR THE MODEL OF LIN ET AL. (1980) IN WHICH THE 
BREAKDOWN PULSE CURRENT IS CONSTANT WITH HEIGHT. THE CONSTANT VELOCITY 
OF THE BREAKDOWN PULSE CURRENT IS V, CURRENT PROFILES ARE SHOWN AT FOUR 
DIFFERENT TIMES t 1THROUGH t 4 I WHEN THE RETURN STROKE WAVEFRONT AND THE 
BREAKDOWN PULSE CURRENT ARE AT FOUR DIFFERENT HEIGHTS zl THROUGH z4 I 

RESPECTIVELY. (FROM UMAN) 

20 -----.------r---,---...-----r---r----,----.----r----, 
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::J
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5 

.RETURN STROKE CURRENT COMPONENTS AT GROUND FOR A 
TVPICAL SUBSEQUENT STROKE CALCULATED FROM MEASURED 
ELECTRIC AND MAGNETIC FIELDS '(FROM UMAN) 
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CORONA AND STREAMER EFFECTS 

by 

Dr. R. A. Perala 

Electromagnetic Applications, Incorporated 

Description of possible corona effects on direct strike data, 
review of elements and state-of-the-art of corona modeling, 
and application of corona modeling to lightning/aircraft inter­
action. Corona to arc transition, importance, and modeling of 
streamers. 
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DEFINITIONS 

'J CORONA: A STATE OF THE GASEOUS CONDUCTION PREVIOUS TO ARC FORMATION 
0"\ 

STREA~lER : A CONDUCTING ARC CHANNEL EMANATING FROM A CORONA REGION 



CURONA: BASIC MECHANISM 

• REQUIREMENT: FREE ELECTRONS ACCELERATED BY ELECTRIC FIELD 

Avalanche Electrons 

?:~ 
:------~.0---­

Trigger Electron Air ~ 
Molecule ~ 

dn 
n 

x 

= 

= 

nndx 

Number of Electrons 
Distance 

II ect"'c ~ \eld 
o
Positive

Ion 

Cl Townsend Ionization Coefficient 

.' SOURCE OF FREE (TRIGGER) ELECTRONS: BACKGROUND IONIZATION CAUSED BY COSMIC RAYSj 
rv2 X107 ELECTRON-ION PARIS/(m 3-sec). THIS GIVES AMBIENT AIR CONDUCTIVITY 
rv 10-13 mho/m. 
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ELECTRON AND ION LOSS MECHANISMS
 

I ELECTRON ATTACHMENT TO 

ATTACHMENT RATE n 
E 

NEUTRAL AIR MOLECULES TO FORM NEGATIVE IONS 

I RECOMBINATION 

RE~OMBINATION 

OF POSITIVE 

RATE B 

IONS AND ELECTRONS TO FORM NEUTRAL PARTICLES 

I RECOMBINAZION 

RECOMBINATION 

OF POSITIVE 

RATE Y 

AND NEGATIVE IONS 

AIR CHEMISTRY EQUATIONS FOR CORONA 

dne{t)
-d-t­

+ [en + (t) + a 
e 

- G] n (t) 
e 

= Q(t). 

AIR CONDUCTIVITY 

I 

I 

I 

dn_(t) + [yn + (t)] n (t) = a n (t). 
-.-dt­ - e e 

dn+(t) + [8n e (t) + yn_(t)] = Q(t) + G n e (t), 
-d-t-

CONDUCTIVITY 0 FEEDS BACK INTO MAXWELL'S EQUATIONS 

v X f 

v X H 

COEFFICIENTS GJ a • ~ IN TURN DEPEND UPON Ee e 

COEFFICIENTS ALSO DEPEND UPON HUMIDITY AND AIR PRESSURE 
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r ALCULATEDI 
I , 

I ,
I 

I 
, -..-MEASURED 

I 
,,

I 

I 
, 

I 
, 

, 
" ,~ 

100 200 300 
TIME (NS) 

I IF WE ASSUME SPACE CHARGE NEUTRALITY 

n .. n e + n 

I HOWEVER} SPACE CHARGE 

" 
v • 

EFFECTS ARE 

-J + l.e. = at 

IMPORTANT 

0 

FOR CORONA J SO WE NEED TO INCLUDE: 

p 

J 

(n+ - n - n )
- e 

v - n V+ 

q 

- ne V)e q 

ALSO NEED TO INCLUDE PARTICLE DYNAMICS 

F
S 

qs (E + Vs x B), s REFERS TO SPECIES 

RESULTS FOR AROD-PLANE GAP. 
NUMERICAL RESULTS ASSUME SPACE CHARGE NEUTRALITY. 

GOOn 
4 

~ 

+ 2: 

~364 KV 1 E 
'-' 

400NS 
~ 

RISETIME lLJ ........
 
u..0: 

I 
~2 
0::::.­
w 
~ 
lLJ 

15cH 1 

0 
PLANE a 
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EFFECTS OF NONLINEARITIES
 

I 

I 

AIR CONDUCTIVITY MAY SHIELD APERTURES 

AIR BREAKDOWN MAY CAUSE INCREASES IN :i ~ 

INDICATED ON A PREVIOUS SLIDE 

FOR EXAMPLE~ AS 

I AIRCRAFT COMPLEX RESONANT 

AND STREAMERS EFFECTIVELY 

FREQUENCIES MAY 

EXTEND AIRCRAFT 

CHANGE BECAUSE 

DIMENSIONS 

CORONA 

STREAMERS 

• 

. I 

I 

BASED ON GROUND MEASUREMENTS} AMPLITUDES LIMITED TO -100 A 

No MODEL BASED ON FIRST PRINCIPLES IS KNOWN TO EXIST FOR STREAMER 

FORMATION AND PROPAGATION 

AT PRESENT) MODELING IS PROBABLY BEST ACCOMPLISHED BY PRESCRIBING 

NONLINEAR CURRENT SOURCE REPRESENTATIONS 



AN ANALYSIS METHOD FOR THE F-106 DIRECT STRIKE DATA 

by 

Dr. T. F. Trost 

Texas Tech University 

Summary of characteristics of electric and magnetic fields 
and currents measured during strikes. Description of 
laboratory modeling of direct strike fields and currents 
including test apparatus, airplane model, and data acquisi ­
tion system. Comparison of model results with in-flight data: 
Resonances, attachment points, and wavef~rms. First order 
interpretation of in-flight data as a lightning input-aircraft 
response problem. 
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F-I06 DIRECT STRIKE DATA
 

OBJECTIVES
 

I.	 MEASURE STRENGTHS AND WAVEFORMS OF ELECTRIC AND MAGNETIC 
FIELDS ON AIRCRAFT 

II. INTERPRET WAVEFORMS 
A.	 DETERMINE WHICH CHARACTERISTICS OF WAVEFORMS ARE 

DUE TO ELECTROMAGNETIC MODES OF AIRCRAFT/CHANNEL 
B.	 INFER NATURE OF IONIZATION PROCESSES 
C.	 STATE IMPLICATIONS OF MEASURED WAVEFORMS REGARDING 

COUPLING TO INTERIOR 

APPARATUS FOR 
AJRCRAFT-LJGHTNING MODELJ NG 

1/2 IN. HELIAX CABLE 

.l41IN.
 
SEMIRIGID
 
CABLE 

36 IN.
 
F- 106
 a-oar}
MODEl. SENSORS 

O· DOT 

OSCILLOSCOPE 
WITH 

CAMERA 

GROUND 
PLANE 

SAMPLiNG 
PLUGIN 

INTEGRATOR 
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lE:-9 5 

lE-12 VS 
20 

10 
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TRANSFER FUNCTIONS 
FOR THE F-I06 MODEL 

FREQUENCY DOMAIN DESCRIPTION 

TRANSFER FOURIER TRANSFORM OF OUTPUT = FUNCTION FOURIER TRANSFORM OF INPUT 

INPUT: B-DOT NEAR LOWER WIRE 
OUTPUTS:	 D-DOT AT NOSE 

B-DOT ON FUSELAGE OVER RIGHT WING 
B-DOT AT VARIOUS LOCATIONS NEAR SURFACE 
D-DOT AT VARIOUS LOCATIONS NEAR SURFACE 

EXAMPLES OF TRM~SFER FUNCTIONS 

1E-3 CI?12T 
D-DOT AT NOSE

35a 
3aB 

2Se 
2BB 

158 

lee 
sa 
B 

e 
9.97 

19.95 39.89 
29.92 49.Erl 

1£ 6 HZ 

1£-3 

2BB 
B-DOT ON FUSELAGE 

169 

129 

8B 

48 

a1'"'"""""rn""'T~"'"1""~""1""'"'~1T'""1 

a 19.95 39.89 
9.97	 29.92 49.87 

IE: 6 HZ 
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PRONY ANALYSIS OF FIELDS 
MEASURED ON THE MODEL 

REPRESENT SENSOR OUTPUT WAVEFORMS AS FOLLOWS: 
N a.t 

Vet) = L A.e ~ cos(w.t + ~.) 
· 1 ~ 1 ~1= 

2N s.t 
~ = L R.e 

i=l 1. 

s. = a.+jw. ARE NATURAL FREQUENCIES OR POLES.1 1. 1 

R. ARE RESIDUES 
~ 

I I I 

~ 

~ 

F1VE LOWEST 
NATURAL FREQUENCIES 
OF F-t06 MODEL 

-

-

14 

12 

r­ eg - 10 

.. 8 

I­

@ 

(!) 

-

-

6 

4· 

jwL 
C7r 

I 

-1.5 

o-L 
err 

I 

-1.0 

<3 

e 

-0.5 

-

0 

2 

0 
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~ 

+Height Cloud- 10- Ground 

Model of thunderstorm charge distribution. 

CHARACTERISTIC TIMES 

CORONA CURRENT RISETIME (LABORATORY MEAS.) 10-50 ns 
LIGHTNING CURRENT RISETIME (REMOTE ELECTRIC 

FIELD MEAS.) 30-8000 ns 
PERIOD OF LOWEST ELECTROMAGNETIC MODE OF 

F-106 (LABORATORY SCALE MODEL ~mAS.) 110 ns 
TIME CONSTANT FOR CHARGING F-I06 IN 

C~~NNEL (ESTIMATE) ~250 ns 

F-I06 DIRECT STRIKE RISETIME OF B 20-40 ns 

OF 0 20-1000 ns 

n~htnln~ path 

Image t Intra - Cloud 

ChQr~.1 
lightning path 

50 

40 

IO 30Q 
Jo( 

i 20 u.. 

10 

15 

(-15°C) 
5 

e 
~ 
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SOME RESULTS FROM COMPARISON 
OF MODEL AND IN-FLIGHT DATA 

IN-FLIGHT FREQUENCY SPECTRUM PEAKS ARE IN 
GENERAL AGREEMENT WITH MODES OF MODEL 

AT 9MHz AND 21 MHz 

SHOULD BE ABLE TO INFER SOME CHANNEL PROPERTIES 
FROM IN-FLIGHT SPECTRA 

IN-FLIGHT D-DOT WAVEFORMS LONGER DURATION THAN 
B-DOT WHEREAS DURATIONS SAME ON MODEL 
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AN OVERVIEW OF THE ELECTRICAL/ELECTROMAGNETIC IMPACT OF
 
ADVANCED COMPOSITE MATERIALS ON AIRCRAFT DESIGN
 

by 

Dr. John C. Corbin, Jr. 

Wright-Patterson Air Force Base 

,The impact of the application of composite structures in 
aircraft presented from the electromagnetic viewpoint. 
Fundamental electromagnetic differences between metal and 
composite aircraft are described and technology develop­
ments in shielding effectiveness, joint and fuel system 
design, and power system/equipment integration are reviewed. 
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TRENDS IN AIRCRAFT DESIGN
 

FUEL ECONOMY · NEW ENGINE DESIGNS 

· ACTIVE CONTROLS 

\0 REDUCED WEIGHT · LIGHTER STRUCTURES 
r-.J 

· INCREASED PAYLOAD AND/OR 
RANGE 

DIGITAL ELECTRONICS · HIGH DENSITY PACKAGING 

· MICROMINIATURIZATION 

· CRITICAL FLIGHT FUNCTIONS 



.	 • t 
~ 

ELECTROMAGNETIC (EM) ENVIRONMENTAL IMPACTr. 

• ELECTRONICS MORE SUSCEPTIBLE TO
 
FAILURE (PERMANENT DAMAGE OR
 

\0
 
W 

TRANSIENT UPSET)
 

•	 CHARACTERISTICS OF THE AIRCRAFT 
SUBSTANTIALLY CHANGED 



TUBES 

, I 

250V 
1 WATT/ 
DEVICE 

\0 
+:'- GLASS/ 

METAL/ 
CERAMIC 

F- 9, F - 100, 

F-106 

ALUMINUM 

TECHNOLOGY TRENDS
 

VERY LARGELARGE SCALE 
SCALEDISCRETE I INTEGRATED I INTEGRATED INTEGRATEDI TRANSISTORS CIRCUITS (IC) 

CIRCUITS (LSI) CIRCUITS (VLSI) 

FLAT PACK CHIP p~--
_I/.I

1-
/ ­<+ 

TO-5 
ARRIERr-Q~ 

.i ­
,~ trifteTi1DIP12V - 24V SV - 12V 1.5V-3VSV - 7V10- 1

- 10- 2 
10- 2 

- 10-3 10- 5 
- 10-610- 3 

- 10- 4 

WATTS/DEVICE WATTS/TRANS WATTS/TRANS WATTS/TRANS 

METALIMETAL/METAL/ ICERAMIC/
CERAMIC/CERAMIC/CERAMIC EPOXYEPOXY EPOXY 

F-16 , F - 18F-4, F-lll VSTOL, AFTIF-14, F-IS 

GRAPHITE ­GRAPHITE­
ALUMINUM/ 

EPOXY EPOXYI ALUMINUM I TIT AN ALUMINUM ;> 

PRE - 1950'S 1950'S 1960'S 1970'S 1980'S
 



EM FEATURES OF THE· ALL-METAL AIRCRAFT
 

• SHIELDING OF 20 dB OR MORE BETWEEN THE 
EXTERNAL EM ENVIRONMENT AND INTERNAL 
AIRCRAFT ELECTRONICS 

~ • READILY AVAILABLE "COMMON GROUND" RETURN 
PATHS FOR SIGNAL AND POWER 

• A LOW RESISTANCE, HIGH CONDUCTIVITY OUTER 
SKIN FOR CARRYING DIRECT STRIKE LIGHTNING 
CURRENTS AND DISSIP.ATING PRECIPITATION STATIC 
CHARGES 

• A RELATIVELY UNBROKEN COUNTERPOISE SYSTEM 
FOR AIRCRAFT ANTENNAS 



I

I

I

I

I

I

I

1

1

1\0
10'
1

1

I

I

I

I

I

I

I

I

I

I

I

I

I
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CONDUCTIVE STRUCTURE

AIRCRAFT GENERATOR
POWER RETURN

CHASS'IS GROUNDS
CIRCUIT GROUNDS

POWER RETURNS
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ADVANCED COMPOSITE MATERIA:tS
 

• DEFINITION: FIBER-REINFORCED MATERIALS (FIBERS 
BONDED TO A MATRIX) HAVING PROPERTIES. 
COMPARABLE OR SUPERIOR TO METALS AND 
FIBERGLASS 

\0 
-.....J 

• FIBER/MATRIX SYSTEMS IN COMMON USAGE: 

• GRAPHITE/EPOXY 

• BORON/EPOXY 

• KEVLAR/EPOXY 

• HYBRIDS (CARBON, GLASS & KEVLAR) 



AIRCRAFT APPLICATIONS
 

• YF·16 FORWARD FUSELAGE
 

• F/A 18 HORNET 

• AV·8B V/STOL 

• 767
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F/A·18A MATERIA·LS DISTRIBUTION
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F/A·18A MATERIALS DISTRIBUTION
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AV-8B COMPOSITES APPLICATIONS
 

...... 
o 
I'.J 

STRUCTURAL 
WEIGHT 

1·;-.;:';: (.J GRAPH ITE/EPOXY 26.3% 
F<>:>;<o::d ALUMINUM 47.7% 
c=J OTHER 26.0% 

5,006 POUNDS OF STRUCTURE 
1,317 POUNDS OF GRAPHITE/EPOXY
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AIR FORCE STUDY (1919)
 

• SCOPE: ASSESS POTENTIAL ELECTRICALI 
ELECTROMAGNETIC IMPACTS OF THE 
APPLICATION OF ADVANCED COMPOSITE 
MATERIALS TO AEROSPACE SYSTEMS 

e • OBJECTIVES: IDENTIFY POTENTIAL SUSCEPTIBILITIES 
OF SYSTEMS 

DETERMINE IF EM ASPECTS ARE BEING 
FULLY CONSIDERED 

DETERMINE IF EM PROGRAMS ARE 
IN BALANCE WITH STRUCTURAL 
PROGRAMS 



CONDUCT OF STUDY
 

• QUESTIONNAIRE SENT TO GOVERNMENT AGENCIES 
& AEROSPACE CONTRACTORS 

• VISITS & IN-DEPTH DISCUSSIONS AT SPECIFIC 
..... FACILITIES o 
0\ 

. • JOINT GOVERNMENT - INDUSTRY MEETING 

• BRIEFINGS TO: 

SAMSO ~JASA 

AFWAL NAVAL ASC 
ASD AFSC (DL/SD) 
RADC USAF (RD) 
RAND DOD (USDR&E) 



• MATERIAL CLASS 

METALLICS CONDUCTIVE 

GRAPHITE/EPOXIES 
t­
o 
--..J HIGH MODULUS (GY70 - SPECIAL, 

REDUCED. 
HIGH STRENGTH (T-300, AS CONDUCTIVITY 

AIRCRAFT) 

FIBER GLASS DIELECTRIC 

KEVLAR 

MISSILE & SPACECRAFT) 

­

SCOPE
 



TOPICS
 

• IMPLEMENTATION ISSUES: 
• DESIGN CAPABILITY 
• DESIGN DATA 

• DEVELOPMENT NEEDS 
• E/EM CONCERNS 

...... • LIGHTNING EFFECTS (DIRECT/IN DIRECT) 
()) 
o 

• STATIC ELECTRIC EFFECTS 
• ANTENNA PERFORMANCE 
• RADAR CROSS-SECTION 
• ELECTROMAGNETIC INTERFERENCE (EMI) 
• ELECTROMAGNETIC COMPATIBILITY (EMC) 
• ELECTROMAGNETIC PULSE (EMP) 
• SYSTEM GENERATED EMP 
• POWER SYSTEM DESIGN 
• SPACE ENVIRONMENT EFFECTS 
• OTHER NUCLEAR EFFECTS 



SUMMARIZATION
 
. . . . .» » » I j 

.......
 
o 
\0 



LEADING CONCERNS
 

•	 LIGHTNING 

•	 SPARK FREE FUEL TANK DESIGN 

•	 INDIRECT EFFECTS (UPSET/DAMAGE) 

•	 BONDING OF JOINTS AND SEAMS (EMI/EMC, EMP, 

SGEMP) 
........
 

~	 .• CORROSION CONTROL 

•	 ELECTRICAL DURABILITY (A/e AND SPACE) 

•	 STRUCTURAL/PRODUCIBILITY 

•	 POWER SYSTEM GROUNDING 

•	 HF AND LF ANTENNA TECHNOLOGY 

•	 COMBINED SPACE ENVIRONMENT EFFECTS 

•	 SPECIFIC DATA REQUIREMENTS 

•	 TECHNOLOGY TRANSITION 



CONCERNS REFLECT
 

• MATERIAL PROPERTY DIFFERENCES: 

• REDUCED CONDUCTIVITY 

..- • REDUCED SURFACE CONDUCTIVITY 
:: • REDUCED SHIELDING 

• STRUCTURAL JOINT ELECTRICAL CONDUCTIVITY 
• ELECTROCHEMICAL POTENTIAL FOR CORROSION 

• LIMITED DATA AND EXPERIENCE: 

• VARYING DEGREES OF CONCERN 
• SOME CONCERNS GENERIC 



CONCLUSIONS
 

•	 TECHNOLOGY DEVELOPMENT ESSENTIAL IN FIVE 
MAJOR AREAS: ' 

• JOINT DESIGN 
• FUEL SYSTEM DESIGN 
o POWER SYSTEM/EQUIPMENT INTEGRATION 
• SHIELDING EFFECTIVENESS 
• RADAR CROSS SECTION 

~ 

1-£ 

N 

•	 APPLICATION OF COMPOSITES TO AIRCRAFT IS LOW 
RISK 

•	 ESTABLISHMENT OF TRI·SERVICE/NASA/FAA WORKING 
GROUP NEEDED FOR PROGRAM COORDINATION, 
DEVELOPMENT OF DESIGN GUIDES, HANDBOOKS, 
STANDARDS AND SPECIFICATIONS, AND 
DEVELOPMENT OF STANDARD ACCEPTED TEST 
METHODS FOR CRITICAL AREAS (SUCH AS 
SHIELDING EFFECTIVENESS) 



McAIR ANALYSIS/TEST PROGRAM OF GRAPHITE EPOXY
 
COMPOSITES
 

• INHERENT SHIELDING 

• PANEL SHIELDING 

• ' PANEL/JOINT LEAKAGE 

....... 
...... 
w • PANELJOINTIMPEDANCE 

• FUSELAGE SHIELDING 

• STATIC WING SHIELDING 

• ANTENNA PERFORMANCE 

• INTERMODULATION EFFECTS 

• LIGHTNING EFFECTS 



INHERENT SHIELDING
 

• COAXIAL LINE FIXTURE (FIGURE 1) 

• G/E WASHER SPECIMENS FROM 1,2, 
4, & 8 PLY PANELS 

.-. ..... 
~ • CW SIGNAL INSERTED/RECEIVED 

SIGNAL MEASURED 

• EFFECTIVE SHIELDING >60 dB FROM 
40 KHz · 1 GHz (FIGURE 2) 

• SHIELDING PREDOMINANTLY BY 
REFLECTION 



COAXIAL FIXTURE
 

Coaxial Fixture 

-Specimen 

..­..... 
V1 

Washer Specimen Mounting Detail 

GP03·0153·1 



PLANE WAVE SHIELDING MEASURED WITH COAXIAL LINE
 

80 i i i i
i i 

8 Ply Graphite Washer 
Contact with Silver Paint 

co 60 I I I I I I I I 

"'C 

(I)
 
V)
 

Q) 

c 
Q) 

........ >
 ..... ~ 

0'\ :t:~ 40 I I I I iLU I I 

C'> 
C 

'"C
 
Qj
 

I I I I I I65 20 I I 

0' , ". · · ,t I I , " I I , t", , I I " I "" I " t, 

0.01 0.1 10 100 1,000 10,000 100,000
 

Frequency - MHz 
GP03·0153·2 



", 

PANEL SHIELDING
 

• VARIOUS THICKNESSES (1,2,4, & 8 PLY) 

• VARIOUS CONSTRUCTION TYPES (MONOlYTHIC, 
HONEYCOMB, SYNTACTIC CORE) 

• CUBICAL COPPER BOX FIXTURE (FIGURE 3) 
~ 

~ 

""'-J • PLANE WAVE SOURCE (40 KHz · 20 GHz) · ROD 
'ANTENNA SENSOR 

• VARIOUS PANEL ATTACHMENTS 

(a) CONTACT MOUNTING (FIGURE 4) 
(b) CONDUCTIVE MOUNTING (EPOXY) 
(c) FASTENER MOUNTING 
(d) CONDUCTIN~ FOIL MOUNTING (FIGURE 5) 
(e) FIN·GER STOCK MOUNTING 
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ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS ON BOX 

80 
I I I	 I I I 

8 Ply Graphite 
Contact Mounting 

~I	 I I I I I 
cc 60 I 
u 

CJ) 
CJ')
 

C,)
 

c 
Q) 

~ :> 
\.0 +-' 

.-.. 

~ 40 
~
 
~
 

UJ 
C1
 
C
 

U 
Q) 

.r:. 20(f) 

0' , "" , "" , 'I" , "" I '" , I "" , '" I 

0.01	 0.1 10 100 1,000 10,000 100,000 

Frequency - MHz GP03·0153·4 



ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS
 
ON BOX (CAPACITIVELY COUPLED)
 

80.	 · 

I	 

h «I '" ~ , JT:::::::oIII ~ I
I 

I I 
. II '- ,( J I I 

i 

8 Ply Graphite 
Capacitively Coupled 

co 60' 
"'C 

I 

en 
en 
tV ....... c::
 

N tV 

o .:: .....~ 40­
'+­
'+­
W 
en 
c:: 

::s! I.~~ 20. 

o , ' " , "" , '"	 I , '" I • I I _ ' I I I I I I "" 

0.01	 0.1 10 100 1,000 10,000 100,000 
Frequency - MHz 



PANEL/JOINT LEAKAGE TeSTS
 

• 13 PANELS TESTED: 4 SOLID, 9 WITH JOINTS (TABLE 1) 

• TEST FIXTURE (FIGURE 6) 

• RELATIVE PERFORMANCE DATA (TABLE 2) 

...­
/>.) 

• CONCLUSIONS 
..... 

. • TIN PLATING PROVIDED APPRECIABLE 
PROTECTION IMPROVEMENT THROUGH G/E 
SINGLE LAP SHEAR JOINTS 

• FINGER STOCKS MOST EFFECTIVE WHEN 
BONDING IS DESIRED BETWEEN A METALLIC 
PANEL AND A G/E PANEL 

• TIN PLATING INCREASES SHIELDING 
EFFECTIVENESS OF NON-JOINTED G/E PANEL 



EMI LEAKAGE TEST PANEL LIST
 

CONFIGURATION 
IDENT. CONFIGURATION 

A G/E Tape Mat' I 

B G/E Cloth 

C Aluminum 

D G/E (Tin Platod) 

G G/E-Aluminum 

H G/E-A' urni num 

G/E-Aluminum 

K G/E-Aluminum 

L G/E-G/E 

G/E-G/E 

N Aluminum-Aluminum 

P G/E-Aluminum 

R G/E-G/E 

JOINT 

None 

None 

None 

Nono 

Single Lap 

Shear 

Single Lap 

Shear 

Single lap 
Shear 

Single lap 
Shear 

Single lap 
Shear 

Double lap 
Shear 

Double Lap 
Shear 

Single Lap 
Shear 

Single Lap 

JOINT SEAL CONFIGURATION 

f\Jone 

None 

None 

None 

Form-ln-PI~ce (F lP) Sea I 

Tin Plated-FIP Seal 

FIP Seal 

FIP Seal-Finger Stock 

Tin Plated 

Fay Seal 

Fay Seal 

FIP Seal-Finger Stock 

Tin Plated-FIP Seal-
Finger Stock 
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Test Probe 

Test Specimen ­

------ ­

I 
To Signal Source 

L--­
,/' 

,/' 
,/' 

,/' 
/' 

/' 
/' 

Test Enclosure 

TYPICAL TEST CONFIGURATIONS 

To Receiver 

GP03·0153·8 
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EMI TEST PANEL DATA
 
RELATIVE PERFORMANCE OF PANELS WITH SEAMS
 

Relative 
Test Panel Description Seam Preparation (5) Performance 

E H 

N Aluminum-Aluminum None Double Lap Shear (OLS) 100 97 

L Graphite/Epoxy Cloth - Graphite/ 
Epoxy Cloth 

Tin PIated, Sea Ied 84 84 

p Aluminum - Graphite/Epoxy Sloth Ronding Strip, Sealed 69 79 

R Graphite/Epoxy Cloth - Graphite/ 
Epoxy Cloth 

Tin Plated, Ronding Strip 
Sea led 

64 78 

G Aluminum - Graphite/Epoxy Cloth Sealed 58 99 

H Aluminum - Graphite/Epoxy Cloth Tin Plated, Sealed 49 96 

M Graphite/Epoxy Cloth - Graphite/ 
Epoxy Cloth 

None (DLS) 50 4 

K Graphite/Epoxy Cloth - Graphite/ 
Epoxy Cloth 

Bonding Strip, Se~led J7 5S 

J Graphite/Epoxy Cloth - Graphite/ 
Epoxy Cloth 

Sealed 10 68 

c (4) A I umi nurn 99 99 

o (4) Tin Plated. Graphite/Epoxy Cloth 95 89 

A (4) Graphite/Epoxy Tape 80 11 

B (4) Graphite/Epoxy Cloth 10 19 

NOTES: 
I. All panels show relationship to best panel whose value is 100 
2. E (electric field) 
3. H (magnetic field) 
4. One piece panels (no seams) 
5. Single lap shear (SLS) unless otherwise indicated 
6. The seals are a formed-in-place rubber gasket used to prevent water leaks 
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. . 

PANEL JOINT IMPEDANCE TESTS . 

• MEASURED JOINT BONDING 
RESISTANCE/IMPEDANCE AT 
FREQUENCIES FROM 14 KHz TO 500 KHz 
(FIGURE 7) 

>­
N 
VI • .TESTED SOLID AND JOINTED PANELS 

(TABLE 3) 

• RATIO OF IMPEDANCES OF JOINT TO 
BULK MATERIAL TABULATED (TABLE 4) 

• TIN SPRAYING AT THE JOINT 
INTERFACE IMPROVED RATIO 



ADJACENT GRAPHITE/EPOXY AND ALUMINUM 
LIGHTNING ATTACHMENT CHARACTERISTICS 

ViewZ-Z 

RG-9 Coax Cable 
from Generator 

All Measurements 
Made BI~tWt'l!il 
Point " ~X) " ,uul 
LI!ltl'll!d P<unts 

-I0--F 

2 in.

+-0-E 
1 in. 

~==::;::==============================~-Joint 

1 in.to-D 

2 in. 

_1 0-c 
z 

B 

·A 

---.. 
Z 

GPOJOl639 

- Graphite/Epoxy 
Panel 

Silver 
Conductive 
Epoxy 

Copper "Glove" 
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JOINT IMPEDANCE TEST PANEL LIST 

CONFIGURATION 
IDENT. CONFIGURATION- JOINT JOINT SEAL CONFIGURATION 

B G/E None None 

...... 
f'...) 
......., 

C 

G 

AIumi nurn 

G/E-Aluminum 

None 

Single Lap Shear 

None 

2-Ply Cured Fiberglass 

H G/E-A Iumi num Single Lap Shear Tin Plate & Form-In Place Seal 

J G/E-Aluminum Single Lap Shear Form-In-Place Seal 

M G/E-G/E Double Lap Shear Fay Sea I 

P AIumi num-G/E Single Lap Shear Fip Seal-Finger Stock 

R G/E-G/E Singfe Lap Shear Tin Plate-Fip Seal-Finger Stock 



RATIO OF IMPEDANCES
 

PANEL TYPE 

D.C. 
RESISTANCE 

(OHMS) 

Ratio of 

14 KHz 

Joint-Impedance to Bulk Material 

42 KHz 112 KHz 500 KHz 

B G/E Cloth 0.03 1.0 1.0 1.0 1.0 

l-

N 
eX) 

C 

G 

Aluminum 

G/E-Alum SLS 

0.0 

0.013 

1.0 

2.3 

1.0 

2.4 

1.0 

2.1 

1.0 

2.8 

H G/E-Alum SLS 0.01 1.0 1.0 1.0 1.0 

J AI-G/E SLS 0.03 7.0 10.4 5.9 1.8 

M G/E DLS 0.41 42.5 42.5 42.5 30.0 

P G/E-Alum SLS 0.013 1.0 1.0 1.0 1.0 

R G/E SLS 0.012 1.0 1.0 1.0 1.0 



FUSELAGE SHIELDING
 

• COMPARED INDUCED VOLTAGES IN TYPICAL
 
AVIONICS BAY FOR METAL AND G/E BOXES (FIGURE 8)
 

• TESTS CONDUCTED FROM 14 KHz TO 18 GHz 

• TESTS CONDUCTED WITH IDENTICAL WIRE BUNDLES, 
LOAD TERMINATIONS, AND ROUTING LOCATION 
(FIGURE 9) 

..... 
N 
~ 

• OVER 100 DIFFERENT TEST CONFIGURATIONS 
(TYPICAL RESULTS SHOWN IN FIGURES 10 AND 11) 

• TEST OF SIMULATED FUSELAGE STRUCTURE WITH 
ACCESS PANEL (FIGURE 12) 

• CONCLUSION: LEAKAGE EFFECTS OF JOINTS FOR 
BOTH ALUMINUM AND G/E ARE DOMINANT FACTOR 
IN SHIELDING EFFECTIVENESS. LITTLE DIFFERENCE 
BETWEEN G/E AND ALUMINUM SHIELDING 
EFFECTIVENESS 



FORWARD FUSELAGE EMI TEST ARTICLE
 

~ 

w 
o 

Cockpit Floor 

Typical Access Panel 

Graphite/Epoxy Test Box 
GP03·0153·10and Aluminum Test Box 



TRIMETRIC .VIEW OF WIRE ROUTING
 

..­
w..­

Aluminum 
Panel 

24 in. 

54 in. 

18 in. 
I 20'in. 

Notes:
ill Bond load boxes to AI panel 

2 All loads in RF tight boxes 

GP03·0153·" 



INDUCED VOLTAGE ON SINGLE WIRE,
 
1 VOLT/METER FIELD
 

Single wire, 50 ohms, graphite/epoxy box 
Single wire, 50 ohms, aluminum box 

60 

40 

> 
:t co 

"'C 
I 

Q) 20 en 
co 
+-' 

0 
> 

o ra = 
0= 

-20 
10k lOOk 1M 10M 100M lG lOG 

Frequency - Hz 



• • 

INDUCED VOLTAGE ON TWISTED PAIR,
 

60 • ~ 

40 I . 

> 
w 
w CD:t. 
..... 

"'C 
I 

1 VOLT/METER FIELD 

i -., iii iii 

- I . I J.......... I Pc: _ I/J " \ I I I
 

~ co 20 I n I ,.......".
+-' I< ~~>0"'" 

01 :::;pH 1\ .. /0 I 

- 20 I L..Ji I I I I' , I I ! I I 

10k lOOk 

I \ I I ~,~ ... rll----i----\t-l-=S~Jn 

I I I I I 
A = Twisted pair, 50 ohms, graphite/epoxy box 

o = Twisted pair, 50 ohms, aluminum box 

I I I I I I I I I I I I I I I I I I I I 

10M 100M lG lOG 
Frequency - Hz 



SHIELDING OF ALUMINUM AND COMPOSITE FIXTURES
 
RELATIVE TO EXPOSED GROUND RETURN WIRE
 

Simulated Forward 
Fuselage Structure 
with Access Panel 

.­
w 
~ 

Test Results 

60. A I 

g' 30 
ii 
Q> 

~ 20 

Test Setup 

10 

010 100 1,000 10,000 
Frequency· MHz 

GP03-o153·14 
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SMIELD,IN,G~E~f~CT~V~N~S~ :P~!LA'RC~FT STRUCTURES 
'" MAGNETIC1 FIEtDSAGA1NSf

140 
AL3mm 

120 ,...­
/

,-' 

00100 
"'0

;' 
/ 

/
/ 

// C~RP 
3mm 

z 80 
-
o .... 

w ..... 
VI « 60 

z
:::> LIMITATION BY APE~TURES/GAPS, ETC 
UJ 40 ..... r---------­..... // 

//« 20 
//

// 

0 += // 
/,-'

I I Ii' Ii'" 
1 10 100 1 10 100 1 10 

KHz MHz 

- TYP. METALLIC AIRCRAFT STRUCTURE 

. - - TYP. CFRP AIRCRAFT STRUCTURE 



STATIC WING SHIELDING TESTS
 

• .USED A FULL SIZE YAV·8B WING ASSEMBLY WITH 
TERMINATION BOX AT THE WING TIP (FIGURE 13) 

• COMPARED INDUCED VOLTAGES FOR WIRES LOCATED 
..... UNDER THE METAL LEADING EDGE AND UNDER THE 
w 
cr- G/E ·TORQUE BOX SECTION OF THE WING 

• TESTS CONDUCTED IN OUTDOOR OPEN AREA AT 
14 KHz TO 100 MHz AND ANACHOIC CHAMBER AT 
200 MHz TO 18 GHz (FIGURES 15 & 14) 

• TESTS SHOWED G/E PROVIDES HIGH DEGREE OF 
SHIELDING; LITTLE DIFFERENCE IN INDUCED 
VOLTAGES ON SEPARATE WIRES 



• • 

EMI TEST ARTICLE 

Wire Cable Path No.1 

\ 
I

i; i 

Wire Cable Path No.2 

t:;\ 
...." 

\ 
-----.~ 

ITermination 
Boxes 

~ 

View Looking Down Normal to WRP ED Probe locations 

GP03-G153·1 
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EMI TEST SETUP IN ANECHOIC CHAMBER
 
(A) A TENNA, (B) .FIELD METER, (C) WING
 

"
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ANTENNA PERFORMANCE TESTS
 

• PATTERN, GAIN, AND VSWR TESTS CONDUCTED 

• USED VARIOUS TEST CONFIGURATIONS TO DETERMINE 
EFFECTS OF COMPOSITES, GROUND PLANE 

­~ 

CONFIGURATION, AND TYPE OF ANTENNA MOUNT 
I 

o 

• USED VHF AND TACAN BLADE ANTENNAS AT 400 MHz 
AND 1 GHz AND A RADAR BEACON STUB ANTENNA 
AT 10 GHz . 

• ONLY SMALL PATTERN AND GAIN CHANGES OBSERVED 
REGARDLESS OF GROUND PLANE OR BASE 
MOUNTING 

• VSWR TESTS SHOWED SLIGHT CHANGES IN GAIN 
DUE TO SLIGHT CHANGES IN INPUT IMPEDANCE 



•
 

INTERMODULATION EFFECTS
 

• CO·f}J:C;E:R.'.N.~WI~H I,N~JE,RM,OD~~ATION 
I: . - L .... -:, • _ .~. -..I I:;,;; 1 - ; 'J L;, - I ....II ,. I ,;, 

EF.E"E'e.T.S~,(N~ONLINEAR:,.'J ..U,'NCTION) 
PRODUCED BY GRAPHITE FIBERS IN 

..­
.p.. 
..­ THE COMPOSITE MATRIX 

• NO INTERMODULATION EFFECTS 
FOUND (N'O HARMONICS GENERATED) 
FROM HIGH' CURR'ENT LEVEL TESTS 



LIGHTNING EFFECTS
 

• NO DAMAGE EXCEPT IN AREA OF ATTACHMENT 
POINT. THIN METALLIC COATINGS, SCREEN WIRE 
MESH, OR OTHER CONDUCTIVE LAYERS NEEDED TO 
SPREAD AND DISSIPATE THE LIGHTNING ENERGY 

...... 
~ 
N 

• ATTACHMENT ZONES FOR PARTIALLY COMPOSITE 
VEHICLE CAN BE DETERMINED FROM TESTS ON A 
METAL MODEL 

• TESTS SHOWED NO MEASURABLE DIFFERENCE IN 
ATTACHMENT POINT BEHAVIOR BETWEEN METAL & 
GtE STRUCTURE (FIGURE 16) 



High Vol tage Probe Locus 

• 

High Vol taqc Prohe Lucus 

(iJ h 4 in.) 

All dimensions in inches CPOJOl!oJaO 
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OVERALL FINDINGS
 

• G/E AIRCRAFT STRUCTURE CAN BE 
DESIGNED TO PROVIDE ADEQUATE 
ELECTROMAGNETIC SHIELDING FOR 
AVIONICS AND ELECTRICAL 

t SUBSYSTEMS 

• NO ELECTROMAGNETIC G/E ISSUE HAS 
BEEN FOUND THAT CANNOT BE 
HANDLED IN NORMAL AIRCRAFT 
DESIGN 



AV:-"~~"PPl~PQ$:~T~< FORWARD FUSELAGE DEVELOPMENT
 
PRO-GRAM
 

MDCREPORT A6398 <IMAY 1980) _. CONTRAcTNOo019-76-C-0666
 

•	 ASSESSED LIGHTNING PROTECTION DESIGN 
REQUIREMENTS FOR 

• FORWA'RD FUSELAGE STRUCTURE 

.... • AIRFRAME DOORS & PANELS 
.p. 
V1 

• ANTENN'A1S 

• SENSOR PROBES 

• FORMATION LIGHTS 

• ELECTRICAL POWER 

• AVIONICS 



G/E PANELS AND COUPONS WITH BOLTED JOINTS
 

• THRESHOLD FOR STRENGTH DEGRADATION APPROX 
20KA/INCH OF G/E WIDTH FOR PULSED PORTION OF 
LIGHTNING STROKE AND 150A FOR CONTINUING 
CURRENT PHASE (FIG 6-61 & 6-62) 

.... 
.p. 

'" 

• BOLTED JOINTS CAN CARRY RESTRIKE CURRENT AND 
ARE REMOVABLE WITHOUT HAVING TO DRILL OUT 
SCREWS 

• CONDUCTIVE SURFACE COATING REQUIRED TO 
PREVENT LIGHTNING PENETRATION OF G/E TEST 
SPECIMENS (FIG 6-65) 



SIMPLIFIED BLOCK D1iAGRAM OF LIGHTNING TEST SETUP 

c: 
t 

<3 
Cl 
c: 
:5 
c: 
.~ 

<3 

o 10 26 
Time· IJsec 

o 
Time· ms 

500 

• Not used 111 all teSls 
r--------,* *,---=-------,

High Continuing
 
Current
 Current
 

Lightning
 Lightning
 
Generator
 Generator 

1. USt~ for Coupo" Test. 
2. Usp for P.uwl Tt~SI. 

I
 
l I
 

'~ 
" ~ IBolted Joint 

Coupons 'l-l 
Tested with 
Pulsed and I " I 

I -.l IContinuing
 
Currents Bolted Joint
 

I '''"' Panels
 
Tested with
 

Pulsed Currents
 

Current Current
 
Measuring
 Measuring
 

System
 System
 
(Pulse Current)
 (Continuing Current) 

GP7l·0J41·1 
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ELECTRICAL POWER
 

LIGHTNING COUPLING MECHANISMS:	 DIRECT ATTACHMENT TO WIRING 
(LIGHTS, PROBES, ETC.) 

MAGNETIC INDUCTION (FIG 6-63).... 
.p­
00 

COMMON MODE INJECTION (FIG 
. 6-64) 

PROTECTION REQUIREMENTS:	 DEDICATED WIRES USED AS . POWER 
RETURNS INSTEAD OF STRUCTURE 

INSTALLATION OF LIGHTNING 
ARRESTORS AT REMOTE POINTS OF 
POSSIBLE LIGHTNING ENTRY (LIGHTS, 
PROBES, ETC.) 



MAGNETIC COUPLING OF LIGHTNING TO A RECEPTOR 

VL 

Load r r"') 

WRA Interface Wires 

Signal I 

Source ..---u.-­ -d ¢L 
Load 

VL = dt 
..... 
.p. ~ 
10 

Lightning 
Thevenin Equivalent Current 
Circuit 

Confined Channel 
on Airframe 



COMMON MODE LIGHTNING COUPLING TO A RECEPTOR
 

Signal 
Source~ 

..... 
VI 
o 

Vs 
Load 

IL 

~L"Ightnlng 
Current 

Airframe 

Ground Plane 
Impedance 

V L =rGIL 

~ r",j 

Vtotal=VL+Vs 

Thevenin Equivalent 
Circuit 

Load 

I 



•
 

BOEING STUDY PROGRAM
 

• , PJ:lOI~CTION OF~:ADV~NCEP;~ELECTflICAL POWER 
SYSTEMS FROM ATMOSPHERIC ELECTROMAGNETIC 
HAzARDS (AF CONTRACT F33615·79·C·2006) 

• PHASE I 
.... 
VI .... 

· TASK 1 . THREAT ASSESSMENT 
· TASK~ 2 . E:VALUATION OF NORMAL DESIGN 

FOR1INH·ER'ENT HARDNESS 
· TASK 3:-·,ADD·ON PROTECTION DEVICE 

EVALUATION 

• PHASE II 

. TASK 4 . DESIGN GUIDE 



TRADE STUDY SUMMARY OF LIGIITNING PROTECTION TECHNIQUES
 

..... 
VI
 
N 

~EVERE INHEREltT TYPE Of ADDITIONAL 
nPE CIRCUIT TItREA T TYPE HARDENIHG TRANSIEHT PROTECTION REQUIRED 

(LOCATION) LEVEL TliREAT TECltH IQUE UVEl AND TRANSIENT LEVEL C~[HTS 

1 Z ] 
-

METALLIC 
I/ING FIBER-
ClASS LEAD­
ING EDGE 

1. GENERA TORS 200 KA MAGNETIC rEEDER ROUTED )0 Y - - - PROTECT fOR 

(Q'i WINGS) COUPLING 2 IHCHES ABOVE DIRECT ATTACH­

~ FtEDER METALLIC SPAR MEN r un f 

2.P~EA BUS 200 U MAGNETIC FHD£A ROUTED 65 KY fEEDER SHIELD: TRANSZOR8: J MIL fOIL ()i- SHIELDING (UM­

(MELAG.E) COUPLING 2 IltCHES MOVE 5.4 KVi 295 Y 285 V PAIlES PIGTAIL 

Q'i FEEDER KETALlIC SPAR a CI RClJo4fUH H­
TIAL GROUHOINCI 
RESPECTIVELY . 

3.I/IHG TIP 200 U MAmETIC ROtm IlIRES 2.2 tV AT IlIRE SHIELD: 11lAlCS ZOIUl : J MIL FOIL ()C- TRAItS lOR8S 

BEAC()'C COUPLING OIl HEAR STRUCTUR[ P~ER BUS 190 V 285 V WIHG: 10. v Husr BE 

11 GIlTS 2D '-'lICE IIIRES PARAllELED 
BACK TO BAO: 
1N E.l.CH CASE. 

4.IIIHDSlfIElO 200 U CAPACITIVELY LOCATIOH OF 920 V AT - TRMSZDRII: - CJT}lEII S I" I L}.R 

HE.l.T US COUPLED ONTO H£A TEll EL04EHTS POolER BUS 285 V PROTECTION 

H£ATER EW10tTS 
D£YICn 

COMPOSITE 
WIHG AHD 
rUS£LAGE 

1. GENERA TORS 200 U 01 FFlJS ION - MINIMIZED 5.8 KY CI RCUMfEREHTlAL* TRANSZORB: -
(fUSELAGE) COUPLING ()f EXPOS EO FtEDER GSlOllCDED FtEDEA 285 V 

rEEDERS 5HIELD: 320Y 

2.PUoIER BUS ZOO KA DIFFU5I~ MINIHIIED 2.5 ICY CIRCUHFtREHTIAL* TRANS ZOAR: 

COUPLING (»I EXPO:iED FtEDER GROllCDED fEEDER 285 Y 
FH DE RS SHIELD: 130 Y 

* PREfERRED. DUE TO: 1. GREATEST PROTECTI(»I 
Z. I/EI QfT 
3. RELIABILITY AHO COST 



CONCtUS·ION'S
 

• ELECTRICA'L POWER SYSTEMS IN COMPOSITE 
• j I., r	 I 

STRUCTURE AIRCRAFT CAN BE ADEQUATELY 
PROTEC1ED BY A COMBINATION OF STRUCTURAL 
SHIELDING, WIRE SHIELDING, AN.n 'VOLTAGE 
SUPPRESSION DEVICES 

I-' 
V1 
W 

•	 THE IM,PACT OF LIGHTNING ON ADVANCED COMPOSITE 
MATERIALS AND ADVANCED ELECTRICAL POWER 
SYSTEMS MUST BE ASSESSED EARLY IN THE DESIGN 
PHASE FOR NEW AIRCRAFT 

.•	 HARDWARE TESTING OF PROTOTYPE SYSTEMS 
SHOULD BE CONDUCTED TO VERIFY THE 
ASSESSMENT 
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STRUCTURAL APPLICATION OF COMPOSITE MATERIALS AND
 
THE DIRECT EFFECTS OF LIGHTNING STRIKES
 

by
 

Mr. William E. Howell
 

Langley Research Center
 
National Aeronautics and Space Administration
 

The direct effects of lightning strikes on composite 
materials and protection approaches will be described. 
Approaches to EMI shielding which maintain weight advan­
tage and structural integrity over the life of the 
airframe will be discussed. 
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SCOPE OF PRESENTATION 

o	 ADVANCED COMPOSITE MATERIALS 

o	 APPLICATIONS IN AIRCRAFT STRUCTURES 

o	 LANGLEY'S RESEARCH ON DIRECT EFFECTS OF 
LIGHTNING ON COMPOSITE STRUCTURES 

MATERIAL PROPERTIES 

PROPE~TIES 

MATERIAL 
STRENGTH~ 

KSI 
MODULUS~ 

X103 KSI 
DENSITY ~ 

LB/IN ,3 
RES ISTI VITY ~ 

OHM-CM 
COST 
$/LB 

GRAPHITE-EPOXY; 

KEVLAR-EPOXY 

GLASS-EPOXY 

ALUMINUM 

110-225 

75-270 

75-200 

55 

18 
11 

6 

10 

0,055 
0.050 

0.070 

0.101 

0.9-1.1xlO-4 

• 

• 

2.8xl0-6 

30 
15 
10 

2 

•	 DIELECTRIC MATERIAL (NON-CONDUCTOR) 
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L-lll-Jm 

FI LAMENT PRE-IMPREGNATED TAPE LAMINATED STRUCTURE 

GLASS } 
BORON 

GRAPHITE 

KEVLAR 

MATRIX 

EPOXY } 
POLYIMIDE 

ALUMINUM 

" 

15? 
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GRAPHITE-EPOXY SPOILERS FOR 737 COMMERCIAL FLIGHT SERVICE 

FLIGHT SERVICE EVALUATION OF PRD-49IEPOXY PANELS ON LOCKHEEO L-lOll AIRCRAFT> 

• 
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ACEE 

BOEING 727 COMPOSITE ELEVATOR 

COMPOSITE
 
SECONDARY
 
STRUCTURES
 

DOUGLAS DC-lO COMPOSITE RUOOER LOCKHEED L-1011 COMPOSITE AILERON 
... ,.. , 

It -,. 

• .Jo" 

DG-l0 COMPOSITE RUDDER
 
LIGHTNING DAMAGE
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BOEIMG 767 COMPOSITE STRUCTURE APPLICATIONS
 

STABILIZER TIPS r--.._--""o HYBR IDCOMPOS IT[ (KEVLAR/GRAPH ITEl 

I~-I GRAPH IT[ COMPOS IT[ 

FIXED T. L 
FIXEDT.L PANELSSPOILERS
PANELS 

ELEVATORS 

MA IN LANDING
 
GEAR DOORS
 

NOSE LANDING (BODYl
 
COWL COMPONENTSGEAR DOORS 

LIGHTNING PROTECTION SYSTEM FOR 727 ELEVATOR 
F4J'.7 
6/'/9 

/j;
DECORATlVE PAINT 

0.05 em (0.02 in.) 6061 ALUMI NUM 
FAY	 SURFACE SEAL/ADHESIVE 

F B RG ASS DIELECTRIC (2 PLIES) TYPICAL 120~ I .f~lIL 

STATIC DISCHARGE 
FITTING (3 PLACES)

FIBERGLASS DIELECTRIC(2 PLIES)
0.05 em (0.02 in.) 6061 LIGHTNING 
DIVERTER STRIP 

FAIRING 

A-A 

FAIRING 
(8(1 STING FI BERGLASS) 
STEEL BALANCE WEI GHT 

I~ .!p 

(EXI STING FI BERGLASS)
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AIRCRAFT STRIKE ZONES
 

LEGEND 

1II111 ZONE2A 

_ ZONESIBAND2B 

GRAPHITE!EPOXY UPPER AFT RUDDER 
DOUGLAS DC-l0 

F3A 
5/76 

FI BERGLASS-EPOXY 
~TlPASSEMBLY 

RI BS /1 
FRONT SPAR "" V 

ALUMINUM ALLOY '\ '\. 
DRIVE FITIlNGS~ \ .~. -_12 PLACES) _ _ ~ 

FI BERGLASS-EPOXY R::- ;::-- ~ 
LEAD ING EDGE U .~i::::~ 

~I ~ 

. -­
~ 

e -~! -:;:;; 

~ ~ 
_~ i§ 

:!J0 ~ ~; ::;::::; 
tor ~': Z~~ 

~ 

REAR SPAR 

. 

ALUMINUM ALLOY 
CONDUCTIVE STRAP 

'-.....FIBERGLASS-EPOXY 
TRA ILING EDGE 

ANGLES 

"GRAPHITE
~LHSKI~I,\g QIl -, -- ­

..- - lRH \.~. OPPOSITE 
ALUMINUM ALLOY .- - CLOSING RIB OM. IrED FOR CLARITYl/HINGE FITIINGS 

15 PLACES) 
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8-727 GRAPHITE/EPOXY ELEVATOR 

LIGHTNING DAMAGE 

r ALUM UM L1GtI1WI6 
PROTECTIONSTRF 

STATIC DISCHARGE 
MAST BASE 

L1GH.TNING EFFECTS ON COMPOSITE STR(jCTURES 

., 

KEVlAII 49· Ef'OXY F·l068 RESEARCH AIRCRAFT 
GRAPHITE· Ef'OXY 

VERTICAL FIN CAP 

LENGTIt 88 IN 

HUGHT 19 IN 

WfIGHT 31 LB 

MATERIALS 
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EXAMPLE PROTECTION SYSTEMS
 

o FLAME SPRAYED ALUMINUM 

o ALUMINIZED GLASS (THORSTRAND ® ) 

o ALUMINUM STRIPS/TAPE 

o METAL SCREEN OR WIRE MESH 

CERTIFICATION CURRENT TEST WAVEFORM COMPONENTS
 
FOR
 

EVALUATION OF DIRECT EFFECTS
 

COMPONENT B 

COMPONENT A 

COMPONENT D 
CURRENT 

COMPONENT C 

TIME 
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• 

F-I06B COMPOSITE FIN TIPS 

o KEVLAR-EPOXY WITH THORSTRANDGD 

o GRAPHITE/EPOXY WITHOUT PROTECTION 

o GRAPHITE/EPOXY WITH FLAME SPRAYED ALUMINUM 

o KEVLARIEPOXY WITH FLAME SPRAYED ALUMINUM 
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ip = 105 kA
 

ACTION INTEGRAL = 0.82 x106l.
 

EFFECT OF LIGHTNING
 

ON
 

KEVLAR/EPOXY WITH THORSTRAND
 

UNPAINTtD PAINTED 

"'-.' 

ip = 96 kA 

ACTION INTEGRAL = 0.47 x 108 A2_. 

" 
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CONCLUDING REMARKS 

o COMPOSITES EXHIBIT STRUCTURAL ADVANTAGES COMPARED TO METALS 

o EXCELLENT IN-SERVICE PERFORMANCE AND MAINTENANCE EXPERIENCE HAVE BEEN 
ACHIEVED WITH OVER 150 COMPOSITE COMPONENTS DURING 8 YEARS AND OVER 
2 MILLION HOURS OF FLIGHT SERVICE WITH NO SIGNIFICANT DAMAGE FROM 
LIGHTNING STRIKES 

o EFFECTS OF LIGHTNING ON COMPOSITE MATERIALS AND 
SYSTEMS ARE BEING EVALUATED 

LIGHTNING PROTECTION 

o GROUND AND FLIGHT DATA BASE 
SAFETY OF AIRCRAFT 

IS BEING DEVELOPED FOR THE ELECTRICAL 
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LIGHTNING INTERACTION ANALYSIS 

by 

Dr. Karl S. Kunz 

Kunz Associates, Incorporated 

Description of lightning interaction .analyses and how 
they are performed including lightning model, aircraft 
geometry, interior equipment and cable layout, and model­
ing of interconnecting system. Sample direct strike 
problem and (generic) expected results. Overview of 
mathematical basis used in interaction analysis and 
description of finite difference method. 
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WHAT IS ALIGHTNING INTERACTION ANALYSIS ­

•	 A MATHEMATICAL TREATMENT OF THE PROPAGATION OF
 
ELECTROMAGNETIC ENERGY FROM A LIGHTNING BOLT TO
 
AN AIRCRAFT AND ON INTO SUSCEPTIBLE INTERIOR
 
EQUIPMENT
 

USES EXPERIMENTALLY DETERMINED CHARACTERISTICS 
AS THE INPUTS OF MATHEMATICAL MODELS 

PREDICTS RESPONSE LEVELS (VOLTAGE AND CURRENT) AT 
THE INPUTS (PINS) OF SUSCEPTIBLE EQUIPMENT 

ALLOWS UPSET/DAMAGE/FAILURE ASSESSMENTS TO BE MADE 

. FOR THE SUSCEPTIBLE EQUIPMENT 

WHY ALIGHTNING INTERACTION ANALYSIS AND NOT JUST EXPERIMENT ­

EXPANDS ON EXPERIMENT 
- SOURCE VARIATIONS) .AIRCRAFT MODIFICATIONS AND 

EQUIPMENT CAN BE ACCOMODATED 

INCREASES UNDERSTANDING 
_ MODELING INCREASES UNDERSTANDING AS MODELS ARE 

REFINED AND MADE MORE ACCURATE 

EFFECTIVE 
- ANALYSIS CAN BE QUICKLY AND INEXPENSIVELY PER­

FORMED) WHILE ADEQUATE ACCURRACY IS MAINTAINED 
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HOW IS ALIGHTNING INTERACTION ANALYSIS PERFORMED ­

DEFINE SOURCE (DIRECT STRIKE J RADIATED FIELDS J ETC.)~ 

AIRCRAFT (707~ 747) ETC.) AND POSSIBLY SUSCEPTIBLE 
EQUIPMENT (RADAR) NAVIGATIONAL EQUIPMENT~ ETC,) 

OBTAIN RELEVANT EXPERIMENTAL DATA J SUCH AS 
- LIGHTNING TIME BEHAVIOR OR SPECTRUM 

AIRCRAFT GEOMETRY AND CONSTRUCTION 
INTERIOR EQUIPMENT AND CABLE LAYOUTS 
ELECTRICAL PARAMETERS (CABLE SIZE~ SHIELDING~ 
IMPEDANCE~ TERMINATIONS J ETC.)
 
DEVICE UPSET/DAMAGE/FAILURE THRESHOLDS AND
 
MECHANISMS
 

MODEL THE INTERCONNECTED SYSTEM OF SOURCE J AIRCRAFT 
AND EQUIPMENT 

SELECT A MATHEMATICALLY TRACTABLE REALIZATION OF THE 
MODEL 

CHECK THE ·MATHEMATICAL MODEL FOR COMPLETENESS AND 
V~LIDITY (COMPARE PREDICTIONS WITH KNOWN EXPERIMENTAL 
RESULTS) 

PREDICT RESPONSES AT THE SELECTED SUSCEPTIBLE EQUIPMENT 

EXAMINE SENSITIVITY TO PARAMETER VARIATIONS (OPTIONAL 
'. -I ·"s' .~IISAFETY"' MEASURE) 
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TIP 1CAL PROBLEM 

> .--------- ._---_._._--------_.._---­

1 \ 
\ 

2CO NS RlSEiUA! 
5J )-"S FAU-TUJE 
100 ~ PEAK 
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AI RCRAFT DErAILS
 

., 

, 
landin~ Ii;ht 

instrument panel 

rectifiers, 
inverters, 
batteries, 
air condltionflr, 
cabin Dre.sure, 
power system controls 

8n9ine pre.sures, 
fuel pump, 
oil pressure, 
tachometer, 
fire warning, 
generator, 
solenoid valve., 
and controls 

Typical elements and cabling associated with the aircraft 

power system. 

equipment bay

'nos. wheel well 

uipment. bay 

Elementary volumes within the aircraft. 
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CABLE DETAILS 

CABLE TYPES 
(TRANSMISSION LINES) 

• COAX IAL. I , • • t • • • • , • • I , • • • • • • • 0 ®• TRIAXiAL 

• r-!ULTIAXIAL •••••••••••••••••••••••••••• ~ 

• TWiNAXiAL •••••••••••••••••••• ~ 

• OPEN LINES 

• STRIPLINE -- ­

• MICROSTRIP:::=:::::: 

• TWO-WI RE e e 

• EDGESTRIP - -----~ 
• EDGEWIRE e- ­

• WIRE OVER GROUND _e_ 

MATHEMATICAL REALIZATION ­

GENERAL REQUIREMENTS ­
SOURCE X EXTERIOR RESPONSE X PENETRATION X INTiRIOR 
RESPONSE X SHIELDING EFFECT = RESPONSE AT "PIN 

EXTERIOR RESPONSE X PENETRATION X INTERIOR RESPONSE
 
MOST DIFFICULT PART
 

POSSIBLE APPROACHES (MAY BE COMBINED WITH TRANSMISSION 
LINE THEORY J BETHE SMALL HOLE THEORY J MULTIPLE RUNS~ ETC.) 

- SIMPLE CANONICAL SHAPES 
- MoM THIN WIRE TYPE CODES (EFIE) 
- PATCH CODES (MFIE) 
- FINITE DIFFERENCE TECHNIQUES 

176 



z 

'I 

", c. =const.,,
z:-h 

I 
I 

C=-f
I 

Plane vave broadside incident 

I. 

~~ 
hi	 ~ 

J 

I 
t 
j' I 

t: 
i
; 

i ..I· 
II	 t 
I 

~F7777'rT7r7"'"""", ", 
;round plane 

on a prolate spheroid. 

Diagram of, flat plate crossed with an electr·ically thick cylinder. 
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WIPE rDIWOOR'S 

'

~_... ~m 

.....----- 24.~m ~ 

.i. ..... ..... 

I.· 19.6m ---t r--- 12.8m 

T 
T ~~63m 

3.8m

+ 
Stick (intersecting cylinders) model of the B-1 aircraft in tha 

wings-forward and wings-swept configurations. 

,.-.zs·
!'t 

/

.1--r 

1.3m 

I.L!'
~ ~ >-_~ .'ID~m 

..:::"--------~......,.--3&.~m I.•m-1!~ rnJ.­
1• 14.71ft • I • ~J.8 In • I 

Body-af-revolution model of the EC~13S·a1r~raft. Currant zones 

. are indicated with dotted lines. 
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MoM 

Some Computational Aspects orThtn·Wire Modelinl 

Aftif' PeGGIO & MILLER ('.2] 

F' Navy aircraft 

AftII' CIA2 (/.23) 

After RICHMOND ('.21] 

Abr THEILE [US] 

/
tf 

Aft., MILLER & MAXUM ('.22] 

Ilepraatalive wire p;d model structures 
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FINITE DIFFERENCE F-lll MODEL 

FINITE DIFFERENCE METHOD ­

BASED ON BRUTE FORCE TIME STEPPING OF MAXWELL'S 
EQUATIONS 

INCORPORATES ANY MATHEMATICALLY EXPRESSIBLe SOURCE J 

-at _ e- Bt
I.E. I(t) = e 

ACCURATE EXTERIOR RESPONSE PREDICTIONS 

WITH EXPANSION TECHNIQUE CAN J ALSO J PERFORM INTERIOR 
RESPONSE PREDICTIONS AT REASONABLE COST 

CAN HANDLE COMPOSITES) AS WELL AS METAL AIRCRAFT 
PANELS 
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DEFINITION OF THE FINITE DIFFERENCE APPROACH 

Finite differencing consists of replacing continuous 
partial derivatives in P.D.E.ls with appropriate finite 
differences. For example: 

Finite differencing discritizes the P.D.E. and, hence, 
the problem being solved, i.e. 

Finite differencing is, therefore, an approximation 
that in the limit of zero mesh size is exact. 

Finite differencing does not require any special model 
of .the problem to facilitate a solution, just the appro­
priate P.D.E. such as: 

~ ~. V1" + Q/k or 

(heat equation) (portion of Maxwell Equations
for thin scatterer in cylin­
drical coordinates) 
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EVOLUTION OF PRECEEDING FINITE DIFFERENCE APPROACH TO EM 

• 

•	 The Maxwell Equations 

•	 Classical Boundary Value Solutions 

•	 Introduction of Computers/Computer Oriented Numerical Analysis 

•	 Integral Equation Approac~es (EFIE and MFIE) 

•	 Finite Difference as presently applied to EM coupling 

1) feasibility of application to realistic problems ­
K.S.	 Lee - liN lin. Sol. of Int. Bound. Val. Probe Invo1v­

i ng Maxwe1·1 •s Equas. in Iso. Media II t IEEE Trans­

actions A and P, May,1966. 
2)	 application in 20 to real;stic problem with radiation 

boundary condition ­
D.E.	 Merewether - "Trans. Currents Induced on a Metallic 

Body of Rev. by ,an EM Pul sell I IEEE Trans­
actions on EMC, May, 1971. 

3)	 fonmulation of 3D code with radiation boundary condition ­
R.	 Holland - "THREDE: A Free-Field EMP Coupling and Scat­

tering Code", Mission Research Corp., AMRC­
R-95, Sept., 1976. 
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EVOLUTION - 2 

4)	 application to complex scattering object with com­
parison to experiment ­
K.S.	 Kunz and K.M. Lee - "A Three-Dim. Finite-Diff. Solu. 

to the Ext. Response of an Aircraft 
to a Complex Transient EM Environ­
ment: Part 1 -The Method and Its Im­
plementation and Part 2 - Comparison 
of Predictions and Measurements", 
IEEE Transactions on EMC, May, 1978. 

5)	 expand subvolume in a second run for increased spatial 
and frequency resolution ­
K.S.	 Kunz and L.T. Simpson - "A Technique for Increasing the 

Resolution of Finite-Difference 
Solutions of the Maxwell Equations", 
IEEE tran~ac~ion on EMC 
November, 1981 

6) generalize the 3D code to treat lossy dielectrics ­
R.	 Holland, L.T. Simpson and K.S. Kunz ­

"Finite-Difference Analysis of EMP Coupling to Lossy 
tnelectric Structures", IEEE Transactions on EMC, 
August. 1980. 
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INCREASED RESOLUTION USING EXPANSION TECHNIQUE 
- Ale UNEXPANDED ­

3 
F1~ure 6.	 A1r:rl't i40d.l in 50 eel i SDlee 

wit" S"ObOuncl.ry Ind1C:IUd. 

Ale EXPANDED 

. 

.,­
..i 

r-"" 
I' 

J-\0 
-~r "!'II I 

" 
~ ----..~_. 

",," ja s. -en 

; i~ I

"" 11~~-----_. 
s -;; c :" I 

--£~~--
;15 ~o-
Thin Wi".. ...... 

-""""- - ....... - ....~-

F1 gYre 7. upanded Run Show1"9 Coctp1 tAre. Oetafl. 
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INTERIOR COUPLING APPROACH 

Contiguous Skin Model of the Aircraft for Diffusion calculations 

Perfectly Conducting Aircraft with S••• 

Camp1ement of the S81m Mode1 

CONJUGATE/ COMPLEMENT GEOMETRY'OUIGINI\L GEOMETRY 

~ 

I 
E1ec tri ea 11 y Com.luc ti UIJ • [1ectricd11y Cundue t iuy 

St:recn Sl 
Screen S1 I: <~ 

1/ 
lI~ota I
 

LJ 1
 "ttrn"c-­
1 

~I£1eclrical1yi~~ Mdllnet i ell II y/ltJi.
Kd~ Conduct 'U9 roiulue t i n~J

\lire HireConjugate
Source Source 

l~ 
Electrically HagneUca 11 y

ApertureCondue t i IHJ Conductin~
 
Win~
 Wire 

Oduinal and t:onjuCjate/Complemenl Geometry ­
Plana r Screen [xamp' e 
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. Conjugate Lightning Channel Source 

Escat. _Einc • f(t)
tan tan 

I J / } 

Escat• (! H.AS.)R/L
tan loop 1 1 

Escat. _Einc • a 
tan tan 

Lightning Channel Source 

,\ \ '\ 
Hscat. _Hinc • g(t} 
tan tan J 

· I J J 
(1: E.~s.) 

Hscat._'OOP 1 1 
tan RL 

Hscat. _Hinc • a 
tan tan 

o-njugate
Resistive 
Segment 

Resistive 
Segment

of 
Resistance 

R 

Electrically
Conducting 
~1re 
(3 segments) 

" 

Magnetically
Conducting 
Wire 
(3 segments) 
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----_._-_.....__._._._­ ...- ­ ._._--------~-

I 

" 

Fini te 01 fference Formulatto of th C 1
Showing the naif Cell Oi I ~ e omp ementary Aircraft Surface 
Girdlfng the Surface sp acenent and the Wire ttJdel of the Se. 

Attachment
 
Channel
 

IIscat lIil\CSou.·ce~ f(t) 

Wire (magnetically conducting
 
Bulkhead surface (n x Hscat 0)


Hscat _Hinc )= tan tan(n x "scat 

/seam 
• 

~ 

tantan 

Hesislive Segment 
whet'e 

Uetaclwnent Channel 

Couple Conjugate/Complement Geometry as Formulated for Finite Difference Applications 
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PIN PREDICTIONS - SINGLE MULTILAYERED CABLE
 

...,....• 
Mod~~ ~r aerial cables. 

. Model or shielded cables. 

USE F.D. TO FIND CURRENTS ALONG CABLE SHEATHll b 

USE SURFACE TRANSFER IMPEDANCEI lrl AS DEFINED BY 
SCHELKUNOFF J TO FIND THE INTERIOR CURRENTS: 

Ia (X) = 1G11 (XIX') I; · Ib (X' )dX' * 

WHERE IS THE APPROPRIATE GREEN'S FUNCTION THATGI1 
INCORPORATES THE CORRECT BOUNDARY CONDITIONS FOR 
THE GEOMETRY AT HAND 

EVALUATE l a (X = L) TO FIND THE CURRENT AT THE PIN 

EVALUATE THE VOLTAGE ACROSS THE DEVICE CONNECTED TO THE 
PIN J Vd J USING THE PIN CURRENT AND THE DEVICE'S IMPEDENCE 
ZdJ I.E. Vd = Ia(X = L)Zd. 

*ONLY DIFFUSION THROUGH SHIELD CONSIDERED
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EXPECTED RESULTS ­

EXTERIOR RESPONSE - SIMILAR TO PERFECTLY CONDUCTING
Ale RESPONSES 

INTERIOR CABLE RESPONSE~ WIRE EXTERIOR - WEAKLY 
DAMPED SINUSOID~ SEE BELOW 

PIN RESPONSE - SIMILAR TO WIRE EXTERIOR 

Bulk CUrT!"t 
'V'I'{ ]'vV\... 
50 : P~ediction Location :~ :: 

3.0 

2.0 

1.0 

.,; 0 

I -1.0 

-2.0 

-3.0 
o 

I ~-~-----~------­._­

100 200 300 400 

Time" (ns) 

Sample of Predicted Results 
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SUMMARY
 

FEATURES 

o Any fuselage exterior geomet~ can be modeled, including: 

. - composites
 
- conducting pane1s
 
- mix of composite and metal
 

o Various coupling pathways can be modeled, including: 

- diffusion through·composite panels 
- seams around panels 
.- small apertures around doors/hatches/wheel wells, etc. 
- large apertures such as windows 

o Detailed interior geometries can be treated, including: 

- individual wires with various tenminations 
- surrounding "fill il 

- adjacent wires to within a cell size (-O.05m or -2" at best) 

o Fast risetime (-30-50ns) pulses can be easily incorporated 

o Non-linear effects can be modeled 

- attachment points'can be selected based on experience, while 
detachment points can be selected based on fields exceeding 
preset .thresholds 

- interior arcing can be modeled similarly 
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AREAS OF APPLICATION 

o Exterior I and V response predictions as a function of: 

- position 
- A C construction (metal or composite or mix) 
- excitation source 
- attachment/detachment location 

o Interior Responses 

- interior field leve1s
 
~ wire currents
 
- transfer functions
 

o Hazard Assessment 

- induced current damage
 
- field induced upset
 
- fuel ignition from arcing
 

o Protection Measures Evaluation 

- field/charge and current penetration reduction 
(from covered seams, mesh across windows. etc'.) 

- arc suppression
(from cable rerout';ng, interior geometry changes,' etc.) 

- protective device effects 
(depends on IIthreat" spectrum, device location, device 
operations, etc.) 
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INTERMITTENT/TRANSIENT FAULTS IN DIGITAL COMPUTERS 

by 

Dr. Gerald M. Masson 

Johns Hopkins University 

Need and objectives of digital system upset assessment 
methodology: The definition of upset. Description of 
approach being developed for assessing upset potential 
of digital systems. Upset model types and importance of 
burst error models; dominant importance of program transi­
tion models. Definition and use of system state probability 
transition matrix in upset analyses. Example of upset 
tolerant microcontroller. 
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* SOFTWARE
- LOOKUP TABLES
- CHARACTERIZATION

I. INPUT SENSORS SCANNED
II. DATA PROCESSING
III. CONTROL SIGNALS TO ACTUATORS
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• DUPLEX SYSTEMS
- ROLLBACK

• TMR SYSTEMS
- ROLLAHEAD

• DIAGNOSABLE SYSTEMS

- INTELLIGENT UNITS

• CPU TESTING
• RECOVERY STRATEGI ES

- DUPLICATION
- TMR

- WATCHDOG TIMER
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• HARDWARE
- CENTRAL PROCESSING UNIT (CPU)
- READ-ONLY MEMORY (ROM)
- READ/WRITE MEMORY (RAM)
- INPUT/OUTPUT DEVICES (liD)
- SUPPORT LOGIC

* FAULTS
- PERMANENT
- INTERMITTENT
- TRANSIENT
- liT

• MODELS
- STUCK-AT

• TESTS
- DETECTION
- LOCATION



-,r--------- ­
I
 

WATCHDOG TIMER I
I
 
I
 

I
I 
I 
I 
I 

MICROPROCESSOR 
TRIGGER fI 

, 
I. I 

() , 

I
 
I
 
I
 

I
 

Q rL t I
 
I
 

Q 
I
 
f
 
I
 

I I
 
I TI T2 IRESET 
I I
 

INPUT _JL - ..-.---- - - - ­

j i------TI 

TRIGGER 

INPUT 

x 

r --, 
I I 
I I 
I I 
I I 

RESE'T
 

INPUT
 

-:rz-J I- ­

FIGURE 1. WATCHDOG TIMER
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T 

--> 
OPERATING INPUT CONTROL OUTPU 

..... 

:>, 

ENVIRONMENT SYSTEM 

I 

/'\, . 

I fCONTROL 
... . ­

FIGURE 3. CONTROL SYSTEtJ1 SITUATED IN ITS ENVIRONMENT 

EQUIVALENT
 
FAULT
 

GENERATOR
 

FUNCTION 

TRANSFORM 

I.NPUT , 
V " 

EQUIVALENT 
OUTPUT.INPUT ..... .... 

, ~ EXPANDED ,. 

CONTROL SYSTEM 

INPUT 

PERTURBATION 
~ II 
V 

OPERATING 

E"NVIRONMENT 

/ 
~~ 

lCONTROl 

FIGURE 4. CONTROL SYSTEM SIT·UATED IN EQUIVALENT HOSTILE ENVIRONMENT 
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------------

• CONTROL SYSTEM INTERACTS WITH ENVIRONMENT
 

• INTERMITTENTITRANSIENT FAULTS 
- SYSTEM "TRANSIENT"RESPONSE 
- SYSTEM -STEADY STATER RESPONSE. . 

FAULT SOURCES
 

I
 
"v~ 

-

FERTU~BAT10N 
, It LEVEL 

I\i 
I 
I 
I IN'"'UT 
IOPERATING ..... 

~ 

I 
IENVIRONMENT 
I 
I 
I , I 
I

I I 
ICONTROL , 

~- - - - - - ­

SYSTEM TRANSFORUAT ION • 
CONVEf;TER 

F'UN:TION 

TRAN~fORMINFlIT 
fAULT 

INFUT , It 
\J 

EQUIVALENT 

EXPANDED 
CON TROL SYSTEM 

, 

ouTPUT .... 

r 

ERROR 
•, 
'LEVEL,,· · 

- - - - - UPSE T LE VE L- - - - - - - - - - - - ­

FIGURE 5. CONTROL SYS1-EM SITUATED IN HOSTILE. EN.VIRONMEN T
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EAUUS, ERRORS, AND UPSETS 

• FAI LURES
 
- CIRCUIT LEVEL
 
- ANALOG NATURE
 

• FAULTS 
- LOGICAL LEVEL 
- DIGITAL NATURE 
- LOGICAL DIFFERENCE AT FAULT SITE 

• ERRORS
 
- LOGICAL LEVEL
 
- DIGITAL NATURE
 

. - DUE TO PROPAGATION OF FAULTS 
- LOSS OF SYNCHRONIZATION PROBLEM 

NEW DEFINITION 
• UPSETS 

- SYSTEM LEVEL 
- ·FUNCTIONAL NATURE 
- TRANSFER FUNCTION 

• AFINITE SET OF MUTUALLY EXCLUSIVE FUNCTIONAL STATES
 

• COVERS ALL POSSIBLE SYSTEM TRANSFER FUNCTIONS 

• INCLUDES 
- VALID STATES 
- ERRONEOUS STATES 
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TRANSITION MATRIX:
 

T=[Pij] , WHERE IS THE PROBABILITY OF AT~SITION
P ij 

FROM STATE j TO STATE i , GIVEN THAT AN ERROR HAS OCCURRED 

Po 
L(K+l) = T L(K) , L(X) = Pl 

· · · 

Pi(K) IS THE PROBABILITY OF BEING IN CONTAINMENT STATE 
L i £ {L} AFTER K UPSETS 

AFTER K UPSETS~ 

* SINGLE UPSET ENVIRONMENT 
- P, 1 OF Trij] OF MAJOR CONCERN 

..	 MULTIPLE UPSET ENVIRONMENT 
- P OF TK FOR LARGE KOF MAJOR CONCERN

, 1 . 

* EXAMPLE 

15/16 ]	 .1/8]r' L1	 T·· = [~/8T* = 1/4 1/16	 1/8 7/8
~ 

[15/19 15/19 ] LIM CT*)K =	 LIM <T**)K = [1/2 1/2] . 
K-+co	 4/19 4/19 I ·K... 1/2 1/2 
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1/4 

1/16 

3/4 
15/16 

B) T ** 
1/8 

7/8 

7/8 
1/8 

FIGURE 6. TWO 2-LOOP IMPLEMENTATIONS 
) ... 

. '-,. !"\.......i 

• CONTAINMENT SET- AND TRANSITION MATRIX ANALYSIS PROVIDES FEEDBACK 
TO IMPROVE DESIGNS 

• REMOVAL OF ERRONEOUS ELEMENTS FROM THE CONTAINMENT SET 
AUTOMATICALLY PROVIDES FAULT TOLERANCE 
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• PROGRAM TYPES 

- EXITING 
- LOOPING 

• TAKE THE CONTAINMENT SET TO CONSIST OF ALL POSSIBLE LOOP'PROGRAMS 
- INCLUDES VALID LOOPS 
- INCLUDES ERRONEOUS LOOPS 

GIVEN THE EXECUTION OF LOOP PROGRAM L.
1. 

£ {L} , UPSETS CAN 

BE CHARACTERIZED AS: 

(1) DATA CHANGE -­
DATA VALUES ARE MODIFIED J BUT EXECUTION 
REMAINS IN Li 

(2)	 PROGRAM BUMP -­
EXECUTION TEMPORARILY DIVERGES FROM Li BUT 
EVENTUALLY RETURNS TO Li 

(3)	 PROGRAM TRANSITION -­
EXECUTION JUMPS FROM L. TO L. , L. ~ L. 

~	 ) ~ ) 

PROGRAM TRANSITION = STEADY STATE OPERATIONAL DEVIATION 
TRANSITION INTO INVALID EMBEDDED LOOP = SYSTEM CRASH 
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Result ~ 

LO 0000 

. . 
LO 00C9 
LO OOCA 
L1 OOCS 
LO aocc 
LO OOCD 
LO OOCB 
L2. oocr 
LO' OODO 
LO 00D1 
,LO 00D2 

',' 'L1 ·00D3 
LO 00D4 
LO 0005 
LO 00D6 
LO 00D7 

'J LO OODI 

LO OODI 

. . 
LO OOPB.i--<' ; 
LO OOpp 

CONTENTS 

NORMAL EXECUTION N OP-CODE 
ERRONEOUS EXECUTION N+l DATA 

NORMAL EXECUTION N OP-CODE
 
ERRONEOUS EXECUTION N+l DATA 0
 
ERRONEOUS EXECUTION N+2 DA1A 1
 

ERRONEOUS EXECUTION N DATA TABLE
 
ERRONEOUS EXECUTION N+l DATA TABLE
 

FIGURE 7. ERRONEOUS LOOP INSTRUCTION EXECUTION 

LO~ L1 ~ L2 Code Other~ 

00 NOP 

. 
00 HOP 
3E MYI A,OC3H
 
C3
 JMP OD3H
 
D3
 OUT 0
 

·00
 
22
 LXI H,OCFC3H
 
C3
 OOCFH 

HOP 

,cr RST 
00 HOP
 
32
 ITA OCBC3H
 
C3
 JMP OCBR 
CB RSTY' 
00 HOP 
C3 JMP OCAH 
CA JZ 0 
00 HOP 

00 HOP 

. .
 
00 HOP 
C7 RST 0 

Figure 8. An Brroneou8 Loop Example for the 8085 
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DATA BU:' 

RAM I/O 

CONTROL 
BUS 

II 

tJ 
SPECIAL STATE 

DETECTOR 

1.---------1 

.i 

I"""" 

SELECT 
'1' 
r 

DECODE 

nn ----­

UI, I 
U 

BAD fETCH 

DETECTOR 

II 

I 
-ELECT 

DECODE 

----IU~ 

SELECT 

T 
DECODE 

n 
If 

II 

n 

MICROPROCESSOR ROM 

ADDRESS 
BUSl. 

FIGURE 9. CONTROLLER WITH CONTAINMENT HARDWARE
 

• HARDWARE • SOFTWARE 
- CLOCK STOP - JUMP CATEGORY INSTRUCTIONS 
- HALT - CALL ·CATEGORY INSTRUCT.I ONS 
.- READY - RETURN CATEGORY INSTRUCTIONS 
- HOLD (+ EFFECTS OF ·UNDEFINED­
- I t~TERRUPTS INSTRUCTIONS) 

•• A PROGRAM STRUCTURAL ANALYSIS IS MADE BASED ON PATH DIVER1ERS ••
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BOD~_:--l
 
RE~
 

. LOOP 

TYPE 

1Al 

~JLOAD SP 

BODY 
RElU~ 

lAZ

-JPUSt! 
BODY 
R..rnJM 

oW 

BODY 
DCX SP 

BOOY 
DO SP 

IlODY 
RElURIt 

STRUCTURE 

TYPE { 
LOAD SP 

BODY 
RETURN 

PUSH 

BODY 
RETURN 

DCX SP 
Bmy 

RElUM 

CALL X~ 

X: BODU 

mE III lJ)Qp 

.uwX'1 
X:BU 

1M 

CAU. X~Yl 
X: ::. 

L-­

tAU. X 

X:	 BmY 
RETURN 

ADDRESS 0000 , 
ADDRESS 000l 

ADDRESS FFFF 

FIGURE 10. LOOP STRUCTURES
 

• HARDWARE 
- CONTINUOUS CLOCK 
- UNCONDITIONAL INSTRUCTION EXECUTION 

(OP-CODE FETCH DETECTION) 
- BAD FETCH DETECTOR 

(ROM RESTRICT MECHANISM) 
- OPTIONAL SAFE ROM 
- REQUIRES 2-3 ·INTEGRATED CIRCUITS 



T~.RLE I 

CRASH-PROOF SOFTWARE DESIGN RULES SUMMARY
 

1.	 PROGRAM EXECUTION FROM RP~ IS PROHIBITED. 

2.	 ExIT FROM TEMPQRARV LOOPS MUST BE GUARANTEED. 

3.	 STABLE LOOPS MUST INCLUDE A CALL TO A CHECK SUBROUTINE, WHICH GUARANTEES AU. 

ASSUMPTIONS THE PROGRAM REQUIRES FOR CONTINUED EXECUTION. (THESE INCLUDE 

ASSUMPfJONS ON I/OJ INTERRUPTS J AND VARIABLES.) 

4.	 ReTURN FROM A~L POSSIBLE INTERRUPTS MUST BE GUARANTEED. 

5.	 SUBROUT INES CANNOT CALL THEMSELVES. 

6.	 SUBROUTINES CANNOT MODIFV THE STACK POINTER OR THE RETURN ADDRESS. 

7.	 WITHIN SUBROUTINES J MEMORY STORE INSTRUCTIONS WHICH PERMIT A VARIABLE STORE 

ADDRESS MUST GUARANTEE THAT THE REGISTER USED AS THE ADDRESS POINTER CANNOT 

POINT TO THE STACK SPACE. 

8.	 INSTEAD OF USING RET OR RCN INSTRUCTIONS, A JMP OR JCN TO A SPECIAL RETURN 

ROUTINE WHICH GUARANTEES THAT THE STACk POINTER POINTS WITHIN THE STACK SPACE 

BEFORE RETURNING MUST BE USED. (THE RETURN ROUTINE CONTAINS THE ONLY RET 
INSTRUCTION ·IN THE ENTIRE PROGRAM,) 

9.	 A STACK W~.LL MUST BE ADDED. (LEAVE UNUSED ROt1 SPACE AS 00 OR FF.> 

10.	 THE PCHL INSTRUCTION CANNOT BE USED. 

11.	 EITHER A SAFE ROM MUST BE USED~ OR ALL ERRONEOUS LOOPS AND ERRONEOUS CALLS 

TO ADDRESSES WH1CH~ WHEN CONSIDERED TO BE SUBROUTINES~ DO NOT SATISFY EITHER 

RULE 5~ 6~ 7~ OR 8 HUST BE REMOVED. 
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• NOISY PO~IER SUPPLY TEST SOURCE 
• DUAL LED CONTROLLERS 
• UNMODIFIED SOFTWARE 

- LED 1.1 
- LED 4.6 

• CRASH-PROOF SOFTWARE 
- LED 2.2
 
.. 'LED 3.3
 

~ LED 3.4 

- LED 5.2 

.. OVERHEAD 
LED 2.2/LED 1.1 = 8.5 % 

LED S.2/LED 4.6 = 14 % 

LED 3.3/LED 2.2 = 35 % 

LED 3.3/LED 1.1 =47 % 

* DESIGN AIDS FOR FAULT TOLERANCE IMPLEMENTATION 
• INTERACTIVE USE PROVIDES EFFECTIVE· AND EFFICIENT DESIGN
 
• SAFE 

- PRODUCES SAFE ROM CONTENTS FROM SOURCE CODE 
~ OUTPUT USED AS INPUT TO LOOP 

•	 LOOP 
- LOCATES BANNED PROGRAM· STRUCTURES 
- LOCATES ERRONEOUS LOOPS 
- PROVIDES CHECK ON INTENTIONAL lOOPS 

209 



LOOP ANALYSJE Or LED 1.1~ raCE j 

~ LOOP LED~.~.OBJ.L£D~.1.SAr£
LOOP SE:ARCH'? Y 
ONLY VAl.ID (V#v) OR ERRONEOUS (1:.,.) '? E~ 
LOOP: E:RROHEOUS 
OOF~ F~ PSH PSW 
DOre 00 HOP 
ODPD C3 r3 00 JMP OOrS
DOP3 05 DGR B 
OOP4 CB RZ 

LOOP SEARCH? H
LIST CALLS'? Y 
ONLY VALID (V.-v) OR ERRONEOU£; (£61-) " E"· 
LOOP: ERRONEOUS 
036D rC 07 FB eM ,B07 [I/O] 

LOOP: ERRONEOUS
0395 Fe Or rE eM r~O~ [I/O] 
LOOP SEARCH'? N 
LIST CALLS'? N 
LIST MEMORY STORES? Y 
ONLY VALID (V,v) OR E:RRON~OUS (E~r·) '? V 
LOOP: VALID 
006A 77 MOV M6a 

LOOP: VALID
OOAC 34 IN~ M 

LOOP: VALID 
OOR3 36 00 MVI M~ 00 

*** MAINARD SWTCH SET ns ERRONEOUS *** 
X LOOP L~D1.1.0BJ LCD1.1.SA~~
LOOP SEARCH? Y 
ONl.Y VALID (V#v) OR E:RRONE:OUS (E.-f') '? V 
LOOP: VALID 
009D CD L~ 01 CALL 01Ea 
DOAO OD DCR C 
OOA~ C2 9D 00 JNZ 009D 

LOOP: VALID 
OOr·3. 05 nCR I: 
ODr4 C8 RZ 
OOr~ ~'3 JNX H 
OO~6 7£ HOV A.. H 
Don C·3 INX H 
DOrS FE: PO CPI FO 
OO,A C2 Fes DO JN1 OOrS 
OOrD C3 F3 00 JMP DOt3 

LOOF': VALlD
OOrS 23 INX H 
OOr6 7E MOV A~M
ODr7 23 INX H 
DOte rE: F·O CPl F·O 
DOrA C2 F5 00 JNZ OOr5 

LOOf': VALID 
OO~3 os nCR 8 
OOr4 CB RZ 
00F'5 23 IltX H
OOrE, 7E: MOV AIM 
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LED 

TABI.E II 

Program Comparisons 

Program Bytes (Hex) Bytes (Dec) Features 

LED 1.1 038B 955 * Functional 

N 
to­..­

LED 

LED 

2.2 

3.3 

040C 

0577 

1036 

1399 

* Functional 
* Crash-proof 

* Functional 
* Crash-proof with 

SAFE ROM 
* state encode 

LED 3•.4 0578 1400 * Functional
* Crash-proof
* state encode 

LED 4.6 -. 039A 922 • Functional 

LED 5.2 0419 1049 * Functional
* CraBh-proof 



CONCLUSIONS 

• DIRECT APPLICATION TO MICROPROCESSOR CONTROLLERS 
- TRADE-OFFS 
- MEASUREMENTS 
- COMPARISON WITH WATCHDOG TIMER 
- LANGUAGE CONSIDERATIONS 

ASSEMB·LY LANGUAGE 

COMPI LED LANGUAGES' 
~ 

N INTERPRETIVE LANGUAGESN 

- CPU SELECTION REQUIREMENTS AND ARCHITECTURAL RECOMMENDATIONS 
ROM RESTRICT MECHANISM 
TEST MODES 
UNDEFINED OP-CODES . 

• APPLI CATI ot~ TO LARGE COMPUTER SYSTEMS 

- MONITORS
 
- DIAGNOSABLE SYSTEMS
 
- THEORY EXPANSION
 



A MICROPROCESSOR-BASED UPSET TEST METHOD 

by 

Ms. Celeste M. Belcastro 

Langley Research Center 
National Aeronautics and Space Administration 

Description of a microprocessor-based upset testing 
method employing transient waveforms randomly injected 
into a digital unit. Upset test data presented along 
with preliminary observations. 
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OUTLINE
 

I BACKGROUND 

, 

I RESEARCH OBJECTIVES OF UPSET TESTING 

• : UPSET TEST DESIGN CRITERIA 

I UPSET TEST HARDW ARE IMPLEMENTATION 

I PRELIMIN~RY OBSERVATIONS, 

o FUTURE PLANS 
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INDUCED EFFECTS.TESTING LEVELS
 
, .~ 

'" 

• I 

•	 SYSTEM ·AND SUBSYSTH1 A~SESS~'ENT .;.. 
, . 

CABLE	 EXCITATION . 
I	 . 

•	 t~ANGING ~lAGNETIC· FIELD IN A COUPLING TRANSFORMER 
, 

•	 TRANSVER~E ELECTROMAGNETIC WAVES GENERATED ON
 
PARALLEL-PLATE TRANSMISSION LINES
 

I	 INDIVIDUAL UNIT ASSESSMENT ­

INTERFACE CIRCUIT INJECTION 

•	 DIRECT APPLIC~ION OF TRANSIENT W~EFORMS TO PIN CqNNECTION~ 

RESEARCH OBJECTIVES 

Q	 SHORT RANGE 

~ 

I	 DEVELOP A METHODOlOGV TO TEST A DIGITAL 

SYSTEM	 FOR' UPSETS 

.1	 LONG RANGE 

'.' ., 

•	 CHARACTERIZE UPSET PHENOMENA 

•	 DEVELOP DIGI!AL FAULT SIGNATURES THAT 

. MODEL UPSETS' 

I _ DIAGNOSTIC' EMULATION 

- UPSET VULNERABILITY ASSESSMENT 
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UPSET TEST CRITERIA
 

•	 CHOOSE A CANDIDATE PROCESSOR/CONTROLLER 

•	 INJECT TRANSIENT SIGNALS RANDOMLY .	 . 

•	 ENHANCE SIMULATION 

•	 AVOID SYNCHRONIZATION'
I 

•	 IDENTIFY PROCESSOR'S INTERNAL STATE WHEN INJECTION OCCURS 

•	 DETERMINE IF UPSET OCCURS INDEPENDENTLY
 

OF PROCESSING STATE
 

•	 VARY THE TRANSIENT SIGNAL INJECTION POINT , . ,
 

.' DETERMINE' IF UPSET SUSCEPTIBILITY
 

IS UNIFORM THROUGHOUT tHE
 

PROCESSING SYSTEM
 

•	 OBTAIN BIT PATTERNS 

•	 DEVELOP FAULT SIGNATURES 

CANDIDATE PROCESSOR/CONTROLLER 

INTEL )JP UNIT ­

r-- A_DD_RE_SS_B_US -.,--·\ 

,.-..~~_ 

COI·JTROL 

DATA BUS' 
OUTPUT 
DATA R/W

;I 
CLOCK' ~I · 8000 MEMORY 
CKTS.i "J. CPU! 

READY
 
LINE
 

FROM CPU 

I 
INPUT OAT A 

'---------------------- ­
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pROGRAMMING ij·lERARCHY 

PROGRAMMER 
~ 

.8080 INSTRUCTION SET 
(2~~ INSTRUCTIONS) 

. , 
I PROGRAM 

I I . 
OPERATION CODE (OP~CODE) 

I · 
. 8080 liP 

I 
INSTRUCTION CYCLES· . 

, I 

MACHINE CYCLES (IDENTIFIED BY STATUS BITS), . 

STATES 
l 

CLOCK CYCLES (~2) 

MICROPROCESSOR MACHINE CYCLES " 

TiefJ1P'MA'CHfNE STATUS' BJll NQ~L.CLOCJlrY.CLES 

C.llE. Sl Sli S2 s..q S2 S2 Sl S.O 

INSTRUCTION FETCH 1 0 1 0 0 a 1 0 il on 5 

MEMOHY READ 1 01 a 0 0 0 1 0 3 

MEMORY WRITE 0 a 0 0 a 0 0 a 3 on 4 

STACK REP.D 1 a 0 a a 1 1 0 3 

STf\CK WRITE 0 0 0 a 0 1 0 0 3 

INPUT 0 1 0 0 0 a 1 a 3 

OUTPUT a 0 0 1 0 0 0 0 3 
INTE'RRUPT a a 1 0 0 0 1 1 5 
HJ\LT 1 0 0 0 1 0 1 0 3x 

INTERRUPT WHILE HALT 0 0 1 0 1 0 1 1 1 5 
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UPSET TEST CONFIGURATIQN
,------------1' r--------------l 
I . 1 . I 

I I I 

1 ..)IW'l: r;~iiil~~ ~~lil~:~~E~T -i-" D~~~~~\~~~~T ~i~-~=-.· 
. 1 I:.ER ~ t INTEL lIP II I '1__.'<"";;, 

I I I----1-­
I I. ~ 

II . TI~lER -----! :~~~---lI 
I I I UPSET 
I I ~1 DETECTOR 
, I
 

I RAM : I ~
 
I , I 

1I . I I
 
I I J
 
L -- - - __ J UNPERTURBED ,
 
TR~NSIENT 'SIGNAL REFEHEf'JCE I
 

INJECTOH/RECORDER UN Il' -J.;==-..:::::­__.,.A, HAM 
I 

INTEL liP 1/2 I 
IL J 

~ UPSET DETECTOR/HECORDEH 

TELETYPE 110 

LIGHTNING INDUCED EFFECTS WAVEFORMS
 

I DAMPED SINUSOID 

• DECAYING EXPONENTIAL
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-------

DAMPED SINUSOIDAl WJWEEQBM 

v 

. ~ FREQU~. t r ' 1ns )' . -!do . 

. 1 1 MHz (:t:201) 50 max Amplitude decreases·" 
; 2 10 MHz (±201) S max 25-50'; in 4 cycles 

1 l-tHz 10 r~lIz 

R = 68 n R = 47 n 
L = 196 lJH L a 13.5 lJU 
C • 129 pF C • 18.7 pF 

DECAYING EXPONENTIM WAVEFORM. 

t 

~IAVEFOR'" t r (ns) . _~_~y~J . 
3 500 max 170 (-'20:~) 
4 100 max 2 (! 2U·.~) 

t = 0 

£~--I 
\.1V -: R+r +J c RC = -----

InO.l
O

-T -[~ 

V 

0.9 

0.1 
i I 

t d --.-~ 

tJ = 170 ~JS td = 2 ps 

R = 1.0 Kn R = 1. n KH
 
C = 0.0068 pF C :.= '170 ,)F
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---------

PRELIMINARY OBSERVATIONS
 

•	 UPSET HAS BEEN INDUCED AND OBSERVED IN THE LABORATORY 

• UPSET DOES NOT OCCUR AFTER EACH TRANSIENT SIGNAL INJECTION 

-t IMPLIES' CORRELATION' BETWEEN' UPSET AND PROCESSING STATE 

fI NO,RMAL FUNCTION IS R'ESTORED BY RESETTING AND/OR 

REPROGRAMMING THE SYSTEM 

o	 STATUS BIT SEQUENCES HAVE BEEN RECORDED THAT DO NOT 
I	 . 

CORRESPOND TO AN 8080 MACHINE CYCLE
 

..
 
~- . "IMPLIES UNDEFINED:· PROCESSING" STATES: BEINO'" ENTERED 

FUTURE PLANS 

Q	 COMPLETE THE FOLLOWING UPSET T,EST MATRIX 

PIN I [VEl­

tIP c",p 

cotJNF.CTOn 

lEVEl-

CPU CAno 

01\ r A nus UNESWAVl:.f=OnM 1 

AoonESS nus l 'NESWI\VEf'"OnM 2 

X X 
WAVEFORM 3 CON r nOl LINES 

WAVEFORM 4 110 LINES 

•	 PERFORM A STATISTICAL ANALYSIS OF THE TIME 

OAT A TO RELATE UPSET TO 

; , I 
.' INTERNAL STATE OF THE CANDIDATE PROCESSOR 

.. . ~ . . 
•	 TRANSIENT SIGNAL INJECTION POINT 

• UTILIZE A SOFTWARE SIMULATION ,APPROACH TO DEVELOP 

, FAULT SIGNATURES FROM THE STATUS BYTE DATA 
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DIAGNOSTIC EMULATION ANALYSIS--NEED AND TECHNIQUE 

by 

Mr. Gerard E. Migneault 

Langley Research Center
 
National Aeronautics and Space Administration
 

A brief description of the problem of determining failure 
modes will clarify the usefulness of emulation. The dis­
cussion will cover the relationship of complexity, defini­
tional flaws, specific software dependent behavior a~d 

lumped parameter analytical models. Deterministic and 
stochastic application possibilities of emulation will be 
identified, as will implementation details -- at the 
level ofa conceptual scheme "and in terms of supporting 
components. A sample application will be described. 
Future possible directions will be identified. 

221
 



CHARACTERISTICS OF FAULT TOLERANCE 

, 

, 

, 

1" 

REDUNDANCY 

ERROR DETECTION 

CONTINUED OPERATION 
-­ RECOVERY 

INCREASED COMPLEXITY 

• SAFETY REQUIREMENT IMPLIES PROBABILITY OF SYSTEM FAILURE 
IN la-HOUR FLIGHT LESS THAN ABOUT 10-9 

• FAULT INTOLERANT SYSTEM 
WORST COMPONENT/DEVICE 
MTTF ~ 1010 HOURS 

NOT FEASIBLE TODAY 

• SYSTEM MUST TOLERATE FAULTS AND BE MAINTAINED 
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••• 

R7(N-t) A - ... 
SYSTEM FAILURE 

N 
SYSTEM MTTF - L aN-j 
DEVICE MTTF ;J

j=R 

j 

a ClI at , a I( = n C k 

k=1 

FAULT TOLERANT SYSTEM 

+----..10 DEVICE SYSTEM MTTF 

MTTF 
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••• 

MAINTAINED FAULT TOLERANT SYSTEM
 

, 
I,,,,, 

, 
.... , --. --. ... --. 

MTTF 

a 
• MTTF :. _0_ + 13 - a A ::. fo f(t) 

MAINT A 
Cl 

-10 10 HOURS Ii =fo t f (t) 

•	 MTTR ---.. DEVICE MTIF
 
EPAIR No. OF DEVICES
 

• ECONOM' CS ----. MUlT'FUNCTION DEVI CES 

• MORE COMPLEXITY 

TOLERANCE OF DEFINITIONAL FLAWS SOFTWARE PRIME CULPRIT 

NA 

k 

1-k 

SYSTEM FAILURESYSTEM FAILIRE 

TOLERANCE OF DEFINITIONAL FLAWS 

SOFTWARE PRIME CULPRIT 

224 



RA 

l--C 2 

SYSTEM FAILURE 

H/W+S/W FAULT TOLERANT MODEL 

_ANALYTICAL SOLUTION TECHNIQUE 

PROB FAIL:: 1-e- [N~+11(1-k)]t N-REo ai(l) (e~~) 

-BUT 

0.999999<C 1$1 
0.9999<C 2 $1 

O~Il(1-k) 0·.0000000001 

/ MTTR RECOVERY 

0.1 SEC \ 

~0.01 SEC 

12000 

1200 

... 120 
en 
>c:r 
0 12 

0.2 

0 

0 10 4 10 50.1 10 10 2 10 3 

'I 

~ DIGITAL SIMUlATION 

TEST DURAllON FOR 10 7
 

FAULT INSERTIONS FOR
 
..... 2000 GATE EaUIVALENTS CPU 

WITH ARBITRARY MEMORY 
AND SOFTWARE 
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I 

OBJECTIVE 

DEVELOPMENT AND SPECIFICATIOH OF AN EMULATION TECHNIQUE ·FOR GENERATING 
STATISTICALLY SIGNIFICANT QUANTITIES OF FAILURE MODES EFFECTS DATA OF 
HIGHLY RELIABLE COMPUTER SYSTEMS . 

JUSTIFICAT.ION ". 

IN HIGHLY RELIABLE1 FAULT TOLERANT SYSTEMS SYSTEM FAILURE MODES DUE 
TO DE$IGN FLAWS BECOME SlGr~IFICANT - PERHAPS DOMINANT 

. . 

, CREDIBILITY OFI"ANALYTlCAL RELIABILITY MODELS IS DEPENDENT UPON AMOUNT 
. OF DATA'FROM WHItH INPUT PARAMETERS ARE-DERIVED 

'. ·HIGH' RELIABILITY' (IO-g) OF SYSTEMS BEING ANALYZED PRECLUDES USE/LIFETIME
TESTING OF ACTUAL SYSTEMS BECAUSE OF INORDINATELY LONG MTTF's, . 

, NO OTHER ~~S IDENTIFIED TO ACQUIRE SUFFICIENT DATA FOR THE ABOVE~ 

,. \ 

· . '.' TECHN IcAL APPROACH 

• DEVELOPt1ENT OF FAST' EMULATION ALGORITHMS CAPABLE OF SUPPORTING 
, FAULT INSERTION • 

.. '. . 

- GATE LOGIC LEVEL
 
- HYBRID LEVELS .
 

. GATE/CHIP/REGISTER/INSTRUCTION COMBINATIONS 

• IMPLEMENTATION OF ALGORITHMS IN AHORIZONTALLY MICROPROGRAMMABLE 
COMPUTER AS AN ALGORITHM TEST BED WITH OPERATIONS SYSTEMS 

• DEVELOPMENT AND SPECIFICATION OF NEEDED SUPPORT CAPABILITIES 

~ META COMPILERS/ASSEMBLERS 
.. .; DATA RECORDING CAPABILITIES
 
.. ,- RUN TIME CONTROL FUNCTIONS
 

- FAULT TABLE GENERATORS
 
.. ..- HIW DESCRIPTION TRANSLATOR 

. "- ENVIRONMENT SIMULATOR/INTERFACING
 
- DATA.POST PROCESSORS
 
- OPERATOR GRAPHICS .'. 
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----~ PROCESS --(--­

FAULT 

GENERATOR 

INPUT 
GENERATOR 

TR~NSLATOR 

...----­
-ALGO[~ITll;~)~ 

-f----~ OUTPUT 

. ~, 

EMULATOR
 

oIAGNO'STICOB SERVER l-----~ DIAGNOSTICS.
 
I ' 

1------------------ ­

A B • • X y , , • 

A 0 0 a a 111 

o 0 1 0 1 

x 0 0 o 1 

Y 1 1 o 0 

Z 

New 
State 

Prior 
Stilte 

CONCEPTUAL' Er·1ULAT I ON SCHE~1E 
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VDO 

S a
 

b
 

a c S 
d 

c e 

VSS 

(3 "Y [) ( 
a b c d e f a 

1 1 0 0 0 0 0 0 0 0 0 

13 

a 

0 0 1 1 0 0 0 0 0 0 0 

"Y 0 0 0 0 0 0 1 1 0 0 0 

S 0 0 0 0 1 1 0 0 0 0 0 

( 0 0 0 0 0 0 0 0 1 1 0 

S 0 0 0 0 0 0 0 0 0 0 1 

SAMPLE LATENT FAULT ANALYSIS 

a 

e 

d 

FAILURE 
RATIO .2 

.1 

, 
\ 

\ 
\ 
\ 
\, 

\ , 
\ 

\ \ 

\ \ 
\ \ 

\'\ 
\ \ 

\\ 
. \\ 

~ .;:::..:-----,"'" ..... .............. .... _.-';::'::::;-"~---- --..:a.,
...~:;.~~.~~~..... 

o 1 2 3 II 5 6. 7 

.# OF CORRECT CYCLES BEFORE ERRONEOUS DATA GENERATED 
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DIAGNOSTIC EMULATION APPLICATIONS
 

DETERMINISTIC:
 

. I HARDWARE LOGIC DESIGN ANALYSIS. 

I SOFTWARE DESIGN ANALYSIS. 

I SYSTEM (H/W & S/W) EFFICIENCY/MISMATCH ANALYSIS. 

I H/W/S/W/SYSTEM FAILURE MODES &EFFECTS ANALYSIS 

I .SYSTEM PERFORMANCE ANALYSIS IN ASIMULATED MISSION 

DIAGNOSTIC EMULATION APPLICATIONS
 

STATISTICAL:
 

• LATENT FAULT ANALYSIS'AND MODELING. 

I COVERAGE DETERMINATION AND MODELING. 

, TRANSIENT FAULT ANALYSIS. 
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DIGITAL SYSTEM HARDWARE DESCRIPTION TECHNIQUE USED IN EMULATION 

by 

Mr. Robert M. Thomas, Jr. 

Langley Research Center
 
National Aeronautics and Space Administration
 

A technique to translate a digital circuit description
 
into the form required to emulate the circuit at the gate
 
and flip-flop level is described. This technique, imple­

mented as computer programs, takes as input a description
 
of the integrated circuit and translates the description
 
into tables for the emulation. Integrated circuit descrip­

tion language is described.
 

231 



--~ 

TRANSLATOR 

INPUT­
GENERATOR 

EMULATOR 

oIAGNOST ICOB SERVER 

-I--~ OUTPUT 

FAULT 

GENERATOR 

I---~ DIAGNOSTICS. 

I • 

OUTLINE 

• HARDWARE DESCRIPTION LANGUAGE
 

I TRANSLATION 

I FAULT GENERATION AND INSERTION 
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HARDWARE DESCRIPTION LANGUAGE 

SYS ILM/\ II C HIIII.S I OH I XPIU SS INli III\IU1WI\HI I tHi Ie 

IN AFORM USABLE BY THE TRANSLATOR. 

SOURCE OF lNFORMATION 

SCHEMATICS 

- INTEGRATED CIRCUIT TYPES 
- INTERCONNECTIONS 
- NAMES OF EACH IC 

INTEGRATED CIRCUIT DATA SHEETS 

- GATE/FLIP-FLOP MODELS 

HARDWARE DESCRIPTION LANGUAGE 

LANGUAGE ELEMENTS 

GATE TYPES: AND~ OR~ NOT~ NAND~ NOR~ EXCLUSIVE OR~ 
EXCLUSIVE NOR 

FLIP-FLOP TYPES: D~ J-K~ R-S~ T 

INTEGRATED CIRCUIT 
IDENTIFIERS: ALPHA-NUMERIC 

INTEGRATED CIRCUIT 
CONNECTIONS=- PIN TO PIN 
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CHIP DESCRIPTION
 

$ CHIP DEFINITION $
 
TYPE!
 
POWER !
 
DESCRIPTION
 
UNUSED PINS
 
FUNCTIONS !
 

G-S = 
G-A 
G-R 
G-C 
G-A' 
G-B' = 
G-C' = 
G-D 0 
G-D 1 
G-D 2 
G-D 3 
G-D 4 
G-D 5 = 
G-D 6 
G-D 7 
G-W (P-6) = 
G-Y (p-S) = 
END CHIP $ 

LATCHED PARALLEL TO SERIAL CONVERTER SCHEMATIC 

SELECT· 

~ ... t +5V 

~-

-E:> SERIAL DATAPARALLEL 
OATA 

le2 74LS151 

BIT CLOCK 
It3 
74lS169 
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r;-s 74LSlSl
STROR~ e>1 V-~··__.. . GI\TE MODEL 

00 [>-4. __- ~-~~ ... -:-~~.=:8~.... ~_ 

01 DJ---·------- - ­ . ~ 

=t:~J·_--

405 

04 

03 

B 

06 D ......13---------+-t-t-t-rt-t-t 

07 

A 

G-Y 

1--+----~W 

--.l.6-c> vee 

CHIP DESCRIPTION FOR 74LS151
 

$ CHIP DEFINITION $ 
T·....PE : SN54LS151 
POWER : vee = P-16,' GND = P-8 
DESCRIPTION ONE OF EIGHT DATA SELECTORS MULTIPLEXERS. 
UNUSED PINS NONE I 
FlifiCT IOf'iS: : 

G-S = UDT (P-7) 
G-A = Af'iIl (P-l1) 
.:;- B = Ar'iD <:P-l (I) 
G-C = AriD (P-9.:' 
G:-A ,,' = NOT (G;-A,)
 
6-8'" = fiOT(G't'B)
 
G-C·" = NOT (G~C')
 

G~DO = AND(G-S~ P-4, G-A~~ 6-B~, 6-C~)
 
I~- r, 1 = Ati [I (6[s: , p-3, G-A, 6 - B·", G-(: ... )
 

··G~D2 = AND(GrS, p-z, G~A~, G-B, G-C~)
 
6-D3 = AND(G-S, P-1, G-A, 6-B, G-C~)
 

6-D4 AND(G~S, P-15, G-A/, G-B/, G-C)
 
"6-[15 AND(GLS, P-14, G-A, G-B~, 6-C)
 

G-D6 = AND(G-S, P-13, G-A~, 6-8, 6-(>
 
6-D7 = AND(6-S, P-12, G-A, 6-B, G-C)
 
G-W(P-6) = NOR(G-DO,G-Dl,G-D2,G-D3,G-D4,G-DS,G-D6.G-D7) 
G-'(' (P-5) = f'fOT <:6-1,1) 

i. EUD CHIP !~ 
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INTEGRATED CIRCUIT NAME TABLE
 

Ie 1 74LS273 
Ie 2 74LS151 
Ie 3 74LS169 

INTEGRATED CIRCUIT CONNECTION TABLE 

OUTPUT DESTINATION- SIGNAL NAME
 
(OPTIONAL)
 

Ie 1-2 IC 2-4
 
lC 1-5 IC 2-3
 
IC 1-6 IC 2-2
 
IC 1-9 Ie 2-15
 
IC 1-12 Ie 2-14
 
IC 1-15 IC 2-13
 
IC 1-16 Ie 2-12
 
IC 1-19
 
IC 2-5 -OUTPUT CONNECTOR SERIAL DATA
 
IC 3-14 IC 2-11
 
IC 3-13 IC 2-10 -

Ie 3-12 IC 2-9
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TRANSLATION PROCESS
 

CIRCUIT
 
DESCRIPTION
 

\ 
". 

TRANSLATOR
 EMULATION
 
MATRIX
 

TRANSLATION PROCESS
 

CONVERT A·PSEUDO ENGLISH CIRCUIT DESCRIPTION TO A 
PACKED BINARY ENCODED FORM REQUIRED BY THE EMULATION 
ALGORITHM 

REJECT DESCRIPTION THAT DOES NOT FOLLOW PRECISELY 
THE HARDWARE DESCRIPTION LANGUAGE RULES 
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EMULATION MATRIX 

SOURCE 
G-S G-/\ G-B G-C 6-/\' G-R' G-C' G-DO , , . 

G-$ 

G-A 

G-B 

G-C 

G-A' x 

DESTINATION G-B' x 

6-(' 

G-DO x x x x 

'-----------------­

A B ••• X y 
A 0 0 0 0 1 1 1 VA 

BOO 1 0 1 VB 

<:]­
x 0 0 o 1 

y 1 1 o 0 
Z 

New PriorState State 

CONCEPTUAL Ef·'ULATION SCHEME 
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FAULT GENERATION AND INSERTION 

. FAULT SELECTION 

- MANUAL - SELECTED BY EXPERIMENTER 
- AUTOMATIC - RANDOMLY SELECTED 

FAULT INSERTION 

- MODIFY EMULATION MATRIX TO REFLECT 
FAULT 

FAULT OCCURRENCE 

- INFORMATION· TO EMULATION ALGORITHM 
AS TO WHEN FAULT OCCURS 

SUMMARY 

DEVELOPING THE TOOLS TO SUPPORT GATE/FLIP-FLOP LEVEL 
EMULATION OF DIGITAL COMPUTERS 

- HARDWARE DESCRIPTION LANGUAGE 

- TRANSLATOR PROGRAM 

- PAULT GENERATOR PROGRAMS 
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THE NEED FOR TRANSIENT DATA IN A 
CARE III RELIABILITY ANALYSIS 

by 

Mr. Salvatore J. Bavuso 

Langley Research Center
 
National Aeronautics and Space Administration
 

The recently developed CARE III (Computer-Aided Reli ­
ability Estimation) computer program incorporates a 
transient/inte~ittent fault model that is mathematically 
accurate in contrast to many existing reliability evaluator 
programs which employ approximations for the transient/ 
intermittent model. The CARE III transient/intermittent 
model will be discussed and compared to existing approxi­
mating models. Computational complexity arising from the 
use of the CARE III transient/intermittent model will also 
be addressed. 
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ADVANCED RELIABILITY ASSESSMENT TECHNIQUES
 

OBJECTIVE:	 DEVELOP ACAPABILITY TO ASSESS THE RELIABILITY OF ANY 
FAULT-TOLERANT COMPUTER-BASED SYSTEM} INCLUDING 
EXECUTIVE SOFTWARE 

esc o 

esc o 
Interprocessor bus ~ 

esc 0 

Triplex computer architecture. 

51 :: Xl X2 ;(3 + xl )(2 X3 + Xl X2 X3 

(Two out of" three channels operational) 

So = Xl X2 X3 (Oue out or three 
chlluncl:; operational)(All chan."1els 

operational) 
S2 -=- Xl X2 X3 + 

Xl X2 X3 

Xl X2 X3 

(S:,r:;te:t failure) 

Markov state space model of triplex channel ReS. 

242 
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PoCt + "-t) - poet) .. d.PoCt). -3).P (t) 
Um At at 0

At-O 

dPo(t) 
cit • - 3lPo(t) 

where Po Is the probability ot th2 system beiD; 1D able SO- ttat is 

a.~ the initial conditions are 
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}JOt.05/ .10 

...---..

.....

.. 3 

__... 22/.5/.5 

t-----------rv 

to---------4v 

t---------ev 

t-----------tv 

~---~ 240/.25/.40 
3 

.....-_..10 1.25/.'25 

3 

'-----..10/.25/.25 

3 

3....- ....... 
PRoe. It 
I\ff'.oRY 1 

130/.05/.1 
1---------1 VHYDR. 5 3---....- .........

SUPPLY 60/.05/ .10 

FOR cws, ,DELETE RIA AND I LS 

-Near- Term ARCS Dependency Tree 
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DELINEATION OF HARDWARE AND SOFTWARE ANOMALIES 

HAROWAMEANOMALV SorTWAREANOMALV 

,,/~U~ "./.~~ 
N 
~ /I~V1 

DtSICiIl CCDt EXTERNALLY/1~ ~"" /1~ClSI~ fU RANO.,.I EXTlRNALlV DtSICN fAS. RMIOO" EXTIRNALLV DtSICN CODt EXTIRNALlV £RROlI "tRROR INOVC( 0 ..~ "". '/1~ ...~ ".~ '/7~' ".~ ,... /\ , /\
DAtA "(ltEllJI[

SICrlAl ,owtR PH1SICAL IMI SICliAl rOW(R PHYSICAl tMI DAtA PllOC£OUU PAllt~ EIIlla
IR~OR 'AllUR( FAilURE IRROR FAilURE FAilURE . rAllt.- ERROl (lID-ERROR 

Delineation of hardware and software anomalies. 



NUMBER' .of' .stAtES,' ,'NEEDED; Edit" 'A: :MARKOV' 'MODEL 

.LET:	 n ~ NUMBER OF ·COUPLEDH STAGES 

ki ,;, NUMBER OF, possiBLE FAULT, "TYPES "IN iTt. STAGE 
••••• , •••••••••••••••• e· ••• • ... 

J ';' NUMBER OF POSSIBLE FAULT STATES/TV-PI 'IN fTH' S~AGE
i 

,. .•	 ., •• ,. ~, •• I'. ' , ...... '0' • • .••• 0' ' "It .·t' t 'I" ••• '\ ...., ... ,. 

mi 
m NUMBER OF MODULE FAILURES THAT CAN BE TOLERATED 

. .•• •.•• • .'. • .• ~ .... ,., t· 

IN THE	 lTH STAGE 

• 
. THEN	 NUMBER OF STSTEM STATES N 'is ~". " 

.. . • I.-	 • ,	 I"' 

B.~.,	 If n - 4 and ki • 2, 11 • 3, -1 -.2 for all i, H • 614,156 . 

n 
CARE III N=2 n (m1 + 1) = 162 

; = 1 

CARE	 III APPROACH 

• DEFINE SYSTEM STATE ONLY IN TERMS OF
 
NUMBER OF EXISTING FAULTS
 

• INDEPENDENTLY EVALUATE TRANSITION PARA~'ETERS 

AS A FUNCTION OF DISTRIBlJTIO~1 OF POSSIBLE 

FAULT TYPES AND STATES 
• 

• DETERMINE RELIABILITY USING KOLMOGOROV'S
 
FORWARD DIFFERENTIAL EQUATIONS
 

• r~Ur·'\BER OF STATES DRASTICALLY REDUCED; 

TRANSITION RATES NECESSARILY TIME-DEPENDENT
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COMPUTER AIDED RELIABILITY 

(CARE III) 

ESTIMATION 

~)- ANY DIGITAL COMrlJTfR f\A<)[n
~:.l~~~ t111;1II Y IH t IA"II I Atlt , 

1011 nANf '~Y~ 11 M 

EX IST lNG/CONCEPTUAL 
SYSTEt~ DESIGN 

CARE III 
PROGRAM 

DIS KS 

CYBER 175 

~ CLASS 

_/ COMPUTER 

lee· FLTTYP tFTYPS-l. DEL-3. &Ea, CUPRHr-T •DBLDF-S. eE-2, CUPLOT-,.. 
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	PREFACE. 
	The "Lightning Effects on Future Aircraft Electronic Systems" workshop, November 4-6, 1981, sponsored by the NASA-Langley Research Center in conjunction with the Federal Aviation Administration (FAA) Technical Center, provided an ideal vehicle for information exchange. This workshop provided regional and headquarters personnel with an insight into the magnitude of the problem, and the progress being accomplished through existing and future FAA programs. 
	Protection of electrical and electronic subsystems and equipments against the atmospheric electricity hazards constituted by lightning and static electricity must be taken into special account in the design of advanced 
	technology aircraft. Two primary factors have contributed to an increased 
	potential hazard to new generation aircraft: (1) The increasingly widespread use of digital microelectronic subsystems and/or avionic equipment which are 
	inherently susceptible to upset and damage caused by electrical transients 
	to implement flight and mission critical functions; and (2) the reduced 
	electromagnetic shielding provided by many advanced structural materials. 
	Present military and civil design guides and standards are being reviewed to 
	assure adequate protection for new generation aircraft. 
	The NASA-Langley Research Center Electronic System Branch of the Flight 
	Electronic Division was the host for this workshop; which is a major element 
	in the FAA Technical Center's Advanced Integrated Flight Systems (AIFS) 
	program. The AIFS program objectives are to acquire and disseminate data, 
	enhance communications, and provide Aviation Standards, lead and/or certify 
	regions airworthiness/certification personnel with a vehicle for information 
	transfer in this highly technological area of lightning research as related 
	to aircraft flight safety. 
	The personnel from the NASA-Langley Research Center Aircraft Electronic System Branch and their associates exhibited professionalism in the planning, assembling the technical experts and material, and conducting this workshop. It is with a deep and sincere sense of gratitude that we of the FAA would like to extend our appreciation to those persons for a job well done. 
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	Model of thunderstorm charge distribution. 
	CHARACTERISTIC TIMES 
	CORONA CURRENT RISETIME (LABORATORY MEAS.) 10-50 ns LIGHTNING CURRENT RISETIME (REMOTE ELECTRIC FIELD MEAS.) 30-8000 ns PERIOD OF LOWEST ELECTROMAGNETIC MODE OF F-106 (LABORATORY SCALE MODEL ~mAS.) 110 ns TIME CONSTANT FOR CHARGING F-I06 IN C~~NNEL (ESTIMATE) ~250 ns F-I06 DIRECT STRIKE RISETIME OF B 20-40 ns OF 0 20-1000 ns 
	n~htnln~ path Image tIntra -Cloud ChQr~.1 lightning path 
	50 40 IO30
	Q 
	Jo( 
	20 
	i 

	u.. 
	10 
	15 
	(-15°C) 
	5 
	e 
	~ 
	86. 
	1/5. 1E-6 T 
	B-001 
	Figure

	40
	40
	400 

	80-036 
	35
	35
	200 

	30. B. 
	25 
	-ZOO 
	20 
	-400 
	15. 19. -600. 
	5 
	-BOO 
	0. 1.024 2.048 20.16 48.31 .512 1.536 2.56 10.00 30.23 58.39 1[-65 1E6 HZ 
	1[-6. T. 5. 
	B 
	Figure

	0 
	-5 
	-19 
	-15 
	-20. B 1.024 2.048. .512 1.536 2.56. 1E-6 5. 
	C/M2/S 1[-6 C/M2. D-OOT. 
	5 
	80-036. 3 O-DOT 
	2.5. 0. 
	Figure

	2 
	-5 
	-5 
	1.5 

	-1~ 
	1 
	-15. .5. 
	-20 . 
	0 1.024 
	2.048 20.16 40.311.536 2.56 10.08 30.23 59.39 
	.512 

	1E-6 5 
	1E6 HZ
	1E-6 C/M2 .5 
	0. 0. 
	-.5 
	-1 
	-1.5 
	-2 -2.5 
	0 1.024 2.948 
	.512. 1.536 2.56. 1E-6 5. 
	Figure
	Figure
	87. 
	Figure
	Figure
	Figure
	C/I12I'S. 1[-6 C/M2
	0-001. 80-038-05.
	20 
	15 
	4 
	10 
	3. 5. 
	B 
	B 
	2 

	-5 
	1. -10. 
	-15 B 1.024 2.048 .512 1.536 2.56 1B.BB 30.23 58.39 1E-6S IE6 HZ lE-6 C/M2 4 
	3.5. 30. 
	2.5 
	2 
	1.5 
	1. .5. e. 
	0 1.924 
	.512. 1.536 2.56. 1E-6 S. 
	T/5 1£-6 T. 8... DOT.
	8-DOT
	600 
	80-038-05 
	80-038-05 
	16

	4B9 
	12
	2B0 
	B 
	B -200 
	4 -4BB 
	-6BB B 1.824 2.048 .512 1.~ 2.56 le.eB 38.23 58.39 1£-6S IE6 KZ 1£-6 T 
	B 
	1.824 2.048 
	.512. 1.536 2.56. 1[-6 5. 
	Figure
	28.16 48.31 
	2.048 
	2.048 
	28.16 48.31 

	B 4 B -4 -e B 
	1E 6 A/S sea 400 
	1E 6 A/S sea 400 
	1E 6 A/S sea 400 
	I-DOT 80-038-05 
	A 140 120 

	::m 200 
	::m 200 
	100 00 

	TR
	60 

	B -100 
	B -100 
	.r­
	40 2e 

	--~ nnpTl"T'TTTT"""'lT' " p-yn"ITTf"T I'""'1"""' I' ""1 B 1.B2 2.04 .51 1.53 2.55 1E-£ 5 100 A 
	--~ nnpTl"T'TTTT"""'lT' " p-yn"ITTf"T I'""'1"""' I' ""1 B 1.B2 2.04 .51 1.53 2.55 1E-£ 5 100 A 
	2.06 
	4.13 6.19 1E 6 HZ 
	8.25 10.31 


	100 
	00 60 40 2a B 0 1.02 2.04 
	.51 1.53 2.55 
	.51 1.53 2.55 


	1E-6S 
	SOME RESULTS FROM COMPARISON OF MODEL AND IN-FLIGHT DATA 
	IN-FLIGHT FREQUENCY SPECTRUM PEAKS ARE IN GENERAL AGREEMENT WITH MODES OF MODEL AT 9MHz AND 21 MHz 
	SHOULD BE ABLE TO INFER SOME CHANNEL PROPERTIES FROM IN-FLIGHT SPECTRA 
	IN-FLIGHT D-DOT WAVEFORMS LONGER DURATION THAN B-DOT WHEREAS DURATIONS SAME ON MODEL 
	89. 
	90. 
	AN OVERVIEW OF THE ELECTRICAL/ELECTROMAGNETIC IMPACT OF. ADVANCED COMPOSITE MATERIALS ON AIRCRAFT DESIGN. 
	by 
	Dr. John C. Corbin, Jr. 
	Wright-Patterson Air Force Base 
	,The impact of the application of composite structures in aircraft presented from the electromagnetic viewpoint. Fundamental electromagnetic differences between metal and composite aircraft are described and technology develop­ments in shielding effectiveness, joint and fuel system design, and power system/equipment integration are reviewed. 
	91. 
	TRENDS IN AIRCRAFT DESIGN. 
	FUEL ECONOMY · NEW ENGINE DESIGNS · ACTIVE CONTROLS 
	\0 
	REDUCED WEIGHT · LIGHTER STRUCTURES 
	r-.J 
	· INCREASED PAYLOAD AND/OR RANGE 
	DIGITAL ELECTRONICS · HIGH DENSITY PACKAGING · MICROMINIATURIZATION · CRITICAL FLIGHT FUNCTIONS 
	•t 
	.. 

	~ 
	ELECTROMAGNETIC (EM) ENVIRONMENTAL IMPACT
	r. 
	• ELECTRONICS MORE SUSCEPTIBLE TO. FAILURE (PERMANENT DAMAGE OR. 
	\0. TRANSIENT UPSET). 
	W 

	•. CHARACTERISTICS OF THE AIRCRAFT SUBSTANTIALLY CHANGED 
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	PRE -1950'S 1950'S 1960'S 1970'S 1980'S. 
	EM FEATURES OF THE· ALL-METAL AIRCRAFT. 
	• 
	• 
	• 
	SHIELDING OF 20 dB OR MORE BETWEEN THE 

	TR
	EXTERNAL EM ENVIRONMENT AND INTERNAL 

	TR
	AIRCRAFT ELECTRONICS 

	~ 
	~ 
	• 
	READILY AVAILABLE "COMMON GROUND" RETURN 

	TR
	PATHS FOR SIGNAL AND POWER 

	TR
	• 
	A LOW RESISTANCE, HIGH CONDUCTIVITY OUTER 

	TR
	SKIN FOR CARRYING DIRECT STRIKE LIGHTNING 

	TR
	CURRENTS AND DISSIP.ATING PRECIPITATION STATIC 

	TR
	CHARGES 

	TR
	• 
	A RELATIVELY UNBROKEN COUNTERPOISE SYSTEM 

	TR
	FOR AIRCRAFT ANTENNAS 


	IIIIIII111\010'11IIIIIIIIIIIIIELECTRICALIELECTRONICSYSTEMSSHIELDTERMINATIONSCONDUCTIVESTRUCTUREAIRCRAFTGENERATORPOWERRETURNCHASS'ISGROUNDSCIRCUITGROUNDSPOWERRETURNSSHIELDTERMINATIONSFILTERREFERENCE
	ADVANCED COMPOSITE MATERIA:tS. 
	Table
	TR
	• 
	DEFINITION: 
	FIBER-REINFORCED MATERIALS (FIBERS 

	TR
	BONDED TO A MATRIX) HAVING PROPERTIES. 

	TR
	COMPARABLE OR SUPERIOR TO METALS AND 

	TR
	FIBERGLASS 

	\0 
	\0 

	-.....J 
	-.....J 

	TR
	• 
	FIBER/MATRIX SYSTEMS IN COMMON USAGE: 

	TR
	• GRAPHITE/EPOXY 

	TR
	• BORON/EPOXY 

	TR
	• KEVLAR/EPOXY 

	TR
	• HYBRIDS (CARBON, GLASS & KEVLAR) 


	AIRCRAFT APPLICATIONS. 
	• YF·16 FORWARD FUSELAGE. 
	• F/A 18 HORNET 
	• AV·8B V/STOL 
	• 767. 
	98. 
	99. 
	F/A·18A MATERIA·LS DISTRIBUTION. 
	...... 
	o 
	o 
	D 
	-
	-
	~. 
	-

	Aluminum Steel Titanium Graphite/Epoxy Other 
	Percent of. Structural. Weight. 
	50.0 
	15.7 
	13.0 .. 9.1 
	12.2 
	GP1341C··:tI
	100.0 
	3 FE8AUAA~ "tur." 
	F/A·18A MATERIALS DISTRIBUTION. 
	..­
	o 
	......... 
	o 
	~ 
	­

	~. 
	-

	Aluminum 
	Steel 
	Titanium Graphite/Epoxy Other 
	Percent of. Structural. Weight. 
	50.0 
	15.7 
	13.0 . 9.1 
	12.2 
	OP13-0002·21
	100.0 3 FEBRUARY 1111 
	AV-8B COMPOSITES APPLICATIONS. 
	...... 
	o 
	I'.J 
	STRUCTURAL WEIGHT 1·;-.;:';: (.J GRAPH ITE/EPOXY 26.3% F<>:>;<o::d ALUMINUM 47.7% c=J OTHER 26.0% 5,006 POUNDS OF STRUCTURE 
	1,317 POUNDS OF GRAPHITE/EPOXY. 
	1,317 POUNDS OF GRAPHITE/EPOXY. 
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	104. 
	AIR FORCE STUDY (1919). 
	• 
	• 
	• 
	SCOPE: 
	ASSESS POTENTIAL ELECTRICALI 

	TR
	ELECTROMAGNETIC IMPACTS OF THE 

	TR
	APPLICATION OF ADVANCED COMPOSITE 

	TR
	MATERIALS TO AEROSPACE SYSTEMS 

	e 
	e 
	• 
	OBJECTIVES: 
	IDENTIFY POTENTIAL SUSCEPTIBILITIES 

	TR
	OF SYSTEMS 

	TR
	DETERMINE IF EM ASPECTS ARE BEING 

	TR
	FULLY CONSIDERED 

	TR
	DETERMINE IF EM PROGRAMS ARE 

	TR
	IN BALANCE WITH STRUCTURAL 

	TR
	PROGRAMS 


	CONDUCT OF STUDY. 
	CONDUCT OF STUDY. 
	• 
	• 
	• 
	QUESTIONNAIRE SENT TO GOVERNMENT AGENCIES 

	TR
	& AEROSPACE CONTRACTORS 

	• 
	• 
	VISITS & IN-DEPTH DISCUSSIONS AT SPECIFIC 

	..... 
	..... 
	FACILITIES 

	o 
	o 

	0\ 
	0\ 

	TR
	. 
	• 
	JOINT GOVERNMENT 
	-
	INDUSTRY MEETING 

	TR
	• 
	BRIEFINGS TO: 

	TR
	SAMSO 
	~JASA 

	TR
	AFWAL 
	NAVAL ASC 

	TR
	ASD 
	AFSC (DL/SD) 

	TR
	RADC 
	USAF (RD) 

	TR
	RAND 
	DOD (USDR&E) 


	• 
	• 
	• 
	MATERIAL CLASS 

	TR
	METALLICS 
	CONDUCTIVE 

	TR
	GRAPHITE/EPOXIES 

	t­
	t­

	o 
	o 

	--..J 
	--..J 
	HIGH MODULUS (GY70 
	-SPECIAL, 

	TR
	REDUCED. 

	TR
	HIGH STRENGTH (T-300, AS 
	CONDUCTIVITY 

	TR
	AIRCRAFT) 

	TR
	FIBER GLASS 
	DIELECTRIC 

	TR
	KEVLAR 


	MISSILE & SPACECRAFT) ­
	SCOPE. 
	SCOPE. 


	TOPICS. 
	TOPICS. 
	• 
	• 
	• 
	• 
	IMPLEMENTATION ISSUES: 

	• 
	• 
	• 
	DESIGN CAPABILITY 

	• 
	• 
	DESIGN DATA 



	• 
	• 
	DEVELOPMENT NEEDS 


	• E/EM CONCERNS • LIGHTNING EFFECTS (DIRECT/IN DIRECT) 
	...... 

	()) 
	• STATIC ELECTRIC EFFECTS 
	o 

	• 
	• 
	• 
	ANTENNA PERFORMANCE 

	• 
	• 
	RADAR CROSS-SECTION 

	• 
	• 
	ELECTROMAGNETIC INTERFERENCE (EMI) 

	• 
	• 
	ELECTROMAGNETIC COMPATIBILITY (EMC) 

	• 
	• 
	ELECTROMAGNETIC PULSE (EMP) 

	• 
	• 
	SYSTEM GENERATED EMP 

	• 
	• 
	POWER SYSTEM DESIGN 

	• 
	• 
	SPACE ENVIRONMENT EFFECTS 

	• 
	• 
	OTHER NUCLEAR EFFECTS 


	SUMMARIZATION. 
	SUMMARIZATION. 
	.. ...
	» »» Ij 
	........ 
	o 
	\0 

	LEADING CONCERNS. 
	LEADING CONCERNS. 
	•. 
	•. 
	•. 
	•. 
	LIGHTNING 

	•. 
	•. 
	•. 
	SPARK FREE FUEL TANK DESIGN 

	•. 
	•. 
	INDIRECT EFFECTS (UPSET/DAMAGE) 



	•. 
	•. 
	BONDING OF JOINTS AND SEAMS (EMI/EMC, EMP, SGEMP) 


	......... 
	~. .• CORROSION CONTROL 
	•. 
	•. 
	•. 
	ELECTRICAL DURABILITY (A/e AND SPACE) 

	•. 
	•. 
	STRUCTURAL/PRODUCIBILITY 


	•. 
	•. 
	•. 
	POWER SYSTEM GROUNDING 

	•. 
	•. 
	HF AND LF ANTENNA TECHNOLOGY 

	•. 
	•. 
	COMBINED SPACE ENVIRONMENT EFFECTS 

	•. 
	•. 
	SPECIFIC DATA REQUIREMENTS 

	•. 
	•. 
	TECHNOLOGY TRANSITION 

	• 
	• 
	MATERIAL PROPERTY DIFFERENCES: 


	CONCERNS REFLECT. 
	CONCERNS REFLECT. 
	• REDUCED CONDUCTIVITY • REDUCED SURFACE CONDUCTIVITY :: • REDUCED SHIELDING 
	..-

	• 
	• 
	• 
	STRUCTURAL JOINT ELECTRICAL CONDUCTIVITY 

	• 
	• 
	ELECTROCHEMICAL POTENTIAL FOR CORROSION 


	• LIMITED DATA AND EXPERIENCE: 
	• 
	• 
	• 
	VARYING DEGREES OF CONCERN 

	• 
	• 
	SOME CONCERNS GENERIC 


	CONCLUSIONS. 
	CONCLUSIONS. 
	•. 
	•. 
	•. 
	TECHNOLOGY DEVELOPMENT ESSENTIAL IN FIVE MAJOR AREAS: ' 

	• 
	• 
	JOINT DESIGN 

	• 
	• 
	FUEL SYSTEM DESIGN 


	o POWER SYSTEM/EQUIPMENT INTEGRATION 
	• 
	• 
	• 
	SHIELDING EFFECTIVENESS 

	• 
	• 
	RADAR CROSS SECTION 


	~ 
	1-£ 
	N 
	•. 
	•. 
	•. 
	APPLICATION OF COMPOSITES TO AIRCRAFT IS LOW RISK 

	•. 
	•. 
	ESTABLISHMENT OF TRI·SERVICE/NASA/FAA WORKING GROUP NEEDED FOR PROGRAM COORDINATION, DEVELOPMENT OF DESIGN GUIDES, HANDBOOKS, STANDARDS AND SPECIFICATIONS, AND DEVELOPMENT OF STANDARD ACCEPTED TEST METHODS FOR CRITICAL AREAS (SUCH AS SHIELDING EFFECTIVENESS) 


	McAIR ANALYSIS/TEST PROGRAM OF GRAPHITE EPOXY. COMPOSITES. 
	• 
	• 
	• 
	INHERENT SHIELDING 

	• 
	• 
	PANEL SHIELDING 

	• 
	• 
	' PANEL/JOINT LEAKAGE 

	....... 
	....... 

	...... w 
	...... w 
	• 
	PANELJOINTIMPEDANCE 

	TR
	• 
	FUSELAGE SHIELDING 

	TR
	• 
	STATIC WING SHIELDING 

	TR
	• 
	ANTENNA PERFORMANCE 

	TR
	• 
	INTERMODULATION EFFECTS 

	TR
	• 
	LIGHTNING EFFECTS 






	INHERENT SHIELDING. 
	INHERENT SHIELDING. 
	• 
	• 
	• 
	COAXIAL LINE FIXTURE (FIGURE 1) 

	• 
	• 
	G/E WASHER SPECIMENS FROM 1,2, 

	TR
	4, & 8 PLY PANELS 

	.-. ..... ~ 
	.-. ..... ~ 
	• 
	CW SIGNAL INSERTED/RECEIVED 

	TR
	SIGNAL MEASURED 

	TR
	• 
	EFFECTIVE SHIELDING >60 dB FROM 

	TR
	40 KHz · 
	1 GHz (FIGURE 2) 

	TR
	• 
	SHIELDING PREDOMINANTLY BY 

	TR
	REFLECTION 


	COAXIAL FIXTURE. 
	Coaxial Fixture -Specimen 
	..­
	..... 
	V1 
	Washer Specimen Mounting Detail 
	Figure
	GP03·0153·1 
	Figure
	PLANE WAVE SHIELDING MEASURED WITH COAXIAL LINE. 
	iiiiii 
	80 
	Figure

	8 Ply Graphite Washer Contact with Silver Paint 
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	PANEL SHIELDING. 
	PANEL SHIELDING. 
	• 
	• 
	• 
	VARIOUS THICKNESSES (1,2,4, & 8 PLY) 

	• 
	• 
	VARIOUS CONSTRUCTION TYPES (MONOlYTHIC, 

	TR
	HONEYCOMB, SYNTACTIC CORE) 

	• 
	• 
	CUBICAL COPPER BOX FIXTURE (FIGURE 3) 

	~ 
	~ 

	~ 
	~ 

	""'-J 
	""'-J 
	• 
	PLANE WAVE SOURCE (40 KHz · 20 GHz) · ROD 

	TR
	'ANTENNA SENSOR 

	TR
	• 
	VARIOUS PANEL ATTACHMENTS 

	TR
	(a) 
	CONTACT MOUNTING (FIGURE 4) 

	TR
	(b) 
	CONDUCTIVE MOUNTING (EPOXY) 

	TR
	(c) 
	FASTENER MOUNTING 

	TR
	(d) 
	CONDUCTIN~ FOIL MOUNTING (FIGURE 5) 

	TR
	(e) 
	FIN·GER STOCK MOUNTING 
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	118. 
	ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS ON BOX 
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	ELECTRIC FIELD SHIELDING FOR GRAPHITE PANELS. ON BOX (CAPACITIVELY COUPLED). 
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	PANEL/JOINT LEAKAGE TeSTS. 
	PANEL/JOINT LEAKAGE TeSTS. 
	• 
	• 
	• 
	13 PANELS TESTED: 
	4 SOLID, 9 WITH JOINTS (TABLE 1) 

	• 
	• 
	TEST FIXTURE (FIGURE 6) 

	• 
	• 
	RELATIVE PERFORMANCE DATA (TABLE 2) 

	...­/>.) 
	...­/>.) 
	• 
	CONCLUSIONS 

	..... 
	..... 

	TR
	. • 
	TIN PLATING PROVIDED APPRECIABLE 

	TR
	PROTECTION IMPROVEMENT THROUGH G/E 

	TR
	SINGLE LAP SHEAR JOINTS 

	TR
	• FINGER STOCKS MOST EFFECTIVE WHEN 

	TR
	BONDING IS DESIRED BETWEEN A METALLIC 

	TR
	PANEL AND A G/E PANEL 

	TR
	• TIN PLATING INCREASES SHIELDING 

	TR
	EFFECTIVENESS OF NON-JOINTED G/E PANEL 


	EMI LEAKAGE TEST PANEL LIST. 
	CONFIGURATION IDENT. CONFIGURATION A G/E Tape Mat' I B G/E Cloth C Aluminum D G/E (Tin Platod) G G/E-Aluminum 
	H G/E-A' urni num 
	G/E-Aluminum 
	K G/E-Aluminum 
	L G/E-G/E 
	G/E-G/E 
	N Aluminum-Aluminum 
	P G/E-Aluminum 
	R G/E-G/E 
	JOINT 
	None 
	None None Nono Single Lap 
	Shear 
	Single Lap Shear Single lap 
	Shear 
	Single lap Shear Single lap 
	Shear 
	Double lap Shear Double Lap 
	Shear 
	Single Lap Shear Single Lap 
	JOINT SEAL CONFIGURATION 
	f\Jone None None 
	None 
	Form-ln-PI~ce (FlP) SeaI 
	Tin Plated-FIP Seal 
	FIP Seal 
	FIP Seal-Finger Stock 
	Tin Plated 
	Fay Seal 
	Fay Seal 
	FIP Seal-Finger Stock 
	Tin Plated-FIP Seal-
	Finger Stock 
	122. 
	Test Probe Test Specimen ­------­I To Signal Source L--­,/' ,/' ,/' ,/' /' /' /' Test Enclosure 
	TYPICAL TEST CONFIGURATIONS 
	To Receiver 
	GP03·0153·8 
	123. 
	EMI TEST PANEL DATA. RELATIVE PERFORMANCE OF PANELS WITH SEAMS. 
	Relative Test Panel Description Seam Preparation (5) Performance EH 
	N 
	N 
	N 
	Aluminum-Aluminum None Double Lap Shear (OLS) 100 97 

	L 
	L 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Tin PIated, Sea Ied 84 84 

	p 
	p 
	Aluminum -Graphite/Epoxy Sloth Ronding Strip, Sealed 69 79 

	R 
	R 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Tin Plated, Ronding Strip Sea led 64 78 

	G 
	G 
	Aluminum -Graphite/Epoxy Cloth Sealed 58 99 

	H 
	H 
	Aluminum -Graphite/Epoxy Cloth Tin Plated, Sealed 49 96 

	M 
	M 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth None (DLS) 50 4 

	K 
	K 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Bonding Strip, Se~led J7 5S 

	J 
	J 
	Graphite/Epoxy Cloth -Graphite/ Epoxy Cloth Sealed 10 68 

	c 
	c 
	(4) A I umi nurn 99 99 

	o 
	o 
	(4) Tin Plated. Graphite/Epoxy Cloth 95 89 

	A 
	A 
	(4) Graphite/Epoxy Tape 80 11 

	B 
	B 
	(4) Graphite/Epoxy Cloth 10 19 

	TR
	NOTES: I. All panels show relationship to best panel whose value is 100 2. E (electric field) 3. H (magnetic field) 4. One piece panels (no seams) 5. Single lap shear (SLS) unless otherwise indicated 6. The seals are a formed-in-place rubber gasket used to prevent water leaks 


	124. 
	.. 
	PANEL JOINT IMPEDANCE TESTS . 
	• 
	• 
	• 
	MEASURED JOINT BONDING 

	TR
	RESISTANCE/IMPEDANCE AT 

	TR
	FREQUENCIES FROM 14 KHz TO 500 KHz 

	TR
	(FIGURE 7) 

	>­
	>­

	N 
	N 

	VI 
	VI 
	• 
	.TESTED SOLID AND JOINTED PANELS 

	TR
	(TABLE 3) 

	TR
	• 
	RATIO OF IMPEDANCES OF JOINT TO 

	TR
	BULK MATERIAL TABULATED (TABLE 4) 

	TR
	• 
	TIN SPRAYING AT THE JOINT 

	TR
	INTERFACE IMPROVED RATIO 


	ADJACENT GRAPHITE/EPOXY AND ALUMINUM LIGHTNING ATTACHMENT CHARACTERISTICS 
	ViewZ-Z 
	RG-9 Coax Cable from Generator All Measurements Made BI~tWt'l!il Point " ~X) " ,uul LI!ltl'll!d P<unts -I0--F 2 in.+-0-E 1 in. ~==::;::==============================~-Joint 1 in.to-D 2 in. _10-c z B ·A ---.. Z GPOJOl639 -Graphite/Epoxy Panel Silver Conductive Epoxy Copper "Glove" 
	126 
	JOINT IMPEDANCE TEST PANEL LIST 
	JOINT IMPEDANCE TEST PANEL LIST 
	JOINT IMPEDANCE TEST PANEL LIST 

	CONFIGURATION IDENT. 
	CONFIGURATION IDENT. 
	CONFIGURATION-
	JOINT 
	JOINT 
	SEAL 
	CONFIGURATION 

	B 
	B 
	G/E 
	None 
	None 

	...... f'...) ......., 
	...... f'...) ......., 
	C G 
	AIumi nurn G/E-Aluminum 
	None Single Lap 
	Shear 
	None 2-Ply Cured 
	Fiberglass 

	TR
	H 
	G/E-A Iumi num 
	Single Lap 
	Shear 
	Tin 
	Plate & Form-In 
	Place 
	Seal 

	TR
	J 
	G/E-Aluminum 
	Single Lap 
	Shear 
	Form-In-Place Seal 

	TR
	M 
	G/E-G/E 
	Double 
	Lap 
	Shear 
	Fay 
	Sea I 

	TR
	P 
	AIumi num-G/E 
	Single Lap 
	Shear 
	Fip Seal-Finger Stock 

	TR
	R 
	G/E-G/E 
	Singfe Lap Shear 
	Tin 
	Plate-Fip Seal-Finger 
	Stock 


	RATIO OF IMPEDANCES. 
	PANEL 
	PANEL 
	PANEL 
	TYPE 
	D.C. RESISTANCE (OHMS) 
	Ratio of 14 KHz 
	Joint-Impedance to Bulk Material 42 KHz 112 KHz 500 KHz 

	B 
	B 
	G/E Cloth 
	0.03 
	1.0 
	1.0 
	1.0 
	1.0 

	l-N eX) 
	l-N eX) 
	C G 
	Aluminum G/E-Alum SLS 
	0.0 0.013 
	1.0 2.3 
	1.0 2.4 
	1.0 2.1 
	1.0 2.8 

	TR
	H 
	G/E-Alum SLS 
	0.01 
	1.0 
	1.0 
	1.0 
	1.0 

	TR
	J 
	AI-G/E SLS 
	0.03 
	7.0 
	10.4 
	5.9 
	1.8 

	TR
	M 
	G/E DLS 
	0.41 
	42.5 
	42.5 
	42.5 
	30.0 

	TR
	P 
	G/E-Alum SLS 
	0.013 
	1.0 
	1.0 
	1.0 
	1.0 

	TR
	R 
	G/E SLS 
	0.012 
	1.0 
	1.0 
	1.0 
	1.0 



	FUSELAGE SHIELDING. 
	FUSELAGE SHIELDING. 
	• COMPARED INDUCED VOLTAGES IN TYPICAL. 
	AVIONICS BAY FOR METAL AND G/E BOXES (FIGURE 8). 
	Table
	TR
	• 
	TESTS CONDUCTED FROM 14 KHz TO 18 GHz 

	TR
	• 
	TESTS CONDUCTED WITH IDENTICAL WIRE BUNDLES, 

	TR
	LOAD TERMINATIONS, AND ROUTING LOCATION 

	TR
	(FIGURE 9) 

	..... 
	..... 

	N 
	N 

	~ 
	~ 

	TR
	• 
	OVER 100 DIFFERENT TEST CONFIGURATIONS 

	TR
	(TYPICAL RESULTS SHOWN IN FIGURES 10 AND 11) 

	TR
	• 
	TEST OF SIMULATED FUSELAGE STRUCTURE WITH 

	TR
	ACCESS PANEL (FIGURE 12) 

	TR
	• 
	CONCLUSION: 
	LEAKAGE EFFECTS OF JOINTS FOR 

	TR
	BOTH ALUMINUM AND G/E ARE DOMINANT FACTOR 

	TR
	IN SHIELDING EFFECTIVENESS. 
	LITTLE DIFFERENCE 

	TR
	BETWEEN G/E AND ALUMINUM SHIELDING 

	TR
	EFFECTIVENESS 


	FORWARD FUSELAGE EMI TEST ARTICLE. 
	~ w o Cockpit Floor Typical Access Panel 
	Graphite/Epoxy Test Box 
	GP03·0153·10
	and Aluminum Test Box 
	TRIMETRIC .VIEW OF WIRE ROUTING. 
	..­w..­Aluminum Panel 24 in. 54 in. 18 in. I 20'in. Notes:illBond load boxes to AI panel 2 All loads in RF tight boxes GP03·0153·" 
	INDUCED VOLTAGE ON SINGLE WIRE,. 1 VOLT/METER FIELD. 
	Single wire, 50 ohms, graphite/epoxy box Single wire, 50 ohms, aluminum box 60 40 > :t co "'C I Q) 20 en co +-' 0 > o ra = 0= 
	-20 
	10k lOOk 1M 10M 100M lG lOG Frequency -Hz 
	INDUCED VOLTAGE ON TWISTED PAIR,. 
	~ 
	60 • 

	40I . 
	> CD:t. 
	w 
	w 

	..... 
	"'C 
	I 
	1 VOLT/METER FIELD 
	Figure
	i -.,iii iii 
	-I. I J.......... I Pc: _ I/J"\I II. 
	~ co 20 I n I ,......."..
	+-' I< ~~
	0"'" 
	>

	01 :::;pH 1\ ../0 I 
	IL..JiI I II' , I I !I I 
	-20

	10k lOOk 
	~,~ 
	I \I I 

	... rll----i----\t-l-=S~J
	n 
	I 
	I 
	I 
	I 
	I 
	I 
	I 

	A 
	A 
	= 
	Twisted pair, 50 ohms, graphite/epoxy box 

	o = 
	o = 
	Twisted pair, 50 ohms, aluminum box 


	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
	I 

	10M 
	10M 
	100M 
	lG 
	lOG 

	Frequency -Hz 
	Frequency -Hz 


	Figure
	SHIELDING OF ALUMINUM AND COMPOSITE FIXTURES. RELATIVE TO EXPOSED GROUND RETURN WIRE. 
	Simulated Forward Fuselage Structure with Access Panel 
	.­
	w 
	~ 
	Test Results 
	60. 
	AI 
	g' 30 
	ii 
	Q> 
	20 
	~ 

	Figure
	Test Setup 
	Test Setup 


	10 
	010 
	100 1,000 10,000 Frequency· MHz 
	GP03-o153·14 
	• 
	SMIELD,IN,G~E~f~CT~V~N~S~ :P~!LA'RC~FT STRUCTURES MAGNETICFIEtDS
	'" 
	1 
	Figure

	AGA1NSf
	Figure
	140 
	AL3mm 
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	,-' 
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	Figure
	;' / // 

	3mm z 80 
	-
	o 
	.... 
	w ..... 
	VI 
	« 60 
	LIMITATION BY APE~TURES/GAPS, ETC 
	z
	:::> 
	Figure

	UJ 40 
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	// //
	« 20 
	//
	// 
	+= // 
	0 
	/,-'

	I I Ii' Ii'" 
	1 10 100 1 10100 1 10 
	KHz MHz 
	-TYP. METALLIC AIRCRAFT STRUCTURE 
	. --TYP. CFRP AIRCRAFT STRUCTURE 
	STATIC WING SHIELDING TESTS. 
	• 
	• 
	• 
	.USED A FULL SIZE YAV·8B WING ASSEMBLY WITH 

	TR
	TERMINATION BOX AT THE WING TIP (FIGURE 13) 

	• 
	• 
	COMPARED INDUCED VOLTAGES FOR WIRES LOCATED 

	..... 
	..... 
	UNDER THE METAL LEADING EDGE AND UNDER THE 

	w 
	w 

	cr-
	cr-
	G/E ·TORQUE BOX SECTION OF THE WING 

	TR
	• 
	TESTS CONDUCTED IN OUTDOOR OPEN AREA AT 

	TR
	14 KHz TO 100 MHz AND ANACHOIC CHAMBER AT 

	TR
	200 MHz TO 18 GHz (FIGURES 15 & 14) 

	TR
	• 
	TESTS SHOWED G/E PROVIDES HIGH DEGREE OF 

	TR
	SHIELDING; LITTLE DIFFERENCE IN INDUCED 

	TR
	VOLTAGES ON SEPARATE WIRES 


	EMI TEST ARTICLE 
	Figure
	Table
	TR
	Wire Cable Path No.1 

	TR
	\ Ii; i Wire Cable Path No.2 

	t:;\ ...." 
	t:;\ ...." 

	TR
	\ -----.~ 


	I
	Termination 
	Boxes 
	Boxes 
	~ 

	Figure
	View Looking Down Normal to WRP ED Probe locations 
	GP03-G153·1 
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	---.. 
	---.. 
	<t 
	Z 
	Z 
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	~ 
	Figure
	EMI TEST SETUP IN ANECHOIC CHAMBER. 
	(A) A TENNA, (B) .FIELD METER, (C) WING. 
	". 
	Figure
	139. 
	ANTENNA PERFORMANCE TESTS. 
	ANTENNA PERFORMANCE TESTS. 
	• 
	• 
	• 
	PATTERN, GAIN, AND VSWR TESTS CONDUCTED 

	• 
	• 
	USED VARIOUS TEST CONFIGURATIONS TO DETERMINE 

	TR
	EFFECTS OF COMPOSITES, GROUND PLANE 

	­~ 
	­~ 
	CONFIGURATION, AND TYPE OF ANTENNA MOUNT I 

	o 
	o 

	TR
	• 
	USED VHF AND TACAN BLADE ANTENNAS AT 400 MHz 

	TR
	AND 1 GHz AND A RADAR BEACON STUB ANTENNA 

	TR
	AT 10 GHz . 

	TR
	• 
	ONLY SMALL PATTERN AND GAIN CHANGES OBSERVED 

	TR
	REGARDLESS OF GROUND PLANE OR BASE 

	TR
	MOUNTING 

	TR
	• 
	VSWR TESTS SHOWED SLIGHT CHANGES IN GAIN 

	TR
	DUE TO SLIGHT CHANGES IN INPUT IMPEDANCE 


	•. 

	INTERMODULATION EFFECTS. 
	INTERMODULATION EFFECTS. 
	Figure
	• 
	• 
	• 
	CO·f}J:C;E:R.'.N.~WI~H 
	I,N~JE,RM,OD~~ATION 

	TR
	I: 
	. -
	L ....-:, 
	• _ 
	.~. 
	-..I 
	I:;,;; 
	1 -
	; 
	'J 
	L;, 
	-I ....II ,. 
	I 
	,;, 

	TR
	EF.E"E'e.T.S~,(N~ONLINEAR:,.'J 
	..U,'NCTION) 

	TR
	PRODUCED BY GRAPHITE FIBERS IN 

	..­
	..­

	.p.. ..­
	.p.. ..­
	THE COMPOSITE MATRIX 

	TR
	• 
	NO INTERMODULATION EFFECTS 

	TR
	FOUND (N'O HARMONICS GENERATED) 

	TR
	FROM HIGH' CURR'ENT LEVEL TESTS 



	LIGHTNING EFFECTS. 
	LIGHTNING EFFECTS. 
	Table
	TR
	• 
	NO DAMAGE EXCEPT IN AREA OF ATTACHMENT 

	TR
	POINT. 
	THIN METALLIC COATINGS, SCREEN WIRE 

	TR
	MESH, OR OTHER CONDUCTIVE LAYERS NEEDED TO 

	TR
	SPREAD AND DISSIPATE THE LIGHTNING ENERGY 

	...... 
	...... 

	~ 
	~ 

	N 
	N 

	TR
	• 
	ATTACHMENT ZONES FOR PARTIALLY COMPOSITE 

	TR
	VEHICLE CAN BE DETERMINED FROM TESTS ON A 

	TR
	METAL MODEL 

	TR
	• 
	TESTS SHOWED NO MEASURABLE DIFFERENCE IN 

	TR
	ATTACHMENT POINT BEHAVIOR BETWEEN METAL & 

	TR
	GtE STRUCTURE (FIGURE 16) 


	High Vol tage Probe Locus 
	• 
	High Vol taqc Prohe Lucus (iJ h4 in.) 
	CPOJOl!oJaO 
	All dimensions in inches 

	143. 
	OVERALL FINDINGS. 
	OVERALL FINDINGS. 
	• 
	• 
	• 
	G/E AIRCRAFT STRUCTURE CAN BE 

	TR
	DESIGNED TO PROVIDE ADEQUATE 

	TR
	ELECTROMAGNETIC SHIELDING FOR 

	TR
	AVIONICS AND ELECTRICAL 

	t 
	t 
	SUBSYSTEMS 

	TR
	• 
	NO ELECTROMAGNETIC G/E ISSUE HAS 

	TR
	BEEN FOUND THAT CANNOT BE 

	TR
	HANDLED IN NORMAL AIRCRAFT 

	TR
	DESIGN 


	AV:-"~~"PPl~PQ$:~T~< FORWARD FUSELAGE DEVELOPMENT. PRO-GRAM. MDCREPORT A6398 <IMAY 1980) _. CONTRAcTNOo019-76-C-0666. 
	•. ASSESSED LIGHTNING PROTECTION DESIGN REQUIREMENTS FOR 
	• FORWA'RD FUSELAGE STRUCTURE .... • AIRFRAME DOORS & PANELS 
	.p. V1 
	• 
	• 
	• 
	ANTENN'A1S 

	• 
	• 
	SENSOR PROBES 

	• 
	• 
	FORMATION LIGHTS 

	• 
	• 
	ELECTRICAL POWER 

	• 
	• 
	AVIONICS 


	G/E PANELS AND COUPONS WITH BOLTED JOINTS. 
	Table
	TR
	• 
	THRESHOLD FOR STRENGTH DEGRADATION APPROX 

	TR
	20KA/INCH OF G/E WIDTH FOR PULSED PORTION OF 

	TR
	LIGHTNING STROKE AND 150A FOR CONTINUING 

	TR
	CURRENT PHASE (FIG 6-61 & 6-62) 

	.... 
	.... 

	.p. 
	.p. 

	'" 
	'" 

	TR
	• 
	BOLTED JOINTS CAN CARRY RESTRIKE CURRENT AND 

	TR
	ARE REMOVABLE WITHOUT HAVING TO DRILL OUT 

	TR
	SCREWS 

	TR
	• 
	CONDUCTIVE SURFACE COATING REQUIRED TO 

	TR
	PREVENT LIGHTNING PENETRATION OF G/E TEST 

	TR
	SPECIMENS (FIG 6-65) 


	SIMPLIFIED BLOCK D1iAGRAM OF LIGHTNING TEST SETUP 
	c: 
	t <3 Cl c: :5 c: .~ 
	t <3 Cl c: :5 c: .~ 
	t <3 Cl c: :5 c: .~ 

	<3 
	<3 

	o 10 26 Time· IJsec 
	o 10 26 Time· IJsec 
	o 
	Time· ms 
	500 

	TR
	•Not used 111 all teSls 


	r--------,* *,---=-------,
	High 
	Continuing. Current. 
	Current. Lightning. 
	Lightning. Generator. 
	Generator 
	1. 
	1. 
	1. 
	USt~ for Coupo" Test. 

	2. 
	2. 
	Usp for P.uwl Tt~SI. 


	I. lI. 
	'~ 
	" 
	~ I
	Bolted Joint 
	Coupons 
	'l-l 
	Tested with 
	Pulsed and 
	I" I 
	I -.l I
	Continuing. Currents Bolted Joint. I '''"' Panels. Tested with. Pulsed Currents. 
	Current 
	Current. Measuring. 
	Measuring. System. 
	System. (Pulse Current). 
	(Continuing Current) 
	GP7l·0J41·1 
	t47 
	ELECTRICAL POWER. 
	ELECTRICAL POWER. 
	LIGHTNING COUPLING MECHANISMS:. DIRECT ATTACHMENT TO WIRING (LIGHTS, PROBES, ETC.) 
	MAGNETIC INDUCTION (FIG 6-63)
	.... 
	.p­00 
	COMMON MODE INJECTION (FIG . 6-64) 
	PROTECTION REQUIREMENTS:. DEDICATED WIRES USED AS POWER RETURNS INSTEAD OF STRUCTURE 
	. 

	INSTALLATION OF LIGHTNING 
	ARRESTORS AT REMOTE POINTS OF 
	POSSIBLE LIGHTNING ENTRY (LIGHTS, 
	PROBES, ETC.) 
	MAGNETIC COUPLING OF LIGHTNING TO A RECEPTOR 
	VL r r"') 
	Figure
	Load 
	Figure

	WRA Interface Wires 
	Source ..---u.-­
	Signal 
	I 

	-d ¢L 
	Load 
	VL = dt 
	..... 
	.p. 
	~ 
	10 
	Lightning Thevenin Equivalent 
	Current 
	Current 
	Circuit 

	Confined Channel on Airframe 
	Figure
	COMMON MODE LIGHTNING COUPLING TO A RECEPTOR. 
	Signal 
	Source~ 
	..... 
	VI 
	o 
	Vs Load 
	IL 
	Ightnlng Current 
	~L"

	Airframe 
	Ground Plane Impedance 
	V =rGIL 
	L 

	~ r",j 
	Vtotal=VL+Vs 
	Figure

	Thevenin Equivalent Circuit 
	Load 
	•. 
	Figure
	BOEING STUDY PROGRAM. 
	Figure
	Table
	TR
	• 
	, PJ:lOI~CTION 
	OF~:ADV~NCEP;~ELECTflICAL POWER 

	TR
	SYSTEMS FROM ATMOSPHERIC ELECTROMAGNETIC 

	TR
	HAzARDS (AF CONTRACT F33615·79·C·2006) 

	TR
	• PHASE I 

	.... 
	.... 

	VI 
	VI 

	.... 
	.... 

	TR
	· 
	TASK 1 . THREAT ASSESSMENT 

	TR
	· 
	TASK~ 2 . E:VALUATION OF NORMAL DESIGN 

	TR
	FOR1INH·ER'ENT HARDNESS 

	TR
	· 
	TASK 3:-·,ADD·ON PROTECTION DEVICE 

	TR
	EVALUATION 

	TR
	• PHASE II 

	TR
	. 
	TASK 4 . DESIGN GUIDE 


	TRADE STUDY SUMMARY OF LIGIITNING PROTECTION TECHNIQUES. 
	..... 
	VI. 
	N 
	~EVERE INHEREltT TYPE Of ADDITIONAL nPE CIRCUIT TItREA T TYPE HARDENIHG TRANSIEHT PROTECTION REQUIRED (LOCATION) LEVEL TliREAT TECltH IQUE UVEl AND TRANSIENT LEVEL C~[HTS 1 Z ] -METALLIC I/ING FIBER-ClASS LEAD­ING EDGE 1. GENERA TORS 200 KA MAGNETIC rEEDER ROUTED )0 Y ---PROTECT fOR (Q'i WINGS) COUPLING 2 IHCHES ABOVE DIRECT ATTACH­~ FtEDER METALLIC SPAR MEN r unf 2.P~EA BUS 200 U MAGNETIC FHD£A ROUTED 65 KY fEEDER SHIELD: TRANSZOR8: J MIL fOIL ()i-SHIELDING (UM­(MELAG.E) COUPLING 2 IltCHES MOVE 5.4 KVi 295
	CONCtUS·ION'S. 
	• ELECTRICA'L POWER SYSTEMS IN COMPOSITE 
	•j I., r. I 
	STRUCTURE AIRCRAFT CAN BE ADEQUATELY PROTEC1ED BY A COMBINATION OF STRUCTURAL SHIELDING, WIRE SHIELDING, AN.n 'VOLTAGE SUPPRESSION DEVICES 
	I-' V1 
	W 
	•. THE IM,PACT OF LIGHTNING ON ADVANCED COMPOSITE MATERIALS AND ADVANCED ELECTRICAL POWER SYSTEMS MUST BE ASSESSED EARLY IN THE DESIGN PHASE FOR NEW AIRCRAFT 
	.•. HARDWARE TESTING OF PROTOTYPE SYSTEMS SHOULD BE CONDUCTED TO VERIFY THE ASSESSMENT 
	REFERENCES. 
	1.. 
	1.. 
	1.. 
	COMPOSITE MATERIAL AIRCRAFT ELECTROMAGNETIC PROPERTIES AND DESIGN GUIDELINES, ARC REPORT NO. 50·5779, JANUARY 1981 (CONTRACT N00019·79·C·0634) 

	2.. 
	2.. 
	ELECTROMAGNETIC EFFECTS OF (CARBON) COMPOSITE MATERIALS UPON AVIONICS SYSTEMS, AGARD CONFERENCE PROCEEDINGS NO. 283, LISBON, PORTUGAL, 16·19 JUNE 1980 


	...... 3. C. D. SKOLJBY AND G. L. WEINSTOCK, TECHNIQUES IN THE DESIGN 
	\J1 
	OF GRAPHITE EPOXY STRUCTURES FOR ELECTRICAL PERFORMANCE AND MAINTAIINABILlTY, FIFTH CONFERENCE ON FIBROUS COMPOSITES IN STRUCTURAL DESIGN, NEW ORLEANS, LOUISIANA, JAN 28, 1981 
	.s:-

	4.. 
	4.. 
	4.. 
	AV·8B COMPOSITE FORWARD FUSELAGE DEVELOPMENT PROGRAM (FINAL REPORT), MDC REPORT NO. A6398, MAY 1980 (CONTRACT N00019·76·C·0666) 

	5.. 
	5.. 
	PROTECTION OF ELECTRICAL SYSTEMS FROM EM HAZARDS, BOEING REPORT NO. D180·26154·2 (FINAL REPORT) AND D180·26154·3 (DESIGN GUIDE), OCTOBER 1981 (CONTRACT F33615·79·C·2006)

	6.. 
	6.. 
	F. W. TORTOLANO, HYBRID COMPOSITES, DESIGN NEWS, SEP 21, 1981 


	AFWAL-TR-81-2117 and 2118 
	STRUCTURAL APPLICATION OF COMPOSITE MATERIALS AND. THE DIRECT EFFECTS OF LIGHTNING STRIKES. 
	by. 
	Mr. William E. Howell. 
	Langley Research Center. National Aeronautics and Space Administration. 
	The direct effects of lightning strikes on composite materials and protection approaches will be described. Approaches to EMI shielding which maintain weight advan­tage and structural integrity over the life of the airframe will be discussed. 
	155. 
	SCOPE OF PRESENTATION 
	o. ADVANCED COMPOSITE MATERIALS 
	o. ADVANCED COMPOSITE MATERIALS 
	o. ADVANCED COMPOSITE MATERIALS 

	o. APPLICATIONS IN AIRCRAFT STRUCTURES 
	o. APPLICATIONS IN AIRCRAFT STRUCTURES 

	o. LANGLEY'S RESEARCH ON DIRECT EFFECTS OF LIGHTNING ON COMPOSITE STRUCTURES 
	o. LANGLEY'S RESEARCH ON DIRECT EFFECTS OF LIGHTNING ON COMPOSITE STRUCTURES 


	MATERIAL PROPERTIES 
	Table
	TR
	PROPE~TIES 

	MATERIAL 
	MATERIAL 
	STRENGTH~ KSI 
	MODULUS~ X103 KSI 
	DENSITY ~ LB/IN ,3 
	RES ISTI VITY ~ OHM-CM 
	COST $/LB 

	GRAPHITE-EPOXY; KEVLAR-EPOXY GLASS-EPOXY ALUMINUM 
	GRAPHITE-EPOXY; KEVLAR-EPOXY GLASS-EPOXY ALUMINUM 
	110-225 75-270 75-200 55 
	18 11 6 10 
	0,055 0.050 0.070 0.101 
	0.9-1.1xlO-4 • • 2.8xl0-6 
	30 15 10 2 


	•. DIELECTRIC MATERIAL (NON-CONDUCTOR) 
	156 
	­.
	L-lll-Jm 
	FI LAMENT 
	PRE-IMPREGNATED TAPE LAMINATED STRUCTURE 
	GLASS } BORON GRAPHITE KEVLAR MATRIX EPOXY } POLYIMIDE ALUMINUM 
	" 
	Figure
	15? 
	158. 
	GRAPHITE-EPOXY SPOILERS FOR 737 COMMERCIAL FLIGHT SERVICE 
	Figure
	FLIGHT SERVICE EVALUATION OF PRD-49IEPOXY PANELS ON LOCKHEEO L-lOll AIRCRAFT> 
	• 
	Figure
	159. 
	ACEE 
	Figure
	BOEING 727 COMPOSITE ELEVATOR 
	BOEING 727 COMPOSITE ELEVATOR 


	COMPOSITE. SECONDARY. STRUCTURES. 
	DOUGLAS DC-lO COMPOSITE RUOOER LOCKHEED L-1011 COMPOSITE AILERON ... ,.., 
	It -,. 
	• .Jo" 
	Figure
	DG-l0 COMPOSITE RUDDER. LIGHTNING DAMAGE. 
	Figure
	Figure
	160. 
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	STABILIZER TIPS 

	HYBR IDCOMPOS IT[ (KEVLAR/GRAPH ITEl 
	o 

	I~-I GRAPH IT[ COMPOS IT[ FIXED T. L FIXEDT.L PANELS
	SPOILERS
	PANELS 
	ELEVATORS 
	MA IN LANDING. GEAR DOORS. NOSE LANDING (BODYl. 
	COWL COMPONENTS
	GEAR DOORS 
	Figure
	BOEIMG 767 COMPOSITE STRUCTURE APPLICATIONS. 
	BOEIMG 767 COMPOSITE STRUCTURE APPLICATIONS. 


	LIGHTNING PROTECTION SYSTEM FOR 727 ELEVATOR 
	F4J'.7 
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	/j;

	0.05 em (0.02 in.) 6061 ALUMI NUM 
	FAY. SURFACE SEAL/ADHESIVE F B RG ALECTRIC (2 PLIES) TYPICAL 120
	SS DIE

	~ I .f~lIL 
	STATIC DISCHARGE FITTING (3 PLACES)FIBERGLASS DIELECTRIC(2 PLIES)0.05 em (0.02 in.) 6061 LIGHTNING DIVERTER STRIP FAIRING A-A FAIRING (8(1 STING FI BERGLASS) STEEL BALANCE WEI GHT I~ .!p 
	(EXI STING FI BERGLASS). 
	161. 
	AIRCRAFT STRIKE ZONES. 
	LEGEND 
	1II111 ZONE2A _ ZONESIBAND2B 
	GRAPHITE!EPOXY UPPER AFT RUDDER DOUGLAS DC-l0 
	GRAPHITE!EPOXY UPPER AFT RUDDER DOUGLAS DC-l0 
	GRAPHITE!EPOXY UPPER AFT RUDDER DOUGLAS DC-l0 
	F3A 5/76 

	FI BERGLASS-EPOXY ~TlPASSEMBLY 
	FI BERGLASS-EPOXY ~TlPASSEMBLY 
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	o 
	COMPOSITES EXHIBIT STRUCTURAL ADVANTAGES COMPARED TO METALS 

	o 
	o 
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	Kunz Associates, Incorporated 
	Description of lightning interaction .analyses and how they are performed including lightning model, aircraft geometry, interior equipment and cable layout, and model­ing of interconnecting system. Sample direct strike problem and (generic) expected results. Overview of mathematical basis used in interaction analysis and description of finite difference method. 
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	8n9ine pre.sures, 
	fuel pump, oil pressure, tachometer, 
	fire warning, generator, solenoid valve., 
	and controls 
	Typical elements and cabling associated with the aircraft power system. 
	equipment bay'nos. wheel well uipment. bay 
	Elementary volumes within the aircraft. 
	CABLE DETAILS 
	CABLE TYPES (TRANSMISSION LINES) 
	• COAX IAL. I,•• t ••••, •• I ,••••••• 
	0
	®

	• 
	• 
	• 
	TRIAXiAL 

	• 
	• 
	r-!ULTIAXIAL •••••••••••••••••••••••••••• ~ 

	• 
	• 
	TWiNAXiAL •••••••••••••••••••• ~ 

	• 
	• 
	OPEN LINES 

	• 
	• 
	STRIPLINE--­

	• 
	• 
	MICROSTRIP:::=:::::: 

	• 
	• 
	TWO-WI RE e e 

	• 
	• 
	EDGESTRIP ------~ 

	• 
	• 
	EDGEWIRE e-­

	• 
	• 
	WIRE OVER GROUND _e_ 


	MATHEMATICAL REALIZATION ­
	GENERAL REQUIREMENTS ­
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	EXTERIOR RESPONSE X PENETRATION X INTERIOR RESPONSE. MOST DIFFICULT PART. 
	POSSIBLE APPROACHES (MAY BE COMBINED WITH TRANSMISSION 
	J BETHE SMALL HOLE THEORY J MULTIPLE RUNS~ ETC.) -SIMPLE CANONICAL SHAPES -MoM THIN WIRE TYPE CODES (EFIE) -PATCH CODES (MFIE) -FINITE DIFFERENCE TECHNIQUES 
	LINE THEORY 

	Figure
	z 
	'I ",c. =const.,,z:-h 
	I C=-f
	I 

	I 
	Plane vave broadside incident 
	~
	I. 

	~ 
	hi. ~ J 
	I 
	t j' 
	I 
	t: 
	; 
	i

	..
	i 

	I· 
	t 
	t 
	II. 

	I 
	~F7777'rT7
	r7"'"""", ", 
	r7"'"""", ", 

	;round plane 
	on a prolate spheroid. 
	Diagram of, flat plate crossed with an electr·ically thick cylinder. 
	WIPE rDIWOOR'S 
	'
	~_... ~m .....-----24.~m ~ .i. ..... ..... 
	I.· 19.6m ---t r---12.8m 
	T 
	T ~~63m 
	3.8m+ Stick (intersecting cylinders) model of the B-1 aircraft in tha 
	wings-forward and wings-swept configurations. 
	,.-.zs·
	!'t 
	/.1--r 

	1.3m 
	L!'
	L!'
	I.

	~~ >-_~ .'ID~m ..:::"--------~......,.--3&.~m I.•m-1!~ rnJ.­
	1• 14.71ft • I • ~J.8 In • I 
	Body-af-revolution model of the EC~13S·a1r~raft. Currant zones . are indicated with dotted lines. 
	178 
	MoM 
	Some Computational Aspects orThtn·Wire Modelinl 
	Aftif' PeGGIO & MILLER ('.2] F'Navy aircraft AftII' CIA2 (/.23) After RICHMOND ('.21] Abr THEILE [US] /tf Aft., MILLER & MAXUM ('.22] 
	Ilepraatalive wire p;d model structures 
	FINITE DIFFERENCE F-lll MODEL 
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	180 
	DEFINITION OF THE FINITE DIFFERENCE APPROACH 
	Finite differencing consists of replacing continuous partial derivatives in P.D.E.ls with appropriate finite differences. For example: 
	Finite differencing discritizes the P.D.E. and, hence, the problem being solved, i.e. 
	Finite differencing is, therefore, an approximation that in the limit of zero mesh size is exact. 
	Finite differencing does not require any special model of .the problem to facilitate a solution, just the appro­priate P.D.E. such as: 
	~ ~. V1" + Q/k or 
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	EVOLUTION OF PRECEEDING FINITE DIFFERENCE APPROACH TO EM 
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	•. 
	•. 
	•. 
	The Maxwell Equations 

	•. 
	•. 
	Classical Boundary Value Solutions 
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	•. Integral Equation Approac~es (EFIE and MFIE) 
	•. Finite Difference as presently applied to EM coupling 
	1) feasibility of application to realistic problems ­
	K.S.. lin. Sol. of Int. Bound. Val. Probe Invo1v­i ng Maxwe1·1 •s Equas. in Iso. MediaII t IEEE Trans­actions A and P, May,1966. 
	Lee -liN 

	2). application in 20 to real;stic problem with radiation boundary condition ­
	D.E.. Merewether -"Trans. Currents Induced on a Metallic Body of Rev. by ,an EM Pul sell I IEEE Trans­actions on EMC, May, 1971. 
	3). fonmulation of 3D code with radiation boundary condition ­
	R.. Holland -"THREDE: A Free-Field EMP Coupling and Scat­tering Code", Mission Research Corp., AMRC­R-95, Sept., 1976. 
	EVOLUTION -2 
	4). application to complex scattering object with com­parison to experiment ­
	K.S.. Kunz and K.M. Lee -"A Three-Dim. Finite-Diff. Solu. to the Ext. Response of an Aircraft to a Complex Transient EM Environ­ment: Part 1 -The Method and Its Im­plementation and Part 2 -Comparison of Predictions and Measurements", IEEE Transactions on EMC, May, 1978. 
	5). expand subvolume in a second run for increased spatial and frequency resolution ­
	K.S.. Kunz and L.T. Simpson -"A Technique for Increasing the Resolution of Finite-Difference Solutions of the Maxwell Equations", IEEE tran~ac~ion on EMC November, 1981 
	6) generalize the 3D code to treat lossy dielectrics ­
	R.. Holland, L.T. Simpson and K.S. Kunz ­"Finite-Difference Analysis of EMP Coupling to Lossy tnelectric Structures", IEEE Transactions on EMC, August. 1980. 
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	50 : P~ediction Location :~ :: 
	3.0 2.0 1.0 .,; 0 I -1.0 -2.0 -3.0 o I~-~-----~------­._­100 200 300 400 Time" (ns) 
	Sample of Predicted Results 
	192. 
	SUMMARY. 
	FEATURES 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 
	o Any fuselage exterior geomet~ can be modeled, including: 

	. -composites. -conducting pane1s. -mix of composite and metal. 

	o Various coupling pathways can be modeled, including: 
	o Various coupling pathways can be modeled, including: 
	o Various coupling pathways can be modeled, including: 

	-diffusion through·composite panels -seams around panels .-small apertures around doors/hatches/wheel wells, etc. -large apertures such as windows 

	o Detailed interior geometries can be treated, including: 
	o Detailed interior geometries can be treated, including: 
	o Detailed interior geometries can be treated, including: 

	-individual wires with various tenminations -adjacent wires to within a cell size (-O.05m or -2" at best) 
	-surrounding "fill 
	il 


	o Fast risetime (-30-50ns) pulses can be easily incorporated 
	o Fast risetime (-30-50ns) pulses can be easily incorporated 

	o Non-linear effects can be modeled 
	o Non-linear effects can be modeled 


	-attachment points'can be selected based on experience, while detachment points can be selected based on fields exceeding preset .thresholds 
	-interior arcing can be modeled similarly 
	AREAS OF APPLICATION 
	o Exterior I and V response predictions as a function of: 
	-position -A C construction (metal or composite or mix) -excitation source -attachment/detachment location 
	o Interior Responses 
	-interior field leve1s. ~ wire currents. -transfer functions. 
	o Hazard Assessment 
	-induced current damage. -field induced upset. -fuel ignition from arcing. 
	o Protection Measures Evaluation 
	-field/charge and current penetration reduction (from covered seams, mesh across windows. etc'.) 
	-arc suppression(from cable rerout';ng, interior geometry changes,' etc.) 
	-protective device effects (depends on IIthreat" spectrum, device location, device operations, etc.) 
	INTERMITTENT/TRANSIENT FAULTS IN DIGITAL COMPUTERS 
	by 
	Dr. Gerald M. Masson 
	Johns Hopkins University 
	Need and objectives of digital system upset assessment methodology: The definition of upset. Description of approach being developed for assessing upset potential of digital systems. Upset model types and importance of burst error models; dominant importance of program transi­
	tion models. Definition and use of system state probability 
	transition matrix in upset analyses. Example of upset 
	tolerant microcontroller. 
	195. 
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	198. 
	T --> OPERATING INPUT CONTROL OUTPU ..... :>, ENVIRONMENT SYSTEM I 
	/'\, . 
	I 
	fCONTROL 
	... 
	. ­
	FIGURE 3. CONTROL SYSTEtJ1 SITUATED IN ITS ENVIRONMENT 
	EQUIVALENT. FAULT. GENERATOR. 
	FUNCTION 
	TRANSFORM I.NPUT 
	, 
	Figure

	V 
	" 
	EQUIVALENT 
	OUTPUT
	OUTPUT
	.INPUT ..... 

	.... ~ 
	, 

	EXPANDED 
	,. 
	CONTROL SYSTEM 
	INPUT PERTURBATION ~ II V OPERATING E"NVIRONMENT / ~~ lCONTROl 
	FIGURE 4. CONTROL SYSTEM SIT·UATED IN EQUIVALENT HOSTILE ENVIRONMENT 
	Figure
	• 
	• 
	• 
	CONTROL SYSTEM INTERACTS WITH ENVIRONMENT. 

	• 
	• 
	INTERMITTENTITRANSIENT FAULTS 


	-SYSTEM "TRANSIENT"RESPONSE 
	-SYSTEM -STEADY STATER RESPONSE
	.. 
	FAULT SOURCES. I. 
	"v~ 
	-
	FERTU~BAT10N 
	LEVEL 
	, It 

	I
	\i 
	I 
	I 
	I IN'"'UT 
	I
	OPERATING 
	..... 
	~ 
	I 
	I
	ENVIRONMENT 
	I 
	I 
	I 
	I 
	,

	I
	I 
	I I
	CONTROL 
	, 
	~------­
	SYSTEM TRANSFORUAT ION 
	• 
	CONVEf;TER 
	F'UN:TION 
	TRAN~fORM
	INFlIT 
	fAULT 
	INFUT 
	, 
	It 
	\J 
	EQUIVALENT EXPANDED CON TROL SYSTEM , 
	EQUIVALENT EXPANDED CON TROL SYSTEM , 
	EQUIVALENT EXPANDED CON TROL SYSTEM , 
	ouTPUT 
	.... r 

	ERROR 
	ERROR 
	•, 'LEVEL,,· 

	· 
	· 


	-----UPSET LEVEL------------­
	FIGURE 5. CONTROL SYS1-EM SITUATED IN HOSTILE. EN.VIRONMEN T. 
	EAUUS, ERRORS, AND UPSETS 
	• 
	• 
	• 
	FAI LURES. -CIRCUIT LEVEL. -ANALOG NATURE. 

	• 
	• 
	FAULTS -LOGICAL LEVEL -DIGITAL NATURE -LOGICAL DIFFERENCE AT FAULT SITE 

	• 
	• 
	ERRORS. -LOGICAL LEVEL. -DIGITAL NATURE. 


	. -DUE TO PROPAGATION OF FAULTS -LOSS OF SYNCHRONIZATION PROBLEM NEW DEFINITION 
	• UPSETS 
	-SYSTEM LEVEL 
	-·FUNCTIONAL NATURE 
	-TRANSFER FUNCTION 
	• 
	• 
	• 
	AFINITE SET OF MUTUALLY EXCLUSIVE FUNCTIONAL STATES. 

	• 
	• 
	COVERS ALL POSSIBLE SYSTEM TRANSFER FUNCTIONS 

	• 
	• 
	INCLUDES -VALID STATES -ERRONEOUS STATES 


	Figure
	TRANSITION MATRIX:. T=[Pij] , WHERE IS THE PROBABILITY OF AT~SITION.
	ij 
	P

	j TO STATE i, GIVEN THAT AN ERROR HAS OCCURRED 
	FROM STATE 

	Po 
	L(K+l) = T L(K) , L(X) = 
	Pl 
	· 
	· 
	· 
	Pi(K) IS THE PROBABILITY OF BEING IN CONTAINMENT STATE 
	L£ {L} AFTER K UPSETS 
	i 

	K UPSETS~ 
	AFTER 

	Figure
	Figure
	* SINGLE UPSET ENVIRONMENT -P,1 OFTrij] OF MAJOR CONCERN 
	... MULTIPLE UPSET ENVIRONMENT -P OF TK FOR LARGE KOF MAJOR CONCERN
	,1 . 
	* EXAMPLE 
	15/16 ]. .1/8]
	T·· = [~/8
	r'
	L1. 

	T* = 7/8
	1/4 
	1/16. 
	1/8 

	~ 
	[15/19 15/19 ] 
	CT*)K =. LIM <T**)K = [1/2 
	LIM 
	1/2] . 

	K-+co. 4/19 4/19 I ·K... 1/2 1/2 
	1/4 
	1/16 
	3/4 15/16 
	B) T** 1/8 
	7/8 
	7/8 1/8 
	FIGURE 6. TWO 2-LOOP IMPLEMENTATIONS 
	) ... . '-,. !"\.......i 
	• 
	• 
	• 
	CONTAINMENT SET-AND TRANSITION MATRIX ANALYSIS PROVIDES FEEDBACK TO IMPROVE DESIGNS 

	• 
	• 
	REMOVAL OF ERRONEOUS ELEMENTS FROM THE CONTAINMENT SET AUTOMATICALLY PROVIDES FAULT TOLERANCE 


	• PROGRAM TYPES -EXITING -LOOPING 
	• TAKE THE CONTAINMENT SET TO CONSIST OF ALL POSSIBLE LOOP'PROGRAMS -INCLUDES VALID LOOPS -INCLUDES ERRONEOUS LOOPS 
	L.£ {L} , UPSETS CAN 
	GIVEN THE EXECUTION OF LOOP PROGRAM 
	1. 

	BE CHARACTERIZED AS: 
	(1) 
	(1) 
	(1) 
	(1) 
	DATA CHANGE -­

	J BUT EXECUTION L
	DATA VALUES ARE MODIFIED
	REMAINS IN 
	i 


	(2). 
	(2). 
	PROGRAM BUMP -­LBUT L
	EXECUTION TEMPORARILY DIVERGES FROM 
	i 
	EVENTUALLY RETURNS TO 
	i 


	(3). 
	(3). 
	PROGRAM TRANSITION -­L. TO L. , L. ~ L. 
	EXECUTION JUMPS FROM 



	~. ) ~ ) 
	PROGRAM TRANSITION = STEADY STATE OPERATIONAL DEVIATION TRANSITION INTO INVALID EMBEDDED LOOP = SYSTEM CRASH 
	Result 
	~ 
	LO 0000 
	.. 
	LO 00C9 LO OOCA L1 OOCS LO aocc LO OOCD LO OOCB L2. oocr LO' OODO LO 00D1 ,LO 00D2 ',' 'L1 ·00D3 LO 00D4 LO 0005 LO 00D6 LO 00D7 
	'J 
	LO OODI 
	LO OODI 
	.. 
	LO OOPB
	.i--<' ; 
	LO OOpp 
	CONTENTS 
	CONTENTS 
	CONTENTS 

	NORMAL EXECUTION 
	NORMAL EXECUTION 
	N 
	OP-CODE 

	ERRONEOUS EXECUTION 
	ERRONEOUS EXECUTION 
	N+l 
	DATA 


	NORMAL EXECUTION N OP-CODE. ERRONEOUS EXECUTION N+l DATA 0. ERRONEOUS EXECUTION N+2 DA1A 1. 
	ERRONEOUS EXECUTION N DATA TABLE. ERRONEOUS EXECUTION N+l DATA TABLE. 
	FIGURE 7. ERRONEOUS LOOP INSTRUCTION EXECUTION 
	LO~ L1 ~ L2 Code Other
	~ 
	00 NOP 
	. 
	00 HOP 
	3E 
	MYI A,OC3H. C3. 
	JMP OD3H. D3. 
	OUT 0. ·00. 22. 
	LXI H,OCFC3H. C3. 




	OOCFH 
	OOCFH 
	OOCFH 
	HOP 

	,cr 
	RST 
	00 
	HOP. 32. 
	ITA OCBC3H. C3. 
	JMP OCBR 
	CB 
	RSTY' 00 
	HOP C3 JMP OCAH CA JZ 0 00 HOP 
	00 HOP 
	... 
	00 HOP C7 RST 0 
	Figure 8. An Brroneou8 Loop Example for the 8085 
	205. 
	DATA BU:' 
	RAM 
	RAM 
	RAM 
	I/O 

	CONTROL BUS II tJ SPECIAL STATE DETECTOR 1.---------1 
	CONTROL BUS II tJ SPECIAL STATE DETECTOR 1.---------1 
	.i I"""" 
	SELECT '1' r DECODE nn ----­UI, I U BAD fETCH DETECTOR 
	II 
	I -ELECT DECODE ----IU~ SELECT T DECODE n If II 


	n 
	MICROPROCESSOR ROM ADDRESS BUSl. 
	FIGURE 9. CONTROLLER WITH CONTAINMENT HARDWARE. 
	Figure
	• HARDWARE 
	• SOFTWARE 

	-CLOCK STOP 
	-JUMP CATEGORY INSTRUCTIONS 
	-HALT 
	-CALL ·CATEGORY INSTRUCT.I ONS 
	.-READY 
	-RETURN CATEGORY INSTRUCTIONS 
	-HOLD 
	(+ EFFECTS OF ·UNDEFINED­
	-I t~TERRUPTS 
	INSTRUCTIONS) 
	•• A PROGRAM STRUCTURAL ANALYSIS IS MADE BASED ON PATH DIVER1ERS ••. 
	BOD~_:--l. RE~. 
	. 
	. 
	. 
	LOOP TYPE 
	1Al ~JLOAD SP BODY RElU~ 
	lAZ-JPUSt! BODY R..rnJM 
	oW BODY DCX SP BOOY DO SP IlODY RElURIt 

	TR
	STRUCTURE TYPE 
	{ 
	LOAD SP BODY RETURN 
	PUSH BODY RETURN 
	DCX SP Bmy RElUM 

	TR
	CALL X~ X: BODU 
	mE III lJ)Qp .uwX'1 X:BU 


	1M 
	CAU. X
	~Yl 
	X: ::. 
	L-­
	tAU. X 
	X:. BmY RETURN 
	ADDRESS 0000 , 
	ADDRESS 000l 
	ADDRESS FFFF 
	FIGURE 10. LOOP STRUCTURES. 
	Figure
	• HARDWARE -CONTINUOUS CLOCK -UNCONDITIONAL INSTRUCTION EXECUTION (OP-CODE FETCH DETECTION) -BAD FETCH DETECTOR 
	(ROM RESTRICT MECHANISM) -OPTIONAL SAFE ROM -REQUIRES 2-3 ·INTEGRATED CIRCUITS 
	T~.RLE I 
	CRASH-PROOF SOFTWARE DESIGN RULES SUMMARY. 
	1.. 
	1.. 
	1.. 
	PROGRAM EXECUTION FROM RP~ IS PROHIBITED. 

	2.. 
	2.. 
	ExIT FROM TEMPQRARV LOOPS MUST BE GUARANTEED. 

	3.. 
	3.. 
	STABLE LOOPS MUST INCLUDE A CALL TO A CHECK SUBROUTINE, WHICH GUARANTEES AU. ASSUMPTIONS THE PROGRAM REQUIRES FOR CONTINUED EXECUTION. (THESE INCLUDE ASSUMPfJONS ON I/OJ INTERRUPTS J AND VARIABLES.) 

	4.. 
	4.. 
	ReTURN FROM A~L POSSIBLE INTERRUPTS MUST BE GUARANTEED. 

	5.. 
	5.. 
	SUBROUTINES CANNOT CALL THEMSELVES. 

	6.. 
	6.. 
	SUBROUTINES CANNOT MODIFV THE STACK POINTER OR THE RETURN ADDRESS. 

	7.. 
	7.. 
	WITHIN SUBROUTINES J MEMORY STORE INSTRUCTIONS WHICH PERMIT A VARIABLE STORE ADDRESS MUST GUARANTEE THAT THE REGISTER USED AS THE ADDRESS POINTER CANNOT POINT TO THE STACK SPACE. 

	8.. 
	8.. 
	INSTEAD OF USING RET OR RCN INSTRUCTIONS, A JMP OR JCN TO A SPECIAL RETURN ROUTINE WHICH GUARANTEES THAT THE STACk POINTER POINTS WITHIN THE STACK SPACE BEFORE RETURNING MUST BE USED. (THE RETURN ROUTINE CONTAINS THE ONLY RET INSTRUCTION ·IN THE ENTIRE PROGRAM,) 

	9.. 
	9.. 
	A STACK W~.LL MUST BE ADDED. (LEAVE UNUSED ROt1 SPACE AS 00 OR FF.> 

	10.. 
	10.. 
	THE PCHL INSTRUCTION CANNOT BE USED. 


	11.. EITHER A SAFE ROM MUST BE USED~ OR ALL ERRONEOUS LOOPS AND ERRONEOUS CALLS WH1CH~ WHEN CONSIDERED TO BE SUBROUTINES~ DO NOT SATISFY EITHER RULE 5~6~ 7~ OR 8 HUST BE REMOVED. 
	TO ADDRESSES 
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	Figure
	• NOISY PO~IER SUPPLY TEST SOURCE 
	• 
	• 
	• 
	DUAL LED CONTROLLERS 

	• 
	• 
	UNMODIFIED SOFTWARE -LED 1.1 -LED 4.6 

	• 
	• 
	CRASH-PROOF SOFTWARE 


	-LED 2.2. .. 'LED 3.3. 
	~ LED 3.4 
	-LED 5.2 
	.. OVERHEAD LED 2.2/LED 1.1 = 8.5 % LED S.2/LED 4.6 = 14 % LED 3.3/LED 2.2 = 35 % LED 3.3/LED 1.1 =47 % 
	Figure
	* DESIGN AIDS FOR FAULT TOLERANCE IMPLEMENTATION 
	• 
	• 
	• 
	INTERACTIVE USE PROVIDES EFFECTIVE· AND EFFICIENT DESIGN. 

	• 
	• 
	SAFE -PRODUCES SAFE ROM CONTENTS FROM SOURCE CODE ~ OUTPUT USED AS INPUT TO LOOP 

	•. 
	•. 
	LOOP -LOCATES BANNED PROGRAM· STRUCTURES -LOCATES ERRONEOUS LOOPS -PROVIDES CHECK ON INTENTIONAL lOOPS 
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	LOOP ANALYSJE Or LED 1.1~ raCE j 
	~ LOOP LED~.~.OBJ.L£D~.1.SAr£
	LOOP SE:ARCH'? Y 
	ONLY VAl.ID (V#v) OR ERRONEOUS (1:.,.) '? E~ 
	LOOP: E:RROHEOUS 
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	DOre 00 HOP 
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	LOOP: ERRONEOUS 
	036D rC 07 FB eM ,B07 [I/O] LOOP: ERRONEOUS
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	M~ 00 
	OOR3 36 00 MVI 
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	LOOP SEARCH? Y 
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	DOAO OD DCR C 
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	OOrE, 7E: MOV AIM 
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	LED 
	LED 
	LED 
	TABI.E II Program Comparisons 

	Program 
	Program 
	Bytes 
	(Hex) 
	Bytes 
	(Dec) 
	Features 

	LED 
	LED 
	1.1 
	038B 
	955 
	* 
	Functional 

	N to­..­
	N to­..­
	LED LED 
	2.2 3.3 
	040C 0577 
	1036 1399 
	* Functional * Crash-proof * Functional * Crash-proof with SAFE ROM * state encode 

	TR
	LED 
	3•.4 
	0578 
	1400 
	* Functional* Crash-proof* state encode 

	TR
	LED 
	4.6 
	-. 
	039A 
	922 
	• Functional 

	TR
	LED 
	5.2 
	0419 
	1049 
	* Functional* CraBh-proof 


	CONCLUSIONS 
	• DIRECT APPLICATION TO MICROPROCESSOR CONTROLLERS -TRADE-OFFS -MEASUREMENTS -COMPARISON WITH WATCHDOG TIMER -LANGUAGE CONSIDERATIONS 
	ASSEMB·LY LANGUAGE COMPI LED LANGUAGES' 
	~ 
	INTERPRETIVE LANGUAGES
	N 

	N 
	-CPU SELECTION REQUIREMENTS AND ARCHITECTURAL RECOMMENDATIONS ROM RESTRICT MECHANISM TEST MODES UNDEFINED OP-CODES . 
	• APPLI CATI ot~ TO LARGE COMPUTER SYSTEMS 
	-MONITORS. -DIAGNOSABLE SYSTEMS. -THEORY EXPANSION. 
	A MICROPROCESSOR-BASED UPSET TEST METHOD 
	by 
	Ms. Celeste M. Belcastro 
	Langley Research Center National Aeronautics and Space Administration 
	Description of a microprocessor-based upset testing method employing transient waveforms randomly injected into a digital unit. Upset test data presented along with preliminary observations. 
	213. 
	OUTLINE. 
	I BACKGROUND 
	, I RESEARCH OBJECTIVES OF UPSET TESTING 
	• : UPSET TEST DESIGN CRITERIA I UPSET TEST HARDWARE IMPLEMENTATION I PRELIMIN~RY OBSERVATIONS, 
	o FUTURE PLANS 
	Figure
	214. 
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	CABLE. EXCITATION . 
	I.. 
	•. t~ANGING ~lAGNETIC· FIELD IN A COUPLING TRANSFORMER 
	, 
	•. TRANSVER~E ELECTROMAGNETIC WAVES GENERATED ON. PARALLEL-PLATE TRANSMISSION LINES. 
	I. INDIVIDUAL UNIT ASSESSMENT ­INTERFACE CIRCUIT INJECTION 
	•. DIRECT APPLIC~ION OF TRANSIENT W~EFORMS TO PIN CqNNECTION~ 
	RESEARCH OBJECTIVES 
	Q. SHORT RANGE 
	~ 
	I. DEVELOP A METHODOlOGV TO TEST A DIGITAL 
	SYSTEM. FOR' UPSETS 
	.1. LONG RANGE 
	'.' ., 
	•. 
	•. 
	•. 
	CHARACTERIZE UPSET PHENOMENA 

	•. 
	•. 
	DEVELOP DIGI!AL FAULT SIGNATURES THAT . MODEL UPSETS' 


	I _ DIAGNOSTIC' EMULATION 
	-UPSET VULNERABILITY ASSESSMENT 
	UPSET TEST CRITERIA. 
	•. 
	•. 
	•. 
	CHOOSE A CANDIDATE PROCESSOR/CONTROLLER 

	•. 
	•. 
	INJECT TRANSIENT SIGNALS RANDOMLY 


	... 
	•. 
	•. 
	•. 
	ENHANCE SIMULATION 

	•. 
	•. 
	AVOID SYNCHRONIZATION'

	•. 
	•. 
	IDENTIFY PROCESSOR'S INTERNAL STATE WHEN INJECTION OCCURS 

	•. 
	•. 
	DETERMINE IF UPSET OCCURS INDEPENDENTLY. OF PROCESSING STATE. 

	•. 
	•. 
	VARY THE TRANSIENT SIGNAL INJECTION POINT 


	I 
	. ,. .' DETERMINE' IF UPSET SUSCEPTIBILITY. IS UNIFORM THROUGHOUT tHE. PROCESSING SYSTEM. 
	,

	•. 
	•. 
	•. 
	OBTAIN BIT PATTERNS 

	•. 
	•. 
	DEVELOP FAULT SIGNATURES 


	CANDIDATE PROCESSOR/CONTROLLER 
	INTEL )JP UNIT ­
	r--A_DD_RE_SS_B_US -.,--·\ 
	,.-..~~_ 
	R/W
	COI·JTROL DATA BUS' OUTPUT DATA 

	;
	I 
	CLOCK' 
	~I 
	· 8000 
	MEMORY 
	CKTS.i 
	"J. 
	CPU
	! 
	READY. LINE. 
	FROM CPU 
	I 
	INPUT OAT A 
	'----------------------­
	pROGRAMMING ij·lERARCHY 
	PROGRAMMER 
	PROGRAMMER 
	PROGRAMMER 

	~ 
	~ 

	.8080 INSTRUCTION SET 
	.8080 INSTRUCTION SET 

	(2~~ 
	(2~~ 
	INSTRUCTIONS) . , 

	I 
	I 
	PROGRAM 

	I 
	I 
	I 
	. 

	OPERATION CODE 
	OPERATION CODE 
	(OP~CODE) 

	I 
	I 
	· 

	. 
	. 
	8080 liP 

	I 
	I 

	INSTRUCTION CYCLES· . 
	INSTRUCTION CYCLES· . 

	, 
	, 
	I 

	MACHINE CYCLES (IDENTIFIED BY STATUS BITS), . 
	MACHINE CYCLES (IDENTIFIED BY STATUS BITS), . 

	STATES 
	STATES 

	l 
	l 

	CLOCK CYCLES 
	CLOCK CYCLES 
	(~2) 

	MICROPROCESSOR MACHINE CYCLES 
	MICROPROCESSOR MACHINE CYCLES 
	" 

	TiefJ1P'MA'CHfNE 
	TiefJ1P'MA'CHfNE 
	STATUS' BJll 
	NQ~L.CLOCJlrY.CLES 

	C.llE. 
	C.llE. 
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	Sli 
	S2 
	s..q 
	S2 
	S2 
	Sl 
	S.O 

	INSTRUCTION FETCH 
	INSTRUCTION FETCH 
	1 
	0 
	1 
	0 
	0 
	a 
	1 
	0 
	il 
	on 5 

	MEMOHY 
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	READ 
	1 
	01 
	a 
	0 
	0 
	0 
	1 
	0 
	3 

	MEMORY 
	MEMORY 
	WRITE 
	0 
	a 
	0 
	0 
	a 
	0 
	0 
	a 
	3 on 4 

	STACK REP.D 
	STACK REP.D 
	1 
	a 
	0 
	a 
	a 
	1 
	1 
	0 
	3 

	STf\CK WRITE 
	STf\CK WRITE 
	0 
	0 
	0 
	a 
	0 
	1 
	0 
	0 
	3 

	INPUT 
	INPUT 
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	0 
	a 
	1 
	a 
	3 

	OUTPUT 
	OUTPUT 
	a 
	0 
	0 
	1 
	0 
	0 
	0 
	0 
	3 

	INTE'RRUPT 
	INTE'RRUPT 
	a 
	a 
	1 
	0 
	0 
	0 
	1 
	1 
	5 

	HJ\LT 
	HJ\LT 
	1 
	0 
	0 
	0 
	1 
	0 
	1 
	0 
	3x 

	INTERRUPT WHILE HALT 
	INTERRUPT WHILE HALT 
	0 
	0 
	1 
	0 
	1 
	0 
	1 
	1 
	1 
	5 
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	-J.;==-..:::::­__.,.A, 
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	TR
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	TR
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	TR
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	TR
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	LIGHTNING INDUCED EFFECTS WAVEFORMS. 
	I DAMPED SINUSOID 
	• DECAYING EXPONENTIAL. 
	DAMPED SINUSOIDAl WJWEEQBM v 
	Figure
	. ~ FREQU~. t r' 1ns)' . -!do . 
	.1 1MHz (:t:201) 50 max Amplitude decreases·" ; 2 10 MHz (±201) S max 25-50'; in 4 cycles 
	Figure
	1 l-tHz 10 r~lIz R= 68 n 
	R= 47 n 
	L=196 lJH L a 13.5 lJU 
	C• 129 pF C• 18.7 pF 
	DECAYING EXPONENTIM WAVEFORM. 
	t 
	~IAVEFOR'" t r (ns) . _~_~y~J . 
	3 500 max 170 (-'20:~) 4 100 max 2 (! 2U·.~) 
	t =0 
	£~--I 
	\.1
	V-:RJc 
	+r +
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	Mr. Gerard E. Migneault 
	Langley Research Center. National Aeronautics and Space Administration. 
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	by 
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