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CHAPTER 1. INTRODUCTION

1.1. Study Background

Connected and automated vehicles (CAVs) are widely regarded as a cornerstone of next-
generation transportation systems, with the potential to improve safety, efficiency, and
sustainability. A central source of these benefits lies in vehicle automation, which enables
consistent and precise execution of driving tasks. By reducing reliance on human perception and
reaction, automation can smooth vehicle operations and improve roadway capacity. Prior studies
have shown that automated systems can reduce energy consumption, enhance traffic stability, and
improve the allocation of limited urban resources such as parking space (Loke, 2019; Li et al.,
2023).

Beyond automation, connectivity further amplifies these benefits by enabling information
sharing and coordination among vehicles and infrastructure. Through real-time communication,
CAVs can optimize routing decisions, coordinate maneuvers, and reduce unnecessary idling,
thereby contributing to lower fuel consumption and greenhouse gas emissions (Sun et al., 2022;
Yu and Long, 2022). Connectivity also allows operational decisions to extend beyond individual
vehicles. For instance, shared traffic and infrastructure information can support parking guidance
and demand-aware navigation, reducing circulation traffic and congestion in dense urban areas (S.
Wang et al., 2021; Zhang et al., 2023).

The effectiveness of both automation and connectivity relies on advanced sensing
technologies, artificial intelligence (Al)-driven decision-making systems, and communication
systems. High-resolution sensors provide continuous and detailed perception of the surrounding
environment, while onboard computing and learning-based algorithms enable vehicles to interpret
this information and respond to evolving traffic conditions in real time. This combination allows
CAVs to anticipate hazards, resolve conflicts proactively, and react with greater speed and
consistency than human drivers, thereby reducing crash risk and minimizing traffic disruptions
(Zheng et al., 2020; Wang et al., 2022, 2023b). However, because vehicle behavior is increasingly
determined by digital information streams, this cyber-physical integration also introduces
structural vulnerabilities. Disruption or manipulation of these information channels can directly
influence vehicle perception and control, exposing CAVs to cyber threats that are fundamentally
different from those faced by conventional human-driven vehicles (HDVS).

In this context, cyberattacks on CAVs refer to intentional and malicious interference with
vehicle cyber components, including sensors, software modules, control mechanisms, or
communication links. Rather than causing overt system failures, such attacks often operate by
subtly manipulating the information used for decision-making. By corrupting sensor inputs,
altering communicated traffic states, or perturbing control commands, an attacker can distort a
vehicle’s internal representation of its environment without violating basic operational constraints.
Because CAV decision-making is highly sensitive to key state variables, such as speed, spacing,
and acceleration, even small malicious perturbations can alter vehicle responses in systematic
ways. Prior studies have shown that slight manipulations of acceleration or spacing information
can destabilize traffic flow, trigger stop-and-go waves, and elevate crash risk (Y. Wang et al.,
2021; Wang et al., 2023a). In CAV environments, these effects may propagate through vehicle
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interactions, amplifying local disturbances into network-level inefficiencies and safety hazards.
As a result, cyberattacks pose a direct threat not only to individual vehicle safety but also to the
reliability and efficiency of future transportation systems (Sedjelmaci et al., 2019; Sun et al., 2023).

These characteristics fundamentally challenge conventional cybersecurity and anomaly-
detection approaches. Because CAV behavior is governed by physical constraints and traffic
interaction mechanisms, malicious actions must be distinguished from legitimate behavioral
variability arising from normal traffic dynamics. Detection methods that rely solely on data-driven
pattern recognition may struggle to make this distinction, while purely physics-based models often
lack the flexibility to capture complex, context-dependent behaviors. This tension motivates the
use of physics-informed Al, or more broadly physics-structured learning, which embeds physical
interaction principles and interpretability into learning-based models. Such integration enables
both reliable characterization of nominal behavior for anomaly detection and robust decision-
making under cyberattacks.

Motivated by these considerations, this research develops modeling frameworks for
cyberattack detection and robust decision-making tailored to the operational characteristics of
CAVs. The framework leverages physics-informed Al to establish a behavioral prediction
framework for nominal vehicle behavior and to detect deviations indicative of malicious
manipulation. Building upon this foundation, the project investigates robust decision-making
strategies under adversarial conditions, forming a methodological basis for enhancing the
cybersecurity and resilience of CAV operations.

1.2. Problem Statement

The increasing reliance of CAVs on sensor-driven perception and automated decision-making
reshapes the risk profile of vehicle operation. Most CAV control and monitoring systems implicitly
assume that perceived traffic states accurately represent the surrounding environment. When this
assumption is violated, cyberattacks that manipulate sensor data can directly affect vehicle
decisions without causing explicit system failures. Such manipulation is particularly critical
because perception underlies all downstream maneuver decisions. Even small perturbations in
perceived speeds or gaps may shift decision boundaries and induce systematic changes in vehicle
behavior. These deviations can propagate through vehicle interactions, potentially amplifying local
disturbances into traffic flow-level impacts.

A key challenge in detecting such attacks lies in distinguishing maliciously induced
deviations from normal variability in traffic systems. Vehicle trajectories naturally fluctuate due
to heterogeneous driving behaviors and changing traffic conditions. Purely data-driven detection
methods may struggle to differentiate these benign variations from cyber-induced anomalies and
lack interpretability in safety-critical contexts. At the same time, purely physics-based models,
while interpretable, often lack the flexibility to capture complex and context-dependent CAV
behaviors.

Beyond detection, cyberattacks also pose challenges in existing vehicle decision-making
strategies. Even when abnormal behavior is suspected, many decision and control frameworks
presume reliable perception and are not designed to operate under corrupted information
conditions. Therefore, ensuring robust vehicle operation under cyberattacks requires decision-
making models that explicitly account for adversarial observations while maintaining physical
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feasibility and safety.

Together, these challenges motivate the development of principled approaches for both
cyberattack detection and attack-aware decision-making, grounded in physics-informed Al and
tailored to the operational characteristics of CAVs.

Within this context, this study focuses on lane-changing as a representative safety-critical
tactical maneuver. Lane-changing decisions depend critically on perceived gaps and relative
speeds, making them particularly sensitive to observation perturbations. Even small perturbations
can shift maneuver timing or alter lane-selection outcomes. Because such maneuvers directly
affect surrounding vehicles, cyber-induced deviations may propagate beyond the subject CAV and
generate traffic-level disturbances. Therefore, detecting falsified lane-changing decisions and
designing robust lane-changing policies under adversarial conditions are central to ensuring both
safety and operational efficiency in CAV environments.

1.3. Objectives of the Study

The overarching objective of this project is to improve the cybersecurity and operational resilience
of CAVs by developing principled models for cyberattack detection and attack-aware decision-
making.
Specifically, this study aims to:
« Develop a cyberattack detection model that identifies anomalous CAV behaviors resulting
from malicious manipulation of sensor observations.
» Incorporate physics-based traffic interaction principles into learning-based models to
predict nominal CAV behavior for anomaly detection.
« Develop a robust vehicle decision-making model that enables discretionary lane-changing
under adversarial observation conditions while balancing safety, efficiency, and traffic
stability.

1.4. Study Approach

To address the identified challenges, this project adopts a modeling-oriented approach that
develops two complementary components: (i) a physics-guided anomaly detection model and (ii)
a robust decision-making model under adversarial observation perturbations. Both components are
grounded in vehicle interaction principles while leveraging learning-based techniques to capture
behavioral complexity.

First, cyberattack detection is addressed through the development of a physics-guided
neural network for identifying falsified lane-changing decisions. The detection model integrates a
game-theoretic lane-changing decision model with a long short-term memory (LSTM) network.
The physics-based component captures interaction mechanisms and gap-acceptance structure,
while the neural network captures temporal dependencies in trajectory data. The model detects
anomalies through cumulative discrepancies between predicted decision probabilities and
observed maneuver execution. This approach enables the identification of cyberattacks without
relying solely on purely data-driven classification.

Second, cyberattack defense is addressed by developing a hierarchical adversarial
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reinforcement learning framework for robust discretionary lane-changing. The framework
explicitly models adversarial observation perturbations and learns maneuver decisions that remain
reliable under worst-case bounded sensor disturbances. The upper-level policy determines the
maneuver decision under perturbed observations, while a lower-level Stackelberg execution
module resolves lane-changing timing and longitudinal control by accounting for interaction with
surrounding vehicles. Through multi-objective reward design, the robust decision-making model
balances safety, self-efficiency, and flow-level stability under adversarial conditions.

Together, these two modeling components address complementary aspects of CAV
cybersecurity: detection of cyber-induced behavioral anomalies and robust tactical control under
adversarial information environments. The study emphasizes interpretable, physics-informed
learning frameworks that remain consistent with traffic interaction principles while
accommodating complexity.

1.5. Organization of this Report

This report is organized as follows: Chapter 2 presents the development of a physics-guided
neural framework for detecting falsified lane-changing behavior under cyberattacks, including
model formulation, training methodology, and evaluation results. Chapter 3 introduces a
hierarchical adversarial reinforcement learning framework for robust and flow-efficient
discretionary lane-changing under adversarial observation perturbations. Chapter 4 provides
overall conclusions and discusses directions for future research. Chapter 5 presents a synopsis of
performance indicators, and Chapter 6 outlines the study outcomes and outputs.
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CHAPTER 2. DETECTING FALSIFIED LANE-
CHANGING BEHAVIOR IN CONNECTED
AUTOMATED VEHICLES USING PHYSICS-GUIDED
NEURAL NETWORKS

2.1. Introduction

The adoption of connected automated vehicles (CAVSs) in modern transportation systems promises
substantial benefits, including improved traffic efficiency and safety (Shladover et al., 2012; Ye
and Yamamoto, 2019). However, connectivity that enables real-time communication and
coordination also creates new vulnerabilities that malicious actors can exploit to pose threats to
traffic systems. As CAV penetration increases, so does the risk of cyberattacks, raising critical
concerns about the security and resilience of CAV-based transportation networks. Cyberattacks —
such as sensor spoofing, communication disruptions, data poisoning, or software infiltration — can
extend beyond individual vehicles and impact the broader transportation system (Sedjelmaci et al.,
2019; Wang et al., 2024). Even minor disruptions, like falsified accelerations, can propagate
through traffic as stop-and-go waves, amplifying disturbances and elevating crash risks (Zheng et
al., 2010; Wang et al., 2023).

In response, detecting falsified vehicle behavior has emerged as a critical research area.
Existing studies have explored network-level anomalies such as route spoofing (Shoukry et al.,
2018), spoofed trajectory data in vehicular communication (Amoozadeh et al., 2015; Huang et al.,
2021), and manipulated vehicular sensor data (Vyas et al., 2023) at the vehicle level. Most vehicle-
level studies, however, focus on car-following behavior with adaptive cruise control, but overlook
falsified lane changing (LC) trajectories, despite their serious impacts on traffic flow and safety.
LC maneuvers represent a fundamental yet complex aspect of traffic dynamics. Although LC can
harmonize flow and speed across lanes, it often disrupts traffic by reducing bottleneck discharge
rates (Cassidy and Rudjanakanoknad, 2005; Laval and Daganzo, 2006; Laval and Leclercq, 2008)
and triggering stop-and-go oscillations (Mauch and J. Cassidy, 2002; Ahn and Cassidy, 2007).
Moreover, improper LC maneuvers can pose significant safety risks, leading to sideswipe crashes
that often result in serious injuries or deaths. In 2023, sideswipe crashes accounted for 23.0% of
all crashes, including 11.5% of injury crashes and 7.8% of fatal crashes (NCS, 2025). These
statistics underscore the need for the timely and reliable detection of abnormal LC behavior. Yet,
detecting abnormal LC behavior remains challenging due to the undisclosed control logic of
automated vehicles (AVs) and the complexity, heterogeneity, and variability of human decision-
making.

Only a limited number of studies have explored abnormal LC detection, mainly using
machine learning algorithms such as support vector machine (SVM), dynamic Bayesian networks,
and gradient boosting machine (GBM). For instance, Ramyar et al. (2016) used one-class SVM
classification to detect dangerous LC instances using segmented vehicle information rather than
complete LC trajectories. Xu et al. (2023) used lightGBM to classify normal and abnormal LC
behavior using relative speeds and gaps of the subject vehicle and surrounding vehicles.
Furthermore, Fan et al. (2022) combined three unsupervised algorithms, including autoencoder,
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one-class SVM, and t-distributed stochastic neighbor embedding, to identify driver-specific
anomalous LC events. These existing studies rely on data-driven approaches to address the
complexity and variability of LC behavior. However, they primarily focus on classifying LC
behavior directly from data without conceptualizing the LC maneuver as a behavioral decision-
making process. Physics-guided models can complement pure data-driven models by embedding
vehicle dynamics and interaction principles fundamental to LC maneuvers. This enables a more
comprehensive understanding of both maneuver feasibility and the underlying decision-making,
essential for accurately detecting malicious and unsafe LC behavior.

Predicting LC decision is a foundational component of identifying anomalous LC events,
and extensive literature has examined this subject. Previous models can be categorized into
physics-based paradigms (e.g., rule-based, discrete choice-based, game-theoretic models),
artificial intelligence-based approaches (e.g., fuzzy logic), and fully data-driven methods. Physics-
based models structure driving behavior through interpretable causal relationships between
explanatory variables and LC outcomes. Rule-based models describe LC decisions using
predefined behavioral rules, such as target lane preference or feasibility constraints (Yang et al.,
2022). Among the earliest examples, the Gipps model (Gipps, 1986) structured LC into three
phases: (i) intention, where the driver identifies the target lane; (ii) condition, where the driver
evaluates the feasibility and safety of the lane change; and (iii) execution, where the actual
maneuver is initiated. The MOBIL (Kesting et al., 2007), another rule-based acceleration-driven
framework, evaluated LC decisions based on the potential acceleration gain and safety risk,
considering a politeness factor to represent cooperative behavior. Discrete choice models extend
this perspective by formulating LC as a probabilistic decision process. Ahmed’s model (Ahmed,
1999) described the three stages of LC decision: (i) decision to consider a lane change; (ii) choice
of the target lane; and (iii) gap acceptance. More recently, game-theoretic models have gained
attention for capturing the interactive nature of LC. In these approaches, LC decision-making is
formulated as a strategic game, where drivers anticipate the behavior of surrounding vehicles in
an adjacent lane and choose the best strategy (e.g., change lane or stay) that maximizes perceived
payoffs while considering safety and comfort (Yu et al., 2018; Talebpour et al., 2015).

Although these physics-based models offer interpretability and behavioral insight, they
often lack flexibility and accuracy due to oversimplification of driver behavior. Beyond these
physics-based paradigms, fuzzy logic serves as an artificial intelligence-based approach that
encodes imprecise human reasoning into interpretable decision rules. For example, Balal et al.
(2016) proposed a fuzzy logic LC model with IF-THEN rules that consider the gaps between
vehicles. However, fuzzy logic models often face challenges in defining and calibrating
membership functions, which can limit their generalizability.

On the other hand, data-driven methods have recently been explored thanks to large-scale
trajectory data to better capture complex, stochastic LC behavior. For example, methods such as
Bayesian optimization-based SVM (Liu et al., 2019), Gaussian regression (Althoff and Mergel,
2011), and deep neural network (Huang et al., 2018) demonstrate superior prediction accuracy
over physics-based LC decision models. However, purely data-driven models require extensive
training data and significant computational resources. They also face challenges in interpretability
and generalizability across diverse traffic scenarios. Interpretability is often overlooked in the
vehicle cybersecurity domain, where the focus tends to be on prediction accuracy. However, it is
critical to understand when, how, and why predictions fail. This enables effective diagnosis and
guides model refinement, especially in safety-critical systems. Thus, understanding and predicting
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LC remains a key challenge, despite their strong fitting ability and better temporal dimension
capture.

To address these challenges, we propose a physics-guided neural network (PGNN)
framework tailored to detect abnormal LC behavior under potential cyberattacks. As a core
component, the PGNN integrates a game theory-based LC decision-making model with a long
short-term memory (LSTM) network. The former estimates dynamic vehicle interactions and gap
acceptance, and is formulated with lateral acceleration and a probabilistic representation to ensure
compatibility with gradient-based learning. The LSTM component captures complex temporal
dependencies not captured in the game-theoretic model. The hybrid PGNN architecture combines
the interpretability of a physics-based model and the powerful learning capabilities and flexibility
of neural networks (Raissi et al., 2019; Mo et al., 2021; Wang et al., 2021). Using the PGNN-based
LC prediction output, we propose an abnormal LC behavior detection that monitors the alignment
between predicted and observed LC behaviors. In this alignment, significant deviations indicate
potentially falsified behaviors. The framework is validated using real vehicle trajectory data and
synthetic attack scenarios.

We mainly focus on discretionary LC behavior — voluntary maneuvers intended to improve
driving conditions — which entails greater behavioral uncertainty than mandatory LC (Zheng,
2014). Within LC prediction, we also distinguish decision-making from trajectory planning, and
target the former, namely determining when to initiate a lane change.

The remainder of the paper is organized as follows: Section 2.2 describes the problem
setting and key assumptions. Section 2.3 introduces the PGNN framework and modeling details.
Section 2.4 describes the dataset and processing procedures. Section 2.5 presents calibration,
prediction, and abnormal behavior detection performances, along with a comprehensive
discussion. Finally, Section 2.6 summarizes the findings and outlines future research.

2.2. Problem Description

This paper is concerned with identifying falsified LC decisions under cyberattack scenarios. CAVs
operate at the intersection of autonomy and connectivity, relying on a tightly coupled system of
onboard sensors, software modules, control mechanisms, and communication infrastructure to
make real-time driving decisions. Cyberattacks can exploit this dependency by corrupting sensed
or communicated information that drives decision-making, thereby inducing abnormal or unsafe
LC behaviors.

Common attack types such as sensor spoofing (e.g., false data injection) and jamming (e.g.,
denial-of-service) can poison the input signals used for decision-making, causing a CAV to
perceive incorrect traffic states. For instance, falsified speed or gap information may prematurely
trigger an LC maneuver or suppress an LC decision when a lane change is actually warranted.
Similarly, denial-of-service attacks can interrupt updates of critical state information, forcing the
vehicle (or the monitoring system) to rely on stale data and resulting in delayed or inappropriate
LC decisions. Because LC maneuvers inherently involve close interactions with surrounding
vehicles, such falsified decisions are particularly dangerous: they can instigate or amplify traffic
disturbances and, in safety-critical situations, increase collision risk.

This paper proposes an abnormal LC detection framework designed to operate online by
(i) traffic management centers and/or (ii) CAV fleet operators, as illustrated in Fig. 1. Traffic
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management centers can access real-time trajectories of CAVs (including potentially corrupted
data streams) via vehicle-to-infrastructure (V2I) communication (Milan’es et al., 2012). By
monitoring these data streams, they can flag vehicles or communication channels that may be
compromised by cyberattacks. Fleet operators can similarly monitor and collect operational data
through telecommunication (e.g., LTE), enabling centralized screening of abnormal behaviors at
the fleet level. In addition, a vehicle-side monitoring module may leverage onboard sensors or
vehicle-to-vehicle (V2V) communication to track surrounding vehicles and support local
consistency checks. These scenarios reflect a monitoring setting in which trajectory streams are
increasingly available as CAV penetration and sensing infrastructure expand.

Traffic Fleet
management center operator
REy
=y
e R
/s 4 .
g : ]
) | 7 LTE.
Roadside [\ ™, "~~~ ,° |
unit RN Z N N
— o
N ’ e =9

=% HDV & : CAV
Figure 1: Operation scenarios by traffic management centers, CAVs, and fleet operator

A key operational assumption of this framework is the availability of two information
channels for each subject vehicle. The first channel is the potentially corrupted trajectory stream
used to compute LC probability via the PGNN-based prediction module (e.g., via onboard sensing
logs or V21/\V2V messages). The second channel provides an independent and uncompromised
reference of the vehicle’s executed maneuver, such as LC initiation observed by infrastructure-
based perception systems (e.g., roadside cameras or sensors, potentially interfaced through
roadside units) or redundant sensing systems. We assume that while the first stream may be
corrupted, the second stream remains attack-free and provides high-accuracy information, which
we use to define the observed behavior. For clarity, we refer to this reference maneuver as the
“observed behavior” in the remainder of the paper. Under this setting, detection is performed by
monitoring discrepancies between (i) the LC probability predicted from the potentially corrupted
input stream and (ii) the observed behavior.

Finally, we clarify the scope and assumptions used for evaluation. We assume that the
majority of observed trajectories represent “normal”, non-falsified driving behaviors, while
falsified trajectories deviate from these norms. We also assume negligible communication delays
in monitoring, so that discrepancies reflect falsification or missing updates rather than latency
artifacts. For CAVs, we further assume negligible reaction delay and approximate the decision
time as aligned with maneuver initiation (i.e., tecision = tstare)- 1he€SE assumptions define a
verification setting that enables evaluation of abnormal detection performance.
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2.3. Methodology

This section presents the proposed modeling framework, comprising (i) an LC prediction module
using PGNN and (ii) an abnormal behavior detection module that uses the PGNN outputs.
The modular design provides flexibility to refine each component independently and the ability to
attribute errors across modules.

As shown in Fig. 2, the LC prediction module estimates LC probability over time by fusing
a game-theoretic physics model with an LSTM network. The PGNN takes trajectory states as
inputs and outputs LC probability. The abnormal detection module then monitors the deviations
between the predicted LC probability and the observed behavior. The cumulative discrepancy
serves as an anomaly score, which flags abnormal LC behaviors based on a predetermined
threshold.

Abnormal Behavior Detection

| Vehicles’ trajectory datasetw
[

l
Lane-Changing Prediction (pre-trained)
; PGNN :
¥ Game-theoretic physics model Probability of
Input states ! ! .
; LSTM model J | lane-changing
l I
Probability of Observed
lane-changing behavior
I

| Anomal; scoring ‘
I

Norr:'nal ity Ano:naly
[

Figure 2: Modeling framework

2.3.1. Lane-Changing Prediction

A typical LC scenario involves interactions between the subject vehicle S and up to three
neighboring vehicles: the current-lane leader CL, the target-lane leader TL, and the target-lane
follower TF, as illustrated in Fig. 3. The subject vehicle performs a discretionary LC maneuver to
improve driving conditions, such as gaining speed or accessing a larger gap.
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Figure 3: Vehicle in lane-changing process

Here, we focus on the decision-making interval between LC intent (t;,zen:) and LC
initiation (ts:4.¢). Rather than modeling the formation of intent itself, we concentrate on the timing
of the decision-making, during which the vehicle evaluates gap feasibility and interaction with
surrounding vehicles. This formulation reflects the automated decision-making module of a CAV.
While the monitoring setting assumes negligible reaction delay for CAVs, the model is developed
using human-driven vehicle trajectories (further discussed in Section 2.4); hence we distinguish
gap-seeking and reaction phases within [t;,tene) tstarel- The trajectory data in this interval —
covering both phases —are used to predict the likelihood of an LC decision.

Table 1 presents the key state variables describing the interactions among vehicles: speed,
acceleration, and gap. These variables mainly represent longitudinal motion, with lateral
acceleration included to account for LC dynamics. All variables are assumed to be obtainable from
onboard sensing and/or V2X communication.

Table 1: Variable describing vehicle interaction in lane-changing

Notation | Definition Unit
v Longitudinal speed of vehicle S m/s
vCl Longitudinal speed of leading vehicle CL in current lane m/s
v’k Longitudinal speed of leading vehicle TL in target lane m/s
vTF Longitudinal speed of following vehicle TF in target lane m/s
a Longitudinal acceleration of vehicle S m/s?
a’ Acceleration required for vehicle S to avoid a collision with TL m/s?
a™f Acceleration required for TF to avoid a collision with vehicle S m/s?
a’ | Acceleration required for TF to avoid a collision with vehicle TL m/s?
b Lateral acceleration of vehicle S m/s?

gt Longitudinal gap with leading vehicle TL in target lane m

g’F Longitudinal gap with following vehicle TF in target lane m

2.3.1.1. Physics-Guided Neural Network Architecture

The LC decision prediction task is carried out by a PGNN that integrates domain knowledge from
a game-theoretic physics model with a data-driven LSTM. The overall structure is shown in Fig.
4. The upper part (red) represents the physics-based model, where each rectangle denotes a
computational step involving model variables and parameters. The lower part (blue) represents the
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neural network, where each node corresponds to a neuron with an activation function, and each
edge contains trainable parameters.

Input | Training structure | Output

/—‘ﬁ Update 6
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Figure 4: Architecture of the physics-guided neural network (PGNN) framework

The model is trained using two types of input states: collocation and observed states.
Collocation states are a distinctive component of the PGNN framework. They are sampled from
the input domain, fed into both the physics model and the neural network, and used to compute
the physics discrepancy by comparing the two outputs. These states do not require observed-
behavior labels and enforce that the predicted LC probabilities remain consistent with the
underlying physics-based model across the state space.

Observed states are input only to the neural network, and the outputs are compared with
observed behavior labels to calculate data discrepancy. Because observed behavior labels are
binary and highly imbalanced over time, a vanilla LSTM trained solely on observed states may
overfit to the dominant non-LC class or produce unstable probability transitions near the decision
boundary.

The PGNN is trained with a total loss that incorporates both physical consistency and
predictive accuracy. By leveraging both unlabeled (collocation) and labeled states, the framework
exploits structural information without requiring additional observed-behavior labels. This semi-
supervised mechanism improves generalization and stabilizes probability estimation, particularly
under sparse or imbalanced labeling conditions.

The PGNN here mathematically maps states s € S to the probability of an LC, p:

for:s o 0p

This joint PGNN model inputs the state vector s(t), such as speed, speed differences, and
gaps at time t, and outputs the LC probability p(t + At) for the next time step. The PGNN
framework combines a physics-based estimator f, (s]6), parameterized by 6, and a neural network
model f;(s|A), defined by a hyperparameter vector A. Further details on the model components
and training procedure are provided in the following subsections.
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2.3.1.2. Physics-Based Model: Game-Theoretic Model
Our physics-based model here aims to capture the cognitive process of LC while grounding the
decision in physical interaction features (e.g., speed differences and gaps). This provides a
tractable formulation that supports interpretability and robustness under a limited data regime.
For the physics-based model, f,(s|8)we develop a game-theoretic formulation to represent
gap acceptance through dynamic interactions between the subject vehicle (a potential lane-
changer) and the target-lane follower. We model this interaction as a two-player non-cooperative
game with incomplete information (Talebpour et al., 2015). At the decision time, the subject
vehicle chooses whether to change lanes or stay in its current lane, while the target-lane follower
chooses whether to impede the maneuver by accelerating or to yield by decelerating. We do not
consider the follower’s own lane change action, since it would dissolve the leader-follower
interaction or have negligible impact on the subject vehicle’s payoff over the decision interval.
The corresponding simplified payoffs for the subject vehicle (P) and the target-lane follower (R)
are summarized in Table 2. In this framework, a™* denotes the acceleration required for the subject
vehicle to avoid a collision with its target-lane leader (TL), and a™" denotes the acceleration
required for the target-lane follower (TF) to avoid a collision with the LC subject vehicle:

@™ —v)? .
aTL — - Z(QTL — (UTL — U)At), lngL - (UTL - V)At >0
ao, otherwise
W™ = v)? |
" =1 3G = T = )80 if gTF — (W™ —v)At > 0
ao, otherwise

Here, a, is the maximum comfortable deceleration rate, set at —3.05 m/s?, and At denotes
the discrete time step used in the trajectory data.

Av indicates the speed difference between the current-lane leader and the target-lane
leader, while lateral acceleration b is included to represent LC intent. al” is defined as
min(a’” , a,). Similarly, a’** and al** are computed between the target-lane follower and the

target-lane leader when the subject vehicle remains in its current lane. Accordingly, the full input
state is given as s(t) = [v, v°L, vTE, vTF, b, g™t, gTF]. Given s(t), we compute derived interaction
terms including Av, a™, a™F and a*t. To account for latent or unobserved factors, £ and § are
introduced as error terms.

Table 2: Payoffs matrix for the discretionary lane-changing game

Subject vehicle
Action Change lane Stay in lane
Target-lane | Accelerate | Py; = nia™ + n,Av +13b + &4 Py = €15
follower Ry; =n4a™ + 614 R = nga’™ + 65,
Decelerate | P,y = nia™ + n,Av + 1n3b + 54 Py, = &5y
Ry, = U4a€F + 621 Ry, = UsagFL + 852

While traditional physics-based LC models typically rely on longitudinal gap-acceptance
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features, our preliminary data-driven analysis identified lateral acceleration as a significant
predictor. Rather than serving as a statistical correlate, lateral acceleration can be interpreted as an
early-warning cue that reflects latent commitment to execute a lane change before the maneuver
is initiated. This interpretation aligns with behavioral studies showing that drivers exhibit subtle
lateral movements prior to the LC execution, serving as an early indication of their intent (Wissing
et al., 2017; Mahajan et al., 2020). In the payoff formulation, we regard lateral acceleration as
representing this transient maneuver cue.

Note that conventional game-theoretic models determine actions by maximizing the
subject vehicle’s payoff; our approach introduces a probabilistic formulation to enable gradient-
based learning in joint PGNN training. We first solve for the mixed-strategy Nash equilibrium of
the game, then compute the expected total payoff for the subject vehicle (Us) and target-lane
follower (U;r). We use the difference (Us — Uy ) as a compact conflict metric that increases when
lane changing is beneficial for the subject while costly to the follower, and project it through a
sigmoid function to compute the LC probability:

pPhY = 1
1 + e~ WUs=UrF)

The model parameters, 8 = [14,1,,13, M4, 5], are calibrated using observed trajectory
data. Calibration is performed by minimizing the mean squared error (MSE) between the predicted
and observed behavior labels:

No
g,
min —
6 Nj 4
i=1

where, ﬁfhy is the physics-model-predicted LC probability for vehicle i; pi is binary observed
behavior label; N, is the number of observed samples (vehicles); and s; is the input state for
sample i. A genetic algorithm (Kumar et al., 2010) is employed for calibration, as it does not
require gradient information. The optimal LC decision-making threshold p is selected based on a
receiver operating characteristic (ROC) curve analysis: if pP" < y, the model predicts “Stay in
lane”; otherwise, it predicts “Change lane.”

Aph 2 ~ph .
plp y_pl'l s.t. plp y=f9(sl-|t9),1= 1,"‘,N0

2.3.1.3. Neural Network Model: Long-Short Term Memory

To complement the physics-based component, we develop a data-driven model that captures
temporal dependencies in LC decision-making without imposing additional hand-crafted structure.
This allows us to generalize under complex and high-dimensional data.

The neural network component, denoted by f;(s|A), is implemented using an LSTM
network (Hochreiter, 1997). The LSTM is well suited for modeling the subtle temporal evolution
of LC behavior because it can selectively retain informative elements that are influential to the
prediction task while filtering out less relevant variations (Wang et al., 2021). As illustrated in Fig.
5, the LSTM takes as input a sequence of state vectors over a time window of length ¢,,. For
vehicle i, the state vector at time step t is defined as:
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Figure 5: Structure of the long short-term memory (LSTM) model

Given the input sequence s;(1), -, s;(t,,), the LSTM produces a hidden representation,
which is passed through a fully connected layer and a sigmoid output layer to generate the

predicted LC probability p;(t + At). Standard LSTM update equations are provided in Appendix
A for completeness.

2.3.1.4. Training of Physics-Guided Neural Network Model
Training LC prediction models with empirical data poses significant challenges due to the limited
labeled LC trajectories and the resulting generalization issues. To mitigate this limitation, we use
collocation states — trajectory data sampled from a separate dataset — as further discussed in
Section 2.4.4. Let O denote the observed-state set and C denote the collocation-state set, where
OnC=@and0 c S,C c S, with S representing the state space. Both consist of a set of state
vectors 0 = s;,i = 1,-+,Np, C =sj,j = 1,-+, N

To regularize the neural network model by incorporating physics knowledge, the PGNN
loss minimizes two discrepancies: (i) the physics discrepancy between the physics-model and
neural-network probabilities evaluated on collocation states, and (ii) the data discrepancy between
the neural-network probabilities and the observed behavior labels associated with observed states:

Lossg y = aMSE; + (1 — a)MSE,
1 & 1 &
A A 2 A
=aN—CZ|P;?hy—Pj| +(1—a)N—OZ|Pi—Pi|2
j=1 i=1
N¢ No
1 2 1 2
= a== > 1fol5510) = (s 1DI" + 1 == > (51D - wd
NC = NO =1

Here a controls the relative weight of the physics discrepancy in PGNN training.
We use the Adam optimizer (Kingma, 2014), a stochastic gradient descent algorithm, to

jointly update 8 and A. The calibrated parameters from the game-theoretic model are used to
initialize 6.

CENTER FOR CONNECTED 22
AND AUTOMATED
(N TRANSPORTATION



2.3.2. Abnormal Behavior Detection

Accurate LC prediction forms the basis for identifying falsified LC decisions. We define an
anomaly score that monitors deviations between predicted LC probabilities and the observed
behavior over time, thereby taking full advantage of the proposed PGNN framework. For vehicle
i, the anomaly score AC;(t) is defined as:

ACH = ) 10 — i)
k=t-1

Here, p;(k) is the predicted LC probability at time step k, and p;(k) is the binary observed
behavior label. The cumulative absolute deviation over a scoring window of length [ serves as the
anomaly score.

Detection is then performed using a threshold :

Detection = {Normal behavior, ifAC;(t) <t
Abnormal behavior, ifAC;(t) >t
The detection threshold t plays a critical role in determining the sensitivity of anomaly
detection. It directly impacts the true and false positive rates, where false negatives —
misclassifying abnormal behavior as normal — can severely compromise traffic safety and
efficiency. The value of T may be set by the user and should be calibrated in a sensitivity analysis
that considers both operational reliability and safety implications.

2.4. Data Preparation

Vehicle trajectory data were processed to calibrate the physics-based model and train the PGNN
for LC prediction. In this section, we introduce the dataset and the data processing procedures.

While AV-specific trajectory data would ideally be preferred, such datasets are limited in
availability and scope. Accessible datasets are often collected in urban environments, lack
complete surrounding-vehicle information during LC maneuvers, or contain insufficient numbers
of AV-specific LC events to support robust model training. In this study, abnormal detection is
framed as identifying deviations from nominal LC behavior; thus, learning a reliable baseline from
real trajectory is essential. We therefore used human-driving trajectory data to facilitate the
methodological development and to ground the model in real-world driving environments where
AVs interact with human-driven vehicles (HDVs) predominantly. By doing so, our PGNN model
captures realistic behavioral variability and complexity, improving its robustness in detecting
falsified LC behaviors in heterogeneous traffic systems. Furthermore, the proposed framework
remains data-agnostic in structure.

2.4.1. Vehicle Trajectory Data

The vehicle trajectory data used in this study were derived from the 1-24 MOTION dataset
(Gloudemans et al., 2023). I-24 MOTION is a camera-based trajectory generation system deployed
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along Interstate 24 in Nashville, Tennessee. This comprehensive dataset includes interactive
driving scenarios such as freeway driving, ramp merging, and LC maneuvers. We used the publicly
available “INCEPTION” dataset, which spans November 21 to December 2, 2022, with daily
recordings ranging from 4 hours to 11 hours starting at 6 a.m. Trajectories are sampled at 25 Hz.

For this study, data from November 29 were used to form the observed-state set. Data from
November 30 were used to form the collocation-state set and the test set. The collocation and test
sets were constructed from disjoint vehicle samples to avoid overlap.

2.4.2. Data Preprocessing

The vehicle trajectory data were processed according to the following criteria:

» West-bound trajectory data from pole 20 to pole 32 were extracted. This 2-km segment is
a basic freeway section away from merge and diverge areas. There is no high-occupancy
vehicle lane in this segment.

» Vehicles traveling in lanes 1 (left-most) and 2 were considered to increase the chance of
capturing discretionary lane changes. Vehicles in lanes 3 to 5 were excluded to reduce the
influence of mandatory lane changes near the merge area.

» Only sedans and midsize passenger cars were selected as subject vehicles. Trucks were
excluded due to their distinct LC behavior and a smaller sample size.

» Vehicles executing more than two LCs within a three-second window were excluded to
isolate single LC maneuvers.

» LC trajectories with incomplete surrounding vehicle data were removed.

» For each identified subject vehicle S, the LC start time was defined as the first instance
when the center of S exhibited lateral speed exceeding 0.2 m/s (Wang et al., 2014).

« The final LC trajectories were manually reviewed to ensure correctness, addressing any
missing or mismatched data during the LC decision-making phase.

As a result, 1,028 LC trajectories from November 29 were selected as observed states.
From the November 30 data, 948 LC trajectories were extracted and used to construct the
collocation-state set and the test set.

2.4.3. Lane-Changing Labeling

In this section, we estimate the LC decision time prior to maneuver initiation and construct training
labels that reflect the inferred decision-making process, rather than labeling only the execution
moment.

A key limitation of trajectory-based LC labeling is class imbalance induced by binary,
maneuver-based labels. Specifically, LC probability p is set to 0 for all frames before the start time
of LC execution (tg:4,+) and switches abruptly to 1 at t;,,+ (Fig. 6). This maneuver-based labeling
fails to reflect the decision-making process, because the driver’s intention and decision moments
are not directly observed from trajectory data — particularly without head-motion or eye-tracking
information. In addition, reaction times vary across drivers, implying that a single fixed reaction
time cannot represent individual decision timing. To address these limitations, we infer three key
time points: (i) tjntens, the moment when the driver forms the intention to change lanes; (ii)
taecision, the decision point at which a suitable gap is identified; and (iii) t:4,+, the observed onset
of the LC maneuver. While tg;,,+ 1S directly observable, t;,ten: aNd tgecision are estimated as
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described below.

2.4.3.1. Estimating the Decision Time via Reaction Time

We estimate tgqqision, from reaction time by assuming that tg; 4+ — taecision represents the driver’s
reaction time. To estimate personalized reaction time from trajectories, we identify informative
explanatory variables through feature importance analysis and train a GBM using the 5-second
trajectory segment preceding tg:q+- The GBM outputs a probabilistic LC curve over time (labeled
as the “gradient-boosted LC probability” in Fig. 6), which provides a continuous representation of
the evolving decision state prior to initiation.

This probabilistic curve is estimated for each driver; however, a decision threshold is
required to determine a specific decision instant t;.cision - While the decision threshold is
heterogeneous and endogenously determined at the individual level, we work with a representative
(population-average) threshold identified from aggregate data. Specifically, we construct an
aggregated curve across drivers and select a threshold corresponding to an average reaction time
of 1 second (Zhang et al., 2022). The same threshold is then applied to each driver-specific curve
to determine tgecision-

2.4.3.2. Estimating the Intent Time

To estimate t;,;0n:, We adopt the empirical finding that the duration from LC intention to LC
initiation is approximately 3 seconds (Doshi and Trivedi, 2009). Given the average reaction time
of 1 second, we define the preceding 2-second interval as the gap-seeking phase. Accordingly,
oNnce taecision 1S identified, tintent is set to 2 seconds prior to t .cision- 1he trajectory segment from
tintent to tg.4, IS used as the model input.

2.4.3.3. Binary Labeling for Model Training

After estimating t .cision, We assign binary labels to represent two phases within [t;,tene» tstartl:
the 2-second gap-seeking phase (tintent 10 taecision) IS labeled p = 0, and the reaction phase
(tgecision 1O tsrqre) 1S labeled p = 1. Although sigmoid curves are used to infer personalized
decision timing, binary labels are used for model training to enforce a clear decision boundary.
This relabeling aligns training supervision with the inferred decision moment and accounts for
inter-driver variability in reaction time.
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Figure 6: Estimation of gradient-boosted LC probability curve and binary labeling

2.4.4. Collocation States

Unlike observed states, collocation states do not require that the corresponding actions be observed
in real trajectories. However, because the neural network component is an LSTM that models
temporal dependencies, collocation states must form trajectory segments over consecutive time
steps rather than isolated state samples. To expand state coverage beyond the variability of
observed states, we selected additional data collected under similar traffic conditions yet
individually distinct. Specifically, we used data from November 30, which exhibits similar speed
profiles to the November 29 data (training data) and is incident-free (Fig. 7). Among the 948 LC
trajectories available from November 30, we randomly selected 474 trajectories to serve as
collocation states, and reserved the remaining 474 trajectories as the test set.

2.5. Evaluation and Discussion

In this section, we evaluate the LC prediction module and the abnormal LC detection module under
two attack scenarios.

LC prediction performance is assessed using MSE between predicted LC probabilities and
the corresponding observed behavior labels, together with a confusion matrix. For LC prediction,
false positives indicate cases where a lane change is predicted but does not actually occur, while
false negatives indicate missed lane changes. Because the abnormal detection module relies on the
predicted LC probabilities, prediction errors can propagate to detection performance.
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Figure 7: Travel speed distribution: (a) On November 29; and (b) On November 30

The anomaly detection module is also evaluated using a confusion matrix. For detection,
false positives correspond to normal behaviors that are misclassified as abnormal. Such cases may
lead to occasional false alarms and increase the operational workload of a cybersecurity system,
but they do not represent missed safety-critical LC events. False negatives, where falsified LC
behaviors remain undetected, are of greater concern because they directly compromise safety,
especially when manipulated behaviors could trigger collisions.

To summarize overall performance, we report accuracy, precision, recall, and F1-score.
Accuracy is the proportion of correct predictions among all instances, while precision measures
the fraction of true positives among all predicted positives. Recall (sensitivity) measures the
fraction of true positives identified among all actual positives; it is especially important in this
context because missed detections can have severe safety consequences. The F1-score, defined as

. .. Precision-Recall . .

the harmonic mean of precision and recall (= 2 ———=2%2) ‘provides a balanced comparison
Precision+Recall

under class imbalance. For LC prediction, the “stay in lane” class dominates the “change lane”

class; similarly, for anomaly detection, the normal (unattacked) class is typically larger. In both
cases, the F1-score is therefore useful for evaluating model performance.

2.5.1. Lane-Changing Prediction

2.5.1.1. Game-Theoretic Model Results

We evaluated the game-theoretic model on the designated test dataset. The model achieved an
MSE of 0.097. To classify the LC decisions, the probability threshold p* was selected using
validation with a 60:40 training-validation split and was determined to be 0.396. Accordingly, state
vectors with pPY > 0.396 are classified as “Change lane.” Table 3 reports the calibrated model
parameters.

Table 3: Parameter calibration results for game-theoretic model

Parameter M1 M2 M3 N4 Ns
Calibrated Value -0.1710 0.0687 0.9961 0.7488 -0.9262

Table 4 summarizes the confusion matrix results. Among 35,550 evaluation vectors, the
overall accuracy was 0.913 and the F1-score was 0.848, indicating acceptable performance across
both classes. The true rate for p = 0 (stay in lane) was 0.930, while the true rate for p = 1 (change
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lane) was 0.870. These results demonstrate that the model distinguishes LC decision labels within
the decision-making interval with stable performance, compared to values ranging from 0.83 to
0.97 reported in prior literature (Balal et al., 2016).

Table 4: Confusion matrix for the game-theoretic model

Game-theoretic model prediction

Stay in lane | Change lane | Total True rate
@ <p) | (P = p)
Observation | Stay in lane (p = 0) 23,876 1,800 25,676 0.930
Change lane (p = 1) 1,281 8,593 9,874 0.870
Total 25,157 10,393 35,550

Since the effectiveness of physics-neural network integration depends on the performance
of the underlying physics model (Zhong et al., 2024), we compared our game-theory model with
three representative LC decision models: Ahmed’s gap-acceptance model (Ahmed, 1999), MOBIL
model (Kesting et al., 2007), and Talebpour’s game-theoretic model (Talebpour et al., 2015).
Detailed formulations are provided in Appendices B-D. Both Ahmed’s and Talebpour’s models
were calibrated by minimizing MSE, consistent with our approach. MOBIL, which produces
binary decisions, was calibrated by maximizing the sum of accuracy and F1-score to balance
predictive precision and recall.

Table 5 summarizes the comparative results. The three benchmark models achieved
accuracies around 0.57, indicating limited performance in estimating LC decision timing within
the decision-making interval under the class-imbalanced dataset. Among them, Talebpour’s model
achieved the highest accuracy and F1-score. Our model further improves performance by
incorporating lateral acceleration and refining LC labeling. As shown in Table 3, the weight on
lateral acceleration (n3) is dominant, while the collision-avoidance-related terms (n, and ns) also
contribute. This suggests that improved performance is achieved by jointly representing latent LC
intention and interactive vehicle dynamics in a unified payoff structure.

Table 5: Prediction accuracy of different physics-based models

Model Accuracy Precision Recall F1-score

Ahmed’s model 0.570 0.292 0.386 0.333
MOBIL model 0.563 0.273 0.347 0.306
Talabpour’s model 0.577 0.340 0.380 0.359
Our model 0.913 0.827 0.870 0.848

It is also worth mentioning that all models are evaluated on the relabeled dataset described
in Section 2.4.3, performance values may differ from those originally reported in prior studies,
which were typically calibrated and evaluated under different labeling schemes.

2.5.1.2. Physics-Guided Neural Network Model Results
We trained the PGNN model with @ = 0.3 in loss function, placing greater weight on the data
discrepancy term. Fig. 8 shows the training and validation losses over epochs. The training loss
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continuously decreases, and the data discrepancy remains lower than the physics discrepancy
throughout training. This indicates that the mismatch between the LSTM model and observed
behavior label is smaller than that between the LSTM and the game-theoretic model. The
validation loss decreases initially and increases slightly after around 70 epochs, indicating
overfitting. We therefore retain the parameter set (6*, 1*) at the epoch with the minimum validation
loss.

---- Training loss - Data discrepancy
0.12 - o N N Physics discrepancy —— Validation loss

Loss
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Figure 8: Training and validation loss curves of the PGNN

Table 6 summarizes the hyperparameters and evaluation metrics for the LSTM and PGNN
models. Hyperparameters were selected via cross-validation using the area under the ROC curve.
On the test dataset, the LSTM and PGNN achieved MSE values of 0.076 and 0.069, respectively,
indicating improved predictive performance with the PGNN. While accuracy is comparable across
models, the PGNN achieves lower MSE and higher F1-score, indicating improved probability
estimation under class imbalance.

Table 6: Hyperparameters and performance summary for LSTM and PGNN

LSTM model PGNN model
Parameter | Hidden size 16 16
Learning rate 0.05 | Physics—0.01, NN-0.05
Epoch, patience, batch size {200, 50, 128} {200, 50, 128}
Window, stride {5, 1} {5, 1}
Metric MSE 0.076 0.069
Accuracy 0.901 0.912
Precision 0.761 0.779
Recall 0.969 0.975
F1-score 0.852 0.866

Consistent with these metrics, the confusion matrices in Fig. 9 show fewer misclassifications for
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the PGNN than for the LSTM. Relative to the LSTM, the PGNN reduces false positives from 3,021
to 2,740 and false negatives by 21% (from 303 to 239). Moreover, the PGNN’s true positive rate
reaches 0.975. These results indicate that incorporating physics-based structure into the LSTM via
the PGNN framework improves LC probability prediction, which is essential for the subsequent
abnormal detection module.
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Figure 9: Confusion matrices for lane-changing prediction: (a) LSTM model; (b) PGNN model

2.5.2. Cyberattack Scenario

This section describes two cyberattack scenarios used in the evaluation of the abnormal LC
detection framework. Consistent with the monitoring setting defined in Section 2.2, the attacks are
modeled as the corruption of the input trajectory stream used for PGNN-based LC probability
prediction, while the executed LC maneuver remains available through an independent, attack-free
channel (i.e., the observed behavior). We consider two representative attacks: false data injection
(FDI) and denial-of-service (DoS). These attacks are designed to distort either the magnitude or
the freshness of the input signals, thereby altering the inferred LC decision timing and causing
discrepancies between the predicted LC probability and the observed behavior.

2.5.2.1. False Data Injection Attack
We simulate FDI attacks, a type of sensor spoofing in which falsified information is introduced
into sensor measurements or communicated trajectories (Vyas et al., 2023). In our scenario, the
vehicle operates normally, but its recorded speed data in the input stream is intentionally
manipulated. A step input of a certain magnitude is added to both the longitudinal and lateral speed
profiles of the subject vehicle starting from frame 15 onward, creating discrepancies from the
nominal profiles; see 10a for an example of falsified longitudinal speed. Each frame corresponds
to 0.04 seconds, as the trajectory data are sampled at 25 Hz. Falsified speed profiles tend to induce
prematurely high LC probability predictions.

For this experiment, FDI attacks were injected into the trajectories of 50 randomly selected
vehicles, representing approximately 10% of the test dataset. The magnitude of the injected
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perturbation is constrained to within 10-15% of the vehicle’s original longitudinal and lateral
speeds to represent a subtle yet impactful manipulation. Using these falsified speed profiles, the
state vectors are recomputed at each time step, as these vectors serve as inputs to the PGNN model
for LC prediction and subsequent anomaly scoring.

2.5.2.2. Denial-of-Service Attack

We also simulate a DoS attack that prevents new measurements from being updated and forces the
monitoring stream to rely on stale information. As shown in Fig. 10b, the speed profile is frozen
at the last value received prior to the attack, starting from frame 50 onward. In some cases, near-
zero or static speeds may suppress LC probability predictions or distort their timing. For this
experiment, DoS attacks are injected into the trajectories of 50 vehicles, independently from the
FDI experiment.
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Figure 10: Normal and falsified vehicle speed profiles under attacks:

(a) False data injection (FDI) attack; (b) Denial-of-Service (DoS) attack

2.5.3. Abnormal Behavior Detection

2.5.3.1. Anomaly Scoring
To assess detection performance under cyberattacks, we input the falsified trajectories into the
trained PGNN model to predict LC probabilities. Figure 11 illustrates how predicted LC
probabilities and anomaly scores evolve in response to a falsified input. The anomaly score was
computed by accumulating the deviation between the predicted LC probability (based on the
corrupted input) and the observed behavior over a fixed scoring window of 10 frames (orange-
shaded). This temporal accumulation mitigates frame-level fluctuations and stabilizes anomaly
assessment.

As shown in Fig. 11a, the attack begins at frame 15, resulting in a sudden rise in the
predicted LC probability. This early prediction deviates from the observed behavior, which occurs
after frame 40. Consequently, the anomaly score rises and surpasses the detection threshold (t in
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Eqg. 9) at frame 26 (Fig. 11b), and the behavior is classified as abnormal. The corresponding
detection delay is 11 frames (0.44 s at 25 Hz), demonstrating responsiveness to subtle behavioral
inconsistencies.
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Figure 11: Anomaly detection under FDI attack:
(a) Observed vs. predicted lane-changing probabilities; (b) Example of anomaly scoring

Fig. 12 illustrates the evolution of LC probabilities and anomaly scores under a DoS attack.
In this example, the predicted LC probability remains at 0 and matches the observed behavior until
frame 44, when execution of the LC maneuver is observed. This creates a discrepancy between the
predicted LC probability and the observed behavior. As a result, the anomaly score exceeds the
detection threshold at frame 54 (Fig. 12b), and the behavior is classified as abnormal. The PGNN
detects the anomaly 39 frames (1.56 s) after the onset of the attack. Because the proposed
framework detects abnormality based solely on LC behavior, it cannot flag a DoS attack before
the observed LC initiation occurs. Nevertheless, once LC initiation is observed, detection requires
only the scoring window length (10 frames, 0.4 s), indicating prompt response after observable
behavioral deviations emerge.
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Figure 12: Anomaly detection under DoS attack:
(a) Observed vs. predicted lane-changing probabilities; (b) Example of anomaly scoring

2.5.3.2. Detection Performance for Fixed Scoring Window

We fixed the scoring window at [ = 10 and evaluated detection performance using T = 9.0.
Figure 13a shows the confusion matrix under FDI attack, averaged over 50 random selections of
attacked vehicles. Among the 474 normal test trajectories and 50 falsified trajectories, the PGNN-
based method detected all 50 attacks, achieving a recall of 1.0. However, 22 normal trajectories
were misclassified as abnormal. This is likely attributed to aggressive or risky LC behaviors in the
human-driven dataset, which were flagged as anomalies. The average detection delay was 0.39 s.
This prompt detection demonstrates the PGNN model’s potential for real-time anomaly
identification in CAV environments.

We further investigated sensitivity to the threshold t by varying T and comparing detection
recall, accuracy, and detection delay. As shown in Fig. 13b, increasing t increases accuracy but
also increases detection delay. This reflects a reduction in false positives at the cost of delayed
alerts and, beyond a certain point, missed attacks. Accuracy exceeds 0.9 for > 8.1, and the trade-
off point is observed at t = 9.0, where recall remains 1.0 and accuracy reaches 0.96. Beyond
this point, recall declines sharply (e.g., below 0.9 at T = 9.6).

In abnormal detection, the ability to reliably classify falsified trajectories as attacks is
paramount. Because missing behaviors is more consequential than occasional false alarms,
thresholds in the range 7 = 8.1 to 9.0 (yellow-shaded) provide desirable performance,
maintaining full recall while improving accuracy. Within this range, detection delay remains below
0.4 s. In practice, T should be selected based on operational tolerance for false positives versus
false negatives by traffic management centers or fleet operators.

Figures 13c and 13d present the confusion matrix at T = 8.9 and the sensitivity analysis
under DoS attack. The PGNN-based method detected all 50 attacks, while 24 normal trajectories
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were misclassified as abnormal. In Fig. 13d, recall remains 1.0 over a wider range of 7 . Accuracy
exceeds 0.9 for t > 8.1, and the trade-off point is observed at t = 8.9. Beyond this value, recall
decreases slightly but remains above 0.9. Unlike the FDI case, detection under DoS attack typically
occurs only after LC initiation is observed; detection delay exceeds one second.
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Figure 13: : Abnormal behavior detection using PGNN:
(a) Confusion matrix at threshold © = 9.0 under FDI attack; (b) Sensitivity to detection threshold under
FDI attack; (c) Confusion matrix at threshold © = 8.9 under DoS attack; (d) Sensitivity to detection
threshold under DoS attack

2.5.3.3. Comparison with Physics-Only and Purely Data-Driven Detection

To evaluate the contribution of physics knowledge, we compared PGNN-based with LSTM-based
and physics-only (game-theoretic) detection under FDI attack (Fig. 14). PGNN demonstrates more
stable recall across detection thresholds z . The recall curve of the PGNN model (solid green)
remains relatively stable and begins to decline after = 9.0, reaching a minimum of 0.82. In
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contrast, the LSTM-based recall (solid blue) drops sharply after t = 7.7, and eventually falls to
zero. This occurs because the LSTM model, without physics guidance, produces smaller deviations
between falsified predictions and the observed behavior, resulting in lower anomaly scores.

The physics-only game-theoretic model’s recall (solid gray) declines earlier, dropping
rapidly after t = 5 and eventually reaching zero. Although the game-theoretic model achieves
reason-able performance in binary LC classification, its larger MSE indicates less accurate
probability estimation. Because anomaly detection relies on deviations in predicted probabilities,
inaccurate probability estimation reduces detection capability. Accuracy curves (dashed lines)
further show that the PGNN model is less sensitive to threshold changes. Overall, these results
indicate that incorporating physics-based structure yields more robust detection across threshold
settings.

Although the physics-only game-theoretic model does not achieve the lowest MSE, it
provides a structural prior that sharpens decision boundaries and yields higher precision than the
PGNN and LSTM in LC prediction. When embedded within the PGNN architecture, this physics
knowledge serves as an inductive bias (Yu and Wang, 2024; Wang and Yu, 2025), while the LSTM
component refines probability estimates and captures temporal dependence. This combination
explains why the PGNN achieves more reliable anomaly detection performance than either the
physics-only or purely LSTM-based model.
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Figure 14: Comparison of recall and accuracy under FDI attack:

PGNN-based, LSTM-based, and physics-only detection

2.5.3.4. Sensitivity Analysis: Scoring Window and Threshold

We extended the analysis by varying the scoring window | from 1 to 50 frames (up to 2 seconds
at 25 Hz) and evaluated recall, accuracy, and detection delay across detection thresholds. Figure
15a presents recall over a grid of scoring windows and threshold-to-window ratio (z /1) under FDI
attack. Shorter scoring windows yield higher minimum recall across the threshold range. In
addition, the threshold-to-window ratio required to maintain perfect recall (recall = 1.0) increases
as the scoring window shortens. These results suggest that shorter windows provide more reliable
recall performance under varied threshold settings.
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Figure 15b illustrates, for each scoring window length, the best accuracy and the
corresponding detection delay under the constraint that recall = 1.0. These results highlight a trade-
off: shorter scoring windows reduce detection delays (i.e., faster response) but also reduce
accuracy, increasing false positives. For instance, when [ < 4, accuracy falls below 0.9,
increasing the likelihood of false positives — normal behaviors mistakenly flagged as suspicious.
From [ = 4, accuracy stabilizes above 0.9, while detection delay increases with [. For I > 43,
detection delay exceeds 1 second, which may hinder timely response in safety-critical settings.
These findings underscore the importance of selecting [ to balance detection accuracy and
responsiveness.
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Figure 15: Detection sensitivity analysis under FDI attack:
(a) Recall by scoring window and threshold-to-window ratio v/1;
(b) Best accuracy and corresponding detection delay under recall= 1.0

2.5.3.5. Comparison with Existing Methods

We compared the proposed PGNN-based detection against two LC-focused baselines: a one-class
SVM (Ramyar et al., 2016) and a lightGBM model (Xu et al., 2023). The one-class SVM
represents a classic anomaly detection approach, while the lightGBM represents a stronger
machine-learning baseline that leverages complete LC trajectories and surrounding-vehicle
information. Together, these models provide a meaningful benchmark to evaluate the added value
of physics-guided inference beyond purely data-driven approaches. All models were trained using
the same training data and evaluated on identical test and attacked datasets. For this comparison,
50 attacked datasets were randomly generated, and aggregated detection performance was
reported. For the proposed PGNN framework, we used the best-performing combination of scoring
window and detection threshold identified in the sensitivity analysis.

Table 7 summarizes the results. The one-class SVM achieved accuracy below 0.90 under
both attack scenarios and showed poor recall (0.26) in the DoS attack. This can be attributed to its
reliance on subject-vehicle speed and acceleration features and its segment-wise modeling
approach (Ramyar et al., 2016). LightGBM, which uses information from surrounding vehicles
(Xuetal., 2023), achieved perfect recall and an accuracy of 0.995 under FDI attack, outperforming
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the PGNN-based model. However, under DoS attack, its accuracy and recall dropped to 0.936 and
0.985, indicating both false alarms and missed attacks. In contrast, the proposed PGNN-based
model achieved perfect recall and maintained accuracy above 0.97 for both attack types.

All three models show higher detection performance under FDI attack than under DoS
attack. This difference reflects the nature of the two attacks. FDI directly perturbs signal
magnitudes and shifts the input distribution, making anomalies easier to identify using models
trained on nominal data. In contrast, DoS interrupts data updates and holds recent data, which can
remain within the nominal distribution and is therefore more difficult to detect. This limitation is
most evident in the one-class SVM, which relies only on subject-vehicle states and often
misclassified DoS attacks as normal. The robustness of the PGNN model under DoS attack stems
from physics-guided learning combined with LSTM-based temporal modeling, which encodes
linkage between trajectory states and LC behavior and enables detection of abnormal stagnation
patterns.

Table 7: Anomaly detection of different models

Model FDI attack DosS attack

Accuracy Recall Accuracy Recall
One-class SVM 0.873 0.946 0.807 0.256
LightGBM 0.995 1.000 0.936 0.985
Our PGNN-based model 0.991 1.000 0.979 1.000

2.6. Conclusions, Study Limitations and Direction for Future Research

This study proposed a PGNN framework to detect abnormal LC decisions under cyberattacks. The
framework consists of (i) LC decision prediction module and (ii) an abnormal LC detection
module. To model LC decision-making, we first developed a game-theoretic model that captures
rational LC strategies based on interactions with surrounding vehicles. The game-theoretic outputs
(LC probabilities) were then incorporated into an LSTM-based PGNN to regularize data-driven
learning with physics-domain knowledge. Evaluation using the 1-24 MOTION dataset
demonstrated that the PGNN model achieved lower prediction error (MSE) compared to both the
game-theoretic model and the standalone LSTM. The PGNN also substantially reduced false
negatives in LC prediction, which is critical for maintaining safety in traffic networks.

To evaluate the framework’s capability in a cybersecurity context, we simulated FDI and
DoS attacks by manipulating vehicle speed profiles. The PGNN-based anomaly score detected
falsified LC behaviors with high recall and a detection delay of less than 0.5 seconds under FDI
attack. Sensitivity analysis of the detection threshold and scoring window suggested a trade-off
among false alarms, missed detections, and detection delay. While shorter windows allowed for
faster detection and greater robustness to threshold selection, they also resulted in more false
positives. These findings suggest that the scoring window and threshold should be calibrated based
on the operational context and tolerance for false alarms.

A limitation of this study arises from the use of human-driving trajectory data for model
development and validation. While the proposed framework is adaptable to automated driving
data, some behavioral cues used in this study (e.g., lateral acceleration as an intent-related signal)
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may not directly correspond to variables in automated driving systems. Thus, future studies should
incorporate AV-specific trajectory data to recalibrate the model and verify its applicability in fully
automated driving environments. In addition, this study focuses on LC behavior, whereas
cyberattacks that manipulate speed or disrupt communication can also affect car-following
dynamics. Joint monitoring of both LC and car-following behaviors may provide complementary
signals for anomaly detection, particularly under DoS attacks, where LC abnormalities are detected
only after the maneuver initiation is observed. Finally, exploring additional cyberattack scenarios
would help assess robustness and generalizability under more complex and realistic threat
conditions. Despite these limitations, the proposed framework establishes an extensible foundation
for trajectory-based anomaly detection that remains flexible and interpretable.
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CHAPTER 3. ROBUST AND FLOW-EFFICIENT
DISCRETIONARY LANE-CHANGING

3.1. Introduction

Automated vehicles (AV) rely on onboard sensing and software modules to perceive the
environment, predict surrounding behaviors, and execute driving maneuvers through planning and
control. Among tactical maneuvers, lane-changing (LC) is uniquely challenging due to its
interactive nature and system-level consequences. An LC maneuver not only alters the subject
vehicle's trajectory but also disturbs local traffic by inducing acceleration or deceleration responses
from neighboring vehicles. While an optimal LC can harmonize flow and speed across lanes,
empirical and theoretical studies have shown that poorly executed maneuvers can disrupt traffic,
reduce bottleneck discharge rates, and trigger stop-and-go oscillations (Laval and Daganzo, 2006;
Ahn and Cassidy, 2007). This duality in impacts is especially pronounced in discretionary LC,
where an AV actively initiates a maneuver to optimize its own utility, such as speed gain, rather
than to satisfy a mandatory routing constraint. In this setting, the LC decision creates a tension
between ego-centric gain and system-level efficiency. Even when safety constraints are satisfied
at the individual level, excessive or aggressive gap exploitation can introduce externalities that
degrade traffic stability. Therefore, the fundamental challenge in autonomous discretionary LC is
not merely safe execution, but coordinating ego-centric gain with interaction-aware behavior that
mitigates unnecessary disturbances to the surrounding traffic stream.

A critical vulnerability in such gain-seeking decisions lies in their reliance on accurate state
observations. In practice, autonomy stacks are highly susceptible to observation uncertainty arising
from physical sensor degradation (e.g., LIDAR or camera noise), communication latency, or
malicious cyberattacks such as sensor spoofing or jamming. Because discretionary LC decisions
are typically formed by comparing expected utilities across lanes, they are particularly sensitive to
perturbations in perceived gaps or relative speeds. Even small adversarial perturbations can shift
the decision boundary and flip the selected action. Such decision flips may result in suboptimal
maneuvering, overly conservative lane-keeping behavior, or poor LC initiation, each of which
severely amplifies traffic-level disturbances and propagates instability upstream. Moreover,
improper LC maneuvers can pose significant safety risks, potentially leading to crashes.
Consequently, there is a critical need for robust LC decision-making that remains reliable under
adversarial conditions.

To address tactical control challenges in LC, reinforcement learning (RL) has emerged as
an attractive foundational method (Aradi, 2020; Kiran et al., 2021), as it can optimize long-horizon
objectives without requiring explicit behavior models. A common trend in RL-based LC is to
develop policies that optimize target-lane decisions and safety under nominal observations. For
example, Mirchevska et al. (2018) proposed a deep Q-Network (DQN)-based RL approach for
lane keeping and lane changing with a safety verification mechanism, reporting collision-free
performance with high average speed. Hoel et al. (2018) trained a DQN agent to jointly decide
longitudinal speed and LC decisions, showing that the learned policy can match or surpass a
reference rule-based model in numerical simulation. Subsequent studies have incorporated
environmental uncertainty (Alizadeh et al., 2019) and multi-agent formulations balancing safety,
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passenger comfort, and traffic efficiency (Zhou et al., 2022).

Recognizing that RL policies are highly sensitive to adversarial perturbations and
observation uncertainties (Pinto et al., 2017; Gleave et al., 2019), recent efforts have adopted
adversarial learning paradigms to improve robustness against perturbed inputs. For example, He
et al. (2022a) designed a constrained adversarial RL framework with reward components
considering safety, self-efficiency, and vehicle dynamics. He et al. (2004) further proposed a
defense-aware robust RL framework that trains a robust defender against worst-case observational
perturbations to reduce safety-critical failures. Beyond single-agent paradigm, recent work by
Wang et al. (2025) explored a multi-agent dueling DQN to improve safety and performance in
mixed autonomy environments. However, prior studies predominately target mandatory LC
scenarios such as highway merging or exiting (He et al., 2022b; Bagwe et al., 2023), with limited
focus on discretionary maneuvers from a robustness perspective.

Despite these advances, existing robust learning frameworks are not designed to
simultaneously capture the three dynamics central to discretionary LC: (i) the ego-centric incentive
for speed gain, (ii) interaction-aware execution that anticipates a target-lane follower's response,
and (iii) traffic flow-level disturbances induced by the maneuver. This holds even when
considering adversarial perturbations to the state observation at these three layers of the control
objective. Consequently, policies learned without these considerations often become overly self-
centered and aggressive in gap exploitation, satisfying individual safety constraints at the expense
of broader traffic stability.

This limitation motivates our primary research question: Can an autonomous agent learn
a discretionary LC decision-making policy that remains safe against adversarial observation
perturbations while simultaneously achieving meaningful speed gains and minimizing traffic flow
disturbances? To address this, we propose a hierarchical adversarial reinforcement learning
(HARL) framework for robust and flow-efficient discretionary LC. HARL explicitly models the
interaction among a subject vehicle (defender) performing discretionary LC, a target-lane follower
that responds to the LC maneuver, and an attacker that injects sensor-level perturbations into the
defender's observations. At the upper level, the attacker selects a worst-case bounded perturbation
to maximize safety-related risk, while the subject vehicle acts as the defender and learns a robust
discrete maneuver decision policy (keep/left/right) under corrupted observations. At the lower
level, conditioned on the defender's decision and the perturbed observation, a Stackelberg
interaction resolves maneuver execution by determining the LC initiation timing along with
longitudinal control actions. This lower-level interaction shapes both individual-level performance
and flow-level outcomes, thereby coupling robustness with interaction-aware execution.

The main contributions of this paper are summarized as follows:

» Atwo-level dynamic framework for discretionary LC that couples robust decision-making
with interaction-aware execution. This is achieved by integrating the upper-level
adversarial policy learning with a lower-level behavioral Stackelberg game to resolve LC
initiation timing and longitudinal accelerations.

« A sensor-level white-box perturbation model for worst-case robustness evaluation, where
the attacker applies bounded observation perturbations directly to the defender's policy
inputs.

« A multi-objective reward design that jointly optimizes safety, self-efficiency, and flow-
stability. The reward encourages socially compatible discretionary LC behaviors that
achieve speed gains while mitigating traffic disturbances under adversarial observation
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perturbations.

The remainder of this paper is organized as follows. Section 3.2 presents the problem
formulation and the HARL framework. Section 3.3 details the implementation. Section 3.4 reports
the experimental results. Section 3.5 concludes the paper.

3.2. Methodology

In this section, we formulate the robust discretionary LC decision-making under adversarial
observation perturbations. The subject vehicle (defender) first determines a maneuver decision
under potentially corrupted observations and resolves execution-level interactions that govern LC
initiation timing and longitudinal acceleration.

3.2.1. Problem Formulation

The discretionary LC decision-making problem is formulated as a Markov Decision Process
(Howard, 1960), defined by the tuple (S,A4,p,r,y). At each time step t, the subject vehicle
observes the current traffic state s, € S, selects an action a, € A, receives an instantaneous reward
r, = r(ss, a;), and transitions to the next state s;,, according to p(s;411ss az).

In this study, the action corresponds to the discretionary maneuver decision:

a; = g € G = keep, left, right

which indicates whether the subject vehicle keeps its lane or attempts a lane change to the left or
right.

To reflect the behavioral motivation of discretionary LC, the maneuver decision is invoked
by a speed-based trigger:

Trig: = 1[vSV,t < Vges — Atrig]

where v, is the desired speed and 4,4 is a tolerance margin. When the trigger is not satisfied
or the system is in cooldown, the maneuver decision is fixed as g; keep.

Given g;, the subject vehicle determines the LC initiation timing and longitudinal
acceleration while accounting for the response of the target-lane follower. The realized execution
outcomes govern both the reward and the state transition.

The objective is to determine a policy m* that maximizes the expected cumulative
discounted reward over a finite horizon T

T
m* € argmax E [Z vir(s, at)]
" t=0
where y € [0,1) denotes the discount factor.

3.2.2. Framework
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The proposed HARL framework consists of two interconnected levels: (i) the upper-level
maneuver decision under adversarial observation, and (ii) the lower-level behavioral execution
through a Stackelberg interaction.

Upper Level: Robust Maneuver Decision

Cooldown Defender

LC Trigger
Trige =1

Perturbation Yes
S¢ =5 + 6

Attacker

g¢ € {keep, left, right}

Lower Level: Behavioral Stackelberg Game

A 4

Target-Lane Follower | R Subject Vehicle
Urr K, Usy

State s, & Reward r; T 1 Action (K, Ugy, Urg)

Simulation
) g )
Target-Lane Follower ~  ogmmn .- * - Target-Lane Leader

Defender: Subject Vehicle Current-Lane Leader

Figure 16: Structure of HARL

At each time step t, the LC trigger is evaluated. When Trig; = 0 or during cooldown, the
defender (subject vehicle) follows keep-lane behavior. Otherwise, the observed state may be
perturbed by an attacker, and the defender selects a maneuver decision g, € keep, left, right based
on the perturbed observation §;. If g, € left, right, the lower-level module determines the LC
initiation timing k, and longitudinal accelerations over a finite horizon of K steps with early
termination. After execution, a cooldown is applied to prevent unrealistic maneuver frequency.

3.2.3. Upper-Level: Robust Maneuver Decision

At the upper level, the defender determines the discretionary maneuver decision under potentially
perturbed observations. The trigger Trig, is assumed to be evaluated from reliable signals. Once
activated, the observed state s; may be corrupted by a perturbation §; bounded within an Lo-ball
of radius e,:

§t = S + 61:; [ 61: ”2§ €Eg
The maneuver decision is therefore based on 3, rather than the true state. To characterize
robustness, we consider worst-case perturbations within the feasible set that increase safety-related

risk. Safety risk is quantified using a time-to-collision (TTC) metric computed from the realized
execution outcome:

Csafe(st» gt) = wttc,upl[TTCi,t < T]
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where w is a nonnegative coefficient. The TTC for surrounding vehicle i measures the time
remaining before a potential collision and is defined as:

d;
TTC; = Vey — V; ’
00, otherwise

ifvgy > v;

where vg, and v; denote the longitudinal speeds of the subject vehicle and a relevant surrounding
vehicle i, respectively, and di is the longitudinal gap between the subject vehicle and vehicle i.
The minimum TTC among relevant surrounding vehicles is used to represent the most critical
interaction.

Importantly, the perturbed observation §; is also used in the lower-level module, allowing
adversarial perturbations to influence both maneuver selection and execution planning.

3.2.4. Lower-Level: Behavioral Stackelberg Game

At the execution level, the interaction between the subject vehicle and the target-lane follower is
modeled as a Stackelberg game (Simaan and Cruz, 1973), reflecting the leader-follower structure
in LC maneuvers. Conditioned on the upper-level maneuver decision g,, the subject vehicle
commits to an execution plan — specifically, when to initiate the LC and how to approach the target
gap — while the target-lane follower responds by adjusting its longitudinal acceleration to preserve
safety and driving comfort (Yoo and Langari, 2020).

We consider a fixed execution horizon of K steps, (i.e., KAt seconds). The execution
terminates early when the lane change is completed or aborted. After termination, a cooldown of
T,.q seconds is applied, during which the trigger is not evaluated to prevent unrealistically frequent
lane changes.

Given g; € left, right, the subject vehicle selects (i) the LC initiation timing k. and (ii) the
longitudinal acceleration ug,, applied before initiation, while anticipating the optimal response of
the target-lane follower. The resulting optimization is formulated as:

max ]RSV (S' g9, K, Ugy, u;‘F (K' uSV))
K,ugsy
subject to

urr (K, uugy) = arg rlrLlaX Rre (s, 9, K, Usy, Urp))
TF

where s denotes the traffic state, g € G is the maneuver decision, and ugy, urr represent the
longitudinal accelerations of the subject vehicle and the target-lane follower, respectively. The LC
initiation timing decision is discrete:

ke01,..,K

which indicates the number of steps to wait before initiating the lane change.
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Rewards are accumulated at each step during the execution horizon. The choice of k affects
the reward trajectory by altering the realized safety risk, achievable speed gain, and the
disturbances imposed on the following vehicles.

1) Subject Vehicle Reward: The reward function of the subject vehicle (which also serves as the
defender in the adversarial setting) is defined as:

Rsy=p = —(@eccLTTC < 7) + (0,40 = wylusy D) = 0o ) [41]
JENTE

where all weighting parameters w are nonnegative and regulate the relative importance of each
objective.

The first term represents the safety objective, penalizing critically unsafe interactions when
the minimum relevant TTC falls below a predefined threshold 7 (1.5 seconds in this study).

The second term captures self-efficiency, where Av represents the potential (or realized)
speed gain associated with executing maneuver g with timing . The acceleration penalty w,, |ugy |
discourages aggressive longitudinal control and promotes smooth maneuvering.

The last term represents the flow-stability, penalizing speed disturbances imposed on
affected target-lane followers Ny . This discourages lane changes that induce excessive
deceleration or instability in the target lane.

2) Target-Lane Follower Reward: The reward of the target-lane follower is formulated as:
Rrp = = 1[TTC < 7] — wcomfortluTFl

where the first term ensures collision avoidance and the second term penalizes the longitudinal
discomfort in response to the subject vehicle’s maneuver.

3.3. Hierarchical Adversarial Reinforcement Learning Implementation

We now describe how the formulation is implemented using HARL. The training process
alternates between (i) generating worst-case observation perturbations (inner maximization) and
(i) updating the defender policy using Proximal Policy Optimization (PPO) (outer minimization).

3.3.1. White-Box Adversarial Perturbation

We consider a sensor-level white-box attacker that has full access to the defender’s policy network
and exploits gradient information of the safety surrogate with respect to the input state to generate
worst-case perturbations during training (see Algorithm 1). Given a state s;, the attacker seeks a
bounded perturbation §; within the budget ¢, (Eq. 4). The perturbation aims to maximize safety-
related risk after maneuver selection:

6; = arg ||5n|l|a§e Csate(St, 9: (5, 9¢(8) ~ mp (- |5,)
tl|,<€s
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Because the TTC indicator in Cs, . is non-differentiable, we use a differentiable surrogate:
ésafe(str gt) = wttc,up ' SOftplus(T - TTCt)
The inner maximization is approximated via projected gradient ascent. After each gradient

step, the perturbation is projected onto the L,-ball to enforce feasibility.
Algorithm 1 summarizes the perturbation procedure.

Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent
Input: current state s, defender policy (- | -), step size a, attack steps I, perturbation budget
eS
Input: lower-level execution module W(-)for evaluating TTC (used in Cqy)
Initialize perturbation 8 « 0 (or random sit. [|6©|| < )
fori=0tol—1do

59 — s, 460

Compute J(89) « Csafe(st, gED) using W

80D « 80 + avg)(8W)

0D Mgy, <6, (80+7)
end for
Output: 8; « 8@ perturbed observation 5, « s, + §;

3.3.2. Defender Policy Optimization

The defender aims to learn a maneuver decision policy that remains robust under worst-case
observation perturbations. This corresponds to the robust objective:

minmax Eg g rp n ) [Care (5, 9)]
Tp Ty

In practice, the attacker generates adversarial perturbations using the procedure above, and
the defender updates its policy using rollouts collected under perturbed observations. We adopt
PPO due to its stability in on-policy learning.

Given rollouts collected under the current policy mp .4 With perturbed observations, the
defender maximizes the clipped surrogate objective:

LPPO(6p) = E [min(pt(BD)At;Clip(pt(eD)' 1-¢1+ E)At)]

where
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7ty (gelSe)

pe(6p) Tp,o1a(9el5t)

Here, 6;, denotes the defender parameters and 4, is the advantage estimate computed from
perturbed rollouts. The reward rt is obtained from the lower-level Stackelberg execution outcomes
in Section 3.2.4. Therefore, policy improvement directly reflects discretionary LC objectives —
safety, self-efficiency, and flow-stability — under adversarial observations. Following standard
PPO, we include value regression and an entropy bonus (Schulman et al., 2017):

I, = LFPO + ClLvalue —_ Cz}[(n'D)
where ¢; and c, are coefficients and H denotes policy entropy.

3.3.3. Algorithm Implementation

Algorithm 2 outlines the overall HARL training process. At each time step, the trigger is evaluated.
If the trigger is inactive or the system is in cooldown, the defender defaults to keep-lane behavior
without adversarial perturbation. When the trigger is active, the attacker computes a worst-case
bounded perturbation, and the defender selects the maneuver decision g, under the perturbed
observation. If g, = keep, the simulator advances by one step. Otherwise, the lower-level
execution module runs for up to K steps with early termination. A cooldown is applied only after
execution terminates.

Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL)
Input: I, €5, PPO epochs E, horizon K, time step At, cooldown Tq, trigger margin Ay,
Initialize defender parameters 6 and value parameters ¢
for iterationn = 1 to N do
Reset environment; B « @; cooldown counter c « 0
for timestept =0to T — 1 do
Observe state s, and compute trigger Trig, = 1[VSV’t < Vies — Amg]
If c >0, setTrig; < 0andc<c—1
if Trig, = 0 then
Set g, < keep, §; < s; {no attack}
else
Compute & via Alg. 1, set §; « s, + &; {attack}
Sample g; ~ tp (| 55 6p)
end if
if g, = keep then
Step simulator; store (8¢, g¢, 1%, St+1,d:) In B
else
Execute lower-level Stackelberg module with early termination:
{(§t+j; Tt4jo St+j+1 dt+j)}§;éa term « W(5;, gu K)
Store all transitions in B; sett « t+] —1
if term=1 then
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set c « [T.q/At]

end if
end if
end for

Update (8, ¢) using PPO with B (omitted for brevity)

end for

The defender state encodes local traffic conditions relevant to discretionary LC, including
accelerations, speeds, and gaps of the subject vehicle and surrounding vehicles (Table 8).

Table 8: State variables of the defender

Variable (unit) Definition

agy (M/s?) Acceleration of the subject vehicle (SV)
arr (M/s?) Acceleration of the target-lane follower (TF)
vsy (M/S) Speed of the SV

v (M/S) Speed of the TF

ve (m/s) Speed of the current-lane leader (CL)
vy (M/S) Speed of the target-lane leader (TL)
Verr (M/S) Speed of the TF’s follower (FTF)

drr (M) Gap from SV to TF

dcp (M) Gap from SV to CL

dr;, (m) Gap from SV to TL

Note: All variable are longitudinal.

The defender’s action is the discrete maneuver decision g € {keep, left, right} .
Conditioned on g;, the lower-level execution module determines the LC initiation timing x, and
longitudinal accelerations (ugy, urr) over a horizon of K steps. The reward at each time step is
computed using the lower-level reward formulation in Section 3.2.4, after resolving execution
outcomes such as TTC and induced speed disturbances.

Hyperparameters are summarized in Table 9.

Table 9: The main hyperparameters

Parameters Value Parameters Value
Discount factor y 0.99 | Time step At 0.1s
Execution horizon K 30 | Cooldown T4 253
Trigger margin Arig 0.1 m/s | Adversarial learning rate a 0.001
Attack steps [ 5 | Perturbation budget €, 3.5m
PPO clip € 0.2 | PPO learning rate A 0.0005
PPO epochs E 5 | Mini-batch size 64
3.4. Experiments and Results
47
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3.4.1. Simulation Environment

We evaluate the proposed robust discretionary LC framework using SUMO. The simulation
network is configured as a three-lane ring road to provide a closed traffic environment. To ensure
frequent discretionary LC opportunities, 20% of vehicles are designated as slow vehicles with
reduced desired speeds. This configuration induces sustained speed loss for fast vehicles, thereby
activating the LC trigger repeatedly and enabling sufficient learning of discretionary maneuvers.

All background vehicles (including slow vehicles) follow SUMO’s LC2013 model, and
their longitudinal motion is governed by the intelligent driver model (IDM). The subject vehicle
follows a hybrid control scheme. When the trigger is inactive or during cooldown, it follows IDM
and keeps its lane. When the trigger is active, the maneuver decision g, is selected by HARL, and
the subsequent execution (LC initiation timing and longitudinal accelerations) is resolved by the
lower-level Stackelberg module.

The maximum speed is set to 60 km/h. Adversarial observation perturbations are applied
to the subject vehicle’s perceived gaps to surrounding vehicles. The perturbation budget is set to
3.5 m, approximately one vehicle length, which is sufficient to alter perceived gap without being
unrealistically large.

To isolate the role of execution-level interaction modeling, we compare the HARL against
a maneuver-policy-only baseline (“policy-only”). To evaluate the effect of the flow-stability
objective, we further compare against HARL-noFlow, which sets w4y, = 0.

3.4.2. Results and Discussion

We first examine training performance in terms of episode return. Fig. 17 presents the learning
curves of policy-only, HARL-noFlow, and HARL, where solid lines denote mean returns and
shaded regions indicate standard deviations. HARL learns to achieve higher returns as training
progresses. The fluctuations observed in the curves are mainly due to environmental stochasticity
in the simulation. Although HARL-noFlow initially achieves high returns, its performance
becomes unstable over training. This suggests that neglecting flow-level considerations may lead
to policies that cannot sustain consistent performance. In contrast, policy-only yields stable yet
substantially lower returns because its LC decisions are driven by immediate reward signals,
resulting in a more myopic maneuver policy compared to the other two strategies.
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Figure 17: Training curves using Policy-only, HARL-noFlow, and HARL
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Fig. 18 shows the ratio of discrete maneuver decisions during training for the three
strategies. Policy-only exhibits a dominant preference for “keep” throughout training, reflecting
an overly conservative maneuver policy. Compared to HARL-noFlow, HARL selects “keep” more
frequently in the early stage of training. This pattern aligns with the flow-stability objective: the
agent initially suppresses lane changes and gradually increases left/right decisions as it learns to
obtain speed gains without inducing excessive disturbances to traffic.

(a) Policy-only (b) HARL-noFlow (c) HARL
1.0 s 0 : =
S 084 ’,?' '\’“W"W’:“f 081 Right 081 A Right
-0 1% 3 patl - U ks . Y
g 0.6 .:: 0.6 _‘-\‘\‘ ',’,-\‘,: Nt | 0.6 1 :.f vf .\ ¥ '“\-'“"‘\_‘,w-'/‘”‘
2 041 041 &/ R 0.4 =
3 0.2 & 0.2 ozK |
€ \ e \
0.0 I TP ) o A 0.0 o0 .
0 100 200 300 400 0 100 200 300 400 0 100 200 300 400
Episode Episode Episode

Figure 18: Ratio of lane-changing maneuver decision g,

Table 10 summarizes evaluation results over 40 random seeds. HARL achieves the highest
mean speed and flow rate while exhibiting a smaller standard deviation of acceleration than
HARL-noFlow, indicating enhanced traffic stability. All three strategies result in near-zero
potential collisions, demonstrating that the learned policies maintain safety even under worst-case
observation perturbations.

Table 10: Evaluation of different LC strategies

Metric Policy-only HARL-noFlow HARL

Return 1.76 + 9.69 52.13 £ 20.24 46.69 £+ 15.19
Mean speed (m/s) 7.42 £ 0.35 7.46 £ 0.51 7.60 + 0.30
Flow (veh/hr) 2226.3 +169.6 2241.8 + 167.5 2287.2 +96.9
Std. Accel (m/s?) 0.30 + 0.04 0.37 £+ 0.05 0.33 + 0.04
Potential collision 0.00 + 0.00 0.65 + 1.56 0.10 + 0.30

Fig. 19 reports the average number of potential collisions under attacks with different
perturbation budgets, where the subject vehicle is randomly selected from the set of fast vehicles.
HARL consistently yields fewer than five potential collisions across perturbation levels, indicating
stronger robustness to observation perturbations.
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Figure 19: Number of potential collisions with perturbation budget e,

3.5. Conclusions, Study Limitations and Direction for Future Research

This paper presented a HARL framework for robust and flow-efficient discretionary LC under
adversarial observation perturbations. The central objective was to address a fundamental tension
in discretionary LC maneuvers: achieving ego-centric speed gains while mitigating traffic-level
disturbances, and ensuring that such coordination remains reliable under worst-case sensor-level
perturbations.

The proposed framework integrates two layers. At the upper-level, a defender policy learns
a robust maneuver decision (keep/left/right) under bounded adversarial observation perturbations
generated by a white-box attacker. At the lower-level a Stackelberg execution game resolves LC
initiation timing and longitudinal accelerations by explicitly modeling interaction with the target-
lane follower. This two-level architecture enables the maneuver decision to internalize both
robustness and interaction-aware execution outcomes, thereby coupling adversarial resilience with
flow-level responsibility. Simulation results show that HARL achieves higher mean speed and
flow compared with baseline strategies, while maintaining low acceleration variability, indicating
improved traffic stability. Under worst-case bounded observation perturbations, the HARL
maintains potential collisions below five and exhibits stronger robustness. These findings suggest
that integrating interaction-aware execution, flow-level consideration, and adversarial learning
yields socially compatible and robust discretionary LC behavior.

Despite these contributions, several limitations remain. First, the flow-stability term
assumes access to upstream vehicle information (e.qg., the follower of the target-lane follower), but
the communication pathway for obtaining such information is not explicitly modeled. In practice,
this may rely on V2V communication or cooperative perception, which warrants further study
under partial observability. Second, the attacker is modeled as a white-box adversary with full
gradient access, representing a worst-case benchmark. More realistic grey-box or black-box attack
settings should be examined to evaluate robustness under limited attacker knowledge. Third,
performance should be systematically evaluated across broader traffic demand levels and
heterogeneity conditions to assess scalability. Ultimately, validating the proposed hierarchical
robust LC structure with empirical trajectory data or experimental platforms would further
strengthen its practical relevance.
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CHAPTER 4. CONCLUDING REMARKS

This study investigated cybersecurity challenges in CAVs with a focus on lane-changing behavior.
Recognizing that CAV decision-making is highly sensitive to perception integrity, the study
addressed both (i) falsified behavior detection and (ii) robust decision-making under cyberattacks.
By combining physics-informed modeling with learning-based approaches, this work provides a
structured foundation for improving the resilience of tactical vehicle maneuvers.

The contributions of this study are summarized as follows:

e Development of a PGNN framework for detecting falsified lane-changing decisions under
cyberattacks. The model integrates a game-theoretic lane-changing structure with LSTM-
based temporal learning to regularize data-driven prediction of lane-changing probabilities
and enable anomaly detection.

e Design and evaluation of an anomaly scoring mechanism capable of detecting falsified
lane-changing behaviors with high recall and accuracy under simulated FDI and DoS
attacks.

o Proposal of a HARL framework for robust and flow-efficient discretionary lane-changing.
The framework integrates upper-level robust maneuver decision-making with a lower-level
Stackelberg execution module to account for interaction with surrounding vehicles.

e Demonstration that robust and interaction-aware lane-changing policies can achieve
improved traffic efficiency and stability while maintaining safety under worst-case
bounded observation perturbations.

Together, these components address complementary aspects of CAV cybersecurity:
monitoring abnormal behavior through physics-informed detection and enabling resilient tactical
control through adversarial learning.

There are several limitations of this study. First, the detection framework was developed
and validated using human-driving trajectory data. Although the modeling structure is adaptable
to automated driving systems, recalibration with AV-specific trajectory data is necessary to ensure
full applicability. Second, the detection module focuses on lane-changing behavior; extending
monitoring to jointly consider car-following dynamics may provide more comprehensive anomaly
signals, particularly under DoS attacks. Third, the flow-stability objective in the robust lane-
changing model assumes access to surrounding vehicle states when evaluating traffic-level
disturbances. Although such information may be available in connected environments, the
communication and perception mechanisms required to obtain these signals are not explicitly
modeled. Future research should investigate the impact of communication delays partial
observability, and sensing uncertainty on the robustness and efficiency of the learned policies.
Fourth, the framework is evaluated under structured and bounded adversarial perturbations within
a controlled simulation environment. While this provides a principled benchmark for worst-case
robustness, the attack model does not fully capture the diversity of real-world cyber threats.
Examining robustness under more realistic adversarial assumptions would provide a more
comprehensive understanding of the model’s resilience.

Finally, translating the proposed frameworks to real-world CAV systems requires validation
beyond controlled datasets and simulation settings. Experimental validation using field data or
controlled testbeds would further strengthen the feasibility and scalability of approaches.

CENTER FOR CONNECTED 51
AND AUTOMATED
(N TRANSPORTATION



CHAPTER 5. SYNOPSIS OF PERFORMANCE
INDICATORS

5.1. USDOT Performance Indicators |

Three (3) transportation-related courses were offered during the study period by the Pls and the
teaching assistant associated with the research project. These courses include CEE 370
(Transportation Engineering), CEE 572 (Transportation Operations), and CEE 679 (Al & Data
Science in Transportation).

One (1) graduate student participated in this research project during the study period. CCAT grant
funds associated with this project supported the student’s doctoral training in a transportation-
related advanced degree program.

5.2. USDOT Performance Indicators Il

Research Performance Indicators: one (1) journal article under review in Transportation Research
Part C, one (1) journal article in preparation, three (3) conference presentations were produced
from this project, including two (2) completed presentations and one (1) under review. These
presentations include contributions to the 2025 and 2026 Transportation Research Board (TRB)
Annual Meetings.

Leadership Development Performance Indicators: This research project generated two (2)
academic engagements and one (1) industry engagement. The Pls held positions in four (4)
national and international organizations addressing issues related to the scope of this research,
including Transportation Research Board Transportation Operations and Management Section,
International Advisory Committee for International Symposium on Traffic and Transportation
Theory, ASCE Connected & Autonomous Vehicle Impacts Committee, and IEEE Emerging
Transportation Technology Testing Technical Committee. The Pls also held editorial positions in
four (4) international journals, IEEE Transactions on Intelligent Transportation Systems,
Transportation Research Part B, Transportation Science, and Transportation Research Record.

Education and Workforce Development Performance Indicators: The research outcomes,
including the developed methodologies and processed datasets, will be incorporated into course
content for CEE 572 (Transportation Operations) and CEE 679 (Al & Data Science in
Transportation) at the University of Wisconsin-Madison. The students in these classes will soon
be entering the workforce. Thereby, the research helped enlarge the pool of people trained to
develop knowledge and utilize at least a part of the technologies developed in this research, and to
put them to use when they enter the workforce.

The outputs, outcomes, and impacts are described in Chapter 6.
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CHAPTER 6. STUDY OUTCOMES AND OUTPUTS

6.1. Outputs

6.1.1. Publications, Conference Presentations, and Presentations

(a) Journal Papers

Kim, Y., Zhong, X., Shi, L., Kontar, W., Chen, S., and Ahn, S. Detecting Falsified Lane-Changing
Behavior in Connected Automated Vehicles Using Physics-Guided Neural Networks.
Under review. Available at SSRN: http://dx.doi.org/10.2139/ssrn.6353060.

(b) Conference Presentations

Kim, Y., Kontar, W., Chen, S., and Ahn, S. (2026) Robust and Flow Efficient Discretionary Lane-
Changing. IEEE International Conference on Intelligent Transportation Systems (ITSC),
Naples, Italy. Under review.

Kim, Y., Zhong, X., Shi, L., Kontar, W., Chen, S., Ahn, S., Chitturi, M., and Noyce, D. (2026).
Learning to Detect Cyberattacks on Lane-Changing via Physics-Informed Neural
Inference. 105th Annual Meeting of the Transportation Research Board, Washington DC,
United States.

Kim, Y., Kontar, W., Zhong, X., Zhang, Y., Chen, S., and Ahn, S. (2025). Traffic Consequences
of Automated Vehicle Lane-Changing Design Philosophy. 104th Annual Meeting of the
Transportation Research Board, Washington DC, United States.

(c) Presentations

“Security Defense of Transportation Networks against Cyberattacks: A Physics-Informed Al
Approach.” Center for Connected and Automated Transportation Working Group Meeting
(virtual). September 8th, 2025.

“Security Defense of Transportation Networks against Cyberattacks: A Physics-Informed Al
Approach.” Center for Connected and Automated Transportation Working Group Meeting
(virtual). November 11th, 2024.

6.1.2. Other Outputs

This project outlines a structured modeling approach to enhancing CAV cybersecurity through:

« A physics-guided cyberattack detection algorithm tailored to lane-changing behavior in
CAVs. The proposed method enables trajectory-based monitoring and supports timely
identification of falsified lane-changing decisions under cyberattacks.

« Ahierarchical adversarial reinforcement learning framework for robust discretionary lane-
changing under adversarial observation perturbations. The framework integrates
interaction-aware execution with robust maneuver decision-making to mitigate traffic-
level disturbances under corrupted sensor observation.
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6.2. Outcomes

The outcomes of this project contribute to the advancement of modeling methodologies for CAV
cybersecurity, particularly in the context of tactical maneuvering. By integrating physics-informed
anomaly detection and robust decision-making, the study provides a structured framework for
analyzing cyber-induced behavioral deviations and evaluating resilience under adversarial
conditions. The proposed detection and robust control frameworks offer technical insights that
may support future development of cybersecurity-aware vehicle monitoring strategies and control
systems. The findings may also inform researchers and practitioners working at the intersection of
traffic flow theory, machine learning, and cyber-physical system security. In addition, this project
has contributed to graduate-level research training in CAV cybersecurity, adversarial learning, and
physics-informed modeling, supporting workforce development in emerging transportation
technologies.

6.3. Impacts

The impacts of this project are primarily methodological and knowledge-driven. The proposed
frameworks advance the understanding of how cyberattacks may influence tactical vehicle
maneuvers and how such impacts can be monitored and mitigated through physics-informed and
interaction-aware learning models.

From a transportation systems perspective, the study highlights the importance of
integrating physical traffic interaction principles into cybersecurity analysis. This perspective may
encourage future research that bridges traffic flow theory and cyber-physical system security,
contributing to more resilient CAV deployment strategies.

For industry and transportation-related agencies, the modeling insights developed in this
study may support future exploration of anomaly monitoring systems and robust maneuver control
policies within CAV ecosystems. Although the frameworks were evaluated in controlled settings,
they provide a conceptual basis for incorporating cybersecurity considerations into tactical vehicle
decision-making.

Finally, the project contributes to academic capability building by expanding research
efforts in CAV cybersecurity and training researcher in interdisciplinary methods that combine
traffic flow theory and machine learning.
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APPENDIX

A. LSTM Update Equations

We summarize the standard LSTM update equations used in this study. At each time step t, the
LSTM cell updates its memory using the current input s(t), the previous hidden state h(t — 1),
and the previous cell state C(t — 1). The gating mechanism consists of forget, input, and output
gates. Weight matrices and bias terms are denoted by W and 3, respectively, and o(:) and tanh(-)
denote the sigmoid and hyperbolic tangent functions.

Forget gate

f(&) = a(Ws - [a(t — 1), s()] + By)
Input gate and candidate cell state

_i@®) =oW; - [a(t - 1),s(D] + B)
C(t) = tanh(W¢ - [n(t — 1), s(O)] + Bc)

Cell state update

CH=fOOCE-1)+i(t) OC®)

Output gate and hidden state

o(t) =W, [n(t—1),s(t)] + B,)
h(t) = o(t) © tanh(C(1))

where © denotes element-wise multiplication.
Finally, the hidden state h(t) is passed through a fully connected layer and a sigmoid
activation to produce the LC probability output p(t + At).

B. Ahmed's Model

Ahmed (Ahmed, 1999) categorized LC maneuvers into three types: mandatory lane-changing
(MLC), discretionary lane-changing (DLC), and forced merging (FM). In the DLC model, when a
driver is dissatisfied with driving conditions in the current lane, the adjacent lanes are evaluated
and compared to select a target lane. According to Ahmed's LC decision model, the probability
that driver i performs MLC, DLC, or FM at time ¢ is given by:

1
1+ exp(=XFC(DBLE — allv;)’

P,(LCIv)(t) = LC € {MLCDLCFM)

where, P;(LC|v;)(t) denotes the probability that driver i executes MLC, DLC, or FM at time t;
XE€ (1) is the vector of explanatory variables affecting the LC decision; B¢ is the corresponding
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parameter vector; v; is the driver-specific random term; and a¢ is the coefficient of v;.

After the LC decision-making process, the gap acceptance model captures whether the
available gaps are accepted. A lane change occurs if both the target lead and lag gaps exceed their
critical values. The critical lead and lag gaps are presented as:

Gicr,g(t) = exp (Xig (OB + adv; + gl‘.g (t)) ,g € {lead lag}

where, G/"?(t) denotes the critical lead and lag gaps for driver i at time ¢; X7 (t) is a vector of
explanatory variables affecting the critical gap g; B9 is the corresponding parameter vector; v; is
the driver-specific random term; a9 is the coefficient of v;; and &7 (£)~N (0, agzg) is a normally

distributed random term.
The probability that driver i accepts the available gap at time t is given as:

P;(gap acceptance|v;) = P;(lead gap acceptancelv;) X P;(lag gap acceptancel|v;)
— Pi (Gilead (t) > Gicr,lead (t) |Vi) X Pi (Gilag (t) > Gicr,lag (t) |Vi)

where G/¢%4(t) and Gil“g (t) are the available lead and lag gaps in the target lane, respectively.

C. MOBIL Model

The MOBIL model defines two criteria for determining LC. The first is the safety criterion,
formulated as:

arp = —Qsafe

where, drp denotes the acceleration of the follower in the target lane; and —ag, . is a given safe
deceleration limit. The second is the incentive criterion as follows.

ad—a+p(lrp — arp + dcp — acp) > Aag,

where, a and a refer to the acceleration of the subject vehicle before and after the lane change,
respectively; p is the politeness factor; and 4a;,, is a predefined threshold. When implementing
the MOBIL LC model, tg, and to,q denote the start and end time of LC maneuver, used to
determine a, d, arg, rp, acr, and dqp.

The politeness factor p is determined based on the number of lane changes made by the
vehicle during its journey:

0.5, number of lane — changing = 0
Politeness factor =< 0.25, number of lane — changing = 1
0.0, number of lane — changing = 2

D. Talebpour's Model
Talebpour (Talebpour elt a., 2015) classified LC maneuvers into two types: mandatory LC and
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discretionary LC. Under inactive V2V communications, where drivers' perceptions of surrounding
traffic conditions are subjective, LC behavior is modeled as a two-person, non-zero-sum, non-
cooperative game under incomplete information. The subject vehicle has two pure strategies
(change lane and stay in lane), while the target-lane follower has three pure strategies (accelerate,
decelerate, and change lane). Table 11 summarizes the corresponding payoff matrix for the subject
(P) and the target-lane follower (R).

Table 11: Payoff matrix of discretionary lane-changing game with inactive V2V communication

Subject vehicle
Action Change lane Stay in lane
Target-lane | Accelerate Py = nia™ 4+ npAv + &4 Py, = ¢
follower Ry = n3a™F + 644 Ry, = nsa’f + 6,
Decelerate Py =ma™ +nAv + &y Py; = &3
Ry1 = 14a3" + 854 Rys = 140" + 85,
Change Iane P31 = nzAU + 831 P32 = 832
R3; = ma"™ +mpAv + 854 R3; = mya™ +1,Av + 85,

When the target-lane follower chooses to change lane, a’* is recalculated with respect to
its new leader. In this model, the parameters are assumed to be homogeneous across all drivers.
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	CHAPTER 1. INTRODUCTION 
	 
	1.1. Study Background 
	Connected and automated vehicles (CAVs) are widely regarded as a cornerstone of next-generation transportation systems, with the potential to improve safety, efficiency, and sustainability. A central source of these benefits lies in vehicle automation, which enables consistent and precise execution of driving tasks. By reducing reliance on human perception and reaction, automation can smooth vehicle operations and improve roadway capacity. Prior studies have shown that automated systems can reduce energy co
	Beyond automation, connectivity further amplifies these benefits by enabling information sharing and coordination among vehicles and infrastructure. Through real-time communication, CAVs can optimize routing decisions, coordinate maneuvers, and reduce unnecessary idling, thereby contributing to lower fuel consumption and greenhouse gas emissions (Sun et al., 2022; Yu and Long, 2022). Connectivity also allows operational decisions to extend beyond individual vehicles. For instance, shared traffic and infrast
	The effectiveness of both automation and connectivity relies on advanced sensing technologies, artificial intelligence (AI)-driven decision-making systems, and communication systems. High-resolution sensors provide continuous and detailed perception of the surrounding environment, while onboard computing and learning-based algorithms enable vehicles to interpret this information and respond to evolving traffic conditions in real time. This combination allows CAVs to anticipate hazards, resolve conflicts pro
	In this context, cyberattacks on CAVs refer to intentional and malicious interference with vehicle cyber components, including sensors, software modules, control mechanisms, or communication links. Rather than causing overt system failures, such attacks often operate by subtly manipulating the information used for decision-making. By corrupting sensor inputs, altering communicated traffic states, or perturbing control commands, an attacker can distort a vehicle’s internal representation of its environment w
	interactions, amplifying local disturbances into network-level inefficiencies and safety hazards. As a result, cyberattacks pose a direct threat not only to individual vehicle safety but also to the reliability and efficiency of future transportation systems (Sedjelmaci et al., 2019; Sun et al., 2023). 
	 These characteristics fundamentally challenge conventional cybersecurity and anomaly-detection approaches. Because CAV behavior is governed by physical constraints and traffic interaction mechanisms, malicious actions must be distinguished from legitimate behavioral variability arising from normal traffic dynamics. Detection methods that rely solely on data-driven pattern recognition may struggle to make this distinction, while purely physics-based models often lack the flexibility to capture complex, cont
	 Motivated by these considerations, this research develops modeling frameworks for cyberattack detection and robust decision-making tailored to the operational characteristics of CAVs. The framework leverages physics-informed AI to establish a behavioral prediction framework for nominal vehicle behavior and to detect deviations indicative of malicious manipulation. Building upon this foundation, the project investigates robust decision-making strategies under adversarial conditions, forming a methodological
	 
	1.2. Problem Statement 
	The increasing reliance of CAVs on sensor-driven perception and automated decision-making reshapes the risk profile of vehicle operation. Most CAV control and monitoring systems implicitly assume that perceived traffic states accurately represent the surrounding environment. When this assumption is violated, cyberattacks that manipulate sensor data can directly affect vehicle decisions without causing explicit system failures. Such manipulation is particularly critical because perception underlies all downs
	 A key challenge in detecting such attacks lies in distinguishing maliciously induced deviations from normal variability in traffic systems. Vehicle trajectories naturally fluctuate due to heterogeneous driving behaviors and changing traffic conditions. Purely data-driven detection methods may struggle to differentiate these benign variations from cyber-induced anomalies and lack interpretability in safety-critical contexts. At the same time, purely physics-based models, while interpretable, often lack the 
	 Beyond detection, cyberattacks also pose challenges in existing vehicle decision-making strategies. Even when abnormal behavior is suspected, many decision and control frameworks presume reliable perception and are not designed to operate under corrupted information conditions. Therefore, ensuring robust vehicle operation under cyberattacks requires decision-making models that explicitly account for adversarial observations while maintaining physical 
	feasibility and safety. 
	 Together, these challenges motivate the development of principled approaches for both cyberattack detection and attack-aware decision-making, grounded in physics-informed AI and tailored to the operational characteristics of CAVs. 
	Within this context, this study focuses on lane-changing as a representative safety-critical tactical maneuver. Lane-changing decisions depend critically on perceived gaps and relative speeds, making them particularly sensitive to observation perturbations. Even small perturbations can shift maneuver timing or alter lane-selection outcomes. Because such maneuvers directly affect surrounding vehicles, cyber-induced deviations may propagate beyond the subject CAV and generate traffic-level disturbances. There
	 
	1.3. Objectives of the Study 
	The overarching objective of this project is to improve the cybersecurity and operational resilience of CAVs by developing principled models for cyberattack detection and attack-aware decision-making. 
	Specifically, this study aims to: 
	• Develop a cyberattack detection model that identifies anomalous CAV behaviors resulting from malicious manipulation of sensor observations. 
	• Develop a cyberattack detection model that identifies anomalous CAV behaviors resulting from malicious manipulation of sensor observations. 
	• Develop a cyberattack detection model that identifies anomalous CAV behaviors resulting from malicious manipulation of sensor observations. 

	• Incorporate physics-based traffic interaction principles into learning-based models to predict nominal CAV behavior for anomaly detection. 
	• Incorporate physics-based traffic interaction principles into learning-based models to predict nominal CAV behavior for anomaly detection. 

	• Develop a robust vehicle decision-making model that enables discretionary lane-changing under adversarial observation conditions while balancing safety, efficiency, and traffic stability. 
	• Develop a robust vehicle decision-making model that enables discretionary lane-changing under adversarial observation conditions while balancing safety, efficiency, and traffic stability. 


	 
	1.4. Study Approach 
	To address the identified challenges, this project adopts a modeling-oriented approach that develops two complementary components: (i) a physics-guided anomaly detection model and (ii) a robust decision-making model under adversarial observation perturbations. Both components are grounded in vehicle interaction principles while leveraging learning-based techniques to capture behavioral complexity. 
	 First, cyberattack detection is addressed through the development of a physics-guided neural network for identifying falsified lane-changing decisions. The detection model integrates a game-theoretic lane-changing decision model with a long short-term memory (LSTM) network. The physics-based component captures interaction mechanisms and gap-acceptance structure, while the neural network captures temporal dependencies in trajectory data. The model detects anomalies through cumulative discrepancies between p
	 Second, cyberattack defense is addressed by developing a hierarchical adversarial 
	reinforcement learning framework for robust discretionary lane-changing. The framework explicitly models adversarial observation perturbations and learns maneuver decisions that remain reliable under worst-case bounded sensor disturbances. The upper-level policy determines the maneuver decision under perturbed observations, while a lower-level Stackelberg execution module resolves lane-changing timing and longitudinal control by accounting for interaction with surrounding vehicles. Through multi-objective r
	 Together,  these two modeling components address complementary aspects of CAV cybersecurity: detection of cyber-induced behavioral anomalies and robust tactical control under adversarial information environments. The study emphasizes interpretable, physics-informed learning frameworks that remain consistent with traffic interaction principles while accommodating complexity. 
	 
	1.5. Organization of this Report 
	This report is organized as follows: Chapter 2 presents the development of a physics-guided neural framework for detecting falsified lane-changing behavior under cyberattacks, including model formulation, training methodology, and evaluation results. Chapter 3 introduces a hierarchical adversarial reinforcement learning framework for robust and flow-efficient discretionary lane-changing under adversarial observation perturbations. Chapter 4 provides overall conclusions and discusses directions for future re
	  
	CHAPTER 2. DETECTING FALSIFIED LANE-CHANGING BEHAVIOR IN CONNECTED AUTOMATED VEHICLES USING PHYSICS-GUIDED NEURAL NETWORKS 
	 
	2.1. Introduction 
	The adoption of connected automated vehicles (CAVs) in modern transportation systems promises substantial benefits, including improved traffic efficiency and safety (Shladover et al., 2012; Ye and Yamamoto, 2019). However, connectivity that enables real-time communication and coordination also creates new vulnerabilities that malicious actors can exploit to pose threats to traffic systems. As CAV penetration increases, so does the risk of cyberattacks, raising critical concerns about the security and resili
	In response, detecting falsified vehicle behavior has emerged as a critical research area. Existing studies have explored network-level anomalies such as route spoofing (Shoukry et al., 2018), spoofed trajectory data in vehicular communication (Amoozadeh et al., 2015; Huang et al., 2021), and manipulated vehicular sensor data (Vyas et al., 2023) at the vehicle level. Most vehicle-level studies, however, focus on car-following behavior with adaptive cruise control, but overlook falsified lane changing (LC) t
	Only a limited number of studies have explored abnormal LC detection, mainly using machine learning algorithms such as support vector machine (SVM), dynamic Bayesian networks, and gradient boosting machine (GBM). For instance, Ramyar et al. (2016) used one-class SVM classification to detect dangerous LC instances using segmented vehicle information rather than complete LC trajectories. Xu et al. (2023) used lightGBM to classify normal and abnormal LC behavior using relative speeds and gaps of the subject ve
	one-class SVM, and t-distributed stochastic neighbor embedding, to identify driver-specific anomalous LC events. These existing studies rely on data-driven approaches to address the complexity and variability of LC behavior. However, they primarily focus on classifying LC behavior directly from data without conceptualizing the LC maneuver as a behavioral decision-making process. Physics-guided models can complement pure data-driven models by embedding vehicle dynamics and interaction principles fundamental 
	Predicting LC decision is a foundational component of identifying anomalous LC events, and extensive literature has examined this subject. Previous models can be categorized into physics-based paradigms (e.g., rule-based, discrete choice-based, game-theoretic models), artificial intelligence-based approaches (e.g., fuzzy logic), and fully data-driven methods. Physics-based models structure driving behavior through interpretable causal relationships between explanatory variables and LC outcomes. Rule-based m
	Although these physics-based models offer interpretability and behavioral insight, they often lack flexibility and accuracy due to oversimplification of driver behavior. Beyond these physics-based paradigms, fuzzy logic serves as an artificial intelligence-based approach that encodes imprecise human reasoning into interpretable decision rules. For example, Balal et al. (2016) proposed a fuzzy logic LC model with IF-THEN rules that consider the gaps between vehicles. However, fuzzy logic models often face ch
	On the other hand, data-driven methods have recently been explored thanks to large-scale trajectory data to better capture complex, stochastic LC behavior. For example, methods such as Bayesian optimization-based SVM (Liu et al., 2019), Gaussian regression (Althoff and Mergel, 2011), and deep neural network (Huang et al., 2018) demonstrate superior prediction accuracy over physics-based LC decision models. However, purely data-driven models require extensive training data and significant computational resou
	LC remains a key challenge, despite their strong fitting ability and better temporal dimension capture. 
	To address these challenges, we propose a physics-guided neural network (PGNN) framework tailored to detect abnormal LC behavior under potential cyberattacks. As a core component, the PGNN integrates a game theory-based LC decision-making model with a long short-term memory (LSTM) network. The former estimates dynamic vehicle interactions and gap acceptance, and is formulated with lateral acceleration and a probabilistic representation to ensure compatibility with gradient-based learning. The LSTM component
	We mainly focus on discretionary LC behavior – voluntary maneuvers intended to improve driving conditions – which entails greater behavioral uncertainty than mandatory LC (Zheng, 2014). Within LC prediction, we also distinguish decision-making from trajectory planning, and target the former, namely determining when to initiate a lane change. 
	The remainder of the paper is organized as follows: Section 2.2 describes the problem setting and key assumptions. Section 2.3 introduces the PGNN framework and modeling details. Section 2.4 describes the dataset and processing procedures. Section 2.5 presents calibration, prediction, and abnormal behavior detection performances, along with a comprehensive discussion. Finally, Section 2.6 summarizes the findings and outlines future research. 
	 
	2.2. Problem Description 
	This paper is concerned with identifying falsified LC decisions under cyberattack scenarios. CAVs operate at the intersection of autonomy and connectivity, relying on a tightly coupled system of onboard sensors, software modules, control mechanisms, and communication infrastructure to make real-time driving decisions. Cyberattacks can exploit this dependency by corrupting sensed or communicated information that drives decision-making, thereby inducing abnormal or unsafe LC behaviors. 
	Common attack types such as sensor spoofing (e.g., false data injection) and jamming (e.g., denial-of-service) can poison the input signals used for decision-making, causing a CAV to perceive incorrect traffic states. For instance, falsified speed or gap information may prematurely trigger an LC maneuver or suppress an LC decision when a lane change is actually warranted. Similarly, denial-of-service attacks can interrupt updates of critical state information, forcing the vehicle (or the monitoring system) 
	This paper proposes an abnormal LC detection framework designed to operate online by (i) traffic management centers and/or (ii) CAV fleet operators, as illustrated in Fig. 1. Traffic 
	management centers can access real-time trajectories of CAVs (including potentially corrupted data streams) via vehicle-to-infrastructure (V2I) communication (Milan´es et al., 2012). By monitoring these data streams, they can flag vehicles or communication channels that may be compromised by cyberattacks. Fleet operators can similarly monitor and collect operational data through telecommunication (e.g., LTE), enabling centralized screening of abnormal behaviors at the fleet level. In addition, a vehicle-sid
	 
	 
	Figure
	Figure 1: Operation scenarios by traffic management centers, CAVs, and fleet operator 
	 
	A key operational assumption of this framework is the availability of two information channels for each subject vehicle. The first channel is the potentially corrupted trajectory stream used to compute LC probability via the PGNN-based prediction module (e.g., via onboard sensing 
	logs or V2I/V2V messages). The second channel provides an independent and uncompromised reference of the vehicle’s executed maneuver, such as LC initiation observed by infrastructure-based perception systems (e.g., roadside cameras or sensors, potentially interfaced through roadside units) or redundant sensing systems. We assume that while the first stream may be corrupted, the second stream remains attack-free and provides high-accuracy information, which we use to define the observed behavior. For clarity
	Finally, we clarify the scope and assumptions used for evaluation. We assume that the majority of observed trajectories represent “normal”, non-falsified driving behaviors, while falsified trajectories deviate from these norms. We also assume negligible communication delays in monitoring, so that discrepancies reflect falsification or missing updates rather than latency artifacts. For CAVs, we further assume negligible reaction delay and approximate the decision time as aligned with maneuver initiation (i.e
	 
	2.3. Methodology 
	This section presents the proposed modeling framework, comprising (i) an LC prediction module using PGNN and (ii) an abnormal behavior detection module that uses the PGNN outputs. 
	The modular design provides flexibility to refine each component independently and the ability to 
	attribute errors across modules. 
	As shown in Fig. 2, the LC prediction module estimates LC probability over time by fusing a game-theoretic physics model with an LSTM network. The PGNN takes trajectory states as inputs and outputs LC probability. The abnormal detection module then monitors the deviations between the predicted LC probability and the observed behavior. The cumulative discrepancy serves as an anomaly score, which flags abnormal LC behaviors based on a predetermined threshold. 
	 
	 
	Figure
	Figure 2: Modeling framework 
	 
	2.3.1. Lane-Changing Prediction 
	A typical LC scenario involves interactions between the subject vehicle S and up to three neighboring vehicles: the current-lane leader CL, the target-lane leader TL, and the target-lane follower TF, as illustrated in Fig. 3. The subject vehicle performs a discretionary LC maneuver to 
	improve driving conditions, such as gaining speed or accessing a larger gap. 
	 
	 
	Figure
	Figure 3: Vehicle in lane-changing process 
	 
	Here, we focus on the decision-making interval between LC intent (𝑡𝑖𝑛𝑡𝑒𝑛𝑡) and LC initiation (𝑡𝑠𝑡𝑎𝑟𝑡). Rather than modeling the formation of intent itself, we concentrate on the timing of the decision-making, during which the vehicle evaluates gap feasibility and interaction with surrounding vehicles. This formulation reflects the automated decision-making module of a CAV. While the monitoring setting assumes negligible reaction delay for CAVs, the model is developed using human-driven vehicle 
	Table 1 presents the key state variables describing the interactions among vehicles: speed, acceleration, and gap. These variables mainly represent longitudinal motion, with lateral acceleration included to account for LC dynamics. All variables are assumed to be obtainable from onboard sensing and/or V2X communication. 
	 
	Table 1: Variable describing vehicle interaction in lane-changing 
	Notation 
	Notation 
	Notation 
	Notation 
	Notation 

	Definition 
	Definition 

	Unit 
	Unit 



	𝑣 
	𝑣 
	𝑣 
	𝑣 

	Longitudinal speed of vehicle S 
	Longitudinal speed of vehicle S 

	𝑚/𝑠 
	𝑚/𝑠 


	𝑣𝐶𝐿 
	𝑣𝐶𝐿 
	𝑣𝐶𝐿 

	Longitudinal speed of leading vehicle CL in current lane 
	Longitudinal speed of leading vehicle CL in current lane 

	𝑚/𝑠 
	𝑚/𝑠 


	𝑣𝑇𝐿 
	𝑣𝑇𝐿 
	𝑣𝑇𝐿 

	Longitudinal speed of leading vehicle TL in target lane 
	Longitudinal speed of leading vehicle TL in target lane 

	𝑚/𝑠 
	𝑚/𝑠 


	𝑣𝑇𝐹 
	𝑣𝑇𝐹 
	𝑣𝑇𝐹 

	Longitudinal speed of following vehicle TF in target lane 
	Longitudinal speed of following vehicle TF in target lane 

	𝑚/𝑠 
	𝑚/𝑠 


	𝑎 
	𝑎 
	𝑎 

	Longitudinal acceleration of vehicle S 
	Longitudinal acceleration of vehicle S 

	𝑚/𝑠2 
	𝑚/𝑠2 


	𝑎𝑇𝐿 
	𝑎𝑇𝐿 
	𝑎𝑇𝐿 

	Acceleration required for vehicle S to avoid a collision with TL 
	Acceleration required for vehicle S to avoid a collision with TL 

	𝑚/𝑠2 
	𝑚/𝑠2 


	𝑎𝑇𝐹 
	𝑎𝑇𝐹 
	𝑎𝑇𝐹 

	Acceleration required for TF to avoid a collision with vehicle S 
	Acceleration required for TF to avoid a collision with vehicle S 

	𝑚/𝑠2 
	𝑚/𝑠2 


	𝑎𝑇𝐹𝐿 
	𝑎𝑇𝐹𝐿 
	𝑎𝑇𝐹𝐿 

	Acceleration required for TF to avoid a collision with vehicle TL 
	Acceleration required for TF to avoid a collision with vehicle TL 

	𝑚/𝑠2 
	𝑚/𝑠2 


	𝑏 
	𝑏 
	𝑏 

	Lateral acceleration of vehicle S 
	Lateral acceleration of vehicle S 

	𝑚/𝑠2 
	𝑚/𝑠2 


	𝑔𝑇𝐿 
	𝑔𝑇𝐿 
	𝑔𝑇𝐿 

	Longitudinal gap with leading vehicle TL in target lane 
	Longitudinal gap with leading vehicle TL in target lane 

	𝑚 
	𝑚 


	𝑔𝑇𝐹 
	𝑔𝑇𝐹 
	𝑔𝑇𝐹 

	Longitudinal gap with following vehicle TF in target lane 
	Longitudinal gap with following vehicle TF in target lane 

	𝑚 
	𝑚 




	 
	2.3.1.1. Physics-Guided Neural Network Architecture 
	The LC decision prediction task is carried out by a PGNN that integrates domain knowledge from a game-theoretic physics model with a data-driven LSTM. The overall structure is shown in Fig. 4. The upper part (red) represents the physics-based model, where each rectangle denotes a computational step involving model variables and parameters. The lower part (blue) represents the 
	neural network, where each node corresponds to a neuron with an activation function, and each edge contains trainable parameters. 
	 
	 
	Figure
	Figure 4: Architecture of the physics-guided neural network (PGNN) framework 
	 
	The model is trained using two types of input states: collocation and observed states. Collocation states are a distinctive component of the PGNN framework. They are sampled from the input domain, fed into both the physics model and the neural network, and used to compute the physics discrepancy by comparing the two outputs. These states do not require observed-behavior labels and enforce that the predicted LC probabilities remain consistent with the underlying physics-based model across the state space. 
	Observed states are input only to the neural network, and the outputs are compared with 
	observed behavior labels to calculate data discrepancy. Because observed behavior labels are binary and highly imbalanced over time, a vanilla LSTM trained solely on observed states may overfit to the dominant non-LC class or produce unstable probability transitions near the decision boundary. 
	The PGNN is trained with a total loss that incorporates both physical consistency and predictive accuracy. By leveraging both unlabeled (collocation) and labeled states, the framework exploits structural information without requiring additional observed-behavior labels. This semi-supervised mechanism improves generalization and stabilizes probability estimation, particularly under sparse or imbalanced labeling conditions. 
	The PGNN here mathematically maps states 𝒔∈𝑆 to the probability of an LC, 𝑝: 
	 𝑓𝜃,𝜆∶ 𝒔 → 𝑝 
	 
	This joint PGNN model inputs the state vector 𝒔(𝑡), such as speed, speed differences, and gaps at time 𝑡, and outputs the LC probability 𝑝̂(𝑡+𝛥𝑡) for the next time step. The PGNN framework combines a physics-based estimator 𝑓𝜃(𝒔|𝜃), parameterized by 𝜃, and a neural network model 𝑓𝜆(𝒔|𝜆), defined by a hyperparameter vector 𝜆. Further details on the model components and training procedure are provided in the following subsections. 
	 
	2.3.1.2. Physics-Based Model: Game-Theoretic Model 
	Our physics-based model here aims to capture the cognitive process of LC while grounding the decision in physical interaction features (e.g., speed differences and gaps). This provides a tractable formulation that supports interpretability and robustness under a limited data regime. 
	For the physics-based model, 𝑓𝜃(𝒔|𝜃)we develop a game-theoretic formulation to represent gap acceptance through dynamic interactions between the subject vehicle (a potential lane-changer) and the target-lane follower. We model this interaction as a two-player non-cooperative game with incomplete information (Talebpour et al., 2015). At the decision time, the subject vehicle chooses whether to change lanes or stay in its current lane, while the target-lane follower chooses whether to impede the maneuver 
	 𝑎𝑇𝐿={−(𝑣𝑇𝐿−𝑣)22(𝑔𝑇𝐿−(𝑣𝑇𝐿−𝑣)Δ𝑡),if 𝑔𝑇𝐿−(𝑣𝑇𝐿−𝑣)Δ𝑡>0𝑎0,              otherwise 𝑎𝑇𝐹={−(𝑣𝑇𝐹−𝑣)22(𝑔𝑇𝐹−(𝑣𝑇𝐹−𝑣)Δ𝑡),if 𝑔𝑇𝐹−(𝑣𝑇𝐹−𝑣)Δ𝑡>0𝑎0,              otherwise 
	 
	Here, 𝑎0 is the maximum comfortable deceleration rate, set at −3.05 m/s2, and Δ𝑡 denotes the discrete time step used in the trajectory data. 
	∆𝑣 indicates the speed difference between the current-lane leader and the target-lane leader, while lateral acceleration b is included to represent LC intent. 𝑎0𝑇𝐹 is defined as min(𝑎𝑇𝐹 ,𝑎0). Similarly, 𝑎0𝑇𝐹𝐿 and 𝑎0𝑇𝐹𝐿 are computed between the target-lane follower and the target-lane leader when the subject vehicle remains in its current lane. Accordingly, the full input state is given as 𝒔(𝑡)=[𝑣,𝑣𝐶𝐿,𝑣𝑇𝐿,𝑣𝑇𝐹,𝑏,𝑔𝑇𝐿,𝑔𝑇𝐹]. Given 𝒔(𝑡), we compute derived interaction terms in
	 
	Table 2: Payoffs matrix for the discretionary lane-changing game 
	 
	 
	 
	 
	 

	 
	 

	Subject vehicle 
	Subject vehicle 


	 
	 
	 

	Action 
	Action 

	Change lane 
	Change lane 

	Stay in lane 
	Stay in lane 



	Target-lane follower 
	Target-lane follower 
	Target-lane follower 
	Target-lane follower 

	Accelerate 
	Accelerate 

	𝑃11=𝜂1𝑎𝑇𝐿+𝜂2∆𝑣+𝜂3𝑏+𝜀11 𝑅11=𝜂4𝑎𝑇𝐹+𝛿11 
	𝑃11=𝜂1𝑎𝑇𝐿+𝜂2∆𝑣+𝜂3𝑏+𝜀11 𝑅11=𝜂4𝑎𝑇𝐹+𝛿11 

	𝑃12=𝜀12 𝑅12=𝜂4𝑎𝑇𝐹𝐿+𝛿12 
	𝑃12=𝜀12 𝑅12=𝜂4𝑎𝑇𝐹𝐿+𝛿12 


	TR
	Decelerate 
	Decelerate 

	𝑃21=𝜂1𝑎𝑇𝐿+𝜂2∆𝑣+𝜂3𝑏+𝜀21 𝑅21=𝜂4𝑎0𝑇𝐹+𝛿21 
	𝑃21=𝜂1𝑎𝑇𝐿+𝜂2∆𝑣+𝜂3𝑏+𝜀21 𝑅21=𝜂4𝑎0𝑇𝐹+𝛿21 

	𝑃22=𝜀22 𝑅22=𝜂5𝑎0𝑇𝐹𝐿+𝛿22 
	𝑃22=𝜀22 𝑅22=𝜂5𝑎0𝑇𝐹𝐿+𝛿22 




	 
	While traditional physics-based LC models typically rely on longitudinal gap-acceptance 
	features, our preliminary data-driven analysis identified lateral acceleration as a significant predictor. Rather than serving as a statistical correlate, lateral acceleration can be interpreted as an early-warning cue that reflects latent commitment to execute a lane change before the maneuver is initiated. This interpretation aligns with behavioral studies showing that drivers exhibit subtle lateral movements prior to the LC execution, serving as an early indication of their intent (Wissing et al., 2017; 
	Note that conventional game-theoretic models determine actions by maximizing the subject vehicle’s payoff; our approach introduces a probabilistic formulation to enable gradient-based learning in joint PGNN training. We first solve for the mixed-strategy Nash equilibrium of the game, then compute the expected total payoff for the subject vehicle (𝑈𝑆) and target-lane follower (𝑈𝑇𝐹). We use the difference (𝑈𝑆−𝑈𝑇𝐹 ) as a compact conflict metric that increases when lane changing is beneficial for the 
	 𝑝̂𝑝ℎ𝑦=11+𝑒−(𝑈𝑆−𝑈𝑇𝐹) 
	 
	The model parameters, 𝜃=[𝜂1,𝜂2,𝜂3,𝜂4,𝜂5], are calibrated using observed trajectory data. Calibration is performed by minimizing the mean squared error (MSE) between the predicted and observed behavior labels: 
	 min𝜃1𝑁𝑂∑|𝑝̂𝑖𝑝ℎ𝑦−𝑝𝑖|2𝑁𝑂𝑖=1          s.t.  𝑝̂𝑖𝑝ℎ𝑦=𝑓𝜃(𝒔𝑖|𝜃),𝑖=1,⋯,𝑁𝑂 
	 
	where, 𝑝̂𝑖𝑝ℎ𝑦 is the physics-model-predicted LC probability for vehicle 𝑖; pi is binary observed behavior label; 𝑁𝑂 is the number of observed samples (vehicles); and 𝒔𝑖 is the input state for sample 𝑖. A genetic algorithm (Kumar et al., 2010) is employed for calibration, as it does not require gradient information. The optimal LC decision-making threshold µ is selected based on a receiver operating characteristic (ROC) curve analysis: if 𝑝̂𝑝ℎ𝑦<µ, the model predicts “Stay in lane”; otherwise, it
	 
	2.3.1.3. Neural Network Model: Long-Short Term Memory 
	To complement the physics-based component, we develop a data-driven model that captures temporal dependencies in LC decision-making without imposing additional hand-crafted structure. This allows us to generalize under complex and high-dimensional data. 
	The neural network component, denoted by 𝑓𝜆(𝑠|𝜆), is implemented using an LSTM network (Hochreiter, 1997). The LSTM is well suited for modeling the subtle temporal evolution of LC behavior because it can selectively retain informative elements that are influential to the prediction task while filtering out less relevant variations (Wang et al., 2021). As illustrated in Fig. 5, the LSTM takes as input a sequence of state vectors over a time window of length 𝑡𝑤. For vehicle 𝑖, the state vector at time 
	 
	 
	Figure
	Figure 5: Structure of the long short-term memory (LSTM) model 
	 
	Given the input sequence 𝒔𝑖(1),⋯,𝒔𝑖(𝑡𝑤), the LSTM produces a hidden representation, which is passed through a fully connected layer and a sigmoid output layer to generate the predicted LC probability 𝑝̂𝑖(t+∆t). Standard LSTM update equations are provided in Appendix A for completeness. 
	 
	2.3.1.4. Training of Physics-Guided Neural Network Model 
	Training LC prediction models with empirical data poses significant challenges due to the limited labeled LC trajectories and the resulting generalization issues. To mitigate this limitation, we use collocation states – trajectory data sampled from a separate dataset – as further discussed in Section 2.4.4. Let 𝑂 denote the observed-state set and 𝐶 denote the collocation-state set, where 
	𝑂∩𝐶=∅ and 𝑂 ⊂ 𝑆,𝐶 ⊂ 𝑆, with 𝑆 representing the state space. Both consist of a set of state vectors 𝑂=𝑠𝑖,𝑖=1,⋯,𝑁𝑂, 𝐶=𝑠𝑗,𝑗=1,⋯,𝑁𝐶. 
	To regularize the neural network model by incorporating physics knowledge, the PGNN loss minimizes two discrepancies: (i) the physics discrepancy between the physics-model and neural-network probabilities evaluated on collocation states, and (ii) the data discrepancy between the neural-network probabilities and the observed behavior labels associated with observed states: 
	 𝐿𝑜𝑠𝑠𝜃,𝜆=𝛼𝑀𝑆𝐸𝐶+(1−𝛼)𝑀𝑆𝐸𝑂 =𝛼1𝑁𝐶∑|𝑝̂𝑗𝑝ℎ𝑦−𝑝̂𝑗|2𝑁𝐶𝑗=1+(1−𝛼)1𝑁𝑂∑|𝑝̂𝑖−𝑝𝑖|2𝑁𝑂𝑖=1 =𝛼1𝑁𝐶∑|𝑓𝜃(𝑠𝑗|𝜃)−𝑓𝜆(𝑠𝑗|𝜆)|2𝑁𝐶𝑗=1+(1−𝛼)1𝑁𝑂∑|𝑓𝜆(𝑠𝑗|𝜆)−𝑝𝑖|2𝑁𝑂𝑖=1  
	Here 𝛼 controls the relative weight of the physics discrepancy in PGNN training. 
	We use the Adam optimizer (Kingma, 2014), a stochastic gradient descent algorithm, to jointly update 𝜃 and 𝜆. The calibrated parameters from the game-theoretic model are used to initialize 𝜃. 
	 
	2.3.2. Abnormal Behavior Detection 
	Accurate LC prediction forms the basis for identifying falsified LC decisions. We define an anomaly score that monitors deviations between predicted LC probabilities and the observed behavior over time, thereby taking full advantage of the proposed PGNN framework. For vehicle 𝑖, the anomaly score 𝐴𝐶𝑖(𝑡) is defined as: 
	 𝐴𝐶𝑖(𝑡)=∑|𝑝̂𝑖(𝑘)−𝑝𝑖(𝑘)|𝑡𝑘=𝑡−𝑙 
	 
	Here, 𝑝̂𝑖(𝑘) is the predicted LC probability at time step 𝑘, and 𝑝𝑖(𝑘) is the binary observed behavior label. The cumulative absolute deviation over a scoring window of length 𝑙 serves as the anomaly score. 
	Detection is then performed using a threshold 𝜏: 
	 Detection={Normal behavior,     if 𝐴𝐶𝑖(𝑡)<𝜏Abnormal behavior,if 𝐴𝐶𝑖(𝑡)≥𝜏 
	 
	The detection threshold 𝜏 plays a critical role in determining the sensitivity of anomaly detection. It directly impacts the true and false positive rates, where false negatives – misclassifying abnormal behavior as normal – can severely compromise traffic safety and efficiency. The value of 𝜏 may be set by the user and should be calibrated in a sensitivity analysis that considers both operational reliability and safety implications. 
	 
	2.4. Data Preparation 
	Vehicle trajectory data were processed to calibrate the physics-based model and train the PGNN for LC prediction. In this section, we introduce the dataset and the data processing procedures. 
	While AV-specific trajectory data would ideally be preferred, such datasets are limited in availability and scope. Accessible datasets are often collected in urban environments, lack complete surrounding-vehicle information during LC maneuvers, or contain insufficient numbers of AV-specific LC events to support robust model training. In this study, abnormal detection is framed as identifying deviations from nominal LC behavior; thus, learning a reliable baseline from real trajectory is essential. We therefo
	 
	2.4.1. Vehicle Trajectory Data 
	The vehicle trajectory data used in this study were derived from the I-24 MOTION dataset (Gloudemans et al., 2023). I-24 MOTION is a camera-based trajectory generation system deployed 
	along Interstate 24 in Nashville, Tennessee. This comprehensive dataset includes interactive driving scenarios such as freeway driving, ramp merging, and LC maneuvers. We used the publicly available “INCEPTION” dataset, which spans November 21 to December 2, 2022, with daily recordings ranging from 4 hours to 11 hours starting at 6 a.m. Trajectories are sampled at 25 Hz. 
	For this study, data from November 29 were used to form the observed-state set. Data from November 30 were used to form the collocation-state set and the test set. The collocation and test sets were constructed from disjoint vehicle samples to avoid overlap. 
	 
	2.4.2. Data Preprocessing 
	The vehicle trajectory data were processed according to the following criteria: 
	• West-bound trajectory data from pole 20 to pole 32 were extracted. This 2-km segment is a basic freeway section away from merge and diverge areas. There is no high-occupancy vehicle lane in this segment. 
	• West-bound trajectory data from pole 20 to pole 32 were extracted. This 2-km segment is a basic freeway section away from merge and diverge areas. There is no high-occupancy vehicle lane in this segment. 
	• West-bound trajectory data from pole 20 to pole 32 were extracted. This 2-km segment is a basic freeway section away from merge and diverge areas. There is no high-occupancy vehicle lane in this segment. 

	• Vehicles traveling in lanes 1 (left-most) and 2 were considered to increase the chance of capturing discretionary lane changes. Vehicles in lanes 3 to 5 were excluded to reduce the influence of mandatory lane changes near the merge area. 
	• Vehicles traveling in lanes 1 (left-most) and 2 were considered to increase the chance of capturing discretionary lane changes. Vehicles in lanes 3 to 5 were excluded to reduce the influence of mandatory lane changes near the merge area. 

	• Only sedans and midsize passenger cars were selected as subject vehicles. Trucks were excluded due to their distinct LC behavior and a smaller sample size. 
	• Only sedans and midsize passenger cars were selected as subject vehicles. Trucks were excluded due to their distinct LC behavior and a smaller sample size. 

	• Vehicles executing more than two LCs within a three-second window were excluded to isolate single LC maneuvers. 
	• Vehicles executing more than two LCs within a three-second window were excluded to isolate single LC maneuvers. 

	• LC trajectories with incomplete surrounding vehicle data were removed. 
	• LC trajectories with incomplete surrounding vehicle data were removed. 

	• For each identified subject vehicle S, the LC start time was defined as the first instance when the center of S exhibited lateral speed exceeding 0.2 m/s (Wang et al., 2014). 
	• For each identified subject vehicle S, the LC start time was defined as the first instance when the center of S exhibited lateral speed exceeding 0.2 m/s (Wang et al., 2014). 

	• The final LC trajectories were manually reviewed to ensure correctness, addressing any missing or mismatched data during the LC decision-making phase. 
	• The final LC trajectories were manually reviewed to ensure correctness, addressing any missing or mismatched data during the LC decision-making phase. 


	 
	As a result, 1,028 LC trajectories from November 29 were selected as observed states. From the November 30 data, 948 LC trajectories were extracted and used to construct the collocation-state set and the test set. 
	 
	2.4.3. Lane-Changing Labeling 
	In this section, we estimate the LC decision time prior to maneuver initiation and construct training labels that reflect the inferred decision-making process, rather than labeling only the execution moment. 
	A key limitation of trajectory-based LC labeling is class imbalance induced by binary, maneuver-based labels. Specifically, LC probability p is set to 0 for all frames before the start time of LC execution (𝑡𝑠𝑡𝑎𝑟𝑡) and switches abruptly to 1 at 𝑡𝑠𝑡𝑎𝑟𝑡 (Fig. 6). This maneuver-based labeling fails to reflect the decision-making process, because the driver’s intention and decision moments are not directly observed from trajectory data – particularly without head-motion or eye-tracking information. 
	described below. 
	 
	2.4.3.1. Estimating the Decision Time via Reaction Time 
	We estimate 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 from reaction time by assuming that 𝑡𝑠𝑡𝑎𝑟𝑡−𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 represents the driver’s 
	reaction time. To estimate personalized reaction time from trajectories, we identify informative explanatory variables through feature importance analysis and train a GBM using the 5-second trajectory segment preceding 𝑡𝑠𝑡𝑎𝑟𝑡. The GBM outputs a probabilistic LC curve over time (labeled as the “gradient-boosted LC probability” in Fig. 6), which provides a continuous representation of the evolving decision state prior to initiation. 
	This probabilistic curve is estimated for each driver; however, a decision threshold is required to determine a specific decision instant 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛. While the decision threshold is heterogeneous and endogenously determined at the individual level, we work with a representative (population-average) threshold identified from aggregate data. Specifically, we construct an aggregated curve across drivers and select a threshold corresponding to an average reaction time of 1 second (Zhang et al., 2022). T
	 
	2.4.3.2. Estimating the Intent Time 
	To estimate 𝑡𝑖𝑛𝑡𝑒𝑛𝑡, we adopt the empirical finding that the duration from LC intention to LC initiation is approximately 3 seconds (Doshi and Trivedi, 2009). Given the average reaction time of 1 second, we define the preceding 2-second interval as the gap-seeking phase. Accordingly, once 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 is identified, tintent is set to 2 seconds prior to 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛. The trajectory segment from tintent to 𝑡𝑠𝑡𝑎𝑟𝑡 is used as the model input. 
	  
	2.4.3.3. Binary Labeling for Model Training 
	After estimating 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛, we assign binary labels to represent two phases within [𝑡𝑖𝑛𝑡𝑒𝑛𝑡, 𝑡𝑠𝑡𝑎𝑟𝑡]: the 2-second gap-seeking phase (𝑡𝑖𝑛𝑡𝑒𝑛𝑡 to 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛) is labeled 𝑝 = 0, and the reaction phase (𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 to 𝑡𝑠𝑡𝑎𝑟𝑡) is labeled 𝑝 = 1. Although sigmoid curves are used to infer personalized decision timing, binary labels are used for model training to enforce a clear decision boundary. This relabeling aligns training supervision with the inferred decisi
	 
	 
	Figure
	Figure 6: Estimation of gradient-boosted LC probability curve and binary labeling 
	 
	2.4.4. Collocation States 
	Unlike observed states, collocation states do not require that the corresponding actions be observed in real trajectories. However, because the neural network component is an LSTM that models temporal dependencies, collocation states must form trajectory segments over consecutive time steps rather than isolated state samples. To expand state coverage beyond the variability of observed states, we selected additional data collected under similar traffic conditions yet individually distinct. Specifically, we u
	 
	2.5. Evaluation and Discussion 
	In this section, we evaluate the LC prediction module and the abnormal LC detection module under two attack scenarios. 
	LC prediction performance is assessed using MSE between predicted LC probabilities and the corresponding observed behavior labels, together with a confusion matrix. For LC prediction, false positives indicate cases where a lane change is predicted but does not actually occur, while false negatives indicate missed lane changes. Because the abnormal detection module relies on the predicted LC probabilities, prediction errors can propagate to detection performance. 
	  
	 
	Figure
	Figure 7: Travel speed distribution: (a) On November 29; and (b) On November 30 
	 
	The anomaly detection module is also evaluated using a confusion matrix. For detection, false positives correspond to normal behaviors that are misclassified as abnormal. Such cases may lead to occasional false alarms and increase the operational workload of a cybersecurity system, but they do not represent missed safety-critical LC events. False negatives, where falsified LC behaviors remain undetected, are of greater concern because they directly compromise safety, especially when manipulated behaviors co
	To summarize overall performance, we report accuracy, precision, recall, and F1-score. Accuracy is the proportion of correct predictions among all instances, while precision measures the fraction of true positives among all predicted positives. Recall (sensitivity) measures the fraction of true positives identified among all actual positives; it is especially important in this context because missed detections can have severe safety consequences. The F1-score, defined as the harmonic mean of precision and r
	 
	2.5.1. Lane-Changing Prediction 
	2.5.1.1. Game-Theoretic Model Results 
	We evaluated the game-theoretic model on the designated test dataset. The model achieved an MSE of 0.097. To classify the LC decisions, the probability threshold µ∗ was selected using validation with a 60:40 training-validation split and was determined to be 0.396. Accordingly, state vectors with 𝑝̂𝑝ℎ𝑦≥0.396 are classified as “Change lane.” Table 3 reports the calibrated model parameters. 
	 
	Table 3: Parameter calibration results for game-theoretic model 
	Parameter 
	Parameter 
	Parameter 
	Parameter 
	Parameter 

	𝜂1 
	𝜂1 

	𝜂2 
	𝜂2 

	𝜂3 
	𝜂3 

	𝜂4 
	𝜂4 

	𝜂5 
	𝜂5 



	Calibrated Value 
	Calibrated Value 
	Calibrated Value 
	Calibrated Value 

	-0.1710 
	-0.1710 

	0.0687 
	0.0687 

	0.9961 
	0.9961 

	0.7488 
	0.7488 

	-0.9262 
	-0.9262 




	 
	Table 4 summarizes the confusion matrix results. Among 35,550 evaluation vectors, the overall accuracy was 0.913 and the F1-score was 0.848, indicating acceptable performance across both classes. The true rate for 𝑝=0 (stay in lane) was 0.930, while the true rate for 𝑝=1 (change 
	lane) was 0.870. These results demonstrate that the model distinguishes LC decision labels within the decision-making interval with stable performance, compared to values ranging from 0.83 to 0.97 reported in prior literature (Balal et al., 2016). 
	  
	Table 4: Confusion matrix for the game-theoretic model 
	 
	 
	 
	 
	 

	Game-theoretic model prediction 
	Game-theoretic model prediction 


	TR
	Stay in lane (𝑝̂𝑝ℎ𝑦<𝜇∗) 
	Stay in lane (𝑝̂𝑝ℎ𝑦<𝜇∗) 

	Change lane (𝑝̂𝑝ℎ𝑦≥𝜇∗) 
	Change lane (𝑝̂𝑝ℎ𝑦≥𝜇∗) 

	Total 
	Total 

	True rate 
	True rate 



	Observation 
	Observation 
	Observation 
	Observation 

	Stay in lane (𝑝=0) 
	Stay in lane (𝑝=0) 

	23,876 
	23,876 

	1,800 
	1,800 

	25,676 
	25,676 

	0.930 
	0.930 


	TR
	Change lane (𝑝=1) 
	Change lane (𝑝=1) 

	1,281 
	1,281 

	8,593 
	8,593 

	9,874 
	9,874 

	0.870 
	0.870 


	TR
	Total 
	Total 

	25,157 
	25,157 

	10,393 
	10,393 

	35,550 
	35,550 

	 
	 




	 
	Since the effectiveness of physics-neural network integration depends on the performance of the underlying physics model (Zhong et al., 2024), we compared our game-theory model with three representative LC decision models: Ahmed’s gap-acceptance model (Ahmed, 1999), MOBIL model (Kesting et al., 2007), and Talebpour’s game-theoretic model (Talebpour et al., 2015). Detailed formulations are provided in Appendices B-D. Both Ahmed’s and Talebpour’s models were calibrated by minimizing MSE, consistent with our a
	Table 5 summarizes the comparative results. The three benchmark models achieved accuracies around 0.57, indicating limited performance in estimating LC decision timing within the decision-making interval under the class-imbalanced dataset. Among them, Talebpour’s model achieved the highest accuracy and F1-score. Our model further improves performance by incorporating lateral acceleration and refining LC labeling. As shown in Table 3, the weight on lateral acceleration (𝜂3) is dominant, while the collision-
	 
	Table 5: Prediction accuracy of different physics-based models 
	Model 
	Model 
	Model 
	Model 
	Model 

	Accuracy 
	Accuracy 

	Precision 
	Precision 

	Recall 
	Recall 

	F1-score 
	F1-score 



	Ahmed’s model 
	Ahmed’s model 
	Ahmed’s model 
	Ahmed’s model 

	0.570 
	0.570 

	0.292 
	0.292 

	0.386 
	0.386 

	0.333 
	0.333 


	MOBIL model 
	MOBIL model 
	MOBIL model 

	0.563 
	0.563 

	0.273 
	0.273 

	0.347 
	0.347 

	0.306 
	0.306 


	Talabpour’s model 
	Talabpour’s model 
	Talabpour’s model 

	0.577 
	0.577 

	0.340 
	0.340 

	0.380 
	0.380 

	0.359 
	0.359 


	Our model 
	Our model 
	Our model 

	0.913 
	0.913 

	0.827 
	0.827 

	0.870 
	0.870 

	0.848 
	0.848 




	 
	It is also worth mentioning that all models are evaluated on the relabeled dataset described in Section 2.4.3, performance values may differ from those originally reported in prior studies, which were typically calibrated and evaluated under different labeling schemes. 
	 
	2.5.1.2. Physics-Guided Neural Network Model Results 
	We trained the PGNN model with 𝛼 = 0.3 in loss function, placing greater weight on the data discrepancy term. Fig. 8 shows the training and validation losses over epochs. The training loss 
	continuously decreases, and the data discrepancy remains lower than the physics discrepancy throughout training. This indicates that the mismatch between the LSTM model and observed behavior label is smaller than that between the LSTM and the game-theoretic model. The validation loss decreases initially and increases slightly after around 70 epochs, indicating overfitting. We therefore retain the parameter set (𝜃∗,𝜆∗) at the epoch with the minimum validation loss. 
	  
	 
	Figure
	Figure 8: Training and validation loss curves of the PGNN 
	 
	Table 6 summarizes the hyperparameters and evaluation metrics for the LSTM and PGNN models. Hyperparameters were selected via cross-validation using the area under the ROC curve. On the test dataset, the LSTM and PGNN achieved MSE values of 0.076 and 0.069, respectively, indicating improved predictive performance with the PGNN. While accuracy is comparable across models, the PGNN achieves lower MSE and higher F1-score, indicating improved probability estimation under class imbalance. 
	 
	Table 6: Hyperparameters and performance summary for LSTM and PGNN 
	 
	 
	 
	 
	 

	 
	 

	LSTM model 
	LSTM model 

	PGNN model 
	PGNN model 



	Parameter 
	Parameter 
	Parameter 
	Parameter 

	Hidden size 
	Hidden size 

	16 
	16 

	16 
	16 


	 
	 
	 

	Learning rate 
	Learning rate 

	0.05 
	0.05 

	Physics–0.01, NN–0.05 
	Physics–0.01, NN–0.05 


	 
	 
	 

	Epoch, patience, batch size 
	Epoch, patience, batch size 

	{200, 50, 128} 
	{200, 50, 128} 

	{200, 50, 128} 
	{200, 50, 128} 


	 
	 
	 

	Window, stride 
	Window, stride 

	{5, 1} 
	{5, 1} 

	{5, 1} 
	{5, 1} 


	Metric 
	Metric 
	Metric 

	MSE 
	MSE 

	0.076 
	0.076 

	0.069 
	0.069 


	 
	 
	 

	Accuracy 
	Accuracy 

	0.901 
	0.901 

	0.912 
	0.912 


	 
	 
	 

	Precision 
	Precision 

	0.761 
	0.761 

	0.779 
	0.779 


	 
	 
	 

	Recall 
	Recall 

	0.969 
	0.969 

	0.975 
	0.975 


	 
	 
	 

	F1-score 
	F1-score 

	0.852 
	0.852 

	0.866 
	0.866 




	 
	Consistent with these metrics, the confusion matrices in Fig. 9 show fewer misclassifications for 
	the PGNN than for the LSTM. Relative to the LSTM, the PGNN reduces false positives from 3,021 to 2,740 and false negatives by 21% (from 303 to 239). Moreover, the PGNN’s true positive rate reaches 0.975. These results indicate that incorporating physics-based structure into the LSTM via the PGNN framework improves LC probability prediction, which is essential for the subsequent abnormal detection module. 
	 
	 
	Figure
	Figure 9: Confusion matrices for lane-changing prediction: (a) LSTM model; (b) PGNN model 
	 
	2.5.2. Cyberattack Scenario 
	This section describes two cyberattack scenarios used in the evaluation of the abnormal LC detection framework. Consistent with the monitoring setting defined in Section 2.2, the attacks are modeled as the corruption of the input trajectory stream used for PGNN-based LC probability prediction, while the executed LC maneuver remains available through an independent, attack-free channel (i.e., the observed behavior). We consider two representative attacks: false data injection (FDI) and denial-of-service (DoS
	 
	2.5.2.1. False Data Injection Attack 
	We simulate FDI attacks, a type of sensor spoofing in which falsified information is introduced into sensor measurements or communicated trajectories (Vyas et al., 2023). In our scenario, the vehicle operates normally, but its recorded speed data in the input stream is intentionally manipulated. A step input of a certain magnitude is added to both the longitudinal and lateral speed profiles of the subject vehicle starting from frame 15 onward, creating discrepancies from the nominal profiles; see 10a for an
	For this experiment, FDI attacks were injected into the trajectories of 50 randomly selected vehicles, representing approximately 10% of the test dataset. The magnitude of the injected 
	perturbation is constrained to within 10–15% of the vehicle’s original longitudinal and lateral speeds to represent a subtle yet impactful manipulation. Using these falsified speed profiles, the state vectors are recomputed at each time step, as these vectors serve as inputs to the PGNN model for LC prediction and subsequent anomaly scoring. 
	 
	2.5.2.2. Denial-of-Service Attack 
	We also simulate a DoS attack that prevents new measurements from being updated and forces the monitoring stream to rely on stale information. As shown in Fig. 10b, the speed profile is frozen at the last value received prior to the attack, starting from frame 50 onward. In some cases, near-zero or static speeds may suppress LC probability predictions or distort their timing. For this experiment, DoS attacks are injected into the trajectories of 50 vehicles, independently from the FDI experiment. 
	 
	 
	Figure
	Figure 10: Normal and falsified vehicle speed profiles under attacks: (a) False data injection (FDI) attack; (b) Denial-of-Service (DoS) attack 
	 
	2.5.3. Abnormal Behavior Detection 
	2.5.3.1. Anomaly Scoring 
	To assess detection performance under cyberattacks, we input the falsified trajectories into the trained PGNN model to predict LC probabilities. Figure 11 illustrates how predicted LC probabilities and anomaly scores evolve in response to a falsified input. The anomaly score was computed by accumulating the deviation between the predicted LC probability (based on the corrupted input) and the observed behavior over a fixed scoring window of 10 frames (orange-shaded). This temporal accumulation mitigates fram
	As shown in Fig. 11a, the attack begins at frame 15, resulting in a sudden rise in the predicted LC probability. This early prediction deviates from the observed behavior, which occurs after frame 40. Consequently, the anomaly score rises and surpasses the detection threshold (τ in 
	Eq. 9) at frame 26 (Fig. 11b), and the behavior is classified as abnormal. The corresponding detection delay is 11 frames (0.44 s at 25 Hz), demonstrating responsiveness to subtle behavioral inconsistencies. 
	 
	 
	Figure
	Figure 11: Anomaly detection under FDI attack:  (a) Observed vs. predicted lane-changing probabilities; (b) Example of anomaly scoring 
	 
	Fig. 12 illustrates the evolution of LC probabilities and anomaly scores under a DoS attack. In this example, the predicted LC probability remains at 0 and matches the observed behavior until frame 44, when execution of the LC maneuver is observed. This creates a discrepancy between the predicted LC probability and the observed behavior. As a result, the anomaly score exceeds the detection threshold at frame 54 (Fig. 12b), and the behavior is classified as abnormal. The PGNN detects the anomaly 39 frames (1
	  
	 
	Figure
	 
	Figure 12: Anomaly detection under DoS attack:  (a) Observed vs. predicted lane-changing probabilities; (b) Example of anomaly scoring 
	Figure 12: Anomaly detection under DoS attack:  (a) Observed vs. predicted lane-changing probabilities; (b) Example of anomaly scoring 
	Figure

	 
	2.5.3.2. Detection Performance for Fixed Scoring Window 
	We fixed the scoring window at 𝑙=10 and evaluated detection performance using 𝜏=9.0. Figure 13a shows the confusion matrix under FDI attack, averaged over 50 random selections of attacked vehicles. Among the 474 normal test trajectories and 50 falsified trajectories, the PGNN-based method detected all 50 attacks, achieving a recall of 1.0. However, 22 normal trajectories were misclassified as abnormal. This is likely attributed to aggressive or risky LC behaviors in the human-driven dataset, which were fl
	We further investigated sensitivity to the threshold 𝜏 by varying τ and comparing detection recall, accuracy, and detection delay. As shown in Fig. 13b, increasing τ increases accuracy but 
	also increases detection delay. This reflects a reduction in false positives at the cost of delayed alerts and, beyond a certain point, missed attacks. Accuracy exceeds 0.9 for τ ≥ 8.1, and the trade-off point is observed at 𝜏 = 9.0, where recall remains 1.0 and accuracy reaches 0.96. Beyond 
	this point, recall declines sharply (e.g., below 0.9 at 𝜏 = 9.6). 
	In abnormal detection, the ability to reliably classify falsified trajectories as attacks is paramount. Because missing behaviors is more consequential than occasional false alarms, thresholds in the range 𝜏 = 8.1 to 9.0 (yellow-shaded) provide desirable performance, maintaining full recall while improving accuracy. Within this range, detection delay remains below 0.4 s. In practice, 𝜏 should be selected based on operational tolerance for false positives versus false negatives by traffic management center
	Figures 13c and 13d present the confusion matrix at 𝜏 = 8.9 and the sensitivity analysis under DoS attack. The PGNN-based method detected all 50 attacks, while 24 normal trajectories 
	were misclassified as abnormal. In Fig. 13d, recall remains 1.0 over a wider range of 𝜏 . Accuracy exceeds 0.9 for 𝜏 ≥ 8.1, and the trade-off point is observed at 𝜏 = 8.9. Beyond this value, recall decreases slightly but remains above 0.9. Unlike the FDI case, detection under DoS attack typically occurs only after LC initiation is observed; detection delay exceeds one second. 
	 
	 
	Figure
	Figure 13: : Abnormal behavior detection using PGNN:  (a) Confusion matrix at threshold τ = 9.0 under FDI attack; (b) Sensitivity to detection threshold under FDI attack; (c) Confusion matrix at threshold τ = 8.9 under DoS attack; (d) Sensitivity to detection threshold under DoS attack 
	 
	2.5.3.3. Comparison with Physics-Only and Purely Data-Driven Detection 
	To evaluate the contribution of physics knowledge, we compared PGNN-based with LSTM-based and physics-only (game-theoretic) detection under FDI attack (Fig. 14). PGNN demonstrates more stable recall across detection thresholds 𝜏 . The recall curve of the PGNN model (solid green) remains relatively stable and begins to decline after 𝜏 = 9.0, reaching a minimum of 0.82. In 
	contrast, the LSTM-based recall (solid blue) drops sharply after 𝜏 = 7.7, and eventually falls to zero. This occurs because the LSTM model, without physics guidance, produces smaller deviations between falsified predictions and the observed behavior, resulting in lower anomaly scores. 
	The physics-only game-theoretic model’s recall (solid gray) declines earlier, dropping rapidly after 𝜏 = 5 and eventually reaching zero. Although the game-theoretic model achieves reason-able performance in binary LC classification, its larger MSE indicates less accurate probability estimation. Because anomaly detection relies on deviations in predicted probabilities, inaccurate probability estimation reduces detection capability. Accuracy curves (dashed lines) further show that the PGNN model is less sens
	Although the physics-only game-theoretic model does not achieve the lowest MSE, it provides a structural prior that sharpens decision boundaries and yields higher precision than the PGNN and LSTM in LC prediction. When embedded within the PGNN architecture, this physics knowledge serves as an inductive bias (Yu and Wang, 2024; Wang and Yu, 2025), while the LSTM component refines probability estimates and captures temporal dependence. This combination explains why the PGNN achieves more reliable anomaly dete
	  
	 
	Figure
	Figure 14: Comparison of recall and accuracy under FDI attack:  PGNN-based, LSTM-based, and physics-only detection 
	 
	2.5.3.4. Sensitivity Analysis: Scoring Window and Threshold 
	We extended the analysis by varying the scoring window l from 1 to 50 frames (up to 2 seconds at 25 Hz) and evaluated recall, accuracy, and detection delay across detection thresholds. Figure 15a presents recall over a grid of scoring windows and threshold-to-window ratio (𝜏/𝑙) under FDI attack. Shorter scoring windows yield higher minimum recall across the threshold range. In addition, the threshold-to-window ratio required to maintain perfect recall (recall = 1.0) increases as the scoring window shorten
	Figure 15b illustrates, for each scoring window length, the best accuracy and the corresponding detection delay under the constraint that recall = 1.0. These results highlight a trade-off: shorter scoring windows reduce detection delays (i.e., faster response) but also reduce accuracy, increasing false positives. For instance, when 𝑙 < 4, accuracy falls below 0.9, increasing the likelihood of false positives – normal behaviors mistakenly flagged as suspicious. From 𝑙 = 4, accuracy stabilizes above 0.9, wh
	 
	 
	Figure
	Figure 15: Detection sensitivity analysis under FDI attack: (a) Recall by scoring window and threshold-to-window ratio τ/l;  (b) Best accuracy and corresponding detection delay under recall= 1.0 
	 
	2.5.3.5. Comparison with Existing Methods 
	We compared the proposed PGNN-based detection against two LC-focused baselines: a one-class SVM (Ramyar et al., 2016) and a lightGBM model (Xu et al., 2023). The one-class SVM represents a classic anomaly detection approach, while the lightGBM represents a stronger machine-learning baseline that leverages complete LC trajectories and surrounding-vehicle information. Together, these models provide a meaningful benchmark to evaluate the added value of physics-guided inference beyond purely data-driven approac
	Table 7 summarizes the results. The one-class SVM achieved accuracy below 0.90 under both attack scenarios and showed poor recall (0.26) in the DoS attack. This can be attributed to its reliance on subject-vehicle speed and acceleration features and its segment-wise modeling approach (Ramyar et al., 2016). LightGBM, which uses information from surrounding vehicles (Xu et al., 2023), achieved perfect recall and an accuracy of 0.995 under FDI attack, outperforming 
	the PGNN-based model. However, under DoS attack, its accuracy and recall dropped to 0.936 and 0.985, indicating both false alarms and missed attacks. In contrast, the proposed PGNN-based model achieved perfect recall and maintained accuracy above 0.97 for both attack types. 
	All three models show higher detection performance under FDI attack than under DoS attack. This difference reflects the nature of the two attacks. FDI directly perturbs signal magnitudes and shifts the input distribution, making anomalies easier to identify using models trained on nominal data. In contrast, DoS interrupts data updates and holds recent data, which can remain within the nominal distribution and is therefore more difficult to detect. This limitation is most evident in the one-class SVM, which 
	 
	Table 7: Anomaly detection of different models 
	Model 
	Model 
	Model 
	Model 
	Model 

	FDI attack 
	FDI attack 

	DoS attack 
	DoS attack 


	TR
	Accuracy 
	Accuracy 

	Recall 
	Recall 

	Accuracy 
	Accuracy 

	Recall 
	Recall 



	One-class SVM 
	One-class SVM 
	One-class SVM 
	One-class SVM 

	0.873 
	0.873 

	0.946 
	0.946 

	0.807 
	0.807 

	0.256 
	0.256 


	LightGBM 
	LightGBM 
	LightGBM 

	0.995 
	0.995 

	1.000 
	1.000 

	0.936 
	0.936 

	0.985 
	0.985 


	Our PGNN-based model 
	Our PGNN-based model 
	Our PGNN-based model 

	0.991 
	0.991 

	1.000 
	1.000 

	0.979 
	0.979 

	1.000 
	1.000 




	 
	2.6. Conclusions, Study Limitations and Direction for Future Research 
	This study proposed a PGNN framework to detect abnormal LC decisions under cyberattacks. The framework consists of (i) LC decision prediction module and (ii) an abnormal LC detection module. To model LC decision-making, we first developed a game-theoretic model that captures rational LC strategies based on interactions with surrounding vehicles. The game-theoretic outputs (LC probabilities) were then incorporated into an LSTM-based PGNN to regularize data-driven learning with physics-domain knowledge. Evalu
	To evaluate the framework’s capability in a cybersecurity context, we simulated FDI and DoS attacks by manipulating vehicle speed profiles. The PGNN-based anomaly score detected falsified LC behaviors with high recall and a detection delay of less than 0.5 seconds under FDI attack. Sensitivity analysis of the detection threshold and scoring window suggested a trade-off among false alarms, missed detections, and detection delay. While shorter windows allowed for faster detection and greater robustness to thr
	A limitation of this study arises from the use of human-driving trajectory data for model development and validation. While the proposed framework is adaptable to automated driving data, some behavioral cues used in this study (e.g., lateral acceleration as an intent-related signal) 
	may not directly correspond to variables in automated driving systems. Thus, future studies should incorporate AV-specific trajectory data to recalibrate the model and verify its applicability in fully automated driving environments. In addition, this study focuses on LC behavior, whereas cyberattacks that manipulate speed or disrupt communication can also affect car-following dynamics. Joint monitoring of both LC and car-following behaviors may provide complementary signals for anomaly detection, particula
	  
	CHAPTER 3. ROBUST AND FLOW-EFFICIENT DISCRETIONARY LANE-CHANGING 
	 
	3.1. Introduction 
	Automated vehicles (AV) rely on onboard sensing and software modules to perceive the environment, predict surrounding behaviors, and execute driving maneuvers through planning and control. Among tactical maneuvers, lane-changing (LC) is uniquely challenging due to its interactive nature and system-level consequences. An LC maneuver not only alters the subject vehicle's trajectory but also disturbs local traffic by inducing acceleration or deceleration responses from neighboring vehicles. While an optimal LC
	A critical vulnerability in such gain-seeking decisions lies in their reliance on accurate state observations. In practice, autonomy stacks are highly susceptible to observation uncertainty arising from physical sensor degradation (e.g., LiDAR or camera noise), communication latency, or malicious cyberattacks such as sensor spoofing or jamming. Because discretionary LC decisions are typically formed by comparing expected utilities across lanes, they are particularly sensitive to perturbations in perceived g
	To address tactical control challenges in LC, reinforcement learning (RL) has emerged as an attractive foundational method (Aradi, 2020; Kiran et al., 2021), as it can optimize long-horizon objectives without requiring explicit behavior models. A common trend in RL-based LC is to develop policies that optimize target-lane decisions and safety under nominal observations. For example, Mirchevska et al. (2018) proposed a deep Q-Network (DQN)-based RL approach for lane keeping and lane changing with a safety ve
	passenger comfort, and traffic efficiency (Zhou et al., 2022). 
	Recognizing that RL policies are highly sensitive to adversarial perturbations and observation uncertainties (Pinto et al., 2017; Gleave et al., 2019), recent efforts have adopted adversarial learning paradigms to improve robustness against perturbed inputs. For example, He et al. (2022a) designed a constrained adversarial RL framework with reward components considering safety, self-efficiency, and vehicle dynamics. He et al. (2004) further proposed a defense-aware robust RL framework that trains a robust d
	Despite these advances, existing robust learning frameworks are not designed to simultaneously capture the three dynamics central to discretionary LC: (i) the ego-centric incentive for speed gain, (ii) interaction-aware execution that anticipates a target-lane follower's response, and (iii) traffic flow-level disturbances induced by the maneuver. This holds even when considering adversarial perturbations to the state observation at these three layers of the control objective. Consequently, policies learned 
	This limitation motivates our primary research question: Can an autonomous agent learn a discretionary LC decision-making policy that remains safe against adversarial observation perturbations while simultaneously achieving meaningful speed gains and minimizing traffic flow disturbances? To address this, we propose a hierarchical adversarial reinforcement learning (HARL) framework for robust and flow-efficient discretionary LC. HARL explicitly models the interaction among a subject vehicle (defender) perfor
	The main contributions of this paper are summarized as follows: 
	• A two-level dynamic framework for discretionary LC that couples robust decision-making with interaction-aware execution. This is achieved by integrating the upper-level adversarial policy learning with a lower-level behavioral Stackelberg game to resolve LC initiation timing and longitudinal accelerations. 
	• A two-level dynamic framework for discretionary LC that couples robust decision-making with interaction-aware execution. This is achieved by integrating the upper-level adversarial policy learning with a lower-level behavioral Stackelberg game to resolve LC initiation timing and longitudinal accelerations. 
	• A two-level dynamic framework for discretionary LC that couples robust decision-making with interaction-aware execution. This is achieved by integrating the upper-level adversarial policy learning with a lower-level behavioral Stackelberg game to resolve LC initiation timing and longitudinal accelerations. 

	• A sensor-level white-box perturbation model for worst-case robustness evaluation, where the attacker applies bounded observation perturbations directly to the defender's policy inputs. 
	• A sensor-level white-box perturbation model for worst-case robustness evaluation, where the attacker applies bounded observation perturbations directly to the defender's policy inputs. 

	• A multi-objective reward design that jointly optimizes safety, self-efficiency, and flow-stability. The reward encourages socially compatible discretionary LC behaviors that achieve speed gains while mitigating traffic disturbances under adversarial observation 
	• A multi-objective reward design that jointly optimizes safety, self-efficiency, and flow-stability. The reward encourages socially compatible discretionary LC behaviors that achieve speed gains while mitigating traffic disturbances under adversarial observation 


	perturbations. 
	perturbations. 
	perturbations. 


	The remainder of this paper is organized as follows. Section 3.2 presents the problem formulation and the HARL framework. Section 3.3 details the implementation. Section 3.4 reports the experimental results. Section 3.5 concludes the paper. 
	 
	3.2. Methodology 
	In this section, we formulate the robust discretionary LC decision-making under adversarial observation perturbations. The subject vehicle (defender) first determines a maneuver decision under potentially corrupted observations and resolves execution-level interactions that govern LC initiation timing and longitudinal acceleration. 
	 
	3.2.1. Problem Formulation 
	The discretionary LC decision-making problem is formulated as a Markov Decision Process (Howard, 1960), defined by the tuple (𝑆,𝐴,𝑝,𝑟,𝛾). At each time step 𝑡, the subject vehicle observes the current traffic state 𝑠𝑡∈𝑆, selects an action 𝑎𝑡∈𝐴, receives an instantaneous reward 𝑟𝑡=𝑟(𝑠𝑡,𝑎𝑡), and transitions to the next state 𝑠𝑡+1 according to 𝑝(𝑠𝑡+1|𝑠𝑡,𝑎𝑡). 
	In this study, the action corresponds to the discretionary maneuver decision: 
	 𝑎𝑡≜𝑔𝑡∈𝐺=keep, left, right 
	 
	which indicates whether the subject vehicle keeps its lane or attempts a lane change to the left or right. 
	To reflect the behavioral motivation of discretionary LC, the maneuver decision is invoked by a speed-based trigger: 
	 𝑇𝑟𝑖𝑔𝑡=1[𝑣𝑆𝑉,𝑡≤𝑣𝑑𝑒𝑠−𝛥𝑡𝑟𝑖𝑔] 
	 
	where 𝑣𝑑𝑒𝑠 is the desired speed and 𝛥𝑡𝑟𝑖𝑔 is a tolerance margin. When the trigger is not satisfied or the system is in cooldown, the maneuver decision is fixed as 𝑔𝑡 keep. 
	Given 𝑔𝑡, the subject vehicle determines the LC initiation timing and longitudinal acceleration while accounting for the response of the target-lane follower. The realized execution 
	outcomes govern both the reward and the state transition.  
	The objective is to determine a policy 𝜋∗ that maximizes the expected cumulative discounted reward over a finite horizon 𝑇: 
	 𝜋∗∈argmax𝜋𝔼[∑𝛾𝑡𝑟(𝑠𝑡,𝑎𝑡)𝑇𝑡=0] 
	 
	where 𝛾∈[0,1) denotes the discount factor. 
	 
	3.2.2. Framework 
	The proposed HARL framework consists of two interconnected levels: (i) the upper-level maneuver decision under adversarial observation, and (ii) the lower-level behavioral execution through a Stackelberg interaction. 
	 
	 
	Figure
	Figure 16: Structure of HARL 
	 
	At each time step 𝑡, the LC trigger is evaluated. When 𝑇𝑟𝑖𝑔𝑡=0 or during cooldown, the defender (subject vehicle) follows keep-lane behavior. Otherwise, the observed state may be perturbed by an attacker, and the defender selects a maneuver decision 𝑔𝑡∈keep, left, right based on the perturbed observation 𝑠̃𝑡. If 𝑔𝑡∈left, right, the lower-level module determines the LC initiation timing 𝜅𝑡 and longitudinal accelerations over a finite horizon of 𝐾 steps with early termination. After execution, 
	 
	3.2.3. Upper-Level: Robust Maneuver Decision 
	At the upper level, the defender determines the discretionary maneuver decision under potentially perturbed observations. The trigger 𝑇𝑟𝑖𝑔𝑡 is assumed to be evaluated from reliable signals. Once activated, the observed state 𝑠𝑡 may be corrupted by a perturbation 𝛿𝑡 bounded within an L2-ball of radius 𝜖𝑠: 
	 𝑠̃𝑡 = 𝑠𝑡 + 𝛿𝑡,    ∥𝛿𝑡∥2 ≤ 𝜖𝑠 
	 
	The maneuver decision is therefore based on 𝑠̃𝑡 rather than the true state. To characterize robustness, we consider worst-case perturbations within the feasible set that increase safety-related 
	risk. Safety risk is quantified using a time-to-collision (TTC) metric computed from the realized execution outcome: 
	 𝐶safe(𝑠𝑡,𝑔𝑡)=𝜔𝑡𝑡𝑐,𝑢𝑝1[𝑇𝑇𝐶𝑖,𝑡<𝜏] 
	 
	where 𝜔 is a nonnegative coefficient. The TTC for surrounding vehicle 𝑖 measures the time remaining before a potential collision and is defined as: 
	 𝑇𝑇𝐶𝑖={𝑑𝑖𝑣𝑆𝑉−𝑣𝑖,if 𝑣𝑆𝑉>𝑣𝑖+∞,         otherwise 
	 
	where 𝑣𝑆𝑉 and 𝑣𝑖 denote the longitudinal speeds of the subject vehicle and a relevant surrounding vehicle 𝑖, respectively, and di is the longitudinal gap between the subject vehicle and vehicle 𝑖. The minimum TTC among relevant surrounding vehicles is used to represent the most critical interaction. 
	Importantly, the perturbed observation 𝑠̃𝑡 is also used in the lower-level module, allowing adversarial perturbations to influence both maneuver selection and execution planning. 
	 
	3.2.4. Lower-Level: Behavioral Stackelberg Game 
	At the execution level, the interaction between the subject vehicle and the target-lane follower is modeled as a Stackelberg game (Simaan and Cruz, 1973), reflecting the leader-follower structure in LC maneuvers. Conditioned on the upper-level maneuver decision 𝑔𝑡, the subject vehicle commits to an execution plan – specifically, when to initiate the LC and how to approach the target gap – while the target-lane follower responds by adjusting its longitudinal acceleration to preserve safety and driving comf
	We consider a fixed execution horizon of 𝐾 steps, (i.e., 𝐾𝛥𝑡 seconds). The execution terminates early when the lane change is completed or aborted. After termination, a cooldown of 𝑇𝑐𝑑 seconds is applied, during which the trigger is not evaluated to prevent unrealistically frequent lane changes. 
	Given 𝑔𝑡∈left,right, the subject vehicle selects (i) the LC initiation timing 𝜅𝑡 and (ii) the longitudinal acceleration 𝑢𝑆𝑉 applied before initiation, while anticipating the optimal response of the target-lane follower. The resulting optimization is formulated as: 
	 max𝜅,𝑢𝑆𝑉ℝ𝑆𝑉(𝑠,𝑔,𝜅,𝑢𝑆𝑉,𝑢𝑇𝐹∗(𝜅,𝑢𝑆𝑉))  
	 
	subject to 
	 𝑢𝑇𝐹∗(𝜅,𝑢𝑢𝑆𝑉)=𝑎𝑟𝑔max𝑢𝑇𝐹ℝ𝑇𝐹 (𝑠,𝑔,𝜅,𝑢𝑆𝑉,𝑢𝑇𝐹)) 
	 
	where 𝑠 denotes the traffic state, 𝑔 ∈ 𝐺 is the maneuver decision, and 𝑢𝑆𝑉,𝑢𝑇𝐹 represent the longitudinal accelerations of the subject vehicle and the target-lane follower, respectively. The LC initiation timing decision is discrete: 
	 𝜅∈0,1,…,𝐾 
	 
	which indicates the number of steps to wait before initiating the lane change. 
	Rewards are accumulated at each step during the execution horizon. The choice of 𝜅 affects the reward trajectory by altering the realized safety risk, achievable speed gain, and the disturbances imposed on the following vehicles. 
	 
	1) Subject Vehicle Reward: The reward function of the subject vehicle (which also serves as the defender in the adversarial setting) is defined as: 
	 ℝ𝑆𝑉=𝐷=−(𝜔𝑡𝑡𝑐1[𝑇𝑇𝐶<𝜏])+(𝜔𝑣𝛥𝑣−𝜔𝑢|𝑢𝑆𝑉|)−𝜔𝑓𝑙𝑜𝑤∑|𝛥𝑣𝑗|𝑗∈𝒩𝑇𝐹 
	 
	where all weighting parameters 𝜔 are nonnegative and regulate the relative importance of each objective. 
	The first term represents the safety objective, penalizing critically unsafe interactions when the minimum relevant TTC falls below a predefined threshold 𝜏 (1.5 seconds in this study). 
	The second term captures self-efficiency, where 𝛥𝑣 represents the potential (or realized) speed gain associated with executing maneuver g with timing 𝜅. The acceleration penalty 𝜔𝑢|𝑢𝑆𝑉| discourages aggressive longitudinal control and promotes smooth maneuvering. 
	The last term represents the flow-stability, penalizing speed disturbances imposed on affected target-lane followers 𝒩𝑇𝐹. This discourages lane changes that induce excessive deceleration or instability in the target lane. 
	 
	2) Target-Lane Follower Reward: The reward of the target-lane follower is formulated as: 
	 ℝ𝑇𝐹=−𝜔𝑡𝑡𝑐1[𝑇𝑇𝐶<𝜏]−𝜔𝑐𝑜𝑚𝑓𝑜𝑟𝑡|𝑢𝑇𝐹| 
	 
	where the first term ensures collision avoidance and the second term penalizes the longitudinal discomfort in response to the subject vehicle’s maneuver. 
	 
	3.3. Hierarchical Adversarial Reinforcement Learning Implementation 
	We now describe how the formulation is implemented using HARL. The training process alternates between (i) generating worst-case observation perturbations (inner maximization) and (ii) updating the defender policy using Proximal Policy Optimization (PPO) (outer minimization). 
	 
	3.3.1. White-Box Adversarial Perturbation 
	We consider a sensor-level white-box attacker that has full access to the defender’s policy network and exploits gradient information of the safety surrogate with respect to the input state to generate worst-case perturbations during training (see Algorithm 1). Given a state 𝑠𝑡, the attacker seeks a bounded perturbation 𝛿𝑡 within the budget 𝜖𝑠 (Eq. 4). The perturbation aims to maximize safety-related risk after maneuver selection: 
	 𝛿𝑡∗≈𝑎𝑟𝑔𝑚𝑎𝑥||𝛿𝑡||2≤𝜖𝑠𝐶safe(𝑠𝑡,𝑔𝑡(𝑠̃𝑡), 𝑔𝑡(𝑠̃𝑡)∼𝜋𝐷(·|𝑠̃𝑡) 
	 
	Because the TTC indicator in 𝐶𝑠𝑎𝑓𝑒 is non-differentiable, we use a differentiable surrogate: 
	 𝐶̃safe(𝑠𝑡,𝑔𝑡)=𝜔𝑡𝑡𝑐,𝑢𝑝·softplus(𝜏−𝑇𝑇𝐶𝑡) 
	 
	The inner maximization is approximated via projected gradient ascent. After each gradient step, the perturbation is projected onto the L2-ball to enforce feasibility. 
	Algorithm 1 summarizes the perturbation procedure. 
	 
	Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent 
	Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent 
	Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent 
	Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent 
	Algorithm 1 White-Box Adversarial Attack via Projected Gradient Ascent 


	Input: current state st, defender policy πD(⋅|⋅), step size α, attack steps 𝐼, perturbation budget ϵs 
	Input: current state st, defender policy πD(⋅|⋅), step size α, attack steps 𝐼, perturbation budget ϵs 
	Input: current state st, defender policy πD(⋅|⋅), step size α, attack steps 𝐼, perturbation budget ϵs 
	Input: lower-level execution module Ψ(⋅)for evaluating TTC (used in  𝐶̃safe) 
	Initialize perturbation δ(0)←0 (or random s.t. ‖𝛿(0)‖2≤ϵs) 
	for 𝑖=0 to 𝐼−1 do 
	      𝑠̃𝑡(𝑖)⟵𝑠𝑡+𝛿(𝑖) 
	      gt(i)∼πD(⋅∣∣𝑠̃𝑡(𝑖)) 
	      Compute J(δ(i))←𝐶̃𝑠𝑎𝑓𝑒(st,gt(i)) using Ψ 
	      δ(i+1)←δ(i)+α∇δJ(δ(i)) 
	      δ(i+1)←Π‖𝛿‖2≤ϵs(δ(i+1)) 
	end for 
	Output: δt∗←δ(I), perturbed observation 𝑠̃𝑡←𝑠𝑡+𝛿𝑡∗ 




	 
	3.3.2. Defender Policy Optimization 
	The defender aims to learn a maneuver decision policy that remains robust under worst-case observation perturbations. This corresponds to the robust objective: 
	 𝑚𝑖𝑛𝜋𝐷𝑚𝑎𝑥𝜋𝐴𝔼𝑠,𝑔~(𝜋𝐷,𝜋𝐴)[𝐶safe(𝑠,𝑔)] 
	 
	In practice, the attacker generates adversarial perturbations using the procedure above, and the defender updates its policy using rollouts collected under perturbed observations. We adopt PPO due to its stability in on-policy learning. 
	Given rollouts collected under the current policy 𝜋𝐷,𝑜𝑙𝑑 with perturbed observations, the defender maximizes the clipped surrogate objective: 
	 𝐿𝑃𝑃𝑂(𝜃𝐷)=𝔼[min(𝜌𝑡(𝜃𝐷)𝐴̂𝑡,clip(𝜌𝑡(𝜃𝐷),1−𝜖,1+𝜖)𝐴̂𝑡)] 
	 
	where 
	 
	𝜌𝑡(𝜃𝐷)=𝜋𝐷(𝑔𝑡|𝑠̃𝑡)𝜋𝐷,𝑜𝑙𝑑(𝑔𝑡|𝑠̃𝑡) 
	 
	Here, 𝜃𝐷 denotes the defender parameters and 𝐴̂𝑡 is the advantage estimate computed from perturbed rollouts. The reward rt is obtained from the lower-level Stackelberg execution outcomes in Section 3.2.4. Therefore, policy improvement directly reflects discretionary LC objectives – safety, self-efficiency, and flow-stability – under adversarial observations. Following standard PPO, we include value regression and an entropy bonus (Schulman et al., 2017): 
	 𝐿=𝐿𝑃𝑃𝑂+𝑐1𝐿𝑣𝑎𝑙𝑢𝑒−𝑐2ℋ(𝜋𝐷) 
	 
	where 𝑐1 and 𝑐2 are coefficients and ℋ denotes policy entropy. 
	 
	3.3.3. Algorithm Implementation 
	Algorithm 2 outlines the overall HARL training process. At each time step, the trigger is evaluated. If the trigger is inactive or the system is in cooldown, the defender defaults to keep-lane behavior without adversarial perturbation. When the trigger is active, the attacker computes a worst-case bounded perturbation, and the defender selects the maneuver decision 𝑔𝑡 under the perturbed observation. If 𝑔𝑡 = keep, the simulator advances by one step. Otherwise, the lower-level execution module runs for u
	 
	Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL) 
	Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL) 
	Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL) 
	Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL) 
	Algorithm 2 Hierarchical Adversarial Reinforcement Learning (HARL) 


	Input: 𝐼, ϵs, PPO epochs 𝐸, horizon 𝐾, time step ∆𝑡, cooldown Tcd, trigger margin Δtrig 
	Input: 𝐼, ϵs, PPO epochs 𝐸, horizon 𝐾, time step ∆𝑡, cooldown Tcd, trigger margin Δtrig 
	Input: 𝐼, ϵs, PPO epochs 𝐸, horizon 𝐾, time step ∆𝑡, cooldown Tcd, trigger margin Δtrig 
	Initialize defender parameters θD and value parameters ϕ 
	for iteration 𝑛=1 to 𝑁 do 
	    Reset environment; ℬ←∅; cooldown counter c←0 
	    for timestep 𝑡=0 to 𝑇−1 do 
	        Observe state st and compute trigger Trigt=1[vSV,t≤vdes−Δtrig] 
	        If 𝑐>0, set Trig𝑡←0 and c←c−1 
	        if Trigt=0 then 
	           Set gt←keep, s̃t←st {no attack} 
	        else 
	           Compute δt∗ via Alg. 1, set 𝑠̃𝑡←st+δt∗ {attack} 
	           Sample gt∼πD(⋅∣∣𝑠̃𝑡;𝜃𝐷) 
	        end if 
	        if gt=keep then 
	           Step simulator; store (𝑠̃𝑡,𝑔𝑡,𝑟𝑡,𝑠𝑡+1,𝑑𝑡) in ℬ 
	        else 
	           Execute lower-level Stackelberg module with early termination: 
	              {(𝑠̃𝑡+𝑗,𝑟𝑡+𝑗,𝑠𝑡+𝑗+1,𝑑𝑡+𝑗)}𝑗=0𝐽−1, term ←Ψ(𝑠̃𝑡,gt;K) 
	           Store all transitions in ℬ; set t←t+J−1 
	           if term=1 then 




	               set c←⌈𝑇𝑐𝑑/𝛥𝑡⌉ 
	               set c←⌈𝑇𝑐𝑑/𝛥𝑡⌉ 
	               set c←⌈𝑇𝑐𝑑/𝛥𝑡⌉ 
	               set c←⌈𝑇𝑐𝑑/𝛥𝑡⌉ 
	               set c←⌈𝑇𝑐𝑑/𝛥𝑡⌉ 
	           end if 
	        end if 
	    end for 
	    Update (𝜃𝐷,𝜙) using PPO with ℬ (omitted for brevity) 
	end for 




	 
	The defender state encodes local traffic conditions relevant to discretionary LC, including accelerations, speeds, and gaps of the subject vehicle and surrounding vehicles (Table 8). 
	 
	Table 8: State variables of the defender 
	Variable (unit) 
	Variable (unit) 
	Variable (unit) 
	Variable (unit) 
	Variable (unit) 

	Definition 
	Definition 



	𝑎𝑆𝑉 (m/s2) 
	𝑎𝑆𝑉 (m/s2) 
	𝑎𝑆𝑉 (m/s2) 
	𝑎𝑆𝑉 (m/s2) 

	Acceleration of the subject vehicle (SV) 
	Acceleration of the subject vehicle (SV) 


	𝑎𝑇𝐹 (m/s2) 
	𝑎𝑇𝐹 (m/s2) 
	𝑎𝑇𝐹 (m/s2) 

	Acceleration of the target-lane follower (TF) 
	Acceleration of the target-lane follower (TF) 


	𝑣𝑆𝑉 (m/s) 
	𝑣𝑆𝑉 (m/s) 
	𝑣𝑆𝑉 (m/s) 

	Speed of the SV 
	Speed of the SV 


	𝑣𝑇𝐹 (m/s) 
	𝑣𝑇𝐹 (m/s) 
	𝑣𝑇𝐹 (m/s) 

	Speed of the TF 
	Speed of the TF 


	𝑣𝐶𝐿 (m/s) 
	𝑣𝐶𝐿 (m/s) 
	𝑣𝐶𝐿 (m/s) 

	Speed of the current-lane leader (CL) 
	Speed of the current-lane leader (CL) 


	𝑣𝑇𝐿 (m/s) 
	𝑣𝑇𝐿 (m/s) 
	𝑣𝑇𝐿 (m/s) 

	Speed of the target-lane leader (TL) 
	Speed of the target-lane leader (TL) 


	𝑣𝐹𝑇𝐹 (m/s) 
	𝑣𝐹𝑇𝐹 (m/s) 
	𝑣𝐹𝑇𝐹 (m/s) 

	Speed of the TF’s follower (FTF) 
	Speed of the TF’s follower (FTF) 


	𝑑𝑇𝐹 (m) 
	𝑑𝑇𝐹 (m) 
	𝑑𝑇𝐹 (m) 

	Gap from SV to TF 
	Gap from SV to TF 


	𝑑𝐶𝐿 (m) 
	𝑑𝐶𝐿 (m) 
	𝑑𝐶𝐿 (m) 

	Gap from SV to CL 
	Gap from SV to CL 


	𝑑𝑇𝐿 (m) 
	𝑑𝑇𝐿 (m) 
	𝑑𝑇𝐿 (m) 

	Gap from SV to TL 
	Gap from SV to TL 


	Note: All variable are longitudinal. 
	Note: All variable are longitudinal. 
	Note: All variable are longitudinal. 




	 
	The defender’s action is the discrete maneuver decision 𝑔𝑡∈{keep, left, right}. Conditioned on 𝑔𝑡, the lower-level execution module determines the LC initiation timing 𝜅𝑡 and longitudinal accelerations (𝑢𝑆𝑉, 𝑢𝑇𝐹) over a horizon of 𝐾 steps. The reward at each time step is computed using the lower-level reward formulation in Section 3.2.4, after resolving execution outcomes such as TTC and induced speed disturbances. 
	Hyperparameters are summarized in Table 9. 
	 
	Table 9: The main hyperparameters 
	Parameters 
	Parameters 
	Parameters 
	Parameters 
	Parameters 

	Value 
	Value 

	Parameters 
	Parameters 

	Value 
	Value 



	Discount factor 𝛾 
	Discount factor 𝛾 
	Discount factor 𝛾 
	Discount factor 𝛾 

	0.99 
	0.99 

	Time step ∆𝑡 
	Time step ∆𝑡 

	0.1 s 
	0.1 s 


	Execution horizon 𝐾 
	Execution horizon 𝐾 
	Execution horizon 𝐾 

	30 
	30 

	Cooldown 𝑇𝑐𝑑 
	Cooldown 𝑇𝑐𝑑 

	2 s 
	2 s 


	Trigger margin ∆trig 
	Trigger margin ∆trig 
	Trigger margin ∆trig 

	0.1 m/s 
	0.1 m/s 

	Adversarial learning rate 𝛼 
	Adversarial learning rate 𝛼 

	0.001 
	0.001 


	Attack steps 𝐼 
	Attack steps 𝐼 
	Attack steps 𝐼 

	5 
	5 

	Perturbation budget 𝜖𝑠 
	Perturbation budget 𝜖𝑠 

	3.5 m 
	3.5 m 


	PPO clip 𝜖 
	PPO clip 𝜖 
	PPO clip 𝜖 

	0.2 
	0.2 

	PPO learning rate 𝜆 
	PPO learning rate 𝜆 

	0.0005 
	0.0005 


	PPO epochs 𝐸 
	PPO epochs 𝐸 
	PPO epochs 𝐸 

	5 
	5 

	Mini-batch size 
	Mini-batch size 

	64 
	64 




	 
	3.4. Experiments and Results 
	3.4.1. Simulation Environment 
	We evaluate the proposed robust discretionary LC framework using SUMO. The simulation network is configured as a three-lane ring road to provide a closed traffic environment. To ensure frequent discretionary LC opportunities, 20% of vehicles are designated as slow vehicles with reduced desired speeds. This configuration induces sustained speed loss for fast vehicles, thereby activating the LC trigger repeatedly and enabling sufficient learning of discretionary maneuvers. 
	All background vehicles (including slow vehicles) follow SUMO’s LC2013 model, and their longitudinal motion is governed by the intelligent driver model (IDM). The subject vehicle follows a hybrid control scheme. When the trigger is inactive or during cooldown, it follows IDM and keeps its lane. When the trigger is active, the maneuver decision 𝑔𝑡 is selected by HARL, and the subsequent execution (LC initiation timing and longitudinal accelerations) is resolved by the lower-level Stackelberg module. 
	The maximum speed is set to 60 km/h. Adversarial observation perturbations are applied to the subject vehicle’s perceived gaps to surrounding vehicles. The perturbation budget is set to 3.5 m, approximately one vehicle length, which is sufficient to alter perceived gap without being unrealistically large. 
	To isolate the role of execution-level interaction modeling, we compare the HARL against a maneuver-policy-only baseline (“policy-only”). To evaluate the effect of the flow-stability objective, we further compare against HARL-noFlow, which sets 𝜔𝑓𝑙𝑜𝑤=0. 
	 
	3.4.2. Results and Discussion 
	We first examine training performance in terms of episode return. Fig. 17 presents the learning curves of policy-only, HARL-noFlow, and HARL, where solid lines denote mean returns and shaded regions indicate standard deviations. HARL learns to achieve higher returns as training progresses. The fluctuations observed in the curves are mainly due to environmental stochasticity in the simulation. Although HARL-noFlow initially achieves high returns, its performance becomes unstable over training. This suggests 
	 
	 
	Figure
	Figure 17: Training curves using Policy-only, HARL-noFlow, and HARL 
	 
	Fig. 18 shows the ratio of discrete maneuver decisions during training for the three strategies. Policy-only exhibits a dominant preference for “keep” throughout training, reflecting an overly conservative maneuver policy. Compared to HARL-noFlow, HARL selects “keep” more frequently in the early stage of training. This pattern aligns with the flow-stability objective: the agent initially suppresses lane changes and gradually increases left/right decisions as it learns to obtain speed gains without inducing 
	 
	 
	Figure
	Figure 18: Ratio of lane-changing maneuver decision 𝑔𝑡 
	 
	Table 10 summarizes evaluation results over 40 random seeds. HARL achieves the highest mean speed and flow rate while exhibiting a smaller standard deviation of acceleration than HARL-noFlow, indicating enhanced traffic stability. All three strategies result in near-zero potential collisions, demonstrating that the learned policies maintain safety even under worst-case observation perturbations. 
	 
	Table 10: Evaluation of different LC strategies 
	Metric 
	Metric 
	Metric 
	Metric 
	Metric 

	Policy-only 
	Policy-only 

	HARL-noFlow 
	HARL-noFlow 

	HARL 
	HARL 



	Return 
	Return 
	Return 
	Return 

	1.76±9.69 
	1.76±9.69 

	52.13±20.24 
	52.13±20.24 

	46.69±15.19 
	46.69±15.19 


	Mean speed (m/s) 
	Mean speed (m/s) 
	Mean speed (m/s) 

	7.42±0.35 
	7.42±0.35 

	7.46±0.51 
	7.46±0.51 

	7.60±0.30 
	7.60±0.30 


	Flow (veh/hr) 
	Flow (veh/hr) 
	Flow (veh/hr) 

	2226.3±169.6 
	2226.3±169.6 

	2241.8±167.5 
	2241.8±167.5 

	2287.2±96.9 
	2287.2±96.9 


	Std. Accel (m/s2) 
	Std. Accel (m/s2) 
	Std. Accel (m/s2) 

	0.30±0.04 
	0.30±0.04 

	0.37±0.05 
	0.37±0.05 

	0.33±0.04 
	0.33±0.04 


	Potential collision 
	Potential collision 
	Potential collision 

	0.00±0.00 
	0.00±0.00 

	0.65±1.56 
	0.65±1.56 

	0.10±0.30 
	0.10±0.30 




	 
	Fig. 19 reports the average number of potential collisions under attacks with different perturbation budgets, where the subject vehicle is randomly selected from the set of fast vehicles. HARL consistently yields fewer than five potential collisions across perturbation levels, indicating stronger robustness to observation perturbations. 
	 
	 
	Figure
	Figure 19: Number of potential collisions with perturbation budget 𝜖𝑠 
	 
	3.5. Conclusions, Study Limitations and Direction for Future Research 
	This paper presented a HARL framework for robust and flow-efficient discretionary LC under adversarial observation perturbations. The central objective was to address a fundamental tension in discretionary LC maneuvers: achieving ego-centric speed gains while mitigating traffic-level disturbances, and ensuring that such coordination remains reliable under worst-case sensor-level perturbations. 
	 The proposed framework integrates two layers. At the upper-level, a defender policy learns a robust maneuver decision (keep/left/right) under bounded adversarial observation perturbations generated by a white-box attacker. At the lower-level a Stackelberg execution game resolves LC initiation timing and longitudinal accelerations by explicitly modeling interaction with the target-lane follower. This two-level architecture enables the maneuver decision to internalize both robustness and interaction-aware ex
	 Despite these contributions, several limitations remain. First, the flow-stability term assumes access to upstream vehicle information (e.g., the follower of the target-lane follower), but the communication pathway for obtaining such information is not explicitly modeled. In practice, this may rely on V2V communication or cooperative perception, which warrants further study under partial observability. Second, the attacker is modeled as a white-box adversary with full gradient access, representing a worst-
	CHAPTER 4. CONCLUDING REMARKS 
	 
	This study investigated cybersecurity challenges in CAVs with a focus on lane-changing behavior. Recognizing that CAV decision-making is highly sensitive to perception integrity, the study addressed both (i) falsified behavior detection and (ii) robust decision-making under cyberattacks. By combining physics-informed modeling with learning-based approaches, this work provides a structured foundation for improving the resilience of tactical vehicle maneuvers. 
	 The contributions of this study are summarized as follows: 
	• Development of a PGNN framework for detecting falsified lane-changing decisions under cyberattacks. The model integrates a game-theoretic lane-changing structure with LSTM-based temporal learning to regularize data-driven prediction of lane-changing probabilities and enable anomaly detection. 
	• Development of a PGNN framework for detecting falsified lane-changing decisions under cyberattacks. The model integrates a game-theoretic lane-changing structure with LSTM-based temporal learning to regularize data-driven prediction of lane-changing probabilities and enable anomaly detection. 
	• Development of a PGNN framework for detecting falsified lane-changing decisions under cyberattacks. The model integrates a game-theoretic lane-changing structure with LSTM-based temporal learning to regularize data-driven prediction of lane-changing probabilities and enable anomaly detection. 

	• Design and evaluation of an anomaly scoring  mechanism capable of detecting falsified lane-changing behaviors with high recall and accuracy under simulated FDI and DoS attacks. 
	• Design and evaluation of an anomaly scoring  mechanism capable of detecting falsified lane-changing behaviors with high recall and accuracy under simulated FDI and DoS attacks. 

	• Proposal of a HARL framework for robust and flow-efficient discretionary lane-changing. The framework integrates upper-level robust maneuver decision-making with a lower-level Stackelberg execution module to account for interaction with surrounding vehicles. 
	• Proposal of a HARL framework for robust and flow-efficient discretionary lane-changing. The framework integrates upper-level robust maneuver decision-making with a lower-level Stackelberg execution module to account for interaction with surrounding vehicles. 

	• Demonstration that robust and interaction-aware lane-changing policies can achieve improved traffic efficiency and stability while maintaining safety under worst-case bounded observation perturbations. 
	• Demonstration that robust and interaction-aware lane-changing policies can achieve improved traffic efficiency and stability while maintaining safety under worst-case bounded observation perturbations. 


	 Together, these components address complementary aspects of CAV cybersecurity: monitoring abnormal behavior through physics-informed detection and enabling resilient tactical control through adversarial learning. 
	 There are several limitations of this study. First, the detection framework was developed and validated using human-driving trajectory data. Although the modeling structure is adaptable to automated driving systems, recalibration with AV-specific trajectory data is necessary to ensure full applicability. Second, the detection module focuses on lane-changing behavior; extending monitoring to jointly consider car-following dynamics may provide more comprehensive anomaly signals, particularly under DoS attack
	Finally, translating the proposed frameworks to real-world CAV systems requires validation beyond controlled datasets and simulation settings. Experimental validation using field data or controlled testbeds would further strengthen the feasibility and scalability of approaches.  
	CHAPTER 5. SYNOPSIS OF PERFORMANCE INDICATORS 
	5.1. USDOT Performance Indicators I 
	Three (3) transportation-related courses were offered during the study period by the PIs and the teaching assistant associated with the research project. These courses include CEE 370 (Transportation Engineering), CEE 572 (Transportation Operations), and CEE 679 (AI & Data Science in Transportation). 
	 
	One (1) graduate student participated in this research project during the study period. CCAT grant funds associated with this project supported the student’s doctoral training in a transportation-related advanced degree program. 
	 
	5.2. USDOT Performance Indicators II 
	Research Performance Indicators: one (1) journal article under review in Transportation Research Part C, one (1) journal article in preparation, three (3) conference presentations were produced from this project, including two (2) completed presentations and one (1) under review. These presentations include contributions to the 2025 and 2026 Transportation Research Board (TRB) Annual Meetings. 
	 
	Leadership Development Performance Indicators: This research project generated two (2) academic engagements and one (1) industry engagement. The PIs held positions in four (4) national and international organizations addressing issues related to the scope of this research, including Transportation Research Board Transportation Operations and Management Section,  International Advisory Committee for International Symposium on Traffic and Transportation Theory, ASCE Connected & Autonomous Vehicle Impacts Comm
	 
	Education and Workforce Development Performance Indicators: The research outcomes, including the developed methodologies and processed datasets, will be incorporated into course content for CEE 572 (Transportation Operations) and CEE 679 (AI & Data Science in Transportation) at the University of Wisconsin-Madison. The students in these classes will soon be entering the workforce. Thereby, the research helped enlarge the pool of people trained to develop knowledge and utilize at least a part of the technolog
	 
	The outputs, outcomes, and impacts are described in Chapter 6. 
	  
	CHAPTER 6. STUDY OUTCOMES AND OUTPUTS 
	 
	6.1. Outputs 
	6.1.1. Publications, Conference Presentations, and Presentations 
	(a) Journal Papers 
	Kim, Y., Zhong, X., Shi, L., Kontar, W., Chen, S., and Ahn, S. Detecting Falsified Lane-Changing Behavior in Connected Automated Vehicles Using Physics-Guided Neural Networks. Under review. Available at SSRN: http://dx.doi.org/10.2139/ssrn.6353060. 
	 
	(b) Conference Presentations 
	Kim, Y., Kontar, W., Chen, S., and Ahn, S. (2026) Robust and Flow Efficient Discretionary Lane-Changing. IEEE International Conference on Intelligent Transportation Systems (ITSC), Naples, Italy. Under review. 
	Kim, Y., Zhong, X., Shi, L., Kontar, W., Chen, S., Ahn, S., Chitturi, M., and Noyce, D. (2026). Learning to Detect Cyberattacks on Lane-Changing via Physics-Informed Neural Inference. 105th Annual Meeting of the Transportation Research Board, Washington DC, United States. 
	Kim, Y., Kontar, W., Zhong, X., Zhang, Y., Chen, S., and Ahn, S. (2025). Traffic Consequences of Automated Vehicle Lane-Changing Design Philosophy. 104th Annual Meeting of the Transportation Research Board, Washington DC, United States. 
	 
	(c) Presentations 
	“Security Defense of Transportation Networks against Cyberattacks: A Physics-Informed AI Approach.” Center for Connected and Automated Transportation Working Group Meeting (virtual). September 8th, 2025. 
	“Security Defense of Transportation Networks against Cyberattacks: A Physics-Informed AI Approach.” Center for Connected and Automated Transportation Working Group Meeting (virtual). November 11th, 2024. 
	 
	6.1.2. Other Outputs 
	This project outlines a structured modeling approach to enhancing CAV cybersecurity through: 
	• A physics-guided cyberattack detection algorithm tailored to lane-changing behavior in CAVs. The proposed method enables trajectory-based monitoring and supports timely identification of falsified lane-changing decisions under cyberattacks. 
	• A physics-guided cyberattack detection algorithm tailored to lane-changing behavior in CAVs. The proposed method enables trajectory-based monitoring and supports timely identification of falsified lane-changing decisions under cyberattacks. 
	• A physics-guided cyberattack detection algorithm tailored to lane-changing behavior in CAVs. The proposed method enables trajectory-based monitoring and supports timely identification of falsified lane-changing decisions under cyberattacks. 

	• A hierarchical adversarial reinforcement learning framework for robust discretionary lane-changing under adversarial observation perturbations. The framework integrates interaction-aware execution with robust maneuver decision-making to mitigate traffic-level disturbances under corrupted sensor observation. 
	• A hierarchical adversarial reinforcement learning framework for robust discretionary lane-changing under adversarial observation perturbations. The framework integrates interaction-aware execution with robust maneuver decision-making to mitigate traffic-level disturbances under corrupted sensor observation. 


	 
	6.2. Outcomes 
	The outcomes of this project contribute to the advancement of modeling methodologies for CAV cybersecurity, particularly in the context of tactical maneuvering. By integrating physics-informed anomaly detection and robust decision-making, the study provides a structured framework for analyzing cyber-induced behavioral deviations and evaluating resilience under adversarial conditions. The proposed detection and robust control frameworks offer technical insights that may support future development of cybersec
	 
	6.3. Impacts 
	The impacts of this project are primarily methodological and knowledge-driven. The proposed frameworks advance the understanding of how cyberattacks may influence tactical vehicle maneuvers and how such impacts can be monitored and mitigated through physics-informed and interaction-aware learning models. 
	 From a transportation systems perspective, the study highlights the importance of integrating physical traffic interaction principles into cybersecurity analysis. This perspective may encourage future research that bridges traffic flow theory and cyber-physical system security, contributing to more resilient CAV deployment strategies. 
	 For industry and transportation-related agencies, the modeling insights developed in this study may support future exploration of anomaly monitoring systems and robust maneuver control policies within CAV ecosystems. Although the frameworks were evaluated in controlled settings, they provide a conceptual basis for incorporating cybersecurity considerations into tactical vehicle decision-making. 
	 Finally, the project contributes to academic capability building by expanding research efforts in CAV cybersecurity and training researcher in interdisciplinary methods that combine traffic flow theory and machine learning. 
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	APPENDIX 
	 
	A. LSTM Update Equations 
	We summarize the standard LSTM update equations used in this study. At each time step 𝑡, the LSTM cell updates its memory using the current input 𝐬(t), the previous hidden state ℎ(𝑡−1), and the previous cell state 𝐶(𝑡−1). The gating mechanism consists of forget, input, and output gates. Weight matrices and bias terms are denoted by 𝑊 and β, respectively, and σ(⋅) and tanh(⋅) denote the sigmoid and hyperbolic tangent functions. 
	Forget gate 
	 𝑓(𝑡)=𝜎(𝑊𝑓⋅[ℎ(𝑡−1),𝒔(𝑡)]+𝛽𝑓) 
	 
	Input gate and candidate cell state 
	 𝑖(𝑡)=𝜎(𝑊𝑖⋅[ℎ(𝑡−1),𝒔(𝑡)]+𝛽𝑖) 𝐶̃(𝑡)=𝑡𝑎𝑛ℎ(𝑊𝐶⋅[ℎ(𝑡−1),𝒔(𝑡)]+𝛽𝐶) 
	 
	Cell state update 
	 𝐶(𝑡)=𝑓(𝑡)⊙𝐶(𝑡−1)+𝑖(𝑡)⊙𝐶̃(𝑡) 
	 
	Output gate and hidden state 
	 𝑜(𝑡)=𝜎(𝑊𝑜⋅[ℎ(𝑡−1),𝒔(𝑡)]+𝛽𝑜) ℎ(𝑡)=𝑜(𝑡)⊙𝑡𝑎𝑛ℎ(𝐶(𝑡)) 
	 
	where ⊙ denotes element-wise multiplication. 
	Finally, the hidden state ℎ(𝑡) is passed through a fully connected layer and a sigmoid activation to produce the LC probability output 𝑝̂(𝑡+𝛥𝑡). 
	 
	B. Ahmed's Model 
	Ahmed (Ahmed, 1999) categorized LC maneuvers into three types: mandatory lane-changing (MLC), discretionary lane-changing (DLC), and forced merging (FM). In the DLC model, when a driver is dissatisfied with driving conditions in the current lane, the adjacent lanes are evaluated and compared to select a target lane. According to Ahmed's LC decision model, the probability that driver 𝑖 performs MLC, DLC, or FM at time 𝑡 is given by: 
	 𝑃𝑖(𝐿𝐶|𝜈𝑖)(𝑡)=11+𝑒𝑥𝑝(−𝑋𝑖𝐿𝐶(𝑡)𝛽𝐿𝐶−𝛼𝐿𝐶𝜈𝑖),      𝐿𝐶∈{MLC,DLC,FM} 
	 
	where, 𝑃𝑖(𝐿𝐶|𝜈𝑖)(𝑡) denotes the probability that driver 𝑖 executes MLC, DLC, or FM at time 𝑡; XiLC(t) is the vector of explanatory variables affecting the LC decision; 𝛽𝐿𝐶 is the corresponding 
	parameter vector; 𝜈𝑖 is the driver-specific random term; and 𝛼𝐿𝐶 is the coefficient of 𝜈𝑖. 
	After the LC decision-making process, the gap acceptance model captures whether the available gaps are accepted. A lane change occurs if both the target lead and lag gaps exceed their critical values. The critical lead and lag gaps are presented as: 
	 𝐺𝑖𝑐𝑟,𝑔(𝑡)=𝑒𝑥𝑝(𝑋𝑖𝑔(𝑡)𝛽𝑔+𝛼𝑔𝜈𝑖+𝜀𝑖𝑔(𝑡)),𝑔∈{lead,lag} 
	 
	where, 𝐺𝑖𝑐𝑟,𝑔(𝑡) denotes the critical lead and lag gaps for driver 𝑖 at time 𝑡; 𝑋𝑖𝑔(𝑡) is a vector of explanatory variables affecting the critical gap 𝑔; 𝛽𝑔 is the corresponding parameter vector; 𝜈𝑖 is the driver-specific random term;  𝛼𝑔 is the coefficient of 𝜈𝑖; and 𝜀𝑖𝑔(𝑡)~𝑁(0,𝜎𝜀𝑔2) is a normally distributed random term. 
	The probability that driver 𝑖 accepts the available gap at time 𝑡 is given as: 
	 𝑃𝑖(gap acceptance|𝜈𝑖)=𝑃𝑖(lead gap acceptance|𝜈𝑖)×𝑃𝑖(lag gap acceptance|𝜈𝑖) =𝑃𝑖(𝐺𝑖𝑙𝑒𝑎𝑑(𝑡)>𝐺𝑖𝑐𝑟,𝑙𝑒𝑎𝑑(𝑡)|𝜈𝑖)×𝑃𝑖(𝐺𝑖𝑙𝑎𝑔(𝑡)>𝐺𝑖𝑐𝑟,𝑙𝑎𝑔(𝑡)|𝜈𝑖) 
	 
	where 𝐺𝑖𝑙𝑒𝑎𝑑(𝑡) and 𝐺𝑖𝑙𝑎𝑔(𝑡) are the available lead and lag gaps in the target lane, respectively. 
	 
	C. MOBIL Model 
	The MOBIL model defines two criteria for determining LC. The first is the safety criterion, formulated as: 
	 𝑎̃𝑇𝐹≥−𝑎𝑠𝑎𝑓𝑒 
	 
	where, 𝑎̃𝑇𝐹 denotes the acceleration of the follower in the target lane; and −𝑎𝑠𝑎𝑓𝑒 is a given safe deceleration limit. The second is the incentive criterion as follows. 
	 𝑎̃−𝑎+𝑝(𝑎̃𝑇𝐹−𝑎𝑇𝐹+𝑎̃𝐶𝐹−𝑎𝐶𝐹)>𝛥𝑎𝑡ℎ 
	 
	where, 𝑎 and 𝑎̃ refer to the acceleration of the subject vehicle before and after the lane change, respectively; 𝑝 is the politeness factor; and 𝛥𝑎𝑡ℎ is a predefined threshold. When implementing the MOBIL LC model, tstart and tend denote the start and end time of LC maneuver, used to determine  𝑎,𝑎̃,𝑎𝑇𝐹,𝑎̃𝑇𝐹,𝑎𝐶𝐹, and 𝑎̃𝐶𝐹. 
	The politeness factor 𝑝 is determined based on the number of lane changes made by the vehicle during its journey: 
	   Politeness factor ={0.5,𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑙𝑎𝑛𝑒−𝑐ℎ𝑎𝑛𝑔𝑖𝑛𝑔=00.25,𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑙𝑎𝑛𝑒−𝑐ℎ𝑎𝑛𝑔𝑖𝑛𝑔=1 0.0,𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑙𝑎𝑛𝑒−𝑐ℎ𝑎𝑛𝑔𝑖𝑛𝑔=2 
	 
	D. Talebpour's Model 
	Talebpour (Talebpour elt a., 2015) classified LC maneuvers into two types: mandatory LC and 
	discretionary LC. Under inactive V2V communications, where drivers' perceptions of surrounding traffic conditions are subjective, LC behavior is modeled as a two-person, non-zero-sum, non-cooperative game under incomplete information. The subject vehicle has two pure strategies (change lane and stay in lane), while the target-lane follower has three pure strategies (accelerate, decelerate, and change lane). Table 11 summarizes the corresponding payoff matrix for the subject (𝑃) and the target-lane follower
	 
	Table 11: Payoff matrix of discretionary lane-changing game with inactive V2V communication 
	 
	 
	 
	 
	 

	 
	 

	Subject vehicle 
	Subject vehicle 



	 
	 
	 
	 

	Action 
	Action 

	Change lane 
	Change lane 

	Stay in lane 
	Stay in lane 


	Target-lane follower 
	Target-lane follower 
	Target-lane follower 

	Accelerate 
	Accelerate 

	𝑃11=𝜂1𝑎𝑇𝐿+𝜂2Δ𝑣+𝜀11 𝑅11=𝜂3𝑎𝑇𝐹+𝛿11 
	𝑃11=𝜂1𝑎𝑇𝐿+𝜂2Δ𝑣+𝜀11 𝑅11=𝜂3𝑎𝑇𝐹+𝛿11 

	𝑃12=𝜀12 𝑅12=𝜂3𝑎𝑇𝐹𝐿+𝛿12 
	𝑃12=𝜀12 𝑅12=𝜂3𝑎𝑇𝐹𝐿+𝛿12 


	TR
	Decelerate 
	Decelerate 

	𝑃21=𝜂1𝑎𝑇𝐿+𝜂2Δ𝑣+𝜀21 𝑅21=𝜂4𝑎0𝑇𝐹+𝛿21 
	𝑃21=𝜂1𝑎𝑇𝐿+𝜂2Δ𝑣+𝜀21 𝑅21=𝜂4𝑎0𝑇𝐹+𝛿21 

	𝑃22=𝜀22 𝑅22=𝜂4𝑎0𝑇𝐹𝐿+𝛿22 
	𝑃22=𝜀22 𝑅22=𝜂4𝑎0𝑇𝐹𝐿+𝛿22 


	TR
	Change lane 
	Change lane 

	𝑃31=𝜂2Δ𝑣+𝜀31 𝑅31=𝜂1𝑎𝑇𝐹+𝜂2Δ𝑣+𝛿31 
	𝑃31=𝜂2Δ𝑣+𝜀31 𝑅31=𝜂1𝑎𝑇𝐹+𝜂2Δ𝑣+𝛿31 

	𝑃32=𝜀32 𝑅32=𝜂1𝑎𝑇𝐹+𝜂2Δ𝑣+𝛿32 
	𝑃32=𝜀32 𝑅32=𝜂1𝑎𝑇𝐹+𝜂2Δ𝑣+𝛿32 




	 
	When the target-lane follower chooses to change lane, 𝑎𝑇𝐹 is recalculated with respect to its new leader. In this model, the parameters are assumed to be homogeneous across all drivers. 
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