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Abstract

Vehicle-to-Everything (V2X) communication underpins Highly Automated Transportation Systems
(HATS), yet scalability is constrained by three coupled challenges: (i) authentication overhead in
latency-sensitive communication, (ii) mobility-aware computation offloading under dynamic wireless
and infrastructure conditions, and (iii) safety-critical decision-making under behavioral uncertainty.
Existing architectures often treat security, offloading, synchronization, and control as loosely cou-
pled components, leading to systematic latency underestimation and degraded responsiveness in dense
Cellular-V2X (C-V2X) environments.

This work advances an integrated cyber-layer intelligence framework evaluated through three coor-
dinated tracks that explicitly couple authentication, mobility, synchronization, and learning within a
unified decision loop.

Track 1 embeds Group Signatures (GS) and Identity-Based Cryptography (IBC) directly into end-
to-end latency modeling and optimization. Results show that authentication introduces a persistent
baseline delay and that C-V2X handovers amplify end-to-end latency by up to 47% while nearly dou-
bling authentication frequency in dense regimes. By incorporating these costs into mobility-aware
optimization, the framework prevents delay underestimation and stabilizes offloading decisions under
scale and handover.

Track 2 extends Digital Twins (DTs) from passive mirrors to predictive coordination surfaces.
Prediction-enabled synchronization reduces cyber-physical misalignment by approximately 88-94% and
translates into measurable deployment-level gains, with DT-assisted cloud, edge, and hybrid con-
figurations consistently reducing latency relative to reactive baselines across density, task-size, and
transmission-rate scaling.

Track 3 addresses behavioral uncertainty using an uncertainty-aware Reinforcement Learning (RL)
controller for autonomous safety. The proposed optimization policy achieves a collision rate of 0.0584
at a 10% hesitation probability and maintains bounded degradation as uncertainty increases, demon-
strating adaptive safety without reliance on explicit trajectory prediction.

Overall, the results show that secure vehicular intelligence is inherently coupled: authentication
and mobility define the latency structure, synchronization fidelity determines decision timeliness, and
adaptive control governs safety under uncertainty. By coordinating these dimensions within a predictive
cyber layer, the framework improves scalability, robustness, and safety in dense and dynamic vehicular
environments, directly supporting USDOT and CARMEN+ priorities for secure and resilient intelligent
transportation systems.

Note:
The results presented in this report are published in preferred academic conferences and journals.
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Chapter 1

Introduction, Background, and Objectives

Vehicle-to-Everything (V2X) communication supports Highly Automated Transportation Systems
(HATS) by enabling vehicles, infrastructure, and cloud or edge services to exchange safety-critical infor-
mation in real time. As system density and automation levels increase, system scalability is increasingly
constrained by three tightly coupled challenges: (i) authentication overhead in latency-sensitive com-
munication, (ii) computation offloading under dynamic wireless and infrastructure conditions, and (iii)
safety-critical decision-making under behavioral uncertainty. These challenges are not independent.
Authentication mechanisms introduce signing, verification, and signaling costs that directly affect end-
to-end delay. Under mobility, especially during Cellular-V2X (C-V2X) handovers, these costs can
increase due to reauthentication and forwarding procedures. Offloading strategies that do not ex-
plicitly model authentication and mobility effects may therefore degrade in dense environments. In
parallel, cyber-physical misalignment between physical vehicles and their digital representations can
amplify delay and reduce responsiveness in safety-critical scenarios. Reactive control policies that ig-
nore uncertainty further compound this effect, particularly in pedestrian interactions characterized by
stochastic behavior.

To address these interdependent limitations, this report advances a unified cyber-layer intelligence
framework in which communication, security, synchronization, and control are modeled as coordinated
sequential decision processes. Rather than treating authentication, offloading, Digital Twin (DT) man-
agement, and safety control as isolated subsystems, the framework integrates them within a shared
decision architecture driven by predictive modeling and Reinforcement Learning (RL)-based optimiza-

tion. The framework is structured around three coordinated technical thrusts:



e Track 1: Security-aware cyber-layer offloading under authentication and mobility.
Authenticated task offloading mechanisms are designed and evaluated in vehicular twin networks.
The analysis quantifies authentication overhead, congestion effects, and handover-induced latency

amplification, and incorporates these factors into adaptive decision-making models.

e Track 2: DT architectures for predictive synchronization and optimization. DT
frameworks are enhanced with predictive models to reduce cyber-physical misalignment and with

optimization-driven orchestration for cloud, edge, and hybrid deployments.

e Track 3: RL-based safety under behavioral uncertainty. An uncertainty-aware RL
framework is developed for autonomous vehicle collision avoidance at unmarked crosswalks with

stochastic pedestrian behavior.

Across all thrusts, the common design principle is cyber-layer decision intelligence, where com-
munication, security, synchronization, and control are jointly modeled as state-aware processes and
optimized using learning and predictive mechanisms, as depicted in Fig. 1.1. This architectural per-
spective positions the cyber layer not as a passive monitoring entity, but as an anticipatory optimization

engine coordinating physical and computational resources under mobility and uncertainty.

Figure 1.1. DT-assisted Cloud-Twin (CT), Edge-Twin (ET), and Hybrid-Twin (HT) deployment architectures. The
cyber layer maintains synchronized DTs and executes RL-based optimization for mobility-aware offloading.



1.1 Background and Motivation

1.1.1 Authentication overhead in vehicular communication

Secure vehicular communication requires authentication mechanisms that provide integrity, ac-
countability, and privacy preservation. These mechanisms introduce computation and communication
overhead. In dense networks, frequent message exchange and topology changes increase signing and
verification load, extending end-to-end latency [1-3]. Certificate-based approaches further add trans-
mission and validation overhead due to certificate exchange and revocation handling. Mobility increases
this effect. During handovers, vehicles may undergo repeated authentication and signaling exchanges,
increasing delay and infrastructure load [4-6]. As network density and task size increase, authentica-
tion overhead becomes a measurable performance component rather than a negligible constant. This
project evaluates two authentication approaches suitable for vehicular twin settings. Group Signa-
tures (GS) provide anonymity with conditional traceability but incur signing and verification costs
that must be incorporated into latency models [7-9]. Identity-Based Cryptography (IBC) removes
certificate exchange but still requires explicit modeling of signing, verification, and key-management
assumptions [1,10]. Both mechanisms are evaluated within mobility-aware offloading workflows in

vehicular twin architectures [11,12].
1.1.2 Computation offloading and cyber-layer coordination

Connected vehicles rely on computation offloading to meet stringent latency and processing require-
ments [13-15]. Edge-based processing reduces round-trip delay relative to centralized cloud execution,
while cloud infrastructure offers higher aggregate computational capacity [16,17]. Hybrid cloud-edge
models attempt to balance these characteristics through dynamic resource allocation across hetero-
geneous layers [4,18]. Offloading performance depends on wireless channel conditions, infrastructure
load, task heterogeneity, and mobility [19,20]. Traditional approaches often rely on reactive heuristics

or simplified delay estimators, limiting scalability and coordination under dynamic conditions [21,22].



DT architectures provide synchronized cyber representations of vehicles, infrastructure, and commu-
nication links [11,12,23]. These representations enable state-aware latency estimation and proactive
decision-making by integrating mobility, communication state, and compute availability into unified
optimization frameworks [18,24]. DT-assisted offloading therefore allows mobility, link conditions, and

resource constraints to be incorporated directly into learning-based optimization loops.
1.1.3 Safety under behavioral uncertainty

Pedestrian interaction at unmarked crosswalks presents uncertainty due to hesitation, reversals, and
context-dependent decision patterns. Behavioral variability is influenced by environmental conditions,
social context, and perceived risk. Hesitation and crossing confidence have been modeled using ob-
servable signals such as gaze behavior, speed, and time-to-collision [25]. Game-theoretic formulations
represent vehicle-pedestrian interaction as negotiation under partial observability [26,27]. Additional
studies highlight non-rational and environment-dependent pedestrian responses [28]. Broader empir-
ical analyses further examine contextual and interaction-driven effects on crossing decisions [29-34].
RL provides a data-driven framework for adaptive decision-making without relying on fixed behav-
ioral assumptions. Prior work considers pedestrian-as-agent formulations [35-38], AV-as-agent formu-
lations [39-43], and multi-agent RL approaches [44,45]. However, practical deployment constraints,
such as limited observability, onboard computation limits, and real-time decision requirements, mo-
tivate AV-centered learning with stochastic pedestrian modeling. This project adopts that direction
and evaluates safety performance under varying hesitation probabilities using uncertainty-aware policy
learning.

Collectively, authentication overhead modeling, mobility-aware offloading, predictive DT synchro-
nization, and uncertainty-aware control represent tightly coupled system dimensions. Authentication
costs influence offloading latency; offloading delay affects synchronization fidelity; synchronization lag

impacts safety-critical responsiveness. Modeling these effects independently obscures their interaction.



By embedding them within a coordinated cyber-layer decision framework, this project establishes a uni-
fied architecture that explicitly captures their interdependence and enables anticipatory optimization

under dense and dynamic vehicular conditions.

1.2 Project Objectives

This project develops a security-aware and learning-driven cyber-physical framework for next-
generation vehicular networks. The framework integrates authenticated task offloading, DT synchro-
nization, and RL-based safety control within a unified system. The objectives are designed to address
authentication overhead, mobility-aware optimization, predictive synchronization, and uncertainty-
aware autonomy, while aligning with USDOT and CARMEN+ priorities on resilient infrastructure and

secure intelligent transportation systems.
1.2.1 Objective 1: Design Security-Aware Offloading Architectures

The first objective is to develop authenticated task offloading mechanisms in vehicular twin networks
where security operations are directly integrated into latency-sensitive performance models. Instead
of treating authentication as a separate or external step, this objective embeds cryptographic signing
and verification costs into end-to-end delay formulations. To achieve this, the project designs GS-based
authenticated offloading mechanisms for Vehicular Edge Twin Networks (VETNs) and IBC frameworks
for cloud-enabled vehicular twin deployments. The models explicitly capture authentication behavior
under C-V2X mobility and handover events, and quantify signing and verification overhead as part of
total task latency. By incorporating cryptographic cost into system modeling, this objective establishes
secure V2X communication architectures that resist impersonation and replay attacks while preserving

anonymity and traceability under dense and mobile conditions.



1.2.2 Objective 2: Develop RL-Based Intelligent Ofloading Optimization

The second objective is to formulate authenticated task offloading as a sequential decision prob-
lem and develop a learning-based optimization engine that adapts to changing network conditions.
Rather than relying on static delay estimation, this objective enables adaptive cyber-layer orchestra-
tion. Cloud, edge, and hybrid deployment modes are modeled as Markov Decision Processes (MDPs).
The learning agent jointly optimizes binary offloading decisions and continuous resource allocation
while accounting for mobility dynamics, congestion, and authentication overhead. The overall goal is
to minimize authenticated task latency under computational and deadline constraints. This objective
enables adaptive edge-cloud coordination and learning-driven infrastructure optimization in dynamic

vehicular environments.
1.2.3 Objective 3: Establish DT-Enabled Predictive Synchronization

The third objective focuses on improving cyber-physical consistency by extending DT architectures
with predictive synchronization capabilities. Instead of passively mirroring system state, the DT layer is
enhanced to forecast state evolution and reduce synchronization delay. The project models synchroniza-
tion gaps between physical vehicles and their cyber replicas and implements spatiotemporal prediction
models using Support Vector Regression (SVR) and Deep Neural Networks (DNNs). These models
reduce Digital Twin lag (A7) through forward state estimation, enabling proactive decision-making
in the cyber layer. This objective strengthens timing accuracy and coordination in safety-critical I'TS
deployments, including emergency healthcare mobility networks.

1.2.4 Objective 4: Implement and Evaluate DT-Assisted Cloud-Edge-
Hybrid Deployments

The fourth objective is to design and evaluate DT-assisted deployment configurations that integrate

authentication modeling, mobility-aware latency analysis, and learning-based optimization within uni-

fied cloud, edge, and hybrid architectures. The project implements Cloud-Twin (CT), Edge-Twin (ET),



and Hybrid-Twin (HT) deployment modes and compares them against traditional reactive baselines.
Handover-aware latency modeling is incorporated to capture mobility-driven delay amplification, and
wireless channel variations are integrated into cyber-layer decision-making. This objective provides a
scalable evaluation framework for resilient and mobility-aware infrastructure deployment.
1.2.5 Objective 5: Enable RL-Driven Safety under Behavioral Uncer-
tainty

The fifth objective extends RL beyond infrastructure optimization into safety-critical vehicle con-
trol under uncertain pedestrian behavior. This objective addresses decision-making in environments
characterized by stochastic hesitation and partial observability. Pedestrian hesitation in unmarked
crosswalk scenarios is modeled as a probabilistic process, and autonomous vehicle control is formulated
as an MDP. RL agents are trained to balance collision avoidance, efficiency, and socially compliant
behavior. Collision risk is quantified using Time-To-Collision (TTC)-aware reward structures. This
objective supports uncertainty-aware autonomy and safety validation in mixed-traffic environments,

consistent with USDOT priorities on autonomous vehicle safety assurance.



Chapter 2

Methodology: Integrated Cyber-Physical
System Architecture and Optimization

This chapter formalizes the unified cyber-layer intelligence architecture introduced in Chapter 1.
The framework addresses three tightly coupled challenges in next-generation vehicular networks: au-
thentication overhead in latency-sensitive communication [1,2], mobility-aware computation offloading
under dynamic infrastructure conditions [19,20], and safety-critical decision-making under behavioral
uncertainty [39,44]. Conventional vehicular systems treat these challenges independently. Authenti-
cation is implemented as an external security layer; offloading is optimized without explicit modeling
of mobility-aware security overhead; and safety control is designed independently from infrastructure
coordination. Such compartmentalization obscures the interaction between security cost, mobility dy-
namics, synchronization delay, and control responsiveness. In contrast, the proposed framework mod-
els communication, computation, and control as interdependent components within a unified cyber-
physical decision architecture. Security-aware task offloading, DT synchronization [11,23], mobility-
aware latency modeling [4], and RL-based optimization are integrated into a closed-loop coordination
framework. The cyber layer functions as an anticipatory decision engine that continuously evaluates
authenticated execution cost, infrastructure variability, and vehicular mobility to enable predictive and

adaptive optimization.
2.1 Architecture Overview and Closed-Loop Operation

The proposed system, Fig. 1.1 and Fig. 2.1, operates as a layered cyber-physical architecture in

which physical entities and cyber-layer intelligence exchange state information and control decisions



in continuous feedback. The design follows emerging vehicular DT paradigms [11, 18], but extends
them by embedding authentication cost modeling and learning-based optimization directly within the
cyber layer. At the physical layer, vehicles generate computational tasks and update mobility states.
These states are mirrored in the cyber layer through synchronized DT replicas. The cyber layer
evaluates expected execution latency under CT, ET, and HT deployment configurations while explicitly
accounting for authentication overhead, transmission variability, and handover risk. An RIL-based
optimization engine selects offloading and resource allocation decisions. These decisions are executed
in the physical layer, and the resulting performance metrics update DT states, closing the cyber-physical

feedback loop. This iterative structure transforms offloading from a reactive scheduling procedure into

Figure 2.1. Closed-loop cyber-physical operation: synchronized DT state acquisition, authentication-aware latency
evaluation, RL-based decision selection, physical execution, and state update.

a predictive decision process conditioned on authentication cost, infrastructure capacity, and mobility

dynamics.



2.2 System Design

2.2.1 Physical Layer Modeling

The physical layer consists of n mobile vehicles, m Roadside Units (RSUs), and a centralized cloud
server, consistent with hierarchical vehicular edge-cloud architectures [16,17]. Each vehicle possesses
onboard computational capacity fy;, each RSU provides aggregate computational capacity Frsy,, and
the cloud server provides computational capacity Fr. Wireless communication occurs over Vehicle-to-
Infrastructure (V2I) and cellular Vehicle-to-Cloud (V2C) links whose transmission rates vary dynam-
ically according to channel conditions and infrastructure load [4,5]. Vehicles generate authenticated

safety-critical tasks defined as:

SVi :{decVNTVNJVZ} (21)

where dy. denotes input data size, cy, required CPU cycles per byte, 7y, task deadline, and dy, result
size. The end-to-end latency is influenced by communication delay, queueing delay, computation time,
authentication overhead, and potential handover effects. These components are jointly modeled to

capture realistic execution behavior under dynamic vehicular mobility.
2.2.2 Security Layer Integration

Authentication is embedded directly into the offloading workflow through two mechanisms: GS-
based anonymous authentication for VETNs [7,9], and IBC-based authentication for 6G-enabled cloud
vehicular twin deployments [1,10]. Unlike conventional approaches that treat authentication as an ex-
ternal verification stage [3], the proposed framework incorporates cryptographic overhead explicitly into
latency modeling. Let Tggn and Tyeisy, denote signing and verification costs. The resulting end-to-end
latency model is defined in Chapter 3, Section 3.3, where all latency components are instantiated con-
sistently across deployments. Thandover captures additional delay caused by mobility-induced coverage
transitions and reauthentication procedures. The security layer guarantees existential unforgeability

under chosen message attacks, replay resistance via timestamp validation, anonymity preservation,
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and conditional traceability through trusted authorities. Embedding authentication cost within perfor-
mance models enables quantitative tradeoff evaluation between security strength and latency efficiency
in dense vehicular networks. Fig. 2.2 and Fig. 2.3 exhibit a GS- and IBC-based security layer integra-

tion in offloading.

Figure 2.2. GS-based Security layer integration in offloading.

Figure 2.3. IBC-based Security layer integration in offloading.
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2.2.3 Digital Twin Layer

Each physical entity maintains a synchronized DT replica [11,23]. The DT of vehicle V; at time
t, denoted DT; ‘t/i, maintains mobility state, task parameters, and computational attributes. Similarly,
DTESUJ_ represents infrastructure capacity and coverage, DT(, cloud availability, and DT}, , instanta-
neous uplink and downlink transmission rates. DT synchronization occurs at discrete intervals At,
enabling forward estimation of system state and predictive evaluation of execution outcomes [24].
The synchronized DT state forms the observable space for the learning-based optimization framework.
By maintaining mobility-aware and authentication-aware state representations, the DT layer enables

proactive orchestration of vehicular computation rather than reactive scheduling.

2.3 Mobility and Handover Modeling

Vehicle mobility directly influences both latency modeling and state transitions. A handover event

occurs when a vehicle exits RSU coverage during task execution:

0 wv i " To oa S R
Yy, = Vi Toliload (2.2)
1 otherwise

where vy, denotes vehicle speed, Tiff00a expected offloading duration, and R RSU coverage radius.
When yy, = 1, additional latency is incurred due to backhaul transmission, reauthentication cost,
and result forwarding delay. This mobility indicator directly influences both T}, and the transi-
tion dynamics of the optimization model, tightly coupling physical-layer movement with cyber-layer

decision-making as shown in Fig. 2.4.

2.4 RL-Based Optimization Framework

Here, the authenticated task offloading is formulated as an MDP (S, A, P, R, ). The state space S
is constructed from synchronized DT variables, including task size, link rates, authentication overhead,
mobility state, and computational capacity as in Fig. 2.5. The action space A includes binary offloading

decision Xy, € {0, 1} and continuous allocation variables FX"SU], and Fg’ The reward function is defined
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Figure 2.4. IBC-based Security layer integration in offloading with/without handover.

Figure 2.5. Used PPO-based RL Framework.
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as:

Ry = —Tiotal(t) (2.3)

enforcing minimization of authenticated latency. The optimization engine adopts a Proximal Policy
Optimization (PPO) actor-critic architecture with two hidden layers using ReLU activation. Dual
output branches generate categorical offloading decisions and Gaussian allocation parameters. Policy

updates follow:

LPPO = L% — H oty - H(mp) (2.4)

where L ensures stable updates and H.,. regulates exploration. The agent operates entirely within

the cyber layer using synchronized DT states, enabling predictive mobility-aware optimization.

2.5 Safety-Critical RL Framework

Extending the same cyber-layer decision paradigm to vehicle control, an RL framework addresses
autonomous safety under stochastic pedestrian behavior. The environment state includes vehicle and
pedestrian positions, velocities, crosswalk geometry, and TTC. The autonomous vehicle selects among
four discrete maneuvers: maintain speed, brake, lateral avoidance left, or lateral avoidance right as in
Fig. 2.6. The reward function balances collision avoidance, TTC maximization, efficiency preservation,
and socially compliant behavior. Although this safety control agent operates on a different control sur-
face than the infrastructure-level offloading agent, both modules share the same architectural principle:
synchronized state acquisition, predictive consequence evaluation, and performance-driven policy opti-
mization under uncertainty. This unified cyber-layer design ensures coherence between infrastructure
coordination and safety-critical autonomy within the proposed vehicular computing framework.

The proposed architecture integrates authentication modeling, mobility-aware latency analysis, DT
synchronization, and RL-based optimization within a unified closed-loop cyber-physical framework.
With the system formulation, state representations, and optimization mechanisms established, the

following chapter presents the experimental setup used to quantitatively validate the design.
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Figure 2.6. Safety-Critical RL Framework.
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Chapter 3

Experimental Setup and Evaluation
Framework

This chapter presents the unified experimental framework used to evaluate the secure offloading ar-
chitectures, DT synchronization mechanisms, and RL-based safety models developed in this work. The
evaluation is designed to quantify authentication overhead, mobility-induced delay amplification, DT
synchronization fidelity and lag reduction, and RL learning stability under controlled and reproducible
conditions. The experimental environment mirrors the integrated cyber-physical architecture described
in Chapter 2. Secure offloading, mobility modeling, DT synchronization, and RL-based optimization
are implemented within a single simulation pipeline to enable coherent system-level analysis across

consistent assumptions and shared state representations.

3.1 Simulation Environment

All experiments are conducted using a custom-built simulation framework implemented in Python
and PyTorch. The framework integrates (i) vehicular mobility and handover modeling, (ii) wireless
communication and backhaul delay modeling, (iii) task generation and queueing dynamics, (iv) explicit
authentication overhead injection, (v) DT synchronization, and (vi) RL decision engines within a unified

executable environment.

3.1.1 Mobility and Handover Trace Generation

Vehicular mobility is modeled using stochastic trajectory generation to represent density variation
and C-V2X handover events. Vehicles move through RSU coverage regions; a handover event is triggered

when a vehicle exits the serving RSU coverage while a task is still in transmission or execution. Mobility

16



traces are generated with controlled random seeds to ensure reproducibility, and are parameterized to

support multiple density regimes and speed profiles as required by the studied scenarios.
3.1.2 Wireless and Backhaul Link Modeling

Wireless access links are modeled with Rayleigh fading to capture stochastic channel variation under
mobility. The instantaneous transmission behavior is reflected through time-varying effective rates used
in the uplink and downlink latency terms. Backhaul links are explicitly modeled to account for RSU-
to-RSU and RSU-to-cloud forwarding delays that occur during handovers and in hybrid execution

paths.
3.1.3 Task and Queueing Model

Task generation incorporates heterogeneous input sizes, computational requirements (e.g., CPU cy-
cles), and deadline constraints to emulate latency-sensitive vehicular workloads. For edge and cloud
execution, queueing dynamics are incorporated through per-server queues and service rates. The re-

sulting queueing delay term is included in the end-to-end latency model in Section 3.3.
3.1.4 Authentication Overhead Injection

Authentication overhead is explicitly modeled for both GS and IBC mechanisms. Cryptographic
signing and verification costs are injected directly into the latency computation pipeline. Under
mobility-induced handovers, reauthentication events are triggered and accounted for as additional
overhead. All cryptographic parameters used to compute signing and verification costs are logged

for validation and are consistent with the authentication models defined earlier.
3.1.5 DT Synchronization and Misalignment

For DT-assisted deployments, synchronized cyber replicas of vehicles, RSUs, cloud servers, and
communication links are maintained at predefined synchronization intervals. The cyber layer uses

synchronized DT states to support mobility-aware decisions and predictive coordination. In contrast,
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traditional baselines rely on reactive state estimation without predictive DT coordination. Fig. 3.1

Figure 3.1. Illustration of temporal misalignment between physical entities and DT representations. Predictive
synchronization reduces the lag A7 between physical state updates and cyber-layer decisions.

illustrates the synchronization gap between physical entities and their cyber replicas. This temporal
misalignment motivates the DT lag metric A7 and its reduction under predictive synchronization, as

defined in Section 3.5.

3.2 Deployment Configurations

To isolate the impact of DT synchronization and learning-based optimization, six deployment con-
figurations are evaluated. DT-assisted configurations include: CT, ET, and HT. In these deployments,
the cyber layer maintains synchronized DT state awareness and executes learning-based optimization

for task offloading and resource allocation. For comparison, three traditional baselines are implemented:
e Traditional Cloud (TC),
e Traditional Edge (TE),
e Traditional Hybrid (TH).

Traditional deployments operate reactively using static delay estimation without predictive DT coor-

dination or adaptive learning. Fig. 1.1 presents the DT-assisted architecture used in CT, ET, and HT
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modes. The HT configuration dynamically selects between cloud and edge execution paths based on

predicted mobility and latency conditions.

3.3 Latency and Mobility Modeling

End-to-end task latency is modeled as the sum of transmission, queueing, computation, crypto-

graphic overhead, and mobility-induced handover delay:
,—Ttotal = ﬂx + Tqueue + Tcomp + Tsign + Tverify + Thandover~ (31)

Here, Tyign and Tyeisy capture cryptographic signing and verification overhead, while Thandover T€presents
mobility-induced delay. T}, includes uplink and downlink components across the selected execution
path (edge, cloud, or hybrid), using the access and backhaul link models described in Section 3.1.2.
Tquene captures waiting time at edge RSUs and cloud servers under task arrivals and service rates.
Teomp captures execution time under allocated compute capacity and task computational demand. A
handover event is triggered when a vehicle exits RSU coverage during task execution or result delivery.

The handover delay term is decomposed as:

Thandover = Tbh,fw + Treauth + Tresult,fw> (32)

where Ty, v denotes backhaul forwarding delay (e.g., RSU-to-RSU forwarding), Tieautn denotes reau-
thentication delay (including any required cryptographic operations and signaling), and Tesuit fw denotes
forwarding delay for task results to reach the vehicle under mobility. This formulation enables measure-
ment of mobility-driven latency amplification under varying speed and density conditions, and supports

direct comparison between DT-assisted and traditional deployments under identical mobility traces.

3.4 RL Training Configuration

Two RL agents are evaluated under this unified framework:

e A PPO-based offloading optimization agent for CT, ET, and HT deployments.

19



e A PPO-LSTM-based safety control agent for pedestrian interaction scenarios.
3.4.1 PPO Agent for DT-Assisted Offloading

The PPO agent is implemented using an actor-critic architecture with two hidden layers and ReLLU
activation. Dual output branches produce (i) categorical offloading decisions and (ii) continuous re-
source allocation parameters (modeled via a Gaussian distribution). The agent operates on synchro-
nized DT states in CT, ET, and HT, and its reward is defined using latency and constraint satisfaction
terms consistent with the problem formulation in the secure offloading chapters. Training uses iterative
PPO updates with clipped policy optimization. The configuration parameters (iterations, episodes, en-
vironment steps, learning rate, discount factor, entropy coefficient, and PPO clip) are logged and fixed
per experiment to ensure repeatability. The following training configuration is used for the DT-assisted

offloading experiments in this report:

Training iterations: 10,000,

Episodes per iteration: 100,

e Environment steps per episode: 100,

Learning rate: 0.003,

Discount factor: v = 0.9,

Entropy coefficient: 0.08.

Convergence is evaluated using cumulative reward stabilization and variance analysis across indepen-
dent training runs (Section 3.5). Fig. 2.5 illustrates the structured PPO-DT training process. The
agent samples actions from synchronized DT states, executes offloading decisions, computes rewards
based on Tieta in (3.1) and related constraints, and updates policy parameters using the clipped PPO

objective.
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3.4.2 PPO-LSTM Agent for Safety Control

The safety model addresses autonomous vehicle navigation under stochastic pedestrian hesitation at
unmarked crosswalks. The state space includes vehicle and pedestrian positions, velocities, crosswalk
geometry, and TTC. The action space consists of four discrete maneuvers: maintain speed, brake, dodge
left, and dodge right. The policy is optimized using PPO augmented with an LSTM module to capture
temporal dependencies induced by pedestrian hesitation dynamics. The reward function balances
collision avoidance, TTC maximization, efficiency preservation, and socially compliant behavior. The
safety agent training and evaluation follow the configuration and scenario definitions provided in the
safety chapter and shown in Fig. 2.6, while sharing the reproducibility and validation protocol described

in Section 3.6.

3.5 Performance Metrics

Performance metrics are selected to quantify system-level impact across security, synchronization,
mobility, and safety dimensions. Let £ denote the set of evaluation episodes (or tasks) under a given

configuration. For secure offloading experiments, the following metrics are measured:

Total system latency (ms): Tiota in (3.1).

e Deadline satisfaction ratio: the fraction of tasks satisfying Tioa < D, where D is the task

deadline.

e Resource utilization efficiency: utilization of edge and cloud compute resources under the selected

allocation policy.

e Authentication frequency under mobility: frequency of authentication and reauthentication events

per task or per handover.

e Handover-induced delay amplification: relative increase in Tioa attributable to Thandover int (3.2).
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For DT evaluation, synchronization fidelity and DT lag reduction are measured. Synchronization
fidelity quantifies the consistency between physical states and DT states at the cyber layer under
the selected synchronization interval, and is assessed using the DT lag metric A7 and its statistical
dispersion over time (e.g., variance or confidence interval). The DT lag A7 captures the temporal
misalignment between physical state updates and the DT state used by the cyber layer, as conceptually
illustrated in Fig. 3.1. A reduction in A7 quantifies predictive synchronization gains.

For RL models, learning stability and behavioral robustness are evaluated using;:

Cumulative reward progression: episode return trends over training updates.

Collision rate (safety): collision events per episode under each ¢, setting.

Episode length: number of steps until terminal condition (collision or successful completion).

Action distribution: empirical selection frequency of each action to characterize learned behavior.

3.6 Reproducibility and Validation

To ensure reproducibility, all simulations are executed under documented configurations with fixed
random seeds. Multiple seeds are used for RL experiments to evaluate variance sensitivity, and re-
ported metrics are aggregated across independent runs using consistent aggregation rules (mean and
confidence intervals when applicable). Hyperparameter sensitivity analysis is performed to confirm
training stability under moderate parameter perturbations. All cryptographic cost parameters, mo-
bility traces, network configurations, and training hyperparameters are logged and archived to enable

independent validation.
3.7 Scope of Quantitative Evaluation
The unified evaluation framework enables systematic quantification of:

e Authentication overhead under scale and varying workload intensity,
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Mobility-induced latency amplification under handover events,

Predictive synchronization impact through A7 reduction,

DT-assisted versus traditional deployment performance under matched conditions,

RL-driven safety performance under controlled behavioral uncertainty.

By integrating authentication, mobility, synchronization, and learning within a single controlled envi-
ronment, the evaluation reflects scalable, mobility-aware, and security-constrained vehicular intelligence

under realistic operating conditions.
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Chapter 4

Results and Analysis of Our Cyber-Layer
Intelligence

This chapter consolidates the quantitative evaluation outcomes of the proposed cyber-layer intel-
ligence framework under the unified experimental setup in Chapter 3. Results are reported using the
same track structure established in Chapter 1. Across the three tracks, the common objective is to
validate that cyber-layer decision intelligence yields measurable benefits in latency, robustness, and
safety when authentication, mobility, DT synchronization, and control are treated as coupled system

dimensions rather than isolated subsystems.

4.1 Security-Aware Offloading Under Authentication and Mobility

Track 1 evaluates secure task offloading under explicit cryptographic cost modeling and mobility-
induced handover, following the total latency decomposition in (3.1). The key contribution is that
authentication overhead is not a negligible constant in dense or mobile settings, and its interaction with
handover procedures can measurably amplify end-to-end delay. By embedding signing and verification
costs directly into the execution pipeline, the proposed framework enables latency-accurate decision-

making and realistic scalability assessment for authenticated vehicular computing.
4.1.1 Awuthentication Overhead as a First-Order Latency Component

In the unified latency model, authentication enters as:

Touth = irsign + Tverify7 (41)
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which directly increases Tiota1 in (3.1). When tasks are latency-sensitive, repeated, or executed under
high traffic density, Thun becomes a dominant contributor and can shift the optimal offloading decision
boundary between edge, cloud, and hybrid execution. This effect is consistent with the motivation
presented in Chapter 1, Section 1.1.1, and is operationally captured in the GS and IBC integration
pipelines shown in Fig. 2.2 and Fig. 2.3. We evaluate GS- and IBC-authenticated task offloading under
varying densities, task sizes, transmission rates, and mobility conditions to establish the authentication-

latency relationship and its scalability implications.

GS-authenticated offloading in VETNs (edge): Fig. 4.1 and Fig. 4.2 characterize the latency
growth as vehicle density increases and quantify the recovery achievable via transmission scaling (edge
access and inter-RSU backhaul). These results show that even when strong privacy is enforced using
GS, latency can be partially mitigated through communication resource upgrades, with larger gains in

sparse-to-moderate densities and diminishing returns as contention increases.

Figure 4.1. Average latency (msec) vs. number of vehicles n for GS-authenticated offloading in VETNs.

IBC-authenticated offloading in 6G-VTNs (cloud): Fig. 4.3 and Table 4.1 jointly quantify the
authentication overhead impact under different task sizes, network scales, and transmission rates. The
latency curves show that increasing the uplink and downlink rate consistently reduces delay, while the

offloading percentage table reveals that authentication overhead can substantially depress offloading
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Figure 4.2. Performance vs. data rates at various network sizes for GS-authenticated offloading.
efficiency, particularly as density and task size grow. Transmission scaling partially restores feasibility

but does not fully eliminate the scale sensitivity.

TABLE 4.1
OFFLOADING PERCENTAGE AT 100 MBPS, 500 MBPS, AND 1000 MBPS FOR IBC-AUTHENTICATED CLOUD
OFFLOADING.
100 Mbps Data Rate 500 Mbps Data Rate 1000 Mbps Data Rate
Task Size (B) Task Size (B) Task Size (B)
50 B 30 KB 300 KB 50 B 30 KB 300 KB 50 B 30 KB 300 KB
n_ (w/oIBC) (wIBC) (w/o) (w) (w/o) (w) (w/o) (w) (w/o) (w) (w/o) (w) (w/o) (w) (w/o) (w) (w/o) (w)
10 9.73 4.13 813 3.65 635 325 6.30 200 1580 1203 11.85 855 17.18 15.65 1565 9.10 12.85 9.55
40 3.58 1.73 3.72 297 422 157 518 3,56 3.56 1.65 3.35 2.88 3.6 267 267 1.74 260 1.63
70 2.00 0.55 231 1.80 100 080 265 135 241 149 142 1.24 269 112 158 112 231 0.00
100 1.00 0.58 0.80 068 053 050 1.36 0.00 1.24 051 1.21 056 1.01 024 144 124 144 0.56

4.1.2 Mobility and Handover Amplification Under Authentication

Mobility amplification is quantified through the handover decomposition in (3.2). This decompo-
sition reveals that mobility introduces three additive delay components beyond baseline transmission
and computation. Critically, authentication transforms handover from a pure forwarding event into
a compound cryptographic and signaling event. As a result, Ti,. becomes structurally sensitive to
coverage transitions. Table 4.2 quantifies average latency under no-handover and handover conditions

across network densities and task sizes. Several observations are immediate:
e Latency increases monotonically with density under both conditions.
e The handover gap widens with task size, particularly for 300 KB and 3 MB workloads.

e The authentication penalty is magnified under mobility, especially at n = 70 and n = 100.
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(c)

Figure 4.3. Average latency (msec) at different data rates for IBC-authenticated cloud offloading. (a) 100 Mbps. (b)
500 Mbps. (c) 1000 Mbps.
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TABLE 4.2
AVERAGE LATENCY (MSEC) UNDER NO-HANDOVER AND HANDOVER CONDITIONS WITH AND WITHOUT IBC.

dv, =50 B dy, = 30 KB dy, = 300 KB dy, = 3 MB
n No HO HO No HO HO No HO HO No HO HO
w/o w/ w/o w/ w/o w/ w/o w/ w/o w/ w/o w/ w/o w/ w/o w/

232 | 241 26.8 | 288 | 29.0 | 346 | 36.3 | 403 | 45.6 | 534 | 63.7 | 48.2 | 54.5 | 66.2 78.4
40 | 726 | 83.0 | 8.3 | 993 | 69.7 | 7.1 90.6 | 101.8 | 110.2 | 133.5 | 148.3 | 190.5 | 120.8 | 130.9 | 172.4 | 188.7
70 | 119.5 | 119.1 | 140.8 | 144.1 | 126.7 | 129.6 | 171.0 | 178.9 | 134.0 | 151.0 | 190.0 | 216.2 | 137.0 | 153.6 | 196.5 | 222.8
100 | 216.3 | 229.2 | 255.9 | 277.5 | 234.7 | 243.2 | 328.5 | 366.3 | 257.0 | 272.0 | 370.0 | 394.0 | 260.0 | 278.0 | 378.0 | 407.0

To isolate the amplification factor, we define the handover amplification ratio:

10 21.0

Thandover

_ total
"THO = 46 handover * (42)
total

Across dense scenarios (n > 70), nuo consistently exceeds 1.3 for medium workloads and approaches
1.46 for large workloads, confirming that mobility induces a multiplicative latency effect when au-
thentication is enforced. Fig. 4.4 further shows that authentication frequency nearly doubles under

handover in high-density settings, reinforcing that mobility not only increases delay but also elevates

cryptographic load.

Figure 4.4. Number of authentication events under no-handover and handover conditions across network sizes and task
scales.
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These results demonstrate that mobility is not a secondary perturbation. It is a first-order delay
amplifier once authentication is integrated. Consequently, any offloading policy that ignores handover

probability will systematically underestimate execution latency and overestimate deadline satisfaction.

4.2 DT Predictive Synchronization and Deployment Optimization

Track 2 evaluates the quantitative impact of DT-enabled predictive synchronization and cyber-layer
optimization across CT, ET, and HT deployments. Building upon the unified architecture introduced
in Chapter 2, this section validates the central hypothesis that reducing cyber-physical misalignment
enhances decision timeliness, stabilizes offloading policies, and improves scalability under density and
mobility variation. The evaluation proceeds along two tightly coupled dimensions: (i) synchronization
fidelity, quantified through the DT lag metric A7, and (ii) deployment-level performance across CT,

ET, and HT compared to traditional baselines TC, TE, and TH.
4.2.1 DT Lag Reduction and Synchronization Fidelity

DTs operate as cyber-layer state estimators. Their effectiveness depends on the temporal alignment
between physical system evolution and cyber-layer representation. We quantify this alignment using
the DT lag metric:

AT = tphysical - tDT7 (43)

where A7 captures the temporal misalignment between real-world state updates and the DT state
used for decision-making. Table 4.3 shows witnessed communication delay under two configurations:
baseline synchronization and predictive synchronization using learning-based state estimation. The
results reveal a density-sensitive lag escalation under baseline synchronization. At n = 40, the lag
reaches 33.15 sec, reflecting congestion-induced staleness in cyber-layer state acquisition. In contrast,
predictive synchronization reduces lag to 2.11 sec, corresponding to a 93.63% reduction. This re-
duction is not incremental. Without prediction, the cyber layer operates on stale state information,

leading to delayed or suboptimal decisions. With predictive synchronization, the cyber layer maintains
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TABLE 4.3
WITNESSED COMMUNICATION DELAY A7 (SEC): WHEN NO DT IS USED AND WHEN DT WITH PREDICTION IS USED

n | No DT DT and Prediction | Improvement(%)
2 | 1.657793333 | 0.196686667 88.13
5 | 4.144483333 | 0.347716667 91.61
10 | 8.288966667 | 0.599433333 92.76
15 | 12.43345 0.85115 93.15
20 | 16.57793333 | 1.102866667 93.34
25 | 20.72241667 | 1.354583333 93.46
30 | 24.8669 1.6063 93.54
35 | 29.01138333 | 1.858016667 93.59
40 | 33.15586667 | 2.109733333 93.63

forward-estimated state alignment, enabling anticipatory orchestration. Beyond mean lag reduction,
predictive synchronization significantly reduces lag dispersion over time. Baseline synchronization
exhibits increasing variance as network density grows, while predictive DT narrows the dispersion en-
velope of A7. Reduced variance improves decision confidence, particularly for handover anticipation

and deadline-sensitive scheduling.
4.2.2 Deployment Performance Across CT, ET, and HT

Having established improved temporal alignment, we evaluate its system-level impact on offloading
performance. Fig. 4.7 reports latency as a function of vehicle density across CT, ET, and HT compared
to TC, TE, and TH. DT-assisted deployments consistently exhibit moderated latency growth relative
to traditional baselines. CT achieves the lowest absolute latency, ranging between 16.31-19.35 msec,
with improvements up to 33.4% compared to TC. ET improves latency by up to 28.6% relative to
TE. HT demonstrates the strongest scalability behavior under density variation, achieving up to 37.5%
improvement over TH. Traditional deployments exhibit steep latency slopes as n increases due to
reactive scheduling and delayed state updates. In contrast, DT-assisted deployments benefit from
predictive coordination, preventing queue buildup and avoiding execution under stale system estimates.

Task-size scaling results, shown in Fig. 4.5, further confirm this behavior. For large workloads
(3.1 MB) at n = 100, CT reduces latency by up to 70.7% compared to TC. ET achieves up to

49.6% reduction relative to TE, while HT achieves up to 38.5% improvement over TH. Latency growth
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under DT-assisted deployments is sublinear relative to traditional models, reflecting improved load

distribution and anticipatory allocation.

Figure 4.5. Average latency (msec) vs. task size dy, (KB) at different densities.

Transmission-rate scaling results in Fig. 4.6 demonstrate proportional latency reduction under in-
creased data rates. When access rates increase from 200/400 Mbps to 600/1200 Mbps, CT achieves
up to 47.2% latency reduction at n = 100. HT leverages both cloud and edge upgrades adaptively,
confirming that predictive DT coordination enables effective utilization of available communication
capacity.

These results establish three structural system transformations enabled by predictive DT intelli-

gence:

e Temporal Realignment: Predictive synchronization reduces A7 by up to 93.6%, preventing

stale-state decisions.
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Figure 4.6. CT performance vs. data rates at various network and task sizes.

Figure 4.7. Average latency (msec) vs. number of vehicles n.
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e Decision Robustness: Reduced lag variance stabilizes offloading policies under density and

mobility variation.

e Scalable Optimization: CT, ET, and HT consistently outperform TC, TE, and TH across

density, task size, and transmission-rate scaling.

HT emerges as the most adaptable configuration under heterogeneous and dynamic conditions, com-
bining edge proximity with cloud capacity while leveraging predictive state alignment.

Importantly, Track 1 demonstrated that authentication overhead introduces density-sensitive la-
tency inflation. Track 2 shows that predictive DT intelligence compensates for this inflation by reduc-
ing temporal misalignment and enabling anticipatory decision-making. Thus, DT-enabled optimization

acts as a structural stabilizer in security-constrained vehicular systems.

4.3 RL-Driven Safety Under Behavioral Uncertainty

Track 3 evaluates RL-based safety control for autonomous vehicle navigation at unmarked crosswalks
under stochastic pedestrian hesitation. The scenario, MDP formulation, reward shaping, and PPO-
LSTM design, while metrics and reporting protocol follow Chapter 3, Section 3.5. The central claim
validated here is that safety-critical interaction can be achieved under behavioral uncertainty without
trajectory prediction models or multi-agent co-learning, using an AV-centered PPO-LSTM policy that

learns temporal risk patterns induced by hesitation.
4.3.1 Training Convergence and Policy Stabilization

Training stability is assessed using accumulated reward trajectories across the five seeds. Fig. 4.8
shows the learning curves under (y = 0.98, entropy coefficient = 0.01) over 50,000 frames. Early-stage
behavior exhibits high variance due to exploration and the pedestrian’s stochastic hesitation, including
pauses and reversals near the crosswalk center. After approximately 3,000 environment steps, reward

trends stabilize across runs, indicating consistent policy refinement rather than oscillatory behavior.
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This stabilization is attributed to three interacting design choices. First, the PPO clipped objective
constrains destructive policy updates under noisy returns. Second, the LSTM memory captures tem-
porally extended cues (e.g., repeated hesitation patterns) that are not recoverable from instantaneous
observations alone. Third, entropy regularization prevents premature collapse into a single overly con-

servative strategy (e.g., always braking), maintaining maneuver diversity while convergence progresses.

Figure 4.8. Convergence trends of average accumulated rewards over 50,000 training frames for five independent
PPO-LSTM training runs under (y = 0.98, entropy coefficient = 0.01).

4.3.2 Safety Robustness: Collision Rate Versus Hesitation

Safety is quantified using collision rate Cg, defined as the ratio of collision episodes to total episodes
for each ¢y, averaged across five seeds. Fig. 4.9a reports a monotonic increase in collision rate as

hesitation grows. Under low uncertainty (¢ = 0.1), the PPO-LSTM policy achieves:

Cr(dn = 0.1) = 0.0584. (4.4)
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As the pedestrian becomes more unpredictable, collision rates increase:
Cr(¢n = 0.3) = 0.1927, Cr(¢n = 0.6) = 0.1946. (4.5)

A key observation is the saturation effect from ¢, = 0.3 to ¢, = 0.6: once behavioral randomness
crosses a critical level, additional hesitation does not proportionally degrade safety. This suggests that
the learned policy converges to a stable avoidance regime that remains effective even when pedestrian

actions are highly stochastic.

(a) Collision rate (Cgr) vs. ¢p. (b) Episode length (£) vs. ¢p.

Figure 4.9. Evaluation of safety and policy behavior for (v = 0.98, entropy coefficient = 0.01) across varying pedestrian
hesitation probabilities.

4.3.3 Adaptive Decision-Making: Action Distribution Under Uncertainty

Behavioral adaptation is evaluated via action distribution Ap, which captures how the policy re-
allocates maneuver preferences as uncertainty changes. Fig. 4.10 shows a clear shift toward evasive
maneuvers as ¢, increases. At ¢, = 0.1, the policy already exhibits context sensitivity, with sub-
stantial use of braking and lateral dodging rather than defaulting to maintain-speed. As uncertainty
increases to ¢, = 0.3, the distribution becomes more uniform, reflecting strategy diversification when
the pedestrian is less predictable. At ¢, = 0.6, the policy increases lateral avoidance, with dodge-
left emerging as the most frequent action, while maintain-speed decreases. To compactly summarize
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cross-setting behavior, Table 4.4 reports:

Ap = 22.97% straight, 77.03% evasive. (4.6)
TABLE 4.4
AGENT ASSESSMENT SUMMARY
Goal KPI Value
Safety Collision Rate (Cr)  0.1476
Adaptation  Action Use (Ap) 22.97% straight, 77.03% evasive

Efficiency Episode Length (£) 3228.67 steps

This confirms a risk-aware policy. The AV increases spatial separation through lateral maneuvers as
uncertainty rises, rather than relying solely on braking. This behavior is consistent with a learned inter-
nalization of hesitation as elevated collision probability, where lateral displacement provides robustness

when pedestrian motion exhibits reversals and stop-and-go dynamics.

Figure 4.10. Action distribution (Ap) across different hesitation probabilities ¢,. The agent prefers straight movement
but exhibits increased lateral evasive actions as uncertainty grows.

4.3.4 Efficiency: Episode Length and the Safety-Efficiency Tradeoff

Efficiency is quantified via episode length &, representing the total number of steps required to
complete an episode. Fig. 4.9b shows that episode duration increases with hesitation. Over the last 100
episodes, total episode lengths increase from 2978 steps at ¢, = 0.1 to 3275 at ¢, = 0.3 and 3433 at

¢n = 0.6. Relative to the baseline ¢, = 0.1, this corresponds to approximately 1.099x and 1.15x longer
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duration at ¢, = 0.3 and ¢, = 0.6, respectively. This increase reflects a standard safety-efficiency
tradeoff: as pedestrian behavior becomes less predictable, the policy adopts more cautious motion
(braking and evasive maneuvers), which extends episodes. Importantly, this caution is structured and
adaptive, not unstable. The policy does not exhibit erratic oscillations between conflicting actions;
instead, it increases conservative behavior in a consistent manner as uncertainty rises.

Track 3 validates that an AV-centered PPO-LSTM policy can learn robust safety behavior un-
der stochastic pedestrian hesitation without trajectory prediction or multi-agent co-learning. Across
increasing uncertainty ¢, the policy converges reliably, maintains bounded safety degradation, and
adapts action preference toward lateral evasion while accepting longer episodes as the cost of cau-
tion. Quantitatively, the agent achieves Cr = 5.84% at ¢, = 0.1, a cross-setting mean collision rate
Cr = 0.1476, executes evasive actions in 77.03% of decisions, and completes episodes in an average of
3228.67 steps. Overall, the results demonstrate that memory-augmented policy optimization yields a
lightweight, interpretable, and deployment-aligned safety controller for uncertain AV-pedestrian inter-

action, suitable for real-time constraints where explicit intent prediction or co-learning with pedestrians

is impractical.
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Chapter 5

Discussion and Implications

The results show that secure vehicular intelligence cannot be decomposed into isolated optimiza-
tions. Security, synchronization, and learning interact through latency, mobility, and uncertainty chan-
nels. Authentication is revealed as a structural component of end-to-end latency. Cryptographic
signing and verification introduce a persistent baseline delay, while mobility amplifies this effect by
converting authentication into a recurrent load factor during handovers. When authentication and
mobility are excluded from latency models, delay is systematically underestimated. This means secure
V2X communication must be embedded directly in scheduling and offloading optimization rather than
treated as an overlay. DT synchronization operates as a predictive coordination surface. Reducing
cyber-physical misalignment A7 improves decision timeliness and stability across CT, ET, and HT
deployments. The performance gains arise from anticipatory orchestration enabled by predictive state
awareness. Synchronization fidelity therefore directly influences scalability under increasing density.
Uncertainty-aware learning governs safety-critical interaction. Explicit modeling of pedestrian hesita-
tion confirms that stochastic behavior defines the operational regime. The PPO-LSTM policy adapts
conservatively as uncertainty increases, preserving bounded collision rates while sacrificing efficiency
when necessary. Adaptive control under uncertainty must therefore be integrated with secure commu-
nication and synchronized state estimation to maintain robustness. Together, these findings reveal a

layered dependency:
1. Authentication and mobility shape the latency structure.

2. Latency structure constrains synchronization fidelity.
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3. Synchronization fidelity determines decision timeliness.
4. Decision timeliness influences safety performance under uncertainty.

5.1 Scientific Output and Broader Impact

The project produced peer-reviewed dissemination across IEEE conferences and a Q1 journal [46—

51]. Recognition includes:

e Best Runner-Up Paper Award: SmartNets 2025 Conference Presentation, “When Pedestri-
ans Hesitate: PPO-Based RL Collision Avoidance in Uncertain Scenarios,” Istanbul, July 22-24,

2025.

e OSU CAR News Feature: “Evasive Maneuvers: New Al Training Program Ensures Safer

Travel with Hesitant Pedestrians,” September 2025.

e Invited Seminar: Al-Shareeda, S., “Shifting Ground: How AI Transforms Skills, Research,
and the Competence Ecosystem,” DevFest Basra 2025, organized by GDG Basra and Women

Techmakers Basra, Basrah, Iraq, December 2025.

These outcomes demonstrate technical relevance beyond academic publication and contribute to work-

force development in secure intelligent transportation systems.

5.2 Limitations

The results are derived from controlled simulation frameworks with abstractions necessary for iso-

lating causal effects. The primary limitations are:

e Mobility and channel modeling: Urban propagation complexity, blockage dynamics, and full

cellular scheduling stacks are abstracted.

¢ Queueing and compute contention: Resource allocation is modeled through simplified ca-
pacity abstractions rather than full virtualization and multi-tenant interference effects.
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e Authentication modeling: Overhead is represented via cryptographic cycle and payload mod-
els rather than complete protocol-layer workflows including certificate distribution, revocation,

and handshake signaling.

e Safety environment scope: The RL environment models structured pedestrian hesitation
but does not incorporate full multi-agent interaction, perception-stack uncertainty, or occlusion

dynamics.

e Deployment readiness: Real-world implementation would require safety shields, runtime mon-

itors, and hardware-in-the-loop validation.

Despite these abstractions, the structural dependencies across authentication, mobility, synchroniza-
tion, and uncertainty remain consistent. Coordinated cyber-layer intelligence mitigates these interac-

tions more effectively than isolated optimization.
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Chapter 6

Conclusion

This work established a unified cyber-layer intelligence framework for secure, scalable, and uncertainty-
aware vehicular systems. The project addressed three tightly coupled challenges: authentication-
induced latency under mobility, real-time computation offloading under dynamic network conditions,
and safety-critical decision-making under behavioral uncertainty.

First, authentication is not a negligible additive cost but a structural latency component whose
impact scales with density and mobility. Under C-V2X handovers, reauthentication and forwarding
amplify delay and increase authentication frequency significantly. Security must therefore be mobility-
aware and integrated within optimization loops. Second, DT architectures function as predictive control
layers. By reducing cyber-physical misalignment (A7), DT synchronization improves offloading time-
liness and scalability. CT, ET, and HT deployments outperform reactive baselines when prediction
is embedded into orchestration. Third, uncertainty-aware RL enables adaptive safety behavior under
stochastic pedestrian hesitation. The PPO-LSTM framework maintains bounded collision rates without
explicit trajectory prediction, demonstrating that learning-based control can operate under behavioral
ambiguity. The central insight is that secure vehicular intelligence is a coupled cyber-physical problem.
Cryptographic overhead, congestion scaling, mobility transitions, synchronization delay, and behavioral
uncertainty interact nonlinearly. Coordinated cyber-layer intelligence provides a mechanism to manage

these interactions coherently.
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