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Abstract

We have addressed securing communication in a joint communication and sensing model with
autonomous cooperative routing over a vehicular communication network as a use case in mind. Joint
communication and sensing is a new technology that aims to design signals that perform both
functionalities simultaneously. Integrating sensing into communication signal design helps improve
resource efficiency and is expected to be a pillar of the next generation connectivity.

In this first year project, we have identified a mathematical model that utilizes sensing signals towards
designing communication signals that are unconditionally secure against external adversaries. We have
derived asymptotic and non-asymptotic information theoretic bounds on the (strongly) secure
communication rate. The former contributes to the Shannon limit in these systems, the latter
fundamental limits in systems with low latency requirements as one would find in autonomous vehicular
networks where ultra quick and ultra reliable decisions that are secure against attacks are essential for
safe operation.
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Executive Summary

Next generation connected transportation networks will require extensive communication capabilities
with low-latency and high-reliability. Further, these systems rely on significant sensing capabilities in
order to function, for example for autonomous routing. Joint communications and sensing is clearly
going to be a pillar of 6G in order to facilitate such use cases. Often termed integrated sensing and
communication (ISAC), this paradigm foresees designing waveforms and transceivers simultaneously for
communications and sensing. The main motivation is efficient (wireless) resource utilization, as the next
generation systems will need to be low latency and high reliability and are radio resource heavy. It is
important to note that, while great for bandwidth efficiency, these dual function systems open new
attack surfaces to spoofing, eavesdropping and jamming alike, and present greater security risks that are
unseen in today’s separate sensing and communication paradigm. The goal of this project is to address
information confidentiality on the communicated information, while ensuring reliable joint
communication and sensing using the same signals.

As a concrete use case addressed by our work, consider autonomous cooperative routing over a
vehicular communication network. Each vehicle needs to communicate with nearby vehicles to
coordinate routing while simultaneously sensing the environment to localize pedestrians, other vehicles,
and other obstacles. This communication needs to be secure to prevent malicious adversaries from
learning private information or interfering with cooperative routing based on information obtained from
observing the sensing/communication waveform. Similarly, the information needs to be protected from
any object (e.g. out of network vehicles) even if they are not malicious entities. These are the cases we
addressed in this year’s effort. Because these systems open up new foundational problems that were
unseen before, we targeted solving them in first asymptotic (traditional) information theoretic
fundamental limits and then considered the finite block length regime in which we are able to assess the
precise penalty for ultra-low latency.
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Introduction

Next generation connected transportation networks will require extensive communication capabilities
with low-latency and high-reliability. Further, these systems rely on significant sensing capabilities in
order to function, for example for routing. Joint communications and sensing is clearly going to be in 6G
in order to facilitate such use cases. Often termed integrated sensing and communication (ISAC), this
paradigm foresees designing waveforms and transceivers simultaneously for communications and
sensing. The main motivation is efficient (wireless) resource utilization, as mentioned these systems will
need to be low latency and high reliability and thus are radio resource heavy. While great for bandwidth
efficiency, these dual function systems open new attack surfaces to spoofing and jamming alike and
present greater security risks that are unseen in today’s separate sensing and communication paradigm.

-

>

Figure 1: A depiction of vehicle-to-everything (V2X) communication including vehicle-to-pedestrian
(V2P), vehicle-to-vehicle (V2V), and vehicle-to-infrastructure (V21) communication. Integrated sensing
and communication (ISAC) in this environment, the vehicle observes reflections of the transmitted
waveform caused by objects in the environment and uses those observations to map the environment.

The need for security in vehicle-to-everything (V2X) communication systems has received much
attention in the literature, see [1] and [2]. There are many adversarial attacks that need to be mitigated
including message modification, denial of service, and impersonation attacks. In this work we specifically
consider an adversary that is a passive eavesdropper, meaning the adversary does not affect the fidelity
of the communication between the transmitter and legitimate receiver, but attempts to decode the
information sent from a transmitter to its legitimate receiver. Such an attack, if successful, can
jeopardize not only the integrity of information transfer, but opens pathways for an intelligent adversary
to design further attacks for substitution and impersonation. This could lead to collapsing autonomous
operations as well as endangering them. The approach used in [1] and [2] to secure against an
eavesdropper is encryption which is the state of the art in information security. However, such



approaches rely on the adversaries being computationally limited and thus unable to encrypt the
information. We take a fundamentally different approach that provide unconditional security even if the
adversary has complete knowledge of the system.

In particular, our work addresses the problem from an information theoretic security perspective in [3]
and [4], where we directly design the signals and the transmission scheme to be unconditionally secure.
Encryption (the state of the art used in todays application layer based security approach) assumes that
the transmitter and receiver share a key and that decryption (breaking the key) is hard enough that it is
not feasible for the attacker to decode the message. Our set up is fundamentally different. We assume
that the eavesdropper has all information that a legitimate receiver would need in order to correctly
decode the transmitted message; The transmitter and legitimate receiver do not start the transmission
sharing any information that the eavesdropper is not privy to. Specifically, our formulation uses signal
design to take advantage the noise present in the communication channel to unconditionally secure the
message from the eavesdropper. Our information theoretic approach provides security guarantees
against a computationally unbounded adversary. Although in our work we mention a scret key, this key
is distilled from the information at the legitimate receiver and the sensing data in such a way that the
eavesdropper is not privy to it. When the secret key is used, it is not used in an encryption sense, it is
used in a one-time-pad sense, causing the eavesdropper’s observation to not contain any information
about the message secured with the key. A significant contribution of our work is that the sensing used
to improve the secure communication.

As a concrete use case addressed by our work, consider autonomous cooperative routing over a
vehicular communication network. Each vehicle needs to communicate with nearby vehicles to
coordinate routing while simultaneously sensing the environment to localize pedestrians, other vehicles,
and other obstacles [5]. This communication needs to be secure to prevent malicious adversaries from
learning private information or interfering with cooperative routing based on information obtained from
observing the sensing/communication waveform [6] [7]. Similarly, the information needs to be
protected from any object (eg. out of network vehicles) even if they are not malicious entities. These are
the cases we addressed in this year’s effort. Because these systems open up new foundational problems
that were unseen before, we targeted solving them in first asymptotic (traditional) information theoretic
fundamental limits and then considered the finite block length regime in which we are able to assess the
precise penalty for ultra-low latency.

Related Work

The foundational information theoretic ISAC model [8] considers two scenarios, a transmitter
communicating with a single receiver while simultaneously localizing the receiver based on the
transmitted signal and sensing data, and a transmitter communicating with and localizing two receivers
simultaneously This information theoretic model was extended to include security in [9] by considering a
transmitter communicating with one receiver over a noisy channel in the presence of an eavesdropper.
The transmitter wants to reliably communicate a message with the legitimate receiver while obfuscating
the message from the eavesdropper. The transmitter uses the sensing information to improve the
secure communication. This secure ISAC model was extended in [10] to consider the low-latency
constraints, giving achievable secure communication rates for specific transmission length. The work in
[11] derives the secure communication rates for an ISAC model where the noisy channel is a binary input
additive white Gaussian noise channel.



Our work this year extends ISAC model in [9] and the secure ISAC model [10] by the addition of
transmitter actions. The concept of transmitter actions that we consider was inspired by the transmitter
actions in [12], where the transmitter can take an action at each channel use where the action affect the
noise in the channel. There is also significant prior work on the wiretap channel, which is using the noise
of the channel to provide security, when the transmitter has feedback, see [13] [14] [15] [16] [17] [18].

Other information theoretic security formulations for ISAC include [19] which considers a model where
the transmitter chooses the signals in a way that the signal the eavesdropper observes does not contain
information about the legitimate receiver’s location. The formulation in [20] considers the case where
the transmitter chooses the signal in a way that the eavesdropper cannot infer information about the
legitimate receiver’s intended message or location.

Asymptotic Formulation

The following work is published in full detail in [3]. Specifically, we consider integrated sensing and
communication model with a transmitter, a legitimate receiver, and an eavesdropper. The model is
monostatic, meaning that the transmit and receive antennas are colocated. The transmitter has three
objectives, communicate reliably with the legitimate receiver, hide sensitive information from the
eavesdropper, and sense (localize) the legitimate receiver and eavesdropper. This formulation is
asymptotic in that the communication and sensing rates are possible in the limit as the number of uses
of the channel goes to infinity.

Sensing Data

|
Legitimate
Receiver
v
, Message .
Transmitter Noisy Channel
h
Sensing
Information —— | Eavesdropper
Sensing Data I

Figure 2: The transmitter sends a message over a noisy channel, of which both the legitimate receiver
and eavesdropper observe resulting outputs. The transmitter wants to communicate with the legitimate
receiver while minimizing the information the eavesdropper has about the message. The sensing data
lines to the transmitter are the reflections of the transmitted waveform of both receivers. Based on the
reflections the transmitter estimates the sensing information. The sensing data is also used to securely
communicate with the legitimate receiver.

In practice, the sensing information, e.g. location of the legitimate receiver and eavesdropper, is
correlated with the quality of the communication link between the transmitter and (potential) receiver.
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In our work, we assume that the sensing information is the location of the receiver, and thus is known to
the receiver. We assume that the transmitter has access to sensing data, which corresponds to the
transmitter observing the reflections of the transmitted waveform off of the sensing targets.

The specific contribution of our work is the introduction of transmitter actions, which change the noisy
channel. Consider the case where the sensing information is the location of the targets/receivers and
the transmitter actions are physically moving the transmit antenna. The physical relocation of the
antenna changes the propogation path of the signal, thus changing the noisy channel. Moving the
antenna also changes the physical location of the targets with respect to the antenna, thus changing the
sensing information that is estimated by the transmitter.

In our formulation, a communication rate-distortion constraint combination is achievable if the
transmitter can communicate reliably with the legitimate receiver at that rate, the security constraint on
the message is satisfied, and the expected estimation distortion at the transmitter is below the
distortion constraint. Reliability is defined as the probability that the legitimate receiver reconstructs the
incorrect message goes to zero as the length of the transmission goes to infinity. The security constraint
is strong secrecy, guaranteeing that the eavesdropper cannot infer any information about the message
communicated between the legitimate parities from its observation.

We derived the set of achievable communication rate-distortion constraints (capacity) for a few special
cases. First, where the eavesdropper’s observation Y, is a noisy version of what the legitimate receiver’s
observation Y;. In this case, we showed that the capacity region is

Rl < [(V; YIJSI)
R, < min{R}, I(V;Y;,5;) — R,}
D; = E[d;(S;,5))]  forj=1,2
where
Ré = I(V; Yllsl) - [(V; Yz,Sz) + H(Y1|V, Yz,Sz).

R is the rate of the part of the message with no secrecy constraint; the first inequality denotes that the
public portion of the message cannot exceed the capacity of the noisy channel between the transmitter
and the legitimate receiver. In the second inequality, R} is the maximum possible secure rate. The
minimum in the second inequality implies that the rate of the secure portion of the message R, must
not exceed the maximum possible secure rate and that R; + R, or the total rate of the message, must
not exceed the reliable communication rate. The maximum possible secure rate R5 is made up of two
terms. [(V;Y1,5,) — I(V;Y,,S,) is the wiretap coding rate for this noisy channel, which is the rate at
which the noise from the channel can conceal information about the message from the eavesdropper,
and H(Y;|V,Y,,S,) is the rate at which a secret key can be extracted by the legitimate parties and
subsequently used to secure part of the message via the one-time-pad operation. The final inequality
above denotes that the estimation of the sensing information from the sensing data for both the
legitimate receiver and the eavesdropper falls within the predetermined estimation error tolerance.

The case where the legitimate receiver’s observation Y; is a noisy version of the eavesdropper’s
observation Y, yields the same inequalities as above for Ry, R, and Dj, but differs giving the maximum
possible secure

11



Ré = H(Yllvl YZJSZ)'

Note that in this case, R} consists only of the secret key rate. This is because if the legitimate receiver’s
observation is a noisy version of the eavesdropper’s observation, then any information that the noise
inherent to channel obfuscates about the message from the eavesdropper, will also be irrecoverable at
the legitimate receiver.

We also derived the capacity of the ISAC channel when the whole message is sensitive and should be
kept secret from the eavesdropper in two specific cases. First, where the eavesdropper’s observation is
a noisy version of what the legitimate receiver’s observation the capacity region is

R < mln{I(A,X, Yl'Sl) - I(A,X, Yz,Sz) + H(YllA,X, Yz,Sz), I(A,X, Yl'Sl)}

and D; satisfies the constraints on the estimation of the sensing information considered in the previous
cases. In this setting, R denotes the secure message rate, which as in the case where only part of the
message should remain secure, consists of a minimum. The first term is once again made up of a wiretap
coding rate and a secret key rate, the form is different, with (4, X) in place of V', because the whole
message is being kept secret. The second term in the minimum implies that R must remain within the
reliable communication rate.

Finally, in the case where the whole message must remain secure and the legitimate receiver’s
observation is a noisy version of the eavesdropper’s observation, we showed that

R < min{H(Y1|4,X,Y,,5,), I(A,X;Y1,51)}

Where the simplification comes because the wiretap coding rate is zero, so the maximum possible
secure rate is the secret key rate.

A significant implication of our result is that even when the legitimate receiver observes a noisy version
of what the eavesdropper observes secure communication is still possible; This is because of the
improvement to the secure communication is due to the sensing. We also note that because the
transmitter actions affect the sensing information, the sensing information contains information about
the message the transmitter is sending.

Low-latency Setting

In [4], we consider the low-latency setting. In the asymptotic formulation in [3], the transmitter is
allowed to use the sensing data (the reflected signals) to improve the communication. In the low-latency
setting we remove this assumption in order to allow low-latency constraints to be satisfied [10].

12
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Figure 3: The transmitter sends a message across a noisy channel, of which both the transmitter and
eavesdropper observe outputs. Unlike the asymptotic case, the transmitter does not use the sensing
data to improve communication; the sensing data is only used to estimate the sensing information.

We first found the asymptotic set of communication rate-distortion constraints, which differs fromthe
asymptotic limit in [3] because that work allowed the transmitter to improve the communication using
the sensing data. Specifically, we showed that the capacity for the ISAC channel that does not use
sensing data to improve communication when the eavesdropper observes a noisy version of the
legitimate receiver’s observation is

Rl + RZ < [(V; YllSI)
RZ < [(V; Yl’ Sl) - I(V; Yz,Sz)
D; = E[d;(S,5))]  forj=1,..

In this case, similar to the results above, the total rate of the message R; + R, is limited to the channel
capacity and the estimation of the sensing information is similarly constrained. The difference here with
the formulation in [3] is that the sensing data is not used to improve communication so the maximum
possible secure rate R, consists only of a wiretap coding rate; There is no secret key rate.

We then derive a set of achievable secure communication rates for a specific transmission length n,
given specific security, reliability, and sensing tolerances, &, 6,, and &p, respectively. The achievable
region is defined as

13
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R, < |1(V:%,8) = 1V %5,5) - 0 (=-) = @[ (1-0) (‘*ec* 0@))

\/ﬁ
o oferoi) ]

where 8 € [0,1] and [a]* = max(a, 0). These rate conditions are the rate conditions for the asymptotic
case with extra terms representing a penalty term which decreases as the length of the transmission n

Vyz Sz
n

increases. The term Vy, s,is a variance term, called the dispersion of the channel, that represents the
variance of the capacity of the channel for a single use. In the proof, these penalty terms are driven to
zero as n increases by the central limit theorem. Note that this achievable region is more general than
the asymptotic capacity presented up to this point, there is no defined relationship between which
receiver’s observation is noisier.

We now consider a simple example that illustrates the finite transmission length penalty to the secure
communication rate. We let the input X and the outputs Y; of the channel be binary with Bernoulli
multiplicative states, i.e.

Y,=S;-X fori=12.

The transmitter actions affect probability of the states. This model example serves as a course
approximation of fading channels with high signal-to-noise ratio. Specific formulation of the evolution
probabilities is the same as the example in [3] withp = .25, ¢ = .35, a = .4, and A = .2. Figure 4 shows
the achievable rate when the whole message should be secured as the length of the transmission
increases.

Achievable Secure Rate in Finite Blocklength Regime

040

035 A

030 1

025 1

0.20 1

015

010 1

Achievable Secure Rate
(bits per channel use)

005 4 — Asypmtotic Limit
Finite Blocklength Achievable Rate

0.00

0 200 400 GO0 800 1000
Channel Uses {n)

Figure 4: The achievable rate given in [4] for the example as described above with 6. = 6, = 0.001
for the example in [3]. Note that is the number of channel uses increases the finite blocklength limit
approaches the asymptotic limit. This shows the characterization of the exact penalty of operating in

low-latency settings.
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Conclusion

In this project we studied secure integrated sensing and communication with autonomous cooperative
routing over a vehicular network as a specific use case. The security metric that we considered gives
unconditional security against an eavesdropper. Our works shows that the sensing improves the secure
communication rate between the transmitter and legitimate receiver in the presence of an
eavesdropper.

In considering autonomous cooperative routing over a vehicular network, low-latency is an important
characteristic. As such, we also derived the achievable rates of secure communication for a specific
transmission length. This allowed us to characterize the precise penalty that low-latency requirements
exact on the secure communication rate.
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