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Executive Summary

Trajectory Based Operations (TBO) will support more efficient and user-preferred routes. These
operations will require more complex communications and exchange of data betweenaircraft and the
ground than today’s operations. The current work examined factors associated with clearance
complexity and issues in clearance negotiation. An understanding of the parameters of clearance
negotiation, in current operations, will help to prevent these issues from occurring in near-term TBO and
shape the development of procedures and best practices for future clearance negotiations.

This research examines factors associated with message complexity and flightcrew errors made in
clearance negotiationin pilot-controller communications, with a focus on text-based Controller Pilot
Data Link Communications (CPDLC)—including a review of simulation literature, studies of flightcrew
errors in entering and executing CPDLC clearances, pilot deviations documented in FAA Mandatory
Occurrence Reports (MOR), and reports submitted to the Aviation Safety Reporting System (ASRS).

The complexity of CPDLC clearances was defined as the sum of factors that contribute to pilot errors
associated withthose clearances, with a focus on three aspects of complexity that can contribute to
error: visual, cognitive, and technical. To successfully execute a CPDLC clearance, it must be read
correctly, interpreted correctly, and then entered correctlyinto the Flight Management System (FMS).

Several human-in-the-loop simulation studies examined clearance negotiation with messages that were
envisioned to be exchangedin a TBO environment. Inmost research reviewed, pilots and controllers had
advanced tools to support the trajectory-based operations. Studies of flightcrew errors in entering and
executing vertical and route clearances were reviewed for trends and causal factors in altitude
deviations and lateral deviations in oceanic airspace.

Pilot deviations documented in over 4,000 oceanic and en route MORs were analyzed to understand
errors in clearance negotiation and other factors that could affect pilots’ adherence to a negotiated
clearance. The analysis found severalinstances of pilots reading what they expectedto see, going to an
altitude that they had requested, andinterpreting a question or statement from Air Traffic Control as an
implied clearance. The most common error related to CPDLC clearances involved conditional clearances.
The aspects of the clearances usedin clearance negotiation associated with flightcrew errors were
categorized according to visual and cognitive complexity (i.e., misreading a clearance, misinterpreting an
informative message as a clearance, and misinterpreting a question as a clearance) and technical
complexity (i.e., difficulty in programming or reviewing information in the FMS).

To gain insights into the causes of flightcrew errors associated with CPDLC clearances, reports submitted
to the ASRS were reviewed. Eighty-five reports submitted between May 2016 and May 2021 that
involved 14 CFR Part 121, 129, or 135 operations, where the result was an excursion from assigned
altitude or clearance were analyzed. The causal factors of these errors, as identified from the pilots’
perspectives, are discussed, including differences in revised messages, displayissues, and message
complexity.
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Finally, guidance for flightcrews on clearance negotiationin the domestic en route and oceanic
environments is presented. The Pilot Handbook U.S. Domestic Controller/Pilot Datalink Communication
(CPDLC) Operations describes the clearance negotiations possible in today’s en route environment (L3
Harris, 2021). Globally harmonized guidance on clearance negotiationin oceanic airspace is contained in
the International Civil Aviation Organization (ICAO) Doc 10037, Global Operational Data Link (GOLD)
Manual (ICAQ, 2017).

The results of this research will inform the refinement of guidance for pilots and controllers on clearance
negotiation and point to the need for continued human factors support for the development of
clearance negotiation messages and procedures with the future (Baseline 2) message set.
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|.Introduction

“With the increasing application of performance-based separations within the NAT [North
Atlantic] Region, it is important that FANS 1/A (CPDLC/ADS-C) data link operations are functional
so as to reduce impact and workload on both ATC and flight crews.”

(NAT OPS Bulletin, NAT Data Link Special Emphasis Items,

ICAO North Atlantic System Planning Group, 2021, p. 2)

To increase both the safetyand efficiency of the National Airspace System (NAS), the Federal Aviation
Administration (FAA) is implementing the Next Generation Air Transportation System (NextGen).
NextGenis a collection of technologies (FAA, 2018), that enable more precise and efficient flight paths
for aircraft resulting in operational and environmental benefits (i.e., reduced emissions). This will
require anincreasein sharedinformation betweenthe air and ground and an increase in collaboration
between air carrier operations and air traffic control and across air traffic control facilities. With
NextGen, aircraft will participate in Trajectory-Based Operations (TBO) that include flight parameters for
altitude, latitude, longitude, and time (FAA, 2017). This will require more complex communications and
data exchange between pilots and controllers (Battiste et al., 2011). The primary means of
communication of this complex information exchange on status, intent, and preferences will be datalink.

2.Purpose

The current work examined factors associated with clearance complexity and issues in clearance
negotiation. The application of this understanding of the parameters of clearance negotiationin current
operations will help to prevent these issues from adversely affecting operations in near-termTBO
(including full TBO and Dynamic TBO) and will shape the development of procedures and best practices
for future clearance negotiations.

This research examines the factors associated with message complexity and flightcrew errors madein
clearance negotiationin pilot-controller communications, with a focus on CPDLC —including a review of
past simulation data and pilot deviations from FAA Mandatory Occurrence Reports (MORs). The findings
may inform future updates to Advisory Circular (AC) 91-70 (Oceanic and Remote Continental Airspace
Operations, Revision C), AC 90-117 (Data Link Communications), the Oceanic Error Safety Bulletin (OESB),
the International Civil Aviation Organization (ICAO) Global Operational Data Link Manual (Doc 10037),
and the ICAO North Atlantic Airspace and Operational Manual (Doc 007).

3.Message Complexity

The issue of complexity in voice communications between pilots and controllers was examined by
Morrow and Rodvold (1993). Ina simulation study conducted with line pilots, they found that one
message with four commands resulted in more incorrect readbacks, partial readbacks, and requests to
repeat the message thandid two messages with two commands each. Furthermore, the timing between
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the two short messages was alsoimportant. When the second message arrived within five seconds of
the first short message, performance suffered.

Several studies of controller-pilot communications have examined the effect of message complexity on
voice communications. Message complexity was first operationally defined for voice transmissions in
Cardosi(1993) as the total number of elements contained in a single transmission. Each word or set of
words that contained a new piece of information and was critical to the understanding of the message
was considered an element. Each element could also be defined as an opportunity for error. For
example, ““Air carrier 123, heading two five zero’ was considered two elements (‘heading’ and ‘250’)” (p.
3).

Prinzo et al. (2009; Appendix A) constructed a Guide to the Computation of Complexity: ATC
Instruction/Clearance Aviation Topics. This method was different from that used by Cardosi(1993) in
that it deconstructs a clearanceinto “anchors, qualifiers, and excessive verbiage” (Prinzo et al., 2006,
p.4). While not specifically defined, “anchors” are parts of the transmission that “make the
communication element more precise in its interpretation” (Prinzo et al., 2006, p.3). The authors offer
the example of “Contact Minneapolis Center one one eight point eight” and identifies the words
“contact” and “point” as anchors (each counting a point toward the complexity s core). The name of the
facility and each digit after the initial (and invariant) ‘one’ each contribute another point to the
complexity score for a total complexity score of six. Complexity points are added for “excessive
verbiage” as “determined by comparing the speaker’s utterance against the phraseology designatedin
FAA Order 7110.65” (Prinzo et al., 2009, p.4); examples of excessive words/phrases were “on, your, to,
is, etc.” (p. 19). For example, “Contact Cleveland Center on one three two point two five” would be
scored higher in complexity than “Contact Cleveland Center one three two point twofive”. However, it
is difficult to see how the addition of the word “on” in the context of a transfer of communication
contributes to the complexity of a transmission, since it could be ignored without contributing to a
communication error.

The most useful insights into the issue of complexity for verbal clearances resulted from Rantanenand
Kokayeff (2002). This study defined a simple clearance as one that could be copied more accuratelythan
a complex one. They conducted a part-task simulationin which pilots were asked to copy actual ATC
clearances. Rantanen and Kokayeff (2002) found that the number of elements in a clearance alone was
not sufficient to predict how accurately pilots would copy it. Clearances that contained elements
pertaining only to navigation or altitude were deemed less complex than those that contained a mix of
navigational, altitude, speed, and time information. A ranking of complexity based on the number of
elements in the clearance and whether the clearance mixed different kinds of elements (e.g.,
navigationalinformation with altitude or speed) and whether the clearance was congruent or not (i.e.,
the order of elements in the clearance corresponded to the progression of the flight) provided a more
accurate prediction of performance than the number of clearance elements alone. The study concluded
that other factors, such as expectations, need to be investigated. Although the definition of complexity
used seems circular, itis logical to define complexity in terms of factors that contribute to error. To
this end, the number of elements, whether the elements in the clearance are presentedin the order
that they should be executed, and whether all the elements pertain to a vertical or horizontal clearance,
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or if they are mixed in the transmission, would be components of complexity in the verbal or CPDLC
domain.

The effect of message length on performance has only been examined for CPDLC clearances by McGann,
Lozito, and Corker (1992). The purpose of this simulation study was to explore four different formats for
the presentation of Terminal Radar Approach Control (TRACON) clearances in a visual format on a
dedicated display — none of the formats were similar to the displays used to present Future Air
Navigation System (FANS) messages. Messages contained twoto five elements (pieces of information).
The pilots’ task was to either recallthe clearance (via a verbal readback) or determine whether a specific
element (e.g., altitude) was the same or different in the clearance presentedthan in the previous
clearance (with a brief blank screen presented in between the two). While no differences on pilot
response time or accuracy were found as a function of the different formats used, there was a
significant difference in response accuracyas a function of the number of elements. Accuracyin both
tasks decreased as the number of elements increased. Performance was significantly more accurate
with two elements than with three, and significantly more accurate with three elements than with four.
In fact, the only difference that was not significant was the difference between four and five elements
where performance was equally poor. Interestingly, this parallels a study of readbackerrors from voice
clearances in the TRACON environment in which clearances that contained four or more pieces of
information made up only 26% of the readbacks in the analysis but accounted for 51% of the readback
errors found in the study (Cardosi et al., 1996).

To execute a CPDLC clearance successfully, it must be read correctly, interpreted correctly, and then
entered correctly into the Flight Management System (FMS). Thus, it is helpful to consider three aspects
of complexity that can contribute to error: visual, cognitive, and technical.

3.1 Visual and Cognitive Complexity

Amount of information. The complexity of a transmission, whether via voice or CPDLC, increases with
the amount of information it contains. Too much information canoverload short-term memory. Short-
termor “working” memory stores the information that we use immediately in a task, such as
remembering a phone number just long enough to dial it. When this storage capacityis overloaded,

some of the information (usually the information presentedin the middle) will be lost. With CPDLC, the
amount of information contained in a single transmissionis correlated withthe number of pages on
which the clearanceis displayed on the flight deck. The number of elementsin a clearance has alsobeen
identified by pilots as adding to the complexity of the clearance (Smith et al., 2001).

Simplicity and intuitiveness of the clearance. Misinterpretation of clearances can be due to reading what
the pilot expects to see ratherthan what is presented. With a revised clearance, pilots may miss the

difference between the new clearance andthe one they received previously, particularly if the
difference is small. In a response to a request, a pilot may ‘see’ the altitude they requestedin the
clearance, rather thanthe altitude they were issued. However, errors are not always due to misreading
a clearance. Pilots have misinterpretedtransmissions from a controller that were intended only to
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convey information as a clearance. A pilot must be able to recognize a clearance as a clearance and
understandthe intent of each component. Then, the pilot must remember to execute the action when
appropriate. Conditional clearances that require a pilot to delay an action until a future time increase
memory load and the pilot may forget to execute the clearance. Alternatively, the condition may be
unintentionally ignored, resulting in the pilot executing the clearance too early. Executing a clearance
too early or too late canresultin a loss of standard separation with other aircraft (See Kraft, 2014).

3.2 Technical Complexity

Ease of entering the clearance into the FMS and reviewing the entered clearance. Evenif a pilot
accurately perceives and understands a clearance, it can be a challenge to programit into the FMS and
then to review the loaded clearance and determine if additional components need to be manually
entered. Clearances that can be loaded (e.g., witha “LOAD” prompt) in the FMS canreduce errors
associated with manual data entry but can add complexity when only some of the portions of the
clearance are loaded. This means that the pilot must discern what portions of the clearance are loaded
into the FMS and which need to be manually entered. The categories of visual, cognitive, and technical
complexity are not mutually exclusive in that one type of complexity canlead to another. Furthermore,
pilots’ expectations would play a role in each of these aspects of complexity (e.g., seeing what one
expects to see, interpreting a question as a desired clearance, and expecting that an entire clearance has
been entered into the FMS, when in fact it has not). The categories provide a framework for
recognizing/discussing the multi-dimensional aspect of complexity of CPDLC clearances and working
toward error mitigation strategies.

3.3 PilotInsights on Complexity

The best insights about the specific aspects of a CPDLC clearance that contribute to complexity come
from a survey of 318 Boeing 747-400 pilots (from three air carriers) with experience using FANS on
South Pacific routes (Smith et al., 2001). The results are organized in the framework presented above.

3.3.1 Visual and Cognitive Complexity

Thirty-one percent (91/295) of the pilots saidthe presentation of FANS clearances on the ATC UPLINK?
page was “not always adequate.” The most common reason identified (by 23% of these pilots) for
describing a presentation as inadequate was that uplink message required two or more pages. Sixty-two
of the 305 pilots (20%) who received “multiple element” clearances reported overlooking part of the
clearance on at least one occasion. One pilot stated that “clearances should be able to be read as
complete sentences” (Smith et al., 2001, p. 6), which is more difficult when it is conveyed across more

! per the GlobalOperational Data Link (GOLD) Manual (ICAO Doc 10037, 2017), uplink messages are those sent
fromaground system; downlinkmessages are those sentfrom an aircraft.
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than one page.

While 31% of the respondents said that the presentation was “not always adequate”, some of the
reasons cited had nothing to do with message length. Instead, they cited use of non-standard
phraseology or free text (17/91 or 18%), message layout (14%), and conditional clearances (9%) — each
of which can add complexity to the interpretation and memory for the execution of clearance. Infact, 64
of the 304 pilots (21%) who had received conditional clearances reported misunderstanding a
conditional clearance at least once.

The use of latitude and longitude coordinates instead of named waypoints can add to the complexity of
interpreting a clearance, especiallyif it needs to be manually enteredinto the FMS. Twelve of the 128
pilots (9.5%) who received uplink clearances thatincluded latitude and longitude coordinates reported
that on at least one occasion those coordinates were misunderstood.

Some pilots stated that CPDLC clearances can be cryptic in “incomplete text” and wished that they were
presented more like the clearances they hear over the radio. Other pilots stated that including
“REQUEST” on the ATC UPLINK page, displaying ATC’s response to the pilot’s request, was confusing,
even “bewildering” as it could lead the pilot to think that an ATC request was being displayed, when in
factit is the controller’s response to the pilot’s request.

Most pilots (62%) reported switching from data link to voice (either High Frequency [HF] radio or
SATVOICE)to resolve a question on the clearance. Thirty-six percent of the pilots reported rejecting a
clearance on at least one flight because its intent was unclear.

The most important finding pertaining to clearance negotiation was that 52% of the pilots reported
having been “uncertain on at least one occasion whether an ATC uplink was a response to a downlinked
request” and stated that, “in some cases, the reply seemed unrelated to their request, e.g., REQUEST
L10 [Nautical Mile] NM DUE WX. Response: CLEAR R1IONM.’” While the controller used free text to
respond to this request in this example, “Even when the appropriate formatted messages were used...
there was some confusion” (p. 5).

Finally, 74% of the pilots wanted feedback that the downlink message was seen by a controller. This
would be an important component to a clearance negotiation. While 20% of the pilots stated that the
ATC response time for routine requests was unacceptably long, our conclusion should be that the ATC
response times seen in the FANS/South Pacific environment over 20 years ago may not be considered
acceptable by pilots in a clearance negotiation. The same caveat applies to the finding that 33% of the
pilots rated response time for urgent requests (e.g., weather deviations) unacceptable with one adding
that they, “Frequently must use emergency authority to deviate” (Smith et al., 2001, p.7).

3.3.2 Technical Complexity

Several types of FANS uplink clearances (e.g., route amendments)include elements that can be loaded
directly into the aircraft’s FMSwith a LOAD prompt. This greatly reduces the chance of an error due to
data entry (particularly with latitude and longitude coordinates). The number and type of clearances
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that are loadable vary from flight deck to flight deck.

Ninety of the 295 (30%) pilots in the Smith et al. (2001) study reported receiving loadable messages
from ATC. These included 44 “DARP” (Dynamic Airborne Route Planning) route amendments, 26 RTA
(required time of arrival), 24 “Direct-To,” 22 route offsets, and nine “other” clearances. Thirty-two of the
90 pilots (36%) rated “Predicting what part of the uplink message willload” as moderately difficult or
difficult (four or five on a 5-point scale). Twenty-four percent rated “Knowing where to review the
loaded changes” as moderately difficult or difficult. While only 13% rated “Detecting the LOAD>
prompt” as “moderately difficult” 22% reported overlooking the LOAD prompt on the ATC UPLINK page
atleastonce

3.3.3 A Model of Pilot-Controller Miscommunications

Skaltas, Rakas and Karlaftis (2013) purport to have developed a “probabilistic model with high predictive
accuracy” of miscommunications between pilots and air traffic controllers. To construct this model, the
authors examined 7,965 transcribed controller-pilot messages from 42 thirty-minute voice
communication recordings from 33 sectors infive air route traffic control centers (ARTCCs) of US
airspace which they note accounts for about 8% of the en route messages exchanged during a typical
hour in US airspace. The analysis of these recordings revealed 382 miscommunications. These
communication errors were classified as due to “pilot mishearing” (28%), “pilot not responding” (20%),
“controller mishearing” (15%), and “controller not responding” (11%). The majority of the remaining
miscommunications involved messages sent by controllers to aircraft that either had not yet checked-in
with the sector or had already been handed off. Twelve factors were identified that affect the
probability of a voice communication error, with different factors influencing the probability of an error
made by pilots and those made by controllers. The most important factors affecting communications
were length and context of the message, entering of an aircraftinto a sector, transfer of
communication, and radio frequency congestion. While the complexity of the message transmitted was
not considered, it is likely correlated with message duration. Furthermore, the errors found with
transfer of communication are not surprising, given the longstanding finding that pilots make more
readbackerrors with radio frequencies than any other type of information (e.g., Cardosi et al., 1996).
The study alsoshowed that lengthy messages increased the potential for error. The effect of message
length in readback of en route messages was also not new (Cardosi et al., 1996).

The authors theoreticallyrelate the same factors used toassess voice communications to the probability
of a miscommunication via CPDLC. However, this application was not examined with any CPDLC
transmissions. Indeed, the authors note, “Although we intuitively postulated that the listed parameters
are statistically significant, we were able to quantify such results only by developing a comprehensive
methodology” (p.51). The notion that an increase in frequency congestion could lead to an increasein
delayed responses to CPDLC messages seemssound, but any factor that increases pilot workload would
likely lead to a delayed response to a CPDLC message. A model that predicts communication errors with
CPDLC messageswould be useful. However, a model based solely on voice communications that does
not consider the different nature of CPDLC clearances is not useful and would be misleading.
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4.Review of Relevant Simulation
Literature

The concept of message complexityis criticalto understanding clearance negotiation between pilot and
controllers in the TBO environment. Several human-in-the-loop (HITL) simulation studies examined
clearance negotiation with messages that they envision being exchangedin a TBO environment. Some of
the simulation research compared voice and data link performance and the findings echo the
operational experience of pilots as described by Smith et al. (2001).

4.1 Voicevs.DatalLink

A number of simulation studies compared voice with data link performance for clearance negotiation
(Battiste et al., 2011; Brandt et al., 2011; Johnson et al., 2011) —with similar results. Johnson et al.
(2011) examined pilot and controller performance with voice and two data link implementations:
Aircraft Communications Addressing and Reporting System (ACARS)and FANS 1/A. As in real operations,
ACARSrequired the use of free text on the flight deck; FANS 1/A was integratedin the FMS. Compared
to voice, both ACARS and FANS 1/A clearance requests from the pilot to the controller were associated
with a slower response time and an overall longer duration of communications. Inthis 2011 simulation
study, pilots preferred voice to data link, particularly the non-integrated ACARSimplementation
(Johnson et al., 2011) for clearance negotiation (e.g., a re-route due to weather).

Brandt et al. (2011) similarly observed a preference for voice compared to data link in a desktop
simulation study when pilots and controllers negotiated weather re-routes; in general, pilots preferred
voice to data link. The main reasonwas that data link clearances were associated with a slower response
time from controllers. Related research examined communication via voice and data link from a
controller perspective (Battiste et al., 2011); again, voice was preferredto data link. As noted by Battiste
et al. (2011)—and is likely the case with most of the research reviewed—participants were more familiar
(and thus, more comfortable) with voice comparedto data link.

Taken together, this research demonstrates that pilot-controller communications via data link require
more time thanvia voice, when the voice communications are direct from the controller to pilot. It is
important to note that this research does not speakto the relative time required of data link compared
to third-party voice (in which the communications are relayed by an aeronautical radio station). This is
an important distinction that mirrors current differences in communication capabilities in the aviation
environments. In oceanic airspace, pilot-controller communications are relayedvia data link, an
aeronautical radio station, or satellite voice. In domesticairspace, pilots and controllers communicate
directly with each other via Very High Frequency [VHF] voice, and CPDLC, as the capability for CPDLCis
implemented. The time required for transmission of the same message via each of these communication
media has not been systematically studied. While it is logical to expect that the time betweena request
for a change in altitude, for example, and the receipt of the clearance for the requested altitude would
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take longer via data link than direct voice, there are advantages tosending suchrequests via data link
especiallyin the oceanic environment where responses from ATC are likely to be faster via CPDLC due to
the facts that voice transmissions needto go through a third party and that the ground systemin the US
automatically conflict probes the requested altitude.

4.2 Simulation Studies of TBO Clearance Negotiation

Clearance negotiationis a critical component in the realization of expected NextGen benefits of
increased route flexibility, airspace and flight efficiency, and the accommodation of user preferences
(Green et al., 2000; see also Prevot et al., 2003; 2004). In an early set of studies, NASA explored
trajectory negotiation with Distributed Air-Ground Traffic Management (DAG-TM). With this concept,
some air traffic responsibilities are “distributed” between the pilot and controller. Negotiation is
required when there are constraints (e.g., on traffic flow, on the need to re-route around weather) or
parameters that canimpact the preferred route. In the DAG-TM concept, clearance negotiationis aided
by increased information sharing and enabling technologies —such as ADS-B, a Cockpit Display of Traffic
Information (CDTI), and CPDLC. Together, these tools can help the flightcrew negotiate about the flight
trajectory. Having this shared information may increase the likelihood that ATC can accommodate the
request (Green et al., 2000).

Much of the research on this early TBO concept focuses on the functionality of the tools that will need
to be available to the controller and assumes equipage on the flight deck thatis not currentlyavailable
(e.g., Prevot et al., 2003; 2004). Increased information sharing between the air and ground, resulting in
less frequent, strategic clearances, is expected toreduce workload for controllers (e.g., Weber & Crlck,
2007). Many of the flight deck tools included in the DAG-TM and related concepts (e.g., Greenetal.,
2000; Prevot et al., 2003; 2004) are not available on the flight deck; moreover, in real operations,
equipage varies across flight decks (e.g., inthe level of integration between the message set andthe
FMS; the display of ADS-B information). Currently, the level of automation that exists on the flight deck
to support the flightcrew in responding to clearances (including conditional clearances) varies
considerably from flight deck to flight deck. This variability was not included in most of the simulation
and concept development researchreviewed. Giventhis, it is likely that the need for negotiation
between the flightcrew and ATC is more frequent than is reflectedin this initial concept description. The
complexity of the messages exchanged between pilots and controllers is likely also underestimated.

Smith et al. (2004) examined pilot and controller clearance negotiation as defined by the DAG-TM
concept in two HITL simulation studies. The first study varied the tools available for decision making on
the flight deck and on the ground. The study found an increase in efficiency—as defined by spacing
between aircraft—with both automationin the air (i.e., a CDTI with conflict detection and resolution and
Required Time of Arrival [RTA] tools) and on the ground. Pilots alsoreported a small increasein
workload when using these decision support tools on the flight deck, compared to when the tools were
not available.

The second study (also reported in Lee et al., 2004), varied how pilots made requests tothe controller
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(i.e., via voice or data link) and the capabilities available to the pilot and controllers to assist in decision
making. In the baseline condition, CPDLC was only for Transfer of Communications (TOC), in other
conditions, 1) CPDLC was used for uplink messages only, 2) CPDLC was used for both uplinks and
downlinks, and 3) uplinks and downlinks with a conflict detection and resolution tool on the flight deck.
Pilots were instructed to initiate scripted negotiations with controllers; the focus was mainly on
controller performance. Voice was used for negotiation in the baseline and uplink message only
conditions; with downlink messages, pilots could initiate negotiations via CPDLC. Inall conditions, when
a request was rejected, the controller contacted the flightcrew by voice. The results demonstrate that
pilot-controller negotiationis “operationally feasible” (Smith et al., 2004, p.8); 68% of the requests were
approved on the first request, and this occurred most often when the notional conflict detection and
resolution tool designed for the study was available on the flight deck (Lee et al., 2004; Smith et al.,
2003).

Two HITL simulations conducted by Mueller and Lozito (2008) focused on flightcrew performance.
Specifically, this research examined how some of the parameters of clearance negotiation affect
flightcrew performance. The first study sought to determine the appropriate flightcrew procedure for
the receipt of a data link message—predictable procedures can help to standardize
performance/response time across flightcrews.

Although some aspects of the recommended procedure have changed since this study—flightcrews are
no longer instructedto print out the message on the flight deck—this “print and silent read” procedure
was used in the second simulation study by Mueller and Lozito (2008). This study varied the number of
message elements ina clearance (a parameter of message complexity), and level of detail that was
provided in association witha clearance—and examined the effects on flightcrew performance.
Specifically, clearances (vertical and horizontal) included either single or multiple elements. Clearances
alsovaried on whether they were preceded by an “expect” message or accompanied with a “due to”
reason. Flightcrews were instructed to negotiate with the controller regarding any clearance that they
considered to be “inefficient, impossible or impractical” (p. 6). Examples included: “analtitude clearance
that could not be achieved due to the weight of the aircraft; an unachievable climb or descent rate;
weather cells present on the route of flight or in a revised trajectory; and large heading changes that
caused very inefficient flight plans” (Mueller & Lozito, 2008, p.6).

Results indicated that crews took longer to provide a “WILCO” response to horizontal compared to
vertical clearances, as horizontal clearances are likely to be more complex; the authors note this
increasedresponse time may be due to the number of steps needed to implement a horizontal
compared to a vertical clearance on the flight deck, and that vertical clearances may be perceived as
“more time-critical” (Mueller & Lozito, 2008, p. 10). Whether one or two message elements were
included in the clearance, it did not appear to impact response time for horizontal messages, however,

|II

the response time for single-element vertical messages tended to be faster than multiple element ones.

Mueller and Lozito (2008) observed that the inclusion of a “due to” reasonor an “expect” message did
not significantly change flightcrew response time to a clearance (both vertical and horizontal). “Expect”
messages preceded the receipt of a clearance on the flight deck, and yielded a small, but not significant
decreasein response time to the clearance. Flightcrews considered “any message coming from ATC to
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be important” (p. 12)—and consequently the inclusion of a “due to” reason did not impact response
time (Mueller & Lozito, 2008). Results alsoindicated that the flightcrews were most likely to negotiate
(in order of frequency) altitude requests, clearances that they were unable to WILCO, and weather
deviations; they were least likely to negotiate a heading. In this study, flightcrew responses to
negotiated clearances tendedto take slightly more time than non-negotiated clearances; however, this
increase in response time did not appear to be operationally significant—nearlyall clearances were
responded to within two minutes. While other research has shown a preference for voice over data link
communications, in Mueller and Lozito (2008), fewer than 5% of the flightcrews switched from data link
to voice to negotiate about a clearance.

In most of these studies, pilots and controllers had advancedtools to support trajectory-based
operations (e.g., a CDTl on the flight deck—a visual display of traffic, with conflict detection and
suggested resolutions) and communication occurredin optimal, simulated conditions. Aircraft were
typically equipped with technology to downlink their projected trajectorytothe ground and the ground
could uplink a route clearance tothe aircraft (cf. Greenet al., 2000; Weber & Cr(ick, 2007). Many of
these capabilities are assumed for Dynamic TBO, which is described as “[using] advanced aircraft and
ground automation to enable flight specific time-based solutions for reroutes and aircraft sequencing
and advanced aircraft-based pairwise trajectory solutions. Information will be integratedandsharedto
further improve NAS operations” (FAA, NextGen’s Pathto TBO, 2018).

In real operations, the information exchanged between parties may be more complex compared to the
information that was communicatedin the HITL simulations. Additionally, in the simulation studies, the
air/ground automation performed flawlessly, the procedures were clear, and no anomalous events were
introduced. As always, we must assume the performance seenin simulation studies to be the “best
case”.

5.Studies of Flightcrew Errors in Entering
and Executing CPLDC Clearances

5.1 1CAO North Atlantic Airspace and Operational Manual

The ICAO North Atlantic Airspace and Operational Manual (Doc 007, 2022) describes the most common
flightcrew errors that result in lateral navigation errors and altitude deviations.

Lateral navigation errors. The most common cause of lateral navigation errors identified was a revised
clearance. Specifically, “having already inserted the filed flight plan route coordinates into the
navigation computers, the flight crew have been re-cleared by ATC, or have asked for and obtained a re-
clearance, but have then omitted to re-program the navigation system(s), amendthe Master Document
or update the plotting chart accordingly” (p.106). The fact that most of the errors were linked to a
revised clearance is neither surprising, nor particularly helpful. Each revision presents an opportunity for
error in clearance entry or execution. More helpful is the finding that it was “common” (although not
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quantified) for a mistake of one degree of latitude to be made in inserting a waypoint. “There seems to
be a greater tendency for this error to be made when atrack, after passing through the same latitude at
several waypoints (e.g. 57°N 50°W, 57°N 40°W, 57°N 30°W) then changes by one degree of latitude (e.g.
56°N 20°W)” (p.106). The report also notes that, “Insome cases, the flight crew has heard not what was
said, but what they were expecting to hear.” (p.106).

Altitude deviations. Some of the causalfactors for flightcrew errors that result in altitude deviations, for
example, ‘executing a climb without a clearance’, are not sufficiently detailed to point to error
mitigation strategies. Others, such as not following the correct procedure for a weather deviation, are
not germane to clearance negotiation. ‘Not climbing or descending as cleared’, however, was noted as
‘often associated with conditional clearances’, but this was neither quantified nor explored in detail.

Other than misinterpreting a conditional clearance, the only other causalfactor for altitude deviations
associated with CPDLC messages was misinterpreting an ATC response toa request as a clearance. The
manual specifically states, “acknowledgements of requests do not constitute approval”.

5.2 Studies of Conditional Clearances

The ICAO North Atlantic Operations Manual (2022) noted that Large Height Deviations were ‘often
associated with conditional clearances’. The ICAO North Atlantic Operations Bulletin (2017-002_Revision
04), the Oceanic Errors Safety Bulletin, also notes that “Conditional clearances, especially climb
clearances with delayed execution, are associated with a disproportionately high error rate” (ICAO,
2021, p.4). Neither document, however, quantified the rate.

Conditional clearances, specificallythe use of “AT [time/position] CLIMB/DESCEND TO [level]” and
“CLIMB/DESCEND TO REACH [level] BY [time/position]”, were identified as a risk factor in altitude
deviations in 2010 by both Portugal (NAT ATMG/35 WP 22) and the United Kingdom (NAT ATMG/35 WP
18). This risk was explored in more detail by Kraft (2014) who quantified the relation between
conditional clearances and Large-Height Deviations (LHDs) inthe NAT Region. LHDs are defined by ICAO
as a deviation of 90 meters (300 feet) or more from the cleared flight level. Many of the reports of this
type of error specify that the clearance was issued after a pilot request for a specific altitude. However,
not all reports specify whether there was a pilot request.

The first study on the relation between altitude deviations and conditional clearances inthe NAT found
that “CLIMB TO REACH [level] BY [time]” was the most commonly used conditional clearancein New
York Oceanic Control Area (OCA) from 2007 to 2012 (Kraft, 2014). However, it was the use of “AT [time]
CLIMBTO [level]” combined with the “CLIMB TO REACH [level] BY [time]” was more likely to resultin an
altitude deviation than the use of “CLIMB TO REACH [level] BY [time]” alone (Kraft, 2014). A later
analysis of the relation between conditional clearances and altitude deviations examined reports
submitted to the Aviation Safety Reporting System (ASRS), CPDLC communications in United States
oceanic airspace from 2014-2017, LHDs in North Atlantic airspace, and altitude deviations reported in
the New York oceanic airspace (Lennertz et al., 2019). The results of this study replicated the results of
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Kraft (2014)- while the frequency of use of the combination of clearances of “AT [time] CLIMB TO

[level]” combined with the “CLIMB TO REACH [level] BY [time]” varied across facilities, the type of pilot
error was consistent—flightcrews climbedtoo early. Furthermore, the error was more likely when the
message was issued via CPDLC rather thanvoice. As the authors note, voice communications allow the

opportunity to emphasize critical factors (suchas AT TIME) whereas such emphasis is not possible with a

clearanceissuedvia CPDLC. The analysis of ASRS reports confirmed that the most likely cause of pilot
error resulting from the “AT [time] CLIMB TO [level]” and “CLIMB TO REACH [level] BY [time]”
combination of clearances is that the pilots overlook the first clearance and only “see” the second.
Furthermore, while the number of reported deviations has declined over time, the proportion of
deviations involving conditional clearances remains comparable.

5.3 The North Atlantic Systems Planning Group (NAT SPG)

The North Atlantic Systems Planning Group (NAT SPG) Annual Safety Report offers a detailed analysis of
lateral and vertical deviations (LHDs)in the NAT airspace. During 2020, 133 of these events were
reported in the NAT High Level Airspace (HLA) of OCA of Shanwick, Santa Maria, Reykjavik, New York
East, Ganderand Bodo (ICAO NAT SPG, 2021). These events were categorizedas 47 LHDs and 57 lateral
deviations. The lateral deviations included 15 Gross Navigation Errors (GNEs), which are lateral
deviations of 10 NM or more, and 13 ATC interventions where the lateral deviation was caught and
corrected by ATC before it developed into a GNE. The report identifies the top 10 causal factors of the
observed events but does not differentiate causalfactors for GNEs vs LHDs. Only one causal factor was
identified for each event.

The most commonly identified causal factor of GNEs and LHDs was ATC coordination. Errors in
coordination betweentwo ATC sectors or Air Navigation Service Providers contributed to 24 (18%) of
the events of 2020. Errors associated with dispatch service, such as a route being incorrectly filed,
contributed to 11 (8%) of the events. The remainder of the factors identified were relatedto flightcrew
errors and are summarized below:

Flight Plan vs. Clearance. The most common factoridentified was flying or intending to fly the
planned route instead of the clearance. Errors involving flying the flight plan instead of the
clearance were involved in 24 (18%) of the reported events. In most cases (19 out of the 24),
these errors did not resultin lateral deviations as they were caught (either through an
Automatic Dependent Surveillance-Contract conformance alert or a CPDLC uplink/downlink
route confirmation) and were prevented by ATC.

Non-compliance with ATCclearance. In 17% of the events, the pilot did not adhere to ATC
clearances in either the vertical or the lateral dimension, for reasons that could not be
determined by the information in the report. An additional 10 (8%) of the events, were
separately classified as insufficient information.

Weather. Weather conditions experienced during the flight were identified as a factorin 15
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(11%) of the events; these events were classified separately from the additional 8 (6%) of the
events in which pilots deviated from their assigned clearance due to an emergency situation but
did not follow the correct procedure for inflight contingencies in Oceanic Airspace.

Waypointinsertion. Errors involving the entry, update, or deletion of waypoints contributed to
nine (7%) of the events.

Readback/Hearback voice communicationerrors. Instancesin which a pilot incorrectly
readbackthe clearance and the controller failed to correct the error contributed to seven (5%)
of the events.

Confusion over CPDLCroute message. Errors associated with misreading, misunderstanding, or
a pilot report of an ‘issue with their CPDLC’ involving one of the following three messages
contributed to seven (5%) of the events:

e UM79 CLEARED TO (position) VIA (route clearance)

e UMS8O0 CLEARED (route clearance)
UM83 AT (position) CLEARED (route clearance)

5.4 Flight Deck Human Factors Issues in Lateral Deviations
during NAT Flight Operations

While the NAT SPG Annual Safety Report describes certain characteristics of pilot deviations in the North
Atlantic, it does not containinsights into specific factors that contributed to the errors. Chandra, Kendra,
Zuschlag, and Whittaker-Walker (2020) offer a more comprehensive examination of the human factors
that contribute to pilot errors that result in lateral deviations. Of particular relevance to the topic of
clearance negotiation (and correct execution of the negotiated clearance) are the issues associated with
flight deck displays, waypoint naming, and route type (random vs. oceanic tracks).

Flight deck displays. It is wellknown that flight deck displays (e.g., as the display on the Flight
Management System) vary in important ways, such as size, resolution, maximum number of characters
displayed, etc. Itisimportant to note that exactly how a clearance will be displayed on a flight deck
cannot be surmised by the aircraft type and model alone (Chandra et al., 2020). The presentation of a
clearance will vary as a function of the hardware and the software versionthat is installed in the
avionics. This means that there can be variations even within a given aircraft fleet for a given operator.

Waypointlabels. Waypoint labels used on the flight deck for unnamed waypoints are an area of human
factors concern because they may be abbreviated and are not standardized; this canresultin a problem
if the crew uses them without expanding the waypoints. Chandra et al. (2020) describe five ways in
which this lack of standardization can contribute to pilot error:

1. Unknown Coordinates of User-Defined Waypoints. While it is operationally convenient to be
able to use waypoints created by the operator, pilots may not remember the naming convention
for these ‘user-defined’ waypoints. Ifthe coordinates of these user-defined waypoints are not
expanded to review the route, errors in using the waypoint, or in communicating the route to
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ATC, could result. Since user-defined waypoints are also unpublished, they cannot be verified
with a published chart.

2. ARINC 424 naming convention. The ARINC 424 naming convention that uses a prefix versus
suffix letter code to distinguish half-degree waypoints from whole degree waypoints is non-
intuitive and has led to error. Pilots have reversed the meaning of the letter code mistaking a
half-degree waypoint for a whole waypoint and vice versa (Cardosi & Abbott, 2014). The non-
intuitive meaning of the position of the N relative to the numbers is also problematic from a
human factors standpoint. For example, 5050N is used to convey 50°N/50°W, while N5050 is
used to convey 50°30’N/50°W.

3. Translationacross Different Systems and Users. The lack of standardizationin waypoint names is
fertile ground for different meanings of the same waypoint being perceived by different users —
pilots, dispatch, ATC — all of whom have a need to have the same understanding of a given
route.

4. DisplayLabel Ambiguity due to Truncating/Rounding. When the display label is either rounded
or truncatedto seven characters, the existence of the half-degree of latitude is hidden in the
displayed label until it is expanded. Relying on the label (or the memory of its meaning) could
lead to error.

5. Double Longitude Waypoint Insertion Error. The error occurs when pilots manually enter a
partial-degree waypoint when given a whole degree waypoint, causing the longitude value to be
entered twice (once as the longitude and again as minutes added to the latitude). This error
occurs either because the pilot misreads the coordinate or manually enters the dataincorrectly.

Randomyvs. oceanictracks. More GNEs are found with aircraft on random routes than those using
standardized routes on the oceanic track system. Chandra et al. (2020) note that random routes are
more likely to be revised thanroutes on the tracksystems —eachrevision presents additional
opportunities for error. The authors also observed that often only a single waypoint coordinate was
modified in a reroute; such small differences are difficult to detect. The reasons that more errors are
observed on random routes than on oceanic tracks, and the exact nature of the errors, need to be
systematically examined. The results of such an analysis would not only serve to point to error
mitigation strategies for re-routes in today’s operations but could also be key in helping to minimize
pilot errorin the negotiation process in the future.

6.Analysis of Mandatory Occurrence
Reports (MORs)

FAA provided Volpe with the results of a search of oceanic MORs that was conducted on June 28, 2021,
for reports submitted from January 1, 2018, to the present. This search capturedall of the reports for
which the “oceanic” data field searchindicated ‘yes’ andyielded 370 reports. Of the 370 reports, only 38
were pilot deviations (no additional reports were identified as ‘possible pilot deviations’). Of these 38
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pilot deviations, seveninvolved a pilot request for a changein trajectorytransmittedvia CPDLC.

To supplement these data, FAA also provided Volpe with the results of a search of MORs of Pilot
Deviations in en route airspace. This search captured all the events for which the narrative indicated
that the event occurred in oceanic or ‘non-radar’ airspace, but the data field ‘oceanicairspace’ (Y/N) was
not answered. This search was conducted on July 7, 2021, for reports submitted from January1, 2018,
to present and yielded 3,796 reports. For each reportin the combined data set, three data fields were
analyzed: “Pilot Deviation Summary”, “Summary”, and “QA (Quality Assurance) Summary”. Excerpts and
synopses of reports relevant to clearance negotiation are presented here and referenced with either the
Pilot Deviation number (e.g., PEACZNY20003) or the CEDAR report identification (e.g., ZNY-M-
2020/01/22-0003).

Aircraft identifications have been replaced with “AC” and sector numbers have been replaced with
“ATC” or “controller”. Where audio files were attached tothe written MORs, the relevant audio files
were reviewed, and the results incorporatedinto this analysis.

Pilot requests for a change of altitude or route can be due to turbulence, to avoid adverse weather, or to
increase the efficiency of flight. The aspects of the clearances usedin clearance negotiationassociated
with flightcrew errors fall into the following categories:

Visual and Cognitive Complexity

e Misreading a clearance - this includes errors due to ‘seeing’ the clearance they were expecting
rather than the actual clearance andfailure todetect differences in the revised clearance from
what has already been entered into the FMS.

e Interpreting aninformative message as a clearance.

e Interpreting a question from ATC as a clearance - these errors often occur with the pilot’s use of
free text or voice to reply to controller’s inquiry instead of selecting the standardreply message.

Technical Complexity

e Difficulty in programming the clearance into the FMS or reviewing the clearance enteredinto
the FMS. This includes data entryerrors (i.e., ‘fat finger’ errors)and errors due to partial or
inaccurate loads while using the LOAD prompt on the FMS.

It should be noted that what appears to be the same type of flightcrew error can be due to different
aspects of complexity. For example, in this data set, there were multiple instances of pilots flying the
flight planinstead of the clearance. Indeed, the most common type of flightcrew error reported in North
Atlantic oceanic airspace involves pilots following all or part of the flight plan instead of the actual
clearance (Chandra et al., 2020). When clearances are delivered via CPDLC, this error can be due to
pilots not detecting any difference between the ‘revised’ clearance and what they have already entered
into the FMS, forgetting to load the new clearance, making a data entryerror when loading the
clearance, or forgetting to execute the new clearance. Below are synopses of events that exemplify this
type or error.
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e ACturned direct WILYY intersection, part of the original route, without ATC clearance, losing
separation with AC2. (PEATJFK19011)

e In OceanicAirspace. AC at Flight Level (FL) 330 and started climb to FL340. When asked by ATC
why they climbed to FL340, AC said that they “misunderstood clearance comparedto filed”
clearance. The Brasher warning? was issued. (ZNY-M-2018/05/12-0003)

e ACwas approved FL410 and made a request to climb to FL430. AC climbed without clearance
from ATC to FL430. Pilot stated via free text that he ‘CLIMB TO FL430 'PER OUR FLT PLAN’.
(PCEZ0920005)

This occurredin en route airspace as well as in oceanic airspace:

e When questioned by the controller, the pilot read back the filed routing rather thanthe routing
they had been given as a revised clearance. (ZLA-M-2016/09/05-0005)

e “CPDLCWILCOmessagewas received from the crew. The flight flew the originally cleared route
of flight.” (PALCZAN19001)

The reports of pilot deviations thatinvolved a pilot request for a change in altitude or route that was
transmitted via CPDLC will be described here as well as additional reports that shed light on other errors
that pilots could make in clearance negotiation.

6.1 Visual and Cognitive Complexity

As previously discussed, visual and cognitive complexities in CPDLC clearances canresultin errors due to
pilots misreading a clearance, interpreting an informative message as a clearance, orinterpreting a
question from ATC as a clearance.

6.1.I Misreading a Clearance

While there were several reports of pilots misreading controller messages, only one involved a request
for a climb due to weather. Inthis case the pilot was at FL380 and requested FL390 due to weather. One
minute later, ATC advisedvia CPDLC “UNABLE HIGHER ALTITUDEDUE TO TRAFFIC... REQ[REQUEST] ON
FILE” Three minutes later, the aircraft was observed at FL384, resulting in a non-radar loss of separation.
During the call to the facility, the pilot of the air carrier aircraft stated, “they misread the ATC response”
(PNMZ00220014). As described, there is nothing about the controller’s message that canaccount for the
error. If, indeed, it was ‘misread’, this was likely due solely to the pilots’ hopeful expectation for the

2 The Brasher warning (or Brasher notification) notifies the pilot that he/she may have been involved in a pilot
deviation. The intentis “...to make note of the occurrence and collect their thoughts for future coordination with
Flight Standards regarding enforcement actions or operator training.” (Ref. FAAOrder JO 7210.632, Air Traffic
Organization Occurrence Reporting, Paragraph 3-1 Note).
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clearance.

The following example is more understandable. Since “Climb via the SID [Standard Instrument
Departure], except maintain [altitude]” is currently used as a voice clearance, the following error seems
predictable:

AC was issued “CLIMB VIATHE SID, EXPECT ONE SIXTHOUSAND, ONE ZERO MINUTES AFTER
DEPARTURE". The pilot understood the clearance to be “CLIMB VIASID, EXCEPT MAINTAIN ONE SIX
THOUSAND”. (PNMCZDV18011)

In one case, the pilot startedthe climb at the time that they should have achieved the higher altitude.
e “ACrequestedFL370. At approximately 2208Z, the ATC instructed AC to climb to FL370, be level
at or before 2217Z. AC responded “WILCO”. At 2217Z, AC was leaving FL352 and reported level
FL370 at 2220Z.” (PFSZ05719003)

Frequently, the pilot who has made arequest is predisposed to see the altitude that was requested as
the clearedaltitude.

e Pilot requestedaltitude block FL340 to FL360 due to aircraft performance and weather. ATC
issueda “CLIMB TOAND MAINTAIN BLOCKFL340TO FL350”. Pilot responded with “WILCO” and
“sometime later” the aircraft was at FL359. Pilot called and stated that after reviewing the
messages, they realized that they misread the message sent by ATC and climbed to the wrong
altitude. (PNMZ00219012)

e ACat FL350 requested block altitude of FL300 to FL310 reporting moderate chop at FL350. The
controller coordinated with another sector for the altitude change and issued AC to maintain
block FL330B350 (FL330 to FL350) and stated, “unable any lower due to traffic”. The aircraft
sent the message “WILCO” tothe clearance but was observed at FL327. The controller asked the
pilot to confirm altitude saying, “I'm showing you at FL327 and you have traffic below at FL320".
The controller then tells the pilot to maintain FL330B350. At 0130Z AC said we are at FL300. At
0131Z the controller cleared AC to maintain FL300 and stated that the pilot was never assigned
a lower altitude and that they were cleared to maintain FL330B350. The controller asked the
reasonfor the descent and the pilot saidthey were clearedto FL300B310. (PWPCZ0OA21002)

e ACwas at FL370 and requesteda climb to FL390. ATC cleared AC to climb to and maintain
FL380, report level FL380. ATC received an out of conformance message as aircraft climbedto
FL390. (PWPCZ0OA18034)

e ACrequesteda climb to FL340 from FL320 via CPDLC. ATCissueda climb to FL330 via CPDLC.
Aircraft responded with “WILCO.” Afew moments later, AC was observed climbing through
FL337. (PALCZAN16027)

e ACat FL410 requested FL430 and was advised, “UNABLE DUE TO TRAFFIC”. When an Automatic
Dependent Surveillance (ADS) position reportindicated AC was at FL420, a clearance was issued
to “MAINTAIN FL410”. Pilot thought they had received a CPDLC clearance to FL430. Pilot stated
that this was their first datalink flight. (WCZ0OA19006)
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e At 1718Z,AC1via CPDLCrequesteda climb to FL340 from FL320. AC2, approximately 50 miles
south of AC1, same direction, but merging targets, was at FL340. ATC issued a climb to FL330 to
AC1via CPDLC. Aircraft responded with "WILCQ", but ‘a few moments later’ was observed
climbing through FL337 and now in conflict with AC2. (PALCZAN16027)

It should be noted here that the same type of error is seen with oceanic voice communications. For
example, AC requested FL330, was issued FL300 and told to report level. Pilot read back (via oceanic)
FL300 and report level. Reported level at FL330. (ZOA-M-2018/04/03-0001)

The following reports do not specify which messages were used, sothe nature of the erroris unclear:

e Pilot was at FL320 and requested a climb to FL340 with RJJJ (Fukuoka). Pilot misreadthe
message from RJJJ and climbed from FL320 to FL340. Pilot checked in with ZAN, west of PASRO,
at FL340, when altitude coordinated between RJJJ and ZAN was FL320. Pilot admitted on
frequency to making an error and gave “miscommunication with his request” for FL340 as
reasonfor the deviation. RJJJ claims no climb was issued. (PSWTDFW20007)

e ACat FL240 at 1107Z Requested climb to FL260. When ZNY called GANDER to coordinate climb
to FL260, GANDER Low did not see flight on cleared route but noticed a flight approaching
RAFIN on a 2000 Code3.... ZNY was notified by GANDER Low at 1117Z that flight was over RAFIN
at FL258. (PEACZNY20015)

Pilots report that they have occasionally received ‘revisions’ that are no different thanthe previously
received clearance (G. McMullin, personal communication, 2021). While this is not a common
occurrence, it sets the stage for pilots to assume the ‘revised’ clearance is what they have already
received, particularly if the differences betweenthe two clearances are small and difficult to notice.
Several reports describe situations in which the pilots fail to detect the difference betweenthe
clearance they just received and the clearance that they had already enteredinto the FMS:

e “The pilot statedthat he and the copilot were reviewing the flight plan and the reissued
clearance, andthey both thought that that MQO was not in the amended clearance as wel
(PWPCZLA16086)

|II

e “The pilot said that they did not catch the difference in routing from what they believed was
filed and the clearance. The pilot realized it was their error.” (PWPCZLA16004)“After being
issued CLEARED TO AIR VIAROUTE CLEARANCE, AC made anunauthorized turn direct AIR. Pilot
stated that it was an expectation bias situation. ‘l assumed it was via our original route
clearance. | did not see the bottom line with the one and only mention of APE preceding AIR,
nor did the pilot flying. We were not expecting a fix that was not on our original clearance.””
(PGLCZID20024)

3 |CAO Doc 4444 : Paragraph 8.5.2.2.8 “Except for aircraftin a state of emergency, or during communication failure
or unlawful interference situations, and unless otherwise agreed by regional air navigation agreement or between
a transferring and an accepting ATC unit, the transferring unit shall assign Code A2000 to a controlledflight prior to
transfer of communications.”
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e “Duringcall in, pilot stated, that previously any change in routing would give them a “revised
clearance” message. He said that as 0of 8/12/2016 they now receive a “load new route”*
message. He said that since he did not see “revised” that he did not believe that they had a
different routing.” (ZLA-M-2016/09/05-0003)

Interestingly, the “LOAD NEW ROUTE” free text message had been added by the ground systemtotry to
mitigate errors observedin the en route environment in which pilots were not recognizing that they had
been sent a revised route.

By far, the most common errors seen with pilots misreading the clearance in this MOR data set involved
conditional clearances. Recallthat conditional clearances are defined as clearances that include a
restriction, such as a time or place for starting the climb or descent, and/or a place or time for when the
altitude (i.e., [level]) is to be reached (Kraft, 2014). The CLIMB TO REACH [level] BY [time] clearanceis
the most frequently used conditional clearance in oceanic airspace and is usually complied with (Kraft,
2014). The following report is an exception:

e After receiving the message CLIMBTO REACH FL360BY 01:25Z// REPORT MAINTAININGFL360,
the crew replied, “WILCO” and “inserted a time marker in order to comply withthe clearance.
The crew then resumed with the approach preparation and briefing while entering USA
domesticairspace. Due to the distraction caused by the briefing, the crew didn't comply with
the clearance at the established time.” (PEACZNY20012)

Similarly, the clearance to CLIMB TO REACH [altitude] by [position] is not known to be problematic. The
factors that contributed to the following error could not be determined.

e ACwasinstructedto be level at FL370 by 40W, responded “WILCO” but crossed 40W at FL360.
When ATC asked why the AC did not comply with the clearance, the pilot responded with
‘Roger’. (PEACZNY21002)

The AT [time] restriction has long been identified by pilots as particularly problematic since either acting
on the clearance when it is received or forgetting to act on the clearance at the appropriate time results
in an error. Most often, however, the aircraft climbs early.

e ACwasissued clearanceto MAINTAIN FL290, AT 2335Z CLIMB TO AND MAINTAIN FL300 DUETO
TRAFFIC. AC responded “WILCO”, but climbed and reported level at 2327Z. When queried about
the assignedaltitude, AC descended back down to FL290. (ZOA-M-2018/02/08-0003)

e ACrequestedvia CPDLC CLIMB TO FL350. Five minutes later AC was issued “MAINTAIN FL330,
AT 0029 CLIMB TO AND MAINTAIN FL350, REPORT LEVEL FL350”. AT 0025, AC responded with
“WILCO” and reported level at FL350 at 0028. Pilot statedthat the first officer misreadthe
clearanceto the captain. (ZOA-M-2018/04/21-0001)

4 Note—in the US, this additional text of “load new route” can onlybe included on domestic route clearances;
oceanic clearances do notinclude this additionalfree text.
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AC1requested climb to FL400. Traffic at FL4A00 was AC2. The controller issued “AT [time]
CLIMB...” to AC1 which would provide appropriate separation from AC2. AC1 climbed to FL400
shortly after receiving the clearance before the aircraft was supposedto climb causing a
validated loss of standard separation. ... “The pilot called the landline via SATPHONE and
apologized stating he was at fault and had read the clearance incorrectly. He also stated that in
the 6 years of flying with CPDLC andin Oceanic airspace that this was the first time he had
received a[n] AT TIME climb clearance.” (PEACZNY20003)

This case of a pilot climbing early after being issued a conditional clearance was more complex
than the summary of the pilot deviation indicated. The summary stated that the aircraft, “At
FL360 had a climb clearance to FL430 to start at 1429Z. The aircraft reported level at FL430 at
14227..."”. While it is true that the pilot missedthe “AT [TIME]” portion of the clearance and
climbed early, it is also the case that the pilot requested FL430 in response to the controller’s
non-standard clearance negotiation message (sent via free text) “HOW HIGH ARE YOU
REQUESTING”. The pilot responded with ‘REQUEST CLIMB TO FL430’. While the controller
should have responded to this request with UNABLE before issuing a similar clearance, instead,
the responseis ‘CLIMB TO REACH FL360 by 14127’, which the pilot responded to correctly. At
1413Z, the controller sent ‘PROCEED DIRECT TROUT, MAINTAIN FL360, AT 1429 CLIMB TOAND
MAINTAIN FL430, CLIMB TOREACH FL430BY 1440Z (CORPEACZNY16041).The fact that this
surprisingly complex clearance ended with a common instruction, to which the pilots are
accustomedto acting on immediately likely contributed to the error.

As discussed, an in-depth investigation into the use of conditional clearances showed that the use of the
AT [time] restriction s less of a problem than the use of the combination of AT [time] CLIMB/DESCEND
TO [level]” and “CLIMB/DESCENDTO REACH [level] BY [time] (Kraft, 2014; Lennertz et al., 2019) and is
often issued in response to a pilot request.
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AC at FL360, request climb to FL380. Two minutes later (at 1742), ATC clears AC to MAINTAIN
FL360, AT 1755 CLIMB TO MAINTAIN FL380, CLIMB TOREACH FL380BY 1802, REPORT LEVEL
FL380. Two minutes later AC reports level via CPDLC at FL380. (PEACZNY20002)

ACrequested FL390. At 0214:50the controller instructed AC to begin climb to FL380 at 0231Z
and be level at FL380 by 0241Z. AC responded “WILCO”. At 0217:05, AC reported level at FL380.
(PEACZNY15037)

ACrequested FL390 and was issued "MAINTAIN FL380, AT 0205 CLIMB TO AND MAINTAIN
FL390, CLIMB TOREACH FL390BY 0210, REPORT LEVEL FL390, DUE TOTRAFFIC”. At 0145 AC
reported level at FL390 (PEACZNY16001).

ACrequested FL390 and was issued, “MAINTAIN FL380, AT 0430Z CLIMB TO AND MAINTAIN
FL390, CLIMB TOREACH FL390BY 0435Z, REPORT LEVEL AT FL390”. At 0412 AC was at FL390.
(ZNY-M-2016/04/11-0001)

ACrequested FL360 at 2142. Controller issued "unable due to traffic". At 22547 controller issued
clearance “MAINTAIN FL350, AT 2320 CLIMB TO AND MAINTAIN FL360, CLIMB TO REACH FL360
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BY 2330, REPORT LEVEL FL360". Aircraft replied “WILCO” at 2255Z. At 2257z aircraft reported
“LEVELFL360”. (PEACZNY17013)

e At approximately 1940Z, the ATC instructed AC to maintain FL360 until 1950Z, then climb and
maintain FL390, be level at 1957Z, report reaching. AC responded “WILCO”, but climbed to
FL390 “almost immediately” after receiving the clearance (and before 1950Z). (PEACZNY19001)

e ACwasin Oceanicairspace at FL380. ATCinstructed AC to maintain FL380 until 2142Z, then
climb to FL400, be level at FL400 at 2146Z, report level. AC acknowledged the clearance with a
“WILCO” but beganthe climb before 2142Z. (PSOTSJU19004)

e ATCinstructed AC at 1145Z to maintain FL320 until 1157Z, then climb to FL360 by 1210Z, report
reaching. AC acknowledged with a “WILCO” but began to climb before 1157Z. (PEACZNY19003)

e At 23:12:287 ACrequested FL380. The controller servicing the airspace responded Unable due
to trafficat 23:13.15Z. At 23:18:20Z the controller issued the following clearance: Maintain
FL360; at 2325Z climb to and maintain FL380. Climb to reach FL380 by 2335Z; Report level
FL380. At 23:18:37Z AC requested to deviate up to 30 NM left of course. At 23:19:12Z AC
responded, “WILCO” tothe clearanceto climb. At 23:19:41Z7 the controller responded, cleared
to deviate up to L 030 NM of route. At 23:20:01 ACresponded WILCO. Then at 23:20:33Z the
controller received an ADS automatic position report that identified AC at 37,916 ft. At 23:20:43
the controller received another ADS positioning report of the aircraft reaching an altitude of
37,952 feet. At 23:21:07Z the controller received an ADS positioning report of the aircraft
reaching an altitude of 38,004 ft. It’s very difficult to determine the exact time the pilot climbed
to his requested altitude of FL380; but it was obviously before his assigned clearance tobegin
his climb because he showed level more than 1 minute and 30 seconds prior to his clearance to
climb. (PEACZNY16043)

e AC“requesteda climb to FL360. Due to faster traffic behind him, at 17:50:49Z the controller
servicing the airspace advised AC that they could not accommodate his altitude request. At
19:56:57Z ATC sent a CPDLC message, which stated: “At 2005Z descend to and maintain FL340,
descend to reach FL340 by 2009Z, report leveled at FL340”. It shall be noted that AC was
required at analtitude that was appropriate for his direction of flight prior to entering ZMAs
radar-controlled airspace. Because of these dynamics, FL340 was the highest available altitude
that was appropriate for his direction of flight. At 19:59:55Z the PIC of AC reported leveled at
FL340. Apparently, he descended early and leveled at FL340 6 minutes prior to the time he was
clearedto descend.” (PEACZNY17008)

This incident alsoshows the strength of the inclination to act immediately on the commonly issued
“CLIMB/DESCEND TO REACH [altitude] BY [time]” and forget or fail to notice the “AT [time]” precursor.
To be clear, pilots get accustomed to maneuvering upon seeing the clearance “CLIMB TOREACH
[altitude] BY [time]” because of its frequency; only rarely—and only in oceanic airspace in the United
States —is it paired with “AT [time] CLIMB TO [altitude]”. A study of the frequency of use of conditional
clearances found that the instruction to “CLIMB/DESCEND TO REACH [altitude] BY [time]” was issued 43
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times more frequently than “AT [time] CLIMB TO [altitude]” (Lennertz et al., 2019). Yet, the number of
large height deviations associated with the combination of these two clearances result in more errors
than either of the two messages when presented alone (Kraft, 2014).

6.1.2 Interpreting an Informative Message as a Clearance

“While EXPECT message elements can be useful for planning purposes, they can lead to operational
errors when pilots mistakenly interpret them as a clearance.”
Global Operational Data Link (GOLD) Manual (ICAO Doc 10037,2017, p.3-11)

This data set contained only one error in which a flightcrew interpreted an EXPECT message, issued via
CPDLC, as aclearance:

e ACat FL380 requested FL410. Controller issued “MAINTAIN M.78 FOR YOUR CLIMB EXPECT
NORMAL SPEED AT FL410”. AC “appearedto have interpretedthat as a clearance and climbed to
FL410” (PWPCZOA18074)

However, the data set alsoincluded similar errors involving voice communications:

e ACwaslevel at5,000" and requested lower. ATC advised pilot to expect lower in 90 seconds.
Pilot responded “OK”. AC was observed descending out of 4,600”. (PSOCZMA17035)

e At 18097 ATC asked AC if he'd prefer to move to FL260 or 280 for direction of flight. AC
responded “Alright, we'll go to FL260” and the controller said, “you can expect that”. At 1810 AC
was observed descending, was asked if he was level at FL270, to which the pilot responded that
he was descending to FL260. (ZTL-M-2020/12/22-0003)

e ACwasissued aclimb clearancetoFL370 and to expect direct ENL. AC read back clearance
correctly. AC began climb and executed direct ENL. (PWPCZLA18107)

e Pilot said that the controller advised him of his new route and statedthat he needed to be at an
even altitude of 8,000’ or 10,000’. Pilot said he will go to 10,000’. ATC advised pilot to expect
that. He said he thought that since he said he wanted 10,000’, he was assigned 10,000’.
(PSOCZMA17)

e ACchecked on frequency and asked about getting a shortcut. The controller stated that he
needed to move the aircraft up or down. The aircraft asked about the rides and the controller
got a pilot report that FL360 was a good ride. The pilot stated that they would take FL360, and
the controller responded by saying “standby for that”. ACis then observed leaving FL370 ...Pilot
stated that they thought they were given a clearance to descend. (PSOCZTL21017)

EXPECT messages in FANS are worded like clearances. Duetoerrors involving pilots interpreting the
message “EXPECT [altitude]” being interpreted as a clearance, ICAO made changes tothe recommended
dialog. ICAO (Doc 10037, 2017) states that the flightcrew should query the controller as to when a
response can be expected using “WHEN CAN WE EXPECT [higher/lower]” messages. The controller then
responds with “YOU CAN EXPECT AT [time/position]”. By specifying ‘higher’ or ‘lower’ ratherthan a
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specific altitude, it precludes the pilot interpreting it as a clearance.

The following instance demonstrates how communications conducted through third-party voice (ARINC)
can add another level of variability:

e ACrequestedFL360 and was told to MAINTAIN MQO78 OR LESS FOR THE CLIMB. (Note that while
MAINTAIN M078is a standard message, MAINTAIN M078 OR LESS FOR THE CLIMB is not.)
“There were some questions back and forth about whether that speed would apply when at
FL360 or just in the climb, AC replied that they would prefer to remain at FL350 and at M081.
Controller stated that the speed would be required in either case andthat normal speed would
be assigned ASAP.” AC climbed to FL360 without an ATC clearance and increased their speedto
MACH 0.81, which was their normal speed. At 22517, controller issued again, FOR YOUR CLIMB,
MAINTAIN MO78 OR LESS, NORMAL SPEED ASAP. AC read back ASSUMING NORMAL SPEED IS
MO081 AT FL360, WE WILL MAINTAIN FL360 AND WE ARE THERE NOW. SFO ARINC called (ATC)
and advised that their communication with AC may have contributed to the confusion
surrounding this event.” (PWPCZ0OA18082)

6.1.3 Interpreting a Question from ATC as a Clearance

As noted by Mueller and Lozito (2008), pilots may assume that the controller would only inquire if the
changein altitude or course was feasible and available. This could contribute to a pilot misinterpreting a
guestion as a clearance. Examples of this occurring with voice communications include:

e At 2113Z, controller asked ACif he'd be able to accept 160 in about 40nm for terrain. Pilot
concurred, unless there was icing. At 2114:50 AC starteda climb. (PSWCZAB20011)

e ACwasinbound to KRIL “at FL140”. Controller asked pilot if he could “get the visual” if controller
turned him toward the airport. Pilot stated that he could. Controller then cleared AC direct to
KRIL, but had not issued a visual approach clearance toaircraft. Aircraft made right turn to the
south to head toward KRIL. Pilot stated that he misunderstood the controller's question (“can
you get the visual”) for a clearance to conduct the visual approach into KRIL and initiated his
descent based on that understanding. (PNMCZDV20015).

e Pilot was asked if he was “able 3-6-0 for traffic”. Pilot responded “3-6-0 works” and initiated the
climb without a clearance. (PNMTDENO08009).

The advantages tousing CPDLC for such negotiations include that the messages are more constrained
(and thus, less variable) and that the inquiry from the controller prompts a response from a pilot. Most
importantly, there are features of FANS that are designed to mitigate such errors. When presented with
a question, such as “WHEN CAN YOU ACCEPT [altitude]”, flightcrews should compose the response from
those preformatted messages inthe system designed for that specific purpose, rather than composing a
response using free text or responding via voice. These errors often occur with the pilot’s use of free
text or voice to reply to controller’s inquiry instead of selecting the standard preformatted reply
message.
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In the following MORs, the flightcrews did not use the proper response:

e ACwasin anoceanic environment level at FL380, and the controller asked the pilot when they
could accept FL390. Via CPDLC, the pilot responded that they were able to “do it now.” [and
started climbing without a clearance] The controller did not issue a clearance prior to AC
climbing to FL390. (PNMZ00220025)

e ATCasked AC “WHEN CAN YOU ACCEPT FL360”. AC responded and climbed to FL370 without a
clearance. Pilot called and explained that he ‘misunderstood the question as an instruction to
climb’. (PALCZAN18003)

e ACwas at FL380 in oceanic airspace and was asked could they accept FL390. AC replies with “we
can accept now” and climbed to FL390 without clearance from ATC. (PEACZNY19023)

e AT 22:03Z ATC asks AC “When can you accept F370?” One minute later an ADS report was
received indicating AC was starting a climb. At 2205Z AC requests to climb to FL370 while the
aircraftis still in a climb to FL370. At 2206Z ATC issues AC a clearance toclimb to FL370 and at
2208Z AC responded “WILCO” tothe climb; ATC then informs AC of the ADS report of the
aircraft climbing prior to the issuance of the climb clearance. (PEACZNY18017)

While the following event was not filed as a pilot deviation, it is another example of confusion created
by the use of free text instead of a standard message.

e “Therewas confusion regarding the deviation/clearance issued by RJJJ (Tokyo) as well as the
CPDLC messages. After transfer from RJJJ, pilot initially contacted ZAK for unknown reasons
before contacting ZAN. Pilot CPDLC message was also somewhat ambiguous when it showed:
[WE ARE DEVIATING LEFT RIGHTNOW DUE TO WX WE WILL BEBACKON CRS(course) IN5
MILESAND WILL CALLBACKON CRSRESENT TO ANC CNTR PREVLY SENT TO OAK CNTR]. Without
punctuation it is unclear if pilot was deviating LEFT/RIGHT or... DEVIATING LEFT, RIGHT NOW... It
is unknown what clearance(s) wereissued by RJJJ. The pilot advised ATC of moderate turbulence
in RJJJ airspace.” (ZAN-M-2020/03/11-0002)

It should be noted that the current FANS message set only allows pilots to select left or rightas a
direction for a weather deviation. The ATN Baseline 2 message set includes an option for the aircraft
systemtosend the direction “left”, “right” or “either side”. When “either side” is requested, the
message intent indicates that the flightcrew wants the flexibility to deviate either side of the cleared
route.

However, even when the pilot uses the proper message for the response, thereis the possibility for
error:

e ACwas asked when they could accept FL400. AC replied at 18502. A climb clearance was not
issued. The controller cleared AC direct AVE. AC replied, “WILCO.” At 1859Z, the ADSB report
from AC displayed this flight at FL400”. (PWPCZ0OA15049)
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e ACat FL340 requests FL360 and was advised unable due to traffic. At 2003Z, ATC asks AC WHEN
CAN YOU ACCEPT FL360. A minute later AC replies WE CAN ACCEPT FL360 AT 2004Z. Two
minutes later, ATC issues CLIMB TO AND MAINTAIN FL350. AC responded “WILCO” to the
clearance but flies to FL360. (PNMZ00219042)

Itis likely that this error would not have occurred if the message that preceded the clearance had been
WHEN CAN YOU ACCEPT FL350instead of WHEN CAN YOU ACCEPT FL360. Both pilot and controller
expectations need to be considered in the clearance negotiation process.

6.2 Technical Complexity

Many of the MORs describe errors in the execution, rather than the interpretation, of the clearance.
These include pilot errors in loading the clearance into the FMS. Complex clearances (such as those that
contain several datapoints specified with lat/long coordinates) that need to be manually enteredinto
the FMS are subject to data entry errors, since each digit that needs to be entered presents an
opportunity for error. The following are examples of errorsin manual data entry:

e ACreceived clearance direct WLFMN and shortly thereafter begana left turn eastbound. Pilot
saidthat the [First Officer] had incorrectly entered WLFMN YQO TPGUN TPGUN1. GGN7361
CYYZ./.4249N/08045W..YQO006002..WLFMN.TPGUN1. (PFSZ05819016)

e Atapprox.time 1515Z, controller noticed the AC off course. The controller was unable to
ascertainfromthe pilot why the flight was tracking north of course so he requested a phone
patch through ARINC at 15217. The routing discrepancy was still unresolved at the end of the
call, but it was later discovered that the aircraft was cleared via flight plan to 38N060W but was
flying to 3830N060W. (PEAZ02121003)

e FMS did not have the MDNYT arrival, and they entered it manually which made them bypass
AMMOR. (PWPCZLA17129)

e Pilot Flying by mistake selected 4NM SLOP [Strategic Lateral Offset Procedure], the mistake
wasn't detected by both pilots. (ZNY-M-2021/05/14-0001)

e Pilot statedthe MYStransition was inadvertently loaded into the FMS. (PGLZ01119002)

e When the pilot was questioned, they stated that when he loaded the JAKIE STAR [Standard
Terminal Arrival] he inadvertently dropped out the transition. (ZID-M-2017/05/21-0001)

While errors due to manual data entry are well known, errors involving loading a clearance witha LOAD
prompt have yet to be fully explored. Clearances that can be loaded with a LOAD prompt in the FMS can
reduce errors associated with manual data entry but canadd complexity when only some of the
portions of the clearance are loaded with the prompt. This means that the pilot must discernwhat
portions of the clearance are loaded into the FMS and which need to be manually entered.
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e ACacceptedrevised clearance at 2325Z. At 0040Z ATC recognizes AC was out of FL290 for FL310
turning towards MISEN intersection. Pilot stated that “they used a load option into the FMS that
didn't take”. (PWPCZLA18054)

The MORs associated with loading CPDLC clearances in the en route environment appear to
underrepresent the number of such pilot errors. Errors associated with loading Uplink Message (UM) 79
[UM79 CLEARED TO (position) VIA (route clearance)] have been identified as a problem at several
meetings of the FAA’s Data Comm Implementation Team (DCIT). However, there are no data to indicate
how often they occur. The most common error described with this message is that the aircraft flies
direct to the named position. Other errors involved pilots loading the clearance with the LOAD prompt,
but then failing to manually load the SID. As discussed in the DCIT meetings, these errors are due to
pilots missing the load prompt, being more comfortable loading the clearance manually than using the
LOAD prompt (especiallyif they were new to CPDLC) or interpreting the clearance as DIRECT TOthe
position. This type of error has also been identified as problematic in Europe. UM 79 is commonly used
in the London FIR (EGTT) airspace (Michael Price, NATS, Data Link Users’ Forum; September 13, 2021).
To combat these errors, in en route, domesticairspace, the US appends a free text message (UM 169) of
the complete routing. While it has been said that this addition ‘seems toreduce errors’, the US has no
data that speaks to how effective this is in mitigating the errors (Chris Collings, Data Link Users’ Forum;
September 13, 2021).

The consequences of some automated functions can also introduce complexities in clearance execution.
For example:

e ACwasinstructedto descend via the CHYSL2 arrivaland received a good read back. The CHYSL2
arrival requires aircraft tocross BURRZ intersection between FL270 and FL240. AC descended
below FL240 before BURRZ intersection without ATC clearance. Pilot said “they caught the early
descent as the controller was calling them about it. They werein ‘FMSManage Mode’. Due to
this incident, they were paying close attentionto the FMS controlled descent and caught
another error later in the approachwhere they had to override the FMS”. (ZDC-M-2017/03/02-
0006)

e When questioned, the pilot responded that the “incorrect flight path was due to wind
correction”. (ZDC-M-2017/01/10-0005)

Working around automated functions on the flight deck to adhere to a clearance canalso lead to error:

e “ . pilot advisedthat the FMS system on the aircraft is programmedto initiate a “smart turn” to
intercept the arrival; even if it is before the initial approach fix. In order to force the aircraft to
fly over KARSE, he needed to manually reestablishthe routing for the RNAV approach, which he
didn’t do. In fact, he said they were both surprised when the aircraft made about a 180 degree
turn back unto the arrival routing”. (ZAB-M-2017/05/23-0002)

Pilots sometimes errin trying too hard to be accommodating. Itis in a pilot’s and controller’s nature to
make every attempt to ‘make things work’, but this approach can sometimes prove to be a mistake.
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e At 1751.24Z ACrequested a descent to FL390 due to a pressurizationissue. The controller asked
if the descent could accept a delay for traffic, which the pilot accepted. At 1752.54Z AC
requested an immediate descent that the controller could not approve due to traffic. The
controller beganissuing vectors to expedite a descent however the aircraft descended without a
clearanceto FL427 causing a validated loss of standard separation. (ZTL-M-2021/06/19-0004)

‘“Work-arounds’ should never include adding an unauthorized fix.

e Anpilot statedthat he was not cleared that way, but he turned toward SADDL to ‘make it easier
to set up for the ILS [Instrument Landing System]’. (PGLCZID17080)

Several errors were attributed (rightly or wrongly) to an FMS issue. For example:

e AChad correct routing but turned direct to a fix not on the arrival. When asked, pilot stated he
had the above routing, but the FMS “dropped a point”. (PGLCZAU16008)

e ACmade an unauthorized turn of about 45 degrees. Pilot said he received the reroute, but it
was “dropped by the FMS after a power cycle” and that he didn’t notice until after the controller
brought the unexpected turn to his attention. (PGLCZAU16039)

When controllers observe several same company aircraft make the same errors in a route, they suspect
a systemic problem with the company’s FMS.

e Aircraft turned direct NELIE after hitting PPORT. It appears the FMS dropped the rest of the
PPORT1 Departurefixes. ... Possible systemicissue. Reference MOR ZBW-M-2015/11/08-0002
which happened yesterday. This was alsoa [same company] aircraft which turned direct NELIE
after hitting PPORT. (PNECZBW15038)

e ACmade an unexpected 20 degree left turn. ‘Controller stated their belief that it is an issue with
the company’s FMS database’. (P-CE-C-ZKC-16-005). ATC advised that numerous flights of the
same company were making the same routing error. (PCECZKC16007)

e “Pilot statedthat clearance was entered correctly but after entering the ILS into the FMS, it
“resequencedthe data and picked up MYNN..WAVUNA4. This is a known issue with the FMS”.
(PSOCZMA18087)

e ACmade an unauthorized turn of about 45 degrees. Pilot stated that the FMS deleted two fixes
out of his route causing the event. He said that this was found to be due to an ‘anomalyin the
FMS’. (PSWCZFW20017)

In summary, complex clearances that needto be manually enteredinto the FMS are subject to data
entry errors, since each digit that needs to be entered presents an opportunity for error. Clearances that
can be loaded with a LOAD prompt in the FMS can reduce errors associated with manual data entry but
can add complexity when only some of the portions of the clearance are loaded with the LOAD prompt.
This means that the pilot must discern what portions of the clearance are loaded into the FMS and
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which need to be manually entered. FMS issues have also been implicatedin pilot errors in executing a
clearance.

6.2.1 Woeather

“Everybody talks about the weather but nobody seems to do anything about it.”
Charles Dudley Warner

As flight efficiencies increase with the implementation of NextGen capabilities, and spacing between
aircraft decreases, sotoo, do the degrees of freedom available to deal with the inevitable complexities
due to weather. This speaks to the fact that contingencies due to weather need to be considered in all
aspects of clearance negotiation. This data set contained severalreports that involved a pilot request via
CPDLCfor a changein route or altitude due to weather. We have no data that speakto how often pilots
are unable to get a clearance to maneuver around hazardous weather, since if the pilot declares an
emergency or notifies ATC that they are maneuvering on the authority of the Pilot-in-Command (PIC),
thereis no pilot deviation. While unrelatedto the complexity of the messages used, incorrect
application of procedures for weather deviation is another factor in flightcrew errors. Many of the MORs
describe events in which the pilot requested a deviation due to weather, but deviated before a
clearance could be obtained, or exceededthe clearanceissued, without following the proper procedure
to act on the authority of the PIC. Insome cases, even when the pilot informs ATC that they are
deviating, ATC files a report so the event can be reviewed, particularlyif there was a loss of prescribed
separation. Below are the de-identified summarizedincidents:

e ACrequested40 NMright of course due to weather. Three minutes later the controller
responded that he was unable to issue the deviation due to traffic. Two minutes later, the
flightcrew advised that they were executing a deviation 40 NM left of route. Shortly after, ARINC
[the radio operator] contacted ATC to see if the controller was aware that the AC had executed
a deviation without an ATC clearance. The controller immediately advised ARINC toadvise the
AC that traffic was in trail of him at FL360.... Although it was assumed, [the pilot] did not use the
term Captains Authority prior to deviating and Brasher Warning was issued to the pilot in
command. (ZNY-M-2017/07/28-0002)

e AChad requestedto deviate for weather and was told unable. Pilot proceeded to deviate
without clearance and without advising ATC they were doing so. Pilot did not declarean
emergency or Pan-Pan-Pan. (PWPCZ0OA20003)

e ACwas at FL360 when they requested a weather deviation 30 miles right of course. When the
aircraft was observed deviating 35 miles (based on ADS position reports), ATC queried the pilot
if they were requesting more than 30 NM right of course. The pilot responded “ROGER”
(CPDLC). Twenty minutes after being issued the BRASHER, the pilot stated that at 30 miles right
of course there was a cell that they had to deviate around and exercised captain’s authority to
do so. (PNMZ00219029)
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Pilot advised that he encountered turbulence and got distracted with getting cabin secure and
passengers buckled up. Operating via HF radio, they thought that they had received a clearance
and climbed from FL380 to FL400 to get out of turbulence. (PWPCZ0A20014)

AC at FL340 requested to deviate right of course for weather. Controller advised the pilot unable
due to traffic and gave a clearance to deviate left of course. AC advised unable and deviated off
course. Controller descended AC to FL330, and then approved deviations reaching FL330.
(PEACZNY19006)

ACrequestedto deviate left of course for weather. The controller replied that he was unable to
approve deviation to the left, but rather deviation 20 degree right of course was approved. The
pilot did not respond to the approval to deviate right of course and deviated left of course
instead. All communications were relayed via CPDLC. (PEACZNY16025)

ACrequestedvia CPDLC todeviate right due to weather. The controller replied, “Unable to issue
deviation clearance due totraffic...”. The controller also advised that the conflicting traffic was
10 minutes in trailand at the same altitude. The controller then requested the pilot's intentions.
The pilot responded, “Roger” andtwo minutes later stated that he could accept a left offset and
proceeded to deviate 10 miles left of course. (PEACZNY16034)

AC was at FL360 and requested FL380 for weather. The controller responded with UNABLE DUE
TO TRAFFIC. Approximatelya minute later, the controller received an air to ground message
stating MOD TURB AT FL360 CLIMBING TO FL380 REQUESTING FL390. The controller then
received a REQUEST TO CLIMB TO FL390 DUE TOWEATHER. AC later changed altitudes again
without a clearance due to turbulence. The controller advised AC that ‘Unless they arein an
emergency, they need ATC clearance prior to changing altitudes’. AC did not declare an
emergency but stated UNABLE TO SAFELY MAINTAIN FL360 DUE TO MOD/SEVERE TURBULENCE
SMOOTH AT FL390. (PWPZ01321005)

AC was at FL370 and AC2 was at FL360; both on deviation up to 40 NM left of track for weather.
At 0339Z, the controller gets an ADSB hit on AC at FL360 and asks AC to confirm altitude. A
minute later, AC confirms FL360. Another minute later, the controller tells AC your assigned
altitude is FL370 not FL360 and that there is trafficat FL360. When the controller asked AC (via
CPDLC)tosay reasonyou descendedto FL360, AC advised for turbulence. (PWPCZ0OA20019)

ACrequested deviation to the right. The request was not approved for traffic. However, AC
turned to the right. (Neither the reason for the request, nor the messages used, were specified
in the report). (PNMZ00221003)

AC at FL380 requested a deviation 200 degrees left of course due to weather. Controller
responded UNABLE and advised AC that they were only able to approve 128-degree deviations
and any deviation further would require a reroute. Controller asked AC to advise when able
FL390. AC advised he was able FL390 and controller issued clearance to FL390. Seven minutes
after AC advised “CONTINGENCY PROC APPLIED DUE WEATHERAND OPERATION UNABLETO
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FILE NEW ROUTE DESCENDING FL 387 UP TO L200NM FROM ORIGINALROUTE”.
(PWPCZOA21004)

e ACrequesteda deviation left of course which would put aircraftinto 021 airspace. Controller 1
coordinated with Controller 2 for deviation. Controller 2 was attempting to get control of the
aircraft datablock since the aircraft was previously in 021 airspace. Inthe meantime, Controller
1 approved a 25-mile deviation (to keep the aircraft in the confines of his airspace) while trying
to process the deviation. The two controllers tried for several minutes to make the two systems
work together to provide separation. The AC was given a clearance to deviate 80 miles left of
course M201 to return to course by UKOKA. Even though the aircraft was given a large deviation
it turned up way beyond what the controllers approved and expected. (PEACZNY16009)

The North Atlantic airspace has prescribed flightcrew procedures to be used when a pilot needs to
exercise the authority of a pilot-in-command to deviate from the clearance toavoid adverse weatherin
the North Atlanticairspace. This complex set of procedures is specified in its entiretyin ICAO NAT Doc
007 (2022), The North Atlantic Operations and Airspace Manual (p.102-103). Part of the procedure can
be summarized as follows: For deviations of less than 5 NM from the originally clearedtrack or route, the
aircraft is to remain at a level assigned by ATC; for deviations greater than or equal 5 NM from the
originally clearedtrackor route, the pilot should climb or descend 300 ft, depending on their heading,
from normal cruising levels before deviating beyond the cleared distance. When flying east (heading 000-
179), the pilot should descend 300 ft if deviating to the left and climb 300 ft if deviating to the right.
When flying west (heading 180-359), the pilot should descend 300 ft if deviating to the right and climb
300 ft if deviating to the left.

The procedures also stipulate that the pilot is to continue to attempt to contact ATC to obtain a
clearance (if contact was not established prior to deviating) and to continue to keep ATC advised of
intentions. If these procedures are followed, then no pilot deviation will be filed as a result of the failure
to comply with the ATC clearance. There were two MORs that referenced this procedure:

e When questioned, AC responded, “We are suppose[d] to climb 300 feet when we deviate more
than 10 miles off course” (to avoid hazardous weather). ATC informed the pilot that the ‘300-
foot climb was in the event that the pilot declare Captains Authority’. AC climbed to FL343
without ATC clearance. The pilot later called ZNY and acknowledged that they had climbed in
error. (PEACZNY16014)

e ACwasin anon-radar environment and requested deviations left for weather. The controller
stated that they were unable due to traffic. The pilot reported that they were deviating 20
degrees left and then was observed climbing 300 feet. When the pilot calledin, they reported
that it was standard procedure within the airline and with the NAT procedures. The NAT
procedures do permit the aircraft todeviate and climb 300 feet; however, the NAT does not
appear to cover this route. Brasherissued. (PWPCZ0OA21005)
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6.3 Summary of Flightcrew Errors in Mandatory Occurrence
Reports

This study reviewed over 4,000 MORs for flightcrew errors in clearance negotiation and other factors
that could affect pilots’ adhering to a negotiated clearance. It examined the steps needed to successfully
executea CPDLC clearance: tobe read correctly, interpreted correctly, and then entered correctlyinto
the FMS and defined the complexity of CPDLC clearances as the sum of factors that contribute to pilot
errors associated with those clearances.

The analysis found severalinstances of pilots reading what they expected to see, going to an altitude
that they had requested, and interpreting a question or statement from ATC as an implied clearance. By
far, the most common error related to specific CPDLC clearances involved a known problem —that of a
particular combination of conditional clearances. The combination of AT [time/position]
CLIMB/DESCENDTO [level] and CLIMB/DESCEND TO REACH [level] BY [time/position] was first identified
as problematic in 2010. The results of the current study show the strength of the inclination to act
immediately on the commonly issued CLIMB/DESCEND TO REACH [altitude] BY [time] and forget or fail
to notice the AT [time] precursor. Itis clear that pilots get accustomed to maneuvering upon seeing the
clearance CLIMB TO REACH [altitude] BY [time] due to its frequency, and the fact that only rarely —and
only in oceanic airspacein the United States —is it paired with AT [time] CLIMB TO [altitude].

Itis important to note that many of these MORs state that one pilot misreadthe clearance to the other
pilot. Itis unknown how many of these or other errors could have been prevented had crews followed
the procedure recommended in the GOLD manual (ICAO Doc 10037, 2017) that both pilots should
individually and silently read each CPDLC uplink message and discuss prior to responding to and/or
executing any clearance. This procedure allows the same independent interpretation that voice
communications afford: If one pilot were to read the message out loud, the second pilot would be
vulnerable to also “reading” what the first pilot read aloud and missing any discrepancies between what
was heard and the written clearance. A 2015 review of Standard Operating Procedures across seven
carriers (including both domestic and international) found that only one carrier instructed their
flightcrews to follow this “silent read” procedure. (Lennertz & Cardosi, 2015). Two carriers suggested
that the message should be read out loud by the Pilot Monitoring (PM) and verified by the Pilot Flying
(PF). Four of the seven carriers did not specify a procedure (Lennertz & Cardosi, 2015).

Difficulties in programming the clearance into the FMS or reviewing the clearance enteredinto the FMS
were also examined. Often these involve errorsin manual data entry as numbers are transposed or
otherwise entered incorrectly into the FMS. While errors due to manual data entry are well understood,
errors involving loading a clearance (e.g., witha LOAD prompt) have yet to be fully explored. Use of the
LOAD prompt canreduce errors associated with manual data entry but can add complexity when only
some portions of the clearance are loaded with the prompt. This means that the pilot must discern what
portions of the clearance are loaded into the FMS and which need to be manually entered. The number
of MORs associated withloading CPDLC clearances inthe en route environment appears to
underrepresent the number of such pilot errors. Errors associated with loading UM 79s [UM79 CLEARED
TO (position) VIA (route clearance)] have been identified as a problem at several meetings of the DCIT.
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However, there are no data to indicate how often they occur. The most common error described with
this message is that the aircraft flies direct to the named position. Other errors involved pilots loading
the clearance with the LOAD prompt, but then failing to manually load the SID. These errors could be
due to pilots missing the LOAD prompt, being more comfortable loading the clearance manually than
using the LOAD prompt (especially if they were new to CPDLC) or interpreting the clearance as DIRECT
TO the position. Errors associated with use of the LOAD prompt are further explored in the analysis of
ASRS reports.

Finally, there were severalflightcrew errors that involved a pilot request for a changein route or
altitude due to weather. These were largely due to the incorrect application of procedures for weather
deviation; there were no indications that a clearance was misread or misunderstood in these cases.

7.Analysis of Reports Submitted to the
ASRS

The only information on the pilot’s perspective contained in MORs is that which maybe reported by the
pilot if they spoke to ATC about the event. Unfortunately, this information is only included in a small
portion of the MORs. MORs underrepresent the number of pilot errors, particularly recent errors and
those that do not resultin a loss of standard separation between aircraft, since not all errors resultin a
reportable event and not all reportable events are actuallyreported. While ASRS reports cannot be used
to determine how often errors occur, they contain insights as tothe factors that the pilot considered to
be relevant to the incident. To collect information from the pilot perspective to supplement the MOR
data set, a search of reports submitted to the ASRS was conducted. The searchcriteria were:

e Reports submitted between May 2016 and May 2021,
e 14 CFRPart121 Part 129 or Part 135 operations,

e Containing a reference to Controller-Pilot Data Link Communications (as searchterms “CPDLC”,
“Data Comm’, “Datalink”),

e Reporter function: Captain, CheckPilot, First Officer, Flight Engineer/ Second Officer, Pilot
Flying, Pilot Not Flying, and

e Event type was “excursion from assigned altitude or clearance”.

This searchyielded 85 relevant reports. Many of the reports mirror incidents seenin the MORs but
include pilot insights as to the causaland contributing factors. Other reports describe errors or
situations not seenin MORs that are relevant to clearance negotiation. Taken together, these reports
contain a wealth of insights into factors that should be considered in clearance negotiationin current
and future operations.
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7.1 Pilot Errors associated with Departure Clearances (DCL)

There aretrends in the types of errors that were reported with CPDLC over time; this is most noticeable
in the reports involving CPDLC DCL—the Departure Clearance application of data link. This data set
contained several errors (from 2015 and 2016) that describe a general confusion of pilots new to DCL
(1371949, 1380581, 1374229, 1353230, & 1348267). Most of the reports involving DCLrelate to
clearance negotiation only in the general sense of human factors issues that arise with the
implementation of new procedures. For example, the following report directly related this general
confusion noted with DCLto a lack of training:

e Upon departure ATC told us to “use your ACARS [Aircraft Communications Addressing and
Reporting System]” to get clearance. There was no PDC [pre-departure clearance]. There was a
note about datalink but this airplane doesn't have it right? Wrong, we found a procedure in the
flight manual for using datalink and we followed it and we got our clearance that way. I've never
experienced anything quite like it in 18 years. | amrecently out of training. Our international
training consisted of one day where we did a mini simulatedleg to Hawaii. (1295260, 2015)

Other issues identified in ASRS reports involving DCL describe issues that are generalizabletoall CPDLC
clearances. One of theseissues is the pilots’ trustin the FMS ability to load the clearance (for example,
with the use of the LOAD prompt). Some pilots who were accustomed to manually entering the
clearance werereluctant to use automation to load the clearance (such as the LOAD prompt), even
though it can reduce the data entry required, in general. As discussedin the DCIT, the mistrust of the
LOAD prompt has resultedin errorsincurred in the manual entry of the clearance. Within this data set,
there were two events in which the pilot thought that the loaded route was incorrect and then manually
entered what they thought the route should be:

e “We printed the message and selected the load prompt on the FMC [Flight Management
Computer]. We compared the printed message with the FMC, but failed to notice that 41N30
and FATMO were deleted. Upon accepting the message and executing the FMC, the aircraft
immediately turned direct to AMAKR. After a short discussion with the other pilot we heading
selected back to the original course towards 41N30, then rebuilt our FMC Legs Page to 41N30
FATMO AMAKR BDEGA?2 arrival. We called SFO ARINC [the radio operator] on HF to clarify our
clearance, ARINC said they would ask SFO Center.” The response from ATC was that “FOR
TRAFFIC. I NEEDED YOU DIRECT AMAKR”. (1482248, 2017)

e “Inretrospect| believe that | had deletedthe first part of our route (the revised segment) while
leaving the original segment in the FMS” but then incorrectly thinks that, “the safest course of
action is to NOT to uplink the revised route, but instead print it, enter it manually, and then
“cleanup” (delete) the “old” waypoints, and THEN check the entire route against the revised
printout and Jepp plate”. (1576926, 2018)

This line of thought is does not consider two important points. First, manual entry is likely to result in
more errors than the use of the LOAD prompt, on most aircraft. Second, the printer is not certified to
present a true representation of the clearance. Pilots are to verify the entered clearance against the
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display certified for this purpose.

From 2016 on, the majority of the ASRS reports involving DCLs describe errors involving a SID. DCLs that
contain a SID introduce an added layer of complexity due to the fact that SIDs need to be manually
entered, along with any runway transition, even when the rest of the route is loadable with a LOAD
prompt and even when the SID has not changed from the previous clearance. Severalreports reveal a
lack of training in this area:

e Inone case, the pilot seemedsurprisedthat, “When the new SID was loaded manually, the
transition dropped out.” (1382538, 2016)

e Another error occurred when, “aftera CPDLC reroute was loaded, no runway transition was
selectedand a track deviation occurred.” (1453392, 2017)

e “lknow it is a documented problem that SIDs and transitions on amended clearances do not
load with the rest of the clearance, but in this case the SID and transition were the same in both
clearances and we had already loaded and briefed the SID”. (1448842, 2017) Note that the SID
and transition need to be re-entered even when they have not changed from the previous
clearance.

In the following excerpt, the author opines that the requirement to perform steps that seem logically
unnecessary canlead to pilot error:

e “..whenselecting the “load new route” selection, it often drops out any loaded SID, and the
corresponding legs on the SID. This is often unnecessary because the routes are exactly the
same. This unnecessarystep canlead to errors in lateral track and altitude deviations if they go
unnoticed. | realize the importance of thoroughly reviewing all of the pages of the CPDLC and
reviewing the loaded route.” 1588478 (2018)

Conversely, “cleared as filed” does not mean that the SID has not changed:

e Revision “stated cleared as filed, but as one went to the next page it stated the amended route
to the original STAAV 6 SID. Both the First Officer (FO) and | failed to catch this change and flew
the TRALR6SID”. (1386373, 2016)

Itis important to note that this type of error was particularly prevalent in the initial implementation of
data-linked revisions of the initial departure clearance and decreased over time. There were other
reports, however, in which the pilots reported following the correct procedure but still encountered
problems:

e CLEAREDTORBVVIAROUTE CLEARANCE DIRECT TOSWANN N3909.0W0761 DIRECT BROSS
N3911.4W0755J42 RBV N4012.1W07429. +LOAD NEW RTETO RBV+AFTER RBV CLEARED TO
Z727Z ASFILED, JCOBY3.SWANN, CLIMB VIASID, EXPECT FL310 10 MIN AFT DP, DP FRQ SEE SID.
FO (First Officer) and myselfreviewed the revised clearance, accepted it and he loaded it into
the FMC via the LOAD FMC prompt. He then added JCOBY3.SWANN departure into the FMC. We
reviewed the FMC to see that it followed the revised clearance.... As we continued to climb
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toward SWANN (probably around 15000 ft), Dulles Departure asked where we were heading
and FO replied direct SWANN. ATC then gave us a heading to the right and said we were
supposed to be on the published departure. ..ATC admitted that it was confusing and many
aircrew have made the same mistake. His wording was “we have taken this to the national
level” regarding this confusion. He said our deviation was no problem and gave us direct
SWANN. (1404536, 2016)

e | failed torealizethe EWR 4 departure was not loaded when we uploaded our new routing -- a
pilot bulletin cautions about this very issue. The before takeoff checklist should have caught this
error, but when | completed the checklist, | either saw what | wantedto see or the departure
was there and somehow got dropped out later. (1695117, 2019)

e “Eachtime TERPZ 6.0TTTO was selected, FOXHL populated. We were both left confused as
OTTTO only populated when the OTTTO transition was selected”. (1539850, 2018)

One pilot expressed concernabout not being able to verify the revised DCL:

e “We uploaded the new clearance using the load prompt, re-entered the departure runway, SID,
arrival runway and STAR. However, the concern with the procedure is that there appears to be
no way of verifying that the new uploaded departureis accurate”. (1367183, 2016)

The following report submitted by an air traffic controller describes a local systemic error indicating that
pilot erroris not the only source of performance problems, “There was clearly confusion about the
CPDLC [DCL] clearance upload. I listened to Clearance Delivery explain all details about the TRUKN2 SID
with the SYRAH transition... the flight was showing direct SYRAH off of the airport. | have seenthis
before and we have had multiple pilot deviations due to this exact confusion.” The controller goes on to
suggest that FAAshould ensure that “uploads work for the pilots”. (1611071, 2019)

7.2 Failure to Detect One or More Differences in a Revised
clearance

Several reports some of which involved DCL, describe the more pervasive error of pilots not noticing the
difference between the clearance just received and the one they had already enteredinto the FMS:

e Pilot missedthe different squawk code in the new clearance. (1781968, 2021)

e Crewreceived arevised clearance but did not see any differences between the clearance and
what was already loaded in the FMS. They did not load the revision, despite the LOAD prompt.
(1215694, 2014)

e There wasanamendment of the [SID] to fly the HOLTZ 1 transition. We loaded that to the CDU
[Control Display Unit] with the clearance prompt, then accepted the clearance. However there
was no change to our filed route other than the [SID] HOLTZ1 vs. LOOP8. Enroute ATC asked if
we were proceeding on course to PKE. We advised no, we were proceeding to DAG as filed. ATC
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then gave us a vector and a new route. Apparently ATC had us on a completely different route
than we had on the [flight plan]. This was not given to us from CPDLC. The only change shown
was the [SID]. (1372189, 2016)

Pilot didn’t notice difference betweenrevision and filed route and erroneously ‘corrected’ what
was loaded with the load prompt. (1385776, 2016)

“...we got Release 2, which we did not notice had different routing after ZALEA”. (1518068,
2018)

“The route looked familiarand | didn't notice the route change... The ability to print CPDLC on
the ACARS would have trapped my error.” (1765957, 2020)

7.3 Subtle Differences in Revised Clearances

Small differences between clearances are more difficult to detect thanlarge differences. When

clearances are nearlyidentical, the pilot may mistakenly believe that the clearance theyjust received is
the same as the one already entered into the FMS. The following two reports exemplify this

vulnerability, even when both pilots examine the clearance:

“Both of us missed...a subtle waypoint change after N4940W from N4950W to N4850W.”
(1611105, 2019)

The actual printout was "ZZZZA3. 22777", which means the ZZZZZ transition with the "dot" in
between. We missedthat dot. We both assumedthe [DCL] clearance was direct from ZZZZAto
27777.(1778699, 2020)

Even when proper procedures are followed, both pilots can miss a small difference between the original

and revised clearance, as demonstrated by this report from en route operations:

“We checked and found that we still had our originally filed points of 50NO30W and 50N020W in
the FMC and not the cleared points issued to us of 51N0O30W and 51N020W. We changed the
points and sent the info to dispatch. The leg we were on (to 51N040W) was correct so a Gross
Navigation Error didn't happen, but we unintentionally set ourselves up for one. | don’t know if
the Gander Radio operator couldn’t actually read the report or if that was a tactful way of saying
“Checkyour planned flight route because what | see doesn't match.” The most ironic thing
about this almost-incident was that the Captainand | had quite literally just finished re-reading
the Atlantic oceanic route clearance procedures in the FOM [Flight Operations Manual]. In spite
of that, we stillmanaged to miss digit changes on two points! We apparently saw-and/or-read
what we expected to see instead of what was actuallythere”. (1241013, 2015)

One report identified a factor that could contribute to not noticing a difference betweena newly

received message anda previous clearance:
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e “Too often now, we receive a ‘load new route’ clearance when it is the exact sameroute as is
filed. Then the new route and old clearedroute are on two separate pages of the CPDLC. | think
this can cause confusion and omissions”. (1588478, 2018)

There are no data that identify how often pilots receive a ‘repeat’ clearance inactual operations, but
anecdotally pilots report that it ‘happens, but it’s rare’ (G. McMullin, personal communication, 2021).

7.4 Wishful Thinking

Several MORs identified cases where pilots read what they expected, or hoped, to see, ratherthan the
actual clearance. The following two ASRS reports mirror this vulnerability:

e We were flying our first trip using CPDLC (Controller Pilot Datalink Communications). ...We sent
a request for FL430. ATC replied unable due to traffic. [Later] we received the message “standby
your trafficis climbing.” [A few minutes later] we received the message “your trafficis moving.”
Shortly after receiving [that] message we received a message that both | and my First Officer
interpreted as a clearance to climb to FL430. We initiated a climb rate of approximately 300 fpm
[feet per minute]. Passing approximately 41,800 feet we received a message todescendto
maintain FL410. We immediately initiated a descent and returned to FL410. [We then] received
the message “maintain FL410. Possible higher once traffic moves.” [Shortly thereafter] we
received the message “climbtoand maintain FL430.” Both myself and my First Officer are
perplexed with this series of events. We both saw a message which we both interpretedas a
climb clearance. We both saw a message instructing us to descend to FL410. Neither of these
two messages are stored inthe messagelog. (1613422, 2019)

e “This was simply an altitude deviation due to wishful thinking because of our immediate
circumstance. The Captainand | both thought we saw a clearance to FL330 because that’s what
we wantedto see. At the time we were in heavy turbulence... we decided torequest a higher
altitude from ATC. They denied our 34,000 ft. request so we immediately sent another request
for 33,000 ft. The Captainand | both thought we saw a clearance to 33,000 ft. At the time we
were in very turbulent air. After we started the climb | checked CPDLC to make sure report was
armed. When | couldn't find the report prompt | realized our mistake and informed the Captain.
By that time we received a call from ATC...”. (1689558, 2019)

7.5 Messages Received in Quick Succession

A shortinterval between CPDLC messages has beenshownto increase the chances of pilot error both in
executing a CPDLC message (by failing to implement part of the clearance)and missing a voice
transmission as well as significantly lengthening the pilot response time and clearance entry times for a
data link message (Dunbar et al., 2001). The following report from US domestic en route airspace
exemplified this:
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“It was a little overwhelming with all of the ATC messages we were receiving on the CPDLC... We
had been receiving one CPDLC message (from Kansas City [Air Route Traffic Control Center])
every five toten seconds for over a minute. Captainwas PF (Pilot Flying) and also answering all
CPDLC messages. As PM (Pilot Monitoring), it was difficult to read all messages and keep up with
PF as he zipped through the messages trying tocomply”. (1587588, 2018)

7.6 Message Complexity

In controller-pilot voice communications, complex messages are known to be more error prone than
simple messages. The following reports identify the need for CPDLC clearances to be as simple as

possible, especially in response to a pilot request:

“I suggest that ATC not give a route change without an advisory warning. And to not give a route
change when the previous request was an altitude change only. ...New York's practice of issuing
multiple changes (i.e., temporary FL change and a route change more thanone thousand miles
distant)in one CPDLC communicationis an unsafe practice that lends itselfto many
misinterpretations and errors.” Similarly, the narrative for the other pilot involved in this event
alsosuggests that complex clearances can be problematic: “When sending amended or revised
CPDLC clearances, send onlyone (1 item) per message toacknowledge. |.e. altitude, speed, or
route/fixes, only one per message, not multiple as this form of communication is very simplistic
and doesn't lend well to complex clearances”. (1231548, 2015)

“I think the combination of both a climb and route change clearance combined into one ATC
message causes the slow response time in the computers” “the message stated “ROUTE AND
ALTITUDE CHANGE,” but still saw no routing. [Pilot Monitoring] noted that on page 2 of the
message we saw the "ARM" for the altitude reporting and that no "LOAD" prompt appeared. We
exited out and re-entered the received messages and noted that after about a minute, a "LOAD"
prompt appeared. There was still no routing, just a LOAD prompt”. (1663375, 2019)

Both pilots missedthe cancellation of the block altitude clearance. It was imbedded in the re-
route due to weather. Pilot suggested that twoseparate messageswould have been more clear.
(1767811, 2020)

1.7 Clearances that Cannot be Complied with Due to Aircraft

Performance

Aircraft performance limitations need to be assessed before pilot “WILCOs” the clearance.

@ Vzise

The flightcrew requested a climb to FL390 via CPDLC for fuel efficiency and a smoother ride.
While the exact clearance sentis uncertain, it was most likely CLIMB to FL390, CLIMB toreach
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trackthe progress. “Seeing that we had a 6-minute window, more or less, | opened the vertical
speed window on the FMS and initiated a 400 feet/minute accent, whichwould produce a level-
off, easily, within the required time-frame and not noticeable for the passengers. Instead of
being concerned with the exact plotting of the required level-by clearance, we both agreed that
it was very clearly, a level-by-[fix] clearance. Looking at the prog page/position on the FMC, |
initiated a level-off at FL390 about 5 minutes later, or 19.5 degrees, withinthe requested
window. We had armed the CPDLC toreport the level FL automatically, which we verified was
sent properly.... A definite surprise having a call regarding our non-compliance! On a similar
flight, the next sequence after my submission of the text above, | did a test of aircraft
performance in an identical time scenario. With a normal autopilot pitch up and normal
power/throttle advancement, plus a no wind condition (we compared no tail wind potentialand
then subtract for a strong tailwind/ground speedincrease). With a 90 knot direct crosswind, we
startedatime hack and it took 1 minute and 22 seconds to cover the distance from [our current
position]. | figured that without 95 knot direct tailwind, we would have had to be level in 1
minute, 6 seconds. This type of clearance is normally received with - be level by - 3 degrees,
which gives a lot of time to climb. Since this was a “stand on your tail” clearance, we both were
lured in to thinking it was a degree and a half to climb, not 3/4 of a degree to climb. Our fault,
no doubt, as we should have rejectedit”. (1357038, 2016)

“We complied with SID and crossed RUGBB at 12,000 feet. But we did not comply withthe
CPDLCinstructionto cross JHAWK at 12,000 feet. Looking back, there is no way we could have
crossed JHAWK at 12,000 feet regardless”. (1587588, 2018)

7.8 Pilot-ATC-Dispatch Coordination

For air carrier operations, the company dispatch, ATC, and pilot need to have a common understanding
of what routes the aircraft can accept:

7.9
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“For months, basic 757s have not been allowed to do RNAV [Area Navigation]. Dispatchfiles a
non RNAV SID. We file correctly, they change it. We then told them we can’t do it, they change it
back. Tower then tells us to fly something we told them TWICE we cannot do”. (1456356, 2017)

The planned route to avoid ATC Zero airspace became unavailable and ATC provided a new
route which resultedin the flight being in a non-radar environment. First Officer stated that they
were later informed by company that they were not allowed to accept such a route. (1782749,
2021)

Dispatcher planned a flight through HF required airspace on a non-HF equipped aircraft.
(1782619, 2021)

‘Oceanic Clearance’ is Not a Clearance
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To enter oceanic airspace, the pilot must submit a Request for Clearance (RCL). The RCLcanbe
submittedvia data link and must include the Oceanic Entry Point (OEP, the waypoint at which the
aircraft first enters the oceanic control area), Estimated Time of Arrival (ETA) for the OEP, requested
speed (Mach number) and requested flight level. In response, ATC sends an ‘oceanic clearance’. Two of
the reports describe the error of pilots interpreting the flight level component of this “oceanic
clearance” as a clearance, when in fact, it is more of an ‘expect’ message.Inone case, the clearance “FM
ELSIR/1136 MNTN FL350” was interpreted as an immediate climb to FL350 (1597062, 2018). The
message is anabbreviation from ELSIR (the oceanic entry point, which you are expected to cross at
1136) maintain Flight Level 350’. However, the flight level contained in the ‘oceanic clearance’ is not a
clearanceto climb, eitherimmediately or upon crossing the entry point. In fact, the pilot is not cleared
to climb to the specified altitude until instructed to do so. A report of a similarincident is more detailed:

e “Captaindidn’t wait for clearance to climb given the oceanic clearance. ‘FM OGIVO/1619 MNTN
MO084 F350’ After ADEMA and in XX07 Airspace the Captain climbed to FL350 just prior to
OGIVO per the Oceanic Clearance. Theythen receiveda CPDLC to "climb and maintain FL350,
report leaving FL340 and report reaching FL350". They senta CPDLC that they were level at
FL350. | felt the Captainshould have gotten a clearance from Murmansk (current controlling
authority) to climb to FL350. This is the second time in as many months I've seenthis. And my
second [report] on this issue. | am looking for direction from the [report] review committee
and/or the FAA's or controlling authorities interpretation on this issue as to the requirement of
getting a climb clearance tothe higher cleared altitude of the oceanic clearance, as wellas what
is required if you are not yet at your Oceanic Clearance Cleared Altitude and you reachthe
Oceanic Coast out fix. (1309772, 2015)

Changing flight levels upon the receipt of the oceanic clearance has also occurred many times in
Canadiandomestic NAT airspace and is slated for removalin 2023 for all NAT sites (Shelley Bailey, NAV
Canada, personal communication, 2022). The FAA has already discontinued its use.

7.10 The Need for Timely Resolution of Requests for Weather
Deviations

The vast experience with CPDLC comes from the oceanic environment. One issue specific to the oceanic
environment, but relevant to clearance negotiation is the need for timely resolution of requests. As seen
in the MORs, there were several reports of pilots deviating from a clearance to avoid hazardous
weather. These events exemplify the need for timely responses from ATC to requests for weather
deviations. Between 2011 and 2019, sevenreports described instances of pilots requesting a weather
deviation and then maneuvering without authorization (1285660, 1620468, 1581840, 1570879,
1168184, 1157377, & 964149). Insome cases, the pilot received an UNABLE response from ATC, while in
other cases, noresponse was received. In each case, the pilot maneuvered on the authority of pilot-in-
command to preserve the safety of the flight but failed to follow the prescribed procedure.

@ Vzise

Clearance Negotiation 40



7.11 Display Issues

One advantage of ASRS reports is that they contain pilot insight into the factors that contributed to the

error. One limitation of pilot reports is that there is no way to know exactly what the clearance was or

how it was displayed to the pilot. Several reports contain comments from pilots that the way in which
the message was displayed contributed to the error:

“We received aresponse in large lettering, “UNABLE REQUESTED ALTITUDE DUE TO TRAFFIC,”
followed by smalllettering, “climbto and maintain FL350.” We missed the clearance to climb to
FL350 and maintained FL340”. (1683293, 2019)

“...Since the ‘at N20E160’ is not located next to the rest of the reroute, it is very easyto miss.
Having it separated by even a few lines makes it very easyto miss when verifying the correct
clearanceis loaded and executed.” Inthis case, both pilots independently viewed the message
and made the same mistake. (1618371, 2019)

“Receiving the ATC clearance over the Air Traffic Control Data Link system without the ability to
print the clearance and crosscheck withthe FMS (Flight Management System) & SID is
cumbersome. The clearanceis displayed on a smallscreen, often times with multiple pages for
the clearance. When reviewing the clearance, and paging through each page can cause the pilot
to miss the full clearance. Inthis case, we both separately reviewed the clearance on the CDU
and did not see the altitude restriction of 4,000”. (1684522, 2019)

“Clearedto [exit point] via route clearance” to which | thought it was our normal, but differently
stated, ‘verifyroute’ message. | said accept, and the international relief officer hit “load” (I
thought it was an “accept” prompt) and execute before | noticed it was a load button and |
never saw the execute action it was so quickly done. Then we got 5 different CPDLC messages,
some of them repeats, about verifying route etc. [for the next 10 minutes]. It was somewhat
confusing so many messages. At no time, did any of the messages saythere was a change toour
clearance. ...It was only going through the log of CPDLC we found the error. On the [earlier
CPDLC] message, onthe greenscreen, [it] doesn't say what the points are, or that thisis a
change, but when you print it out, you see the points and because it was executed so quickly
(again, I thought it was an “accept”), | didn't realize it was loading these new points. (1673768,
2019)

Pilots saw CLEARED TO [position] via.. on the printout, but on the FMC screenit looked like they
were cleared direct to [position] “We then looked at our Printed clearance, andsaw on that,
clearedto ILC via SYRAH Q128 JESICA Oaks8 this is a revised clearance. This does NOT show up on

on the FMC is a problem. 1371169 (2016).

It should be noted while it is difficult to determine what was displayed to the pilot on the display
intended for that purpose, an ICAO NAT OPS Bulletin, NAT Data Link Special Emphasis notes that the
uplink “CLEARED TO (position) VIA (route clearance)” may not show the “VIAROUTE CLEARANCE”

@ Vzise

Clearance Negotiation



portion until it is loaded. (ICAQ, SPG, 2021). This error in which a pilot interpreted “Clearedto POSITION
via route clearance” as direct to position continued to be reported in a total of four ASRS reports, the
other three of which were reportedin 2020 (1773600, 1773597, 1773600). Although there were no
MORs in this data set involving this error, the DCIT has identified it as the most commonly observed pilot
error associated with en route CPDLC clearances (as of January 2022).

e Two reports suggestedthat CPDLC should display the full route clearance if any revision has
occurred. One noted that, “Just as clearance delivery would read the full route clearanceif a
route change has occurred or PDC would clearly show the revised segment, CPDLC should do the
same. And CPDLC should clearly state thereis a revised route” (1383341, 2016). Another stated,
“I think if the CPDLC had displayed the full route it would have made this a non-issue... Also, a
better briefing of both the departure SID and arrival STAR (since it was a short flight) may have
highlighted the error”. (1369842, 2016)

It should be noted that it is not possible to change the presentation format of the clearancein FANS, on
the FMS display. Also, while the procedures to display the full route differ among aircraft, each FANS
aircraft has this capability. Finally, a thorough briefing of the route, including SIDs and STARs is standard
operating procedure, with or without CPDLC. While identified as a display issue by pilots, proper training
could help to mitigate these events. Pilots who operate aircraft on which it is necessary to LOAD the
clearance before being able to see the entire clearance should be trainedto do so.

7.12 The Importance of Flightcrew Training and Procedures

The importance of training on the implementation of CPDLC (both for en route operations and for
departure clearances) was alsorepresentedin the reports. One report described an incident in which
the pilot did not understand the basic procedure that the amended clearance to FL360 cancelled his
previous two climb clearances (1386341, 2016). Ina report from 2020, a pilot familiar with CPDLC was
surprisedto seea CPDLC clearance inthe en route environment:

e “ATCon CPDLC (Controller Pilot Datalink Communications) gave us a climb and maintain FL 360
without an ATC controller assigning us a clearance via radio. | don’t remember seeing or reading
if B737’s canlegally accept this type clearance. Why is ATC giving us CPDLC altitude clearances?
We're not ETOPS [Extended-range Twin-engine Operational Performance Standards] over
Washington DC! Now they're giving us reroutes via CPDLC. | don't know if we can accept these
as well. | have talked to many pilots and the Assistant Chief Pilot and no one has an answerto
my situation”. (1767444, 2020)

One early report describes the first officer accepting the clearance without conferring with the Captain
and then realizing that this was a mistake. A later report confirms the unnecessary vulnerability of a
single pilot processing the clearance when two pilots are present:

e “Ishould have discussed the clearance with the Captain prior to accepting/rejecting it via
CPDLC". (1352613, 2016)
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e “lhad the expectationthat the ATC route clearance had no changes, sol verbally briefed the
route “as filed” and failed to visual[ly] review the CPDLC a second time for any possible
revisions.... | immediately pulled up out CPDLC clearance and we both realized for the first time
that we had received, missed and failed to load a revised ATC route clearance prior to takeoff.
We then loaded the amended clearance and continued the flight without incident. (1644396,
2019)

To guard against the human vulnerability to see what one expects to see, the procedure recommended
in the ICAO GOLD Manual (Doc 10037, 2017) is for each pilot to independently and silentlyread the
clearance before discussing it with the other pilot. If one pilot reads it aloud before the other pilot sees
it, the second pilot is predisposed to see what was heard and is not likely to detect small differences
between the two.

e “ClearedtoZZZ APRT LGA5 EXCEPTTURN LEFT HDG 360 FOR RVTHEN AS FILED”. Whenl|
received and acknowledged the clearance, | read it to the Captainstating EXPECT TURN TO 360
instead of EXCEPT .... the Captainreadthe CPDLC and acknowledged what we briefed. (1702288,
2019)

It should be noted that, from a human factors standpoint, the use of highly confusable words, such as
‘expect’ and ‘except’ in CPDLC clearancesis problematic and should be minimized.

Itis equally critical toverify the route enteredinto the FMS against the clearance in its entirety,
although not all pilots seem to view this as important:

e “Obviously, had | checked each individual fix, | would have caught the problem”. (1572982,
2018)

e “lchecked the MOD as | stated, but | did not recheckthe whole route, why would I....The Pilot in
Command was inside FBO doing PIC duties. We did not check route together. But that is not
unusual”. (1590376, 2018)

7.13 Recommendations from Flightcrews

Several pilots suggested changing the ways in which the CPDLC clearances are displayed to them.
However, this is not possible with current equipage. Pilots also expressed a desire to be able to print the
CPDLC clearance, but the printers are not currently certified to provide a true representation of the
clearance. The best recommendation came from a report describing a clearance negotiationthat
resultedin flightcrew error. In this case, the flightcrew requested an altitude change, received a route
revision, and missed the altitude revision. The pilot stated, “l suggest that ATC not give a ... route change
when the previous request was an altitude change only. The co-pilot similarly suggested, “When sending
amended or revised CPDLC clearances,sendonly one (1 item) per message toacknowledge. i.e. altitude,
speed, or route/fixes, only one per message, not multiple as this form of communication is very
simplisticand doesn’t lend well to complex clearances.” (1231548, 2015). This is a sound
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recommendation thatis reflectedin ICAO guidance; altitude requests should be responded to directly.
Similarly, clearances should be as simple as possible to minimize error.

8.Guidance for Flightcrews on Clearance
Negotiations

Guidance on clearance negotiation needs to be specific to the aviation environment in which it will be
used. The CPDLC messagesand procedures that pilots can use are different in the US oceanic and
domestic en route environment than in the oceanic environment.

8.1 Clearance Negotiationsin the Domestic En Route
Environment

The Pilot Handbook - U.S. Domestic Controller/Pilot Datalink Communication (CPDLC) Operations
describes the clearance negotiations possible in today’s en route environment (Harris, 2021). The
flightcrew may request a clearance to proceed direct to a position on the current route (using REQUEST
DIRECT TO [position]) and request a change in altitude (using REQUEST [altitude]). Altitude requests in
the en route environment are limited to single altitudes; block altitudes are not currently supported. The
use of any other REQUEST message available in FANS will result in an automatic error message being
sent to the aircraft. Anautomatic message of “respond UNABLE” and “DOWNLINK MESSAGE NOT
SUPPORTED” will also be received if the flightcrew requests both an altitude change and a REQUEST
DIRECT inthe same transmission. It is important for flightcrews tobe aware of the different capabilities
in the different environments.

The NAT Oceanic Errors Safety Bulletin Ops Errors Safety Bulletin states that the flightcrew should revert
to voice communications as needed to “clarify the meaning or the intent of any unexpected,
inappropriate or ambiguous CPDLC message” (ICAO 2021, p.7). The Pilot Handbook stresses repeatedly
that the flightcrew should contact ATC by voice if the CPDLC message is ‘unclear or conflicting’ (Harris,
2021, p.4).

8.2 Clearance Negotiationsin the Oceanic Environment

ICAO documents offer globally harmonized guidance on air trafficand flight crew procedures. The GOLD
Manual (ICAO Doc 10037, 2017) is the authoritative source of guidance for air traffic controllers and
pilots in the use of controller-pilot data link communications in oceanic airspace. It contains best
practices for pilots and controller to minimize error and specific guidance on clearance negotiation. The
GOLD Manual originated as a regional guidance document before it was revised and published as a
global manual. While the document has since been updated, the latest update has not yet been
published (the expected publication date s late 2022). Material that will appear in the future revision is
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referenced here as ‘ICAO Doc 10037, in press’.

8.2.1 General Guidance for Flightcrews on CPDLC

The GOLD Manual contains several general recommendations for flightcrews to minimize errors
associated with CPDLC clearances:

Use of standard messages

The flightcrew should use standard downlink message elements to compose and send clearance
requests. This means that the flightcrew should select the preformatted messages inthe systemrather
than construct them using free text.

Use of standard phraseologyand abbreviations
When no appropriate message element exists, the flightcrew should use standard ICAO phraseology and
abbreviations to compose the free text message.

Use of appropriate flight deck display

Flight deck printers are not certified for the purpose of displaying CPDLC messages. The GOLD Manual
reminds flightcrews that all messages should be reviewed using the flight deck display certified for this
purpose, since “printers may not produce an exact copy of the displayed CPDLC messages with required
reliability” (Section 3.3.15, ICAO Doc 10037, in press).

Independently and silently read and confer

Identified by many as the “GOLD procedure”, the GOLD Manual specifies that “Each flight crew member
(e.g., pilot flying and pilot monitoring) should individually review each CPDLC uplink message prior to
responding to and/or executing any clearance, andindividually review each CPDLC downlink message
prior to transmission. Reading a message individually is a key element toensuring that each flight crew
member does not infer any preconceived intent different from what is intended or appropriate. Reading
the message aloud would bias the other flight crew member and could lead to the error of ‘reading’
what was read aloud as opposed to what was actually displayed” (ICAO Doc 10037, 2017, p. 4-2). Edition
2 refines this guidance to read: “Both pilots should individually and silently read each CPDLC uplink
message from the flight deck displays (including the uplink time stamp)and discuss prior to responding
to and/or executing any clearance. Reading the message aloud would bias the other flight crew member
and could lead to the error of ‘reading’ what was read aloud as opposed to what was actually displayed.
The procedure of reading a message individually and then conferring is critical to preventing errors due
to pilot expectations, particularly with complex or conditional clearances.” (Section3.3.1.3, ICAO Doc
10037, in press). Bothversions of the GOLD Manual also stress the importance of eachflightcrew
member individually reviewing any CPDLC downlink message before being sent.

The GOLD procedure is the best safety net for errors associated with conditional clearances. As
previously discussed, ICAO has long recognized the increased propensity for communication errors
associated with conditional clearances. Both the current edition of the GOLD Manual and Edition 2 (in
press)state that, “While conditional clearances add to the operational efficiency of the airspace, they
have been associated with a large number of operational errors.” (ICAO Doc 10037, 2017, p. 4-10; and

@ Vzise

Clearance Negotiation 45



Section 3.3.6.1, ICAO Doc 10037, in press.) Edition 2 also advises controllers that they, “should only use
conditional clearances after determining that the operational efficiency outweighs the risk of a missed
condition on the clearance” (Section 3.3.6.2, ICAO Doc 10037, in press).

The GOLD procedure can also help to guardagainst interpreting an EXPECT message as a clearance.
While EXPECT message elements can be useful for planning purposes, they canalso lead to errors when
pilots mistakenlyinterpret one as a clearance. The GOLD Manual identifies messages containedin the
FANS 1/A CPDLC message set that should no longer be used (such as EXPECT [altitude] AT [time])
because of potential misinterpretationand suggests that instead, controllers issue messages that cannot
be construed as a clearance, suchas EXPECT HIGHER at [time]. The GOLD Manual also reminds
flightcrews that they should not act on an EXPECT message as ifit was a clearance. (An exception is
when the EXPECT message is received as part of an ATC departure clearance where compliance may
constitute part of the radio communication failure procedure).

8.3 Clearance Negotiation

All negotiations begin with a request. It is a common practice for pilots to request a change of altitude to
avoid turbulence or improve aircraft performance. As the GOLD Manual specifies, if a controller cannot
issue an altitude clearance that has been requested by the flight crew, the controller should reply
UNABLE to deny the request and include any reasonfor the rejection (such as DUE TO TRAFFIC). This
guidance represents a ‘lessons learned’ fromincidents in which controllers responded to an altitude
request only with a clearance to a different altitude that they could accommodate. Too often, in these
cases, the pilots flew to the altitude that was requested, rather thanthe altitude in the clearance. The
reply of UNABLE serves todecrease the chances that the pilot will mistake the controller’s response as a
clearance to the requested altitude. The addition of the reasonas to why the request cannot be granted,
fortifies the UNABLE message, but still has not prevented pilots from seeing the altitude clearance that
they requested.

The GOLD Manual further specifies that, in the case in which the requested altitude cannot be issued,
the controller may subsequently uplink an alternative clearance, suchas anintermediate level or climb
to begin at a future time in a separate CPDLC message. This is only to be done if the controller has
reasonto believe that the clearance can be accepted by the flightcrew. The guidance states that, any
alternative clearance, such as an intermediate level or a climb in a conditional clearance, should be
subsequently uplinked in a separate CPDLC message (ICAO Doc 10037, 2017, p. 3-18). This guidance has
evolved, however, to state that the alternative clearance may be sent in the same message as the
UNABLE response (annotated with the reason) to the request (Section 3.3.10.1.1, ICAO Doc 10037, in
press): “If the controller deems that the flight crew is likely to accept an alternative clearance
(intermediate level or deferred climb), the controller may uplink the clearance in the same message or
in a separate CPDLC message.”

The examples below were adapted from the ICAO GOLD Manual (Doc 10037, in press). Inboth
examples, the flightcrew has requested a higher altitude of FL370 and the controller is unable to grant
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the requested altitude due to traffic. Inthe first example, the controller offers an intermediate altitude
in the same message:

Flightcrew | REQUEST CLIMB TOFL370
Controller UNABLE

DUETO TRAFFIC

CLIMB TOFL360
Flightcrew | WILCO or UNABLE

In the next example, the controller issues a clearance to an intermediate altitude in a subsequent
transmission.

Flightcrew REQUEST CLIMB TOFL370

Controller UNABLE

DUE TO OPPOSITE DIRECTION TRAFFIC
Controller CLIMB TOFL350. REPORT MAINTAINING FL350
Flightcrew WILCO or UNABLE

If, however, the controller is uncertain as to whether the flightcrew would be able accept an alternative
clearance, the controller should negotiate the clearance prior to issuing it. The GOLD Manual states that
the controller “should negotiate the clearance with the flight crew” (p. 3-18) prior to issuing any
alternative clearance that the flightcrew might not be ableto accept. While the current version has
limited guidance on clearance negotiation, this is remedied in GOLD Manual Edition 2 (in press). The
increased operational importance of clearance negotiationis alsoreflected in the recent change to the
title of the relevant section; “Offering alternative clearances torequests” (ICAO Doc 10037, 2017) was
changedto “Clearance negotiation” (Section 3.3.10, ICAO Doc 10037, in press).

When negotiating a higher or lower altitude, the controller should use the appropriate standard
message toinquire when the pilot can accept a given altitude — “WHEN CAN YOU ACCEPT [level]”. In
response, the flightcrew should compose the response from those preformattedin the system for that
specific purpose, rather than composing a response using free text. These preformatted messages on
the flight deck are prepopulated sothat only the variables need to be inserted after the message is
selected. For example, upon receipt of the message, “WHEN CAN YOU ACCEPT FL350”, the flightcrew of
an equipped aircraft will be presented with the preformattedresponse “WE CAN ACCEPT FL350 AT
[time]”. The time is the only variable and would be selected by the flightcrew. Under no circumstances
should pilots respond with a free text message (such as ‘now’) and proceed to the stated altitude
without a subsequent clearance to that altitude. Note that following this procedure could have
prevented several of the errors found in this analysis.

In the following example, the aircraft is maintaining FL330. The controller is unable toissue the
requested clearance, and queries whether the aircraft can accept a flight level thatis higher than
requested.

Flightcrew REQUEST CLIMB TOFL370

Controller UNABLE

DUE TO OPPOSITE DIRECTION TRAFFIC
Controller WHEN CAN YOU ACCEPT FL390
Flightcrew WE CAN ACCEPT FL390 AT TIME 2200
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FNote that, in this example, the flightcrew cannot begin the climb to FL390 until the clearanceis
received, even if the current time is 2200. Controllers might also query the flighcrew CAN YOU ACCEPT
(level) AT TIME (time) or CAN YOU ACCEPT (level) AT (position). Most FMCs have the capability to
provide the flightcrew with an estimate (intime and/or space) as to when a given altitude can be
achieved. However, these estimates are only as accurate as the information (particularly wind
information) usedto compute them. The GOLD Manual emphasizes this difference between negotiation
messages and a clearance. “The flight crew should recognize that the negotiation referencedin 3.3.10.1
and 3.3.10.2 does not constitute a clearance (even when the option under negotiation could be
acceptedimmediately)” (3.3.10.3, ICAO Doc 10037, in press). The flightcrew is always required to wait
until the actualclearance is received before a maneuvering the aircraft.

8.4 Multiple clearance requests

The GOLD Manual states that the flightcrew should avoid sending multiple clearance requests in a single
downlink message. For example, the flightcrew should send separate downlink messages for REQUEST
CLIMBTO (level) and REQUEST DIRECT TO (position) unless there is an operational need to combine
them in a single message; in this case, the flightcrew does not want to climb unless they can proceed
direct to the stated position.

If the controller receives multiple clearance requests in a single message and canapprove all clearance
requests, the controller is required to respond in a single message that includes the appropriate
clearance for each request in the message (ICAO Doc 4444, 14.3.2.3.6). Inthe following example, the
flightcrew requests a climb to FL370 and a clearance to proceed direct to the position TONTO. (The
flightcrew should only make such a request if the desire is to climb only if they can proceed direct to
TONTO.)

Flightcrew REQUEST CLIMB TOFL370
REQUEST DIRECTTOTONTO
Controller CLIMBTOFL370

PROCEED DIRECTTOTONTO

If the controller receives multiple clearance requests in a single message and cannot approve all the
clearancerequest elements, the controller is required to send, in a single message, UNABLE, which
applies to all elements of the original message (ICAO Doc 4444, 14.3.2.2.5). The controller may, but is
not required to, include a reasonfor the rejection (such as “DUE TO CROSSING TRAFFIC”).

If the requested altitude is only available if the aircraftis able to cross a position at a specific altitude,
the controller would issue the mutually dependent clearances in a single message. Inthe following
example, the requested altitude is FL350. The controller canonly issue FL350 if the aircraft crosses the
position TAFFY at or above FL310. In this case, the controller would issue the mutually dependent
clearances as follows:

Controller CLIMBTO FL350
CROSS TAFFY AT OR ABOVE FL310
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Note that it has long been the case that the flightcrew should only respond with WILCO if all the
clearances in the entire message can be complied with. Ifthe flightcrew cannot comply with a portion of
a multi-element message, the flightcrew should respond to the entire message with UNABLE.

We have seen that crews can become frustrated with the lengthy response time of ATC to such
requests. We have alsoseen that a controller may need to take multiple actions before they can grant
such requests. Any streamlining of these processes tobe able to respond quicker to pilot requests will
help realize the projected benefits of clearance negotiation. The GOLD Manual contains guidance for
flightcrews who have not received a response to a non-urgent request message tochange altitudes
within what they perceive as areasonable time. If the flightcrew has not received a response within the
expected time, they should query the controller as to when aresponse can be expected either by voice
or by using “WHEN CAN WE EXPECT [higher/lower]” (ICAO Doc 10037, 2017, p. 4-14). The controller
then responds with “YOU CAN EXPECT [higher/lower] AT [time/position]” (ICAO Doc 10037, 2017, p. 3-
10). Similarly, pilots are instructedto avoid the use of the message “WHEN CAN WE EXPECT DESCENT
/CLIMB TO (level)’ and instead, use “WHEN CAN WE EXPECT HIGHER/LOWER LEVEL” (ICAO, Doc 10037,
2017, p. A-60). In no case should the flightcrew resend a request. There are several aspects to this
procedure that are designed to minimize miscommunication. First, it precludes the pilot from repeating
the request, thus opening another dialog that must be closed. Second, it precludes making a similar
request (e.g., for an intervening altitude) that could create an additional opportunity for error. Most
importantly, by specifying ‘higher’ or ‘lower’ rather than a specific altitude, it precludes the pilot
interpreting it as a clearance. The phraseology used in the Baseline 2 (B2) message set has evolved from
thatin FANS to reflect this; messages to expect specific altitudes at specified times or positions have
been deleted and replaced with messages to EXPECT HIGHER/LOWER.

8.5 Negotiation of 4D clearances

Dynamic TBOis described as “[using] advanced aircraft and ground automation to enable flight specific
time-based solutions for reroutes and aircraft sequencing and advanced aircraft-based pairwise
trajectorysolutions. Information will be integrated and shared to further improve NAS operations” (FAA,
NextGen’s Path to TBO, 2018). Itis scheduled for implementation in the U.S. in the 2026-2030
timeframe. The GOLD Manual Edition 2 (ICAO Doc 10037, in press) contains a description TBO that
involves the exchange and synchronization of trajectory data between ground and aircraft systems,
including the exchange of 4-dimensional clearances andintent information. This will enable the
negotiation of 4D clearances and conformance monitoring thatis more advanced thanis in use today.

A TBOclearance, or 4D clearance, consists of constraints (i.e., lateral vertical, time and/or speed) issued
by the ATC for conformance along the cleared route of flight on the 4D trajectory. Specifically, a 4D
trajectory consists of:

e the lateral path consisting of route waypoints,
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e the vertical path consisting of the predicted altitude (and vertical constraints, ifany) at each of
the waypoints forming the lateral path,

e the predicted speed (and speed constraints, ifany) at each of the waypoints forming the lateral
path, and

e the predicted time (and time constraints, if any) at each of the waypoints forming the lateral
path and specified vertical points (such as Top of Descent).

High-level recommendations on clearances and procedures for negotiationin the TBO environment
were developed regionally for Air Traffic Service Providers. They are summarized here and will be
published in the GOLD Manual Edition 2 to facilitate the development of a global procedure (ICAO Doc
10037, in press). This guidance is expected to evolve as TBO operations mature.

Prior to the start of the flight, the 4D trajectoryis negotiated and synchronized between the aircraft, the
aircraft’s operations center and air traffic control. The 4D route clearanceis sentin two uplink messages.
The 2D Route message is sent first, followed by Level uplink message. “This is because the 2D Route can
be implemented immediately by the flight crew, whereas the FL is still subject to ATCOinstruction.
Moreover, displaying long message over several pages should be avoided because of display limitations
in some current aircraft types.” (Table 4-6, ICAO Doc 10037, in press). Any modification to the 4D route
clearances would be coordinated between the aircraft and the air traffic control (and, if time permits,
the operations center).

The procedures for TBO and 4D clearance negotiation will need to be carefully defined. They will need to
consider the known risks associated with complex clearances and procedures and the need for these
clearances and procedures to be compatible with the flight deck automation and published procedures
(FAA, 2013, p. 228).

9. Summary and Future Directions

We have operationally defined complexity of CPDLC clearances as the sum of factors that contribute to
pilot errors associated withthose clearances. Tothat end, we have identified three different dimensions
of complexity that contribute to pilot errors with CPDLC clearances: visual, cognitive, and technical.

The factors identified to date as contributing to the visual and cognitive complexity of a CPDLC clearance
or those relayed by third-party voice are:

e Number of elements (pieces of information) in the transmission —the more information
presentedin aclearance, the higher the complexity of the CPDLC clearance.

e Number of lateraland vertical changes toa clearancein a single transmission (and whether the
transmission contains only one type of clearance or both). When the clearance contains only
vertical or only lateral changes, the transmissionis considered to be less complex than a
clearance that contains both verticaland lateral components.
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e Whether the clearance contains a conditional component (e.g., AT [time] CLIMB TO [altitude]).
The use of conditional clearances adds tothe flexibility of the airspace but also adds to the
complexity of the pilot’s taskand increases the opportunity for error. Pilots often miss the
conditional portion of the clearance (e.g., AT [time]) and execute the clearance too soon.

Factors that contribute to the technical complexity of a CPDLC clearance are:

e Whether the clearance contains a conditional component. Conditional clearances also
contribute to the technical complexity of a clearance in that, even when they are read correctly,
thereis a complexity to their execution. Conditional clearances that require the flightcrew to
take an action in the future can be forgotten.

e Whether the clearanceis loadable with a LOAD prompt or not, or contains a combination of
loadable and non-loadable components. When the entire clearance is loadable with a LOAD
prompt, it is less complex than the same clearance (i.e., all other factors being equal) that must
be manually entered. However, when a loadable clearance is sent with components that must
be manually entered (such as a SID), this adds tothe complexity. Multiple errors have been
observed in the addition and verification of the component of the clearance that required
manual entry.

These dimensions interact in ways that are dependent on important features of the aircraft that cannot
be characterized by the clearance alone and are not typically captured in MOR reports suchas: the way
in which the clearanceis displayed in the aircraft, the automation support for loading the clearanceinto
the FMS (i.e., the degree to which the clearance canbe loaded into the FMS with the use of a LOAD
prompt), and automation support for execution of the clearance, such as reminders of the time or

position to execute a clearance. The following factors contribute to message complexity on the flight
deck:

e Number of pages usedto display the transmission (this will vary with the equipment) — the
greater the number of pages needed to display the clearance on the flight deck, the higher the
complexity of the CPDLC clearance.

e Clearances similar to, but different, from, what was requested by the pilot are more complex
than clearances that are the same as the requested clearance. This is because the pilot has the
expectationto see the clearance requested. Several errors involved pilots flying to the
requested altitude rather thanthe one contained in the clearance.

e Revisions with small (difficult to notice) changes tothe previous clearance are more complex,
and subject to error, thanrevisions that contain a major change in the route. A common error
associated with oceanic clearances is the flightcrew flying the flight plan instead of the
clearance. While the MORs of these errors do not include information about the nature of the
error, ASRS reports reveal that pilots often review the ‘revised clearance’ andfail to notice the
differences betweenthe revision and what they have already enteredinto the FMS, and as a
result, do nothing.
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These metrics of complexity need to be considered in researchthat should be conducted when the

messages proposed to be used for clearance negotiation are identified. This research caninform the

development of guidance for pilots and controllers on clearance negotiation with the CPDLC messages

thatareto be usedin the process. Inaddition, the following are recommended:
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Determine effectiveness of current error mitigation strategies. The first logical stepin
identifying error mitigationstrategies for future operations is to examine the effectiveness of
the error mitigation strategiesimplementedin today’s operations. As previously discussed, FAA
is currently appending afree text message in domestic airspace (UM169) of the complete
routing when issuing UM79 CLEARED TO (position) VIA (route clearance). Thereis an anecdotal
report that this “seems toreduce errors”, but the FAA collects no data on how effective this is in
mitigating the errors (C. Collings, Data Link Users’ Forum, September 13, 2021).

Continueto refine procedures for clearance negotiation. The guidance on clearance
negotiation contained in The GOLD Manual was written for the message set and procedures
used in the today’s oceanic environment. As capabilities evolve, both in the en route and
oceanic environments, so will the need to refine guidance on clearance negotiation. This
guidance will need to be tailored to the available message set and procedures that are specific
to the airspace in which they will be used.

Continueto ensure that messages are developed and refined with human factors support. The
message set will change in the future as the Baseline 2 (B2) message set will be considerably
different from the FANS message set. This message set continues to be refined to support future
operations. Continued human factors support is required to help ensure that the flight deck and
air traffic procedures and phraseology for clearance negotiation are developed in tandemin
ways that seek to minimize human error.

Ensure continued data gatheringand analysis of usage and associated errors after
implementation. Once the messages are implemented, their use should be studied to examine
the effects of the various factors on pilot performance. This would require comparing the
number of transmissions issued tothe number of errors observed for each messagein the
context of other messages inthe transmission. This would be analyzed by the factors associated
with complexity as described above to help define the relative contribution of the various
factors. This information could be used to develop or refine error mitigation strategies.

Continueto refine procedures for negotiation and execution of 4D clearances. Boththe
International Civil Aviation Organization (ICAQ) draft Concept of Operations for TBO (2019) and
the FAA Vision for Trajectory Based Operations (2017) identify the introduction of TBO as an
evolutionary process. The messages and procedures to be used by flightcrews, dispatch, and air
traffic control need to be defined and designed to minimize the probability of error.
Furthermore, the challenges and operational impacts on the flight deck associated with TBO will
need to be periodically assessed as the specific interactions between TBO tasks and other flight
deck tasks change over time.
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e Continueto work within ICAO and RTCA to progress global harmonization of procedures for
clearance negotiation. The goals for TBO of increased capacity, efficiency, and predictability
with reduced fuel burn and emissions are universal. However, as the 2018 report on the State of
Harmonization betweenthe U.S. NextGen and European SESAR programs states, the
modernization strategies for Data Comm by NextGen and SESAR do not completely alignin
terms of present and planned capabilities (SESAR Joint Undertaking /Federal Aviation
Administration, 2018). This means that pilots will continue to deal with differing capabilities in
different airspaces. Continued participation within ICAO and RTCA will help to ensure that the
modernization efforts are as harmonized as possible and specific differences in phraseology
used for clearance negotiation can be highlighted to U.S. users and monitored as appropriate to
determine that no safetyissues exist.
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