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1 Introduction

This System Design Document (SDD) shows the detailed design of the TMC sub-system and how the
other components of the system are utilized. This SDD also provides traceability of the requirements
to specific design elements of the system.

1.1 Purpose of the System Design Document

This SDD describes the design of the NYC TMC component of the NYC CVPD program and the TMC
interfaces to the other system components such as the ASD and RSU. It describes the components
and functions that will be implemented in the NYCDOT TMC.

1.2 Assumptions

This section describes the assumptions used to derive the system design described in this SDD.

1.

The NYC CVPD program requires access to the Security Credential Management System
(SCMS) using the Internet. This program assumes that NYC Department of Information
Technology and Telecommunications (DolTT) will configure the NYC network so that the
CVPD servers can reach the Internet from the NYC TMC.

Availability of the production SCMS and its ability to generate the required number of
certificates.

The design for the TMC software presented here requires the ASD and RSU devices
generate the required data. The ASD and RSU devices were procured under separate
contracts during the procurement phase. Those procurement documents required the
generation of the data identified herein. Design changes were necessary during the
deployment phase of the project, and those changes are highlighted in the As-Built
Addendum — Section 7.

The RSU will be able to establish a network connection with the NYC TMC over the New York
City’s Wireless Network™ (TSN) using IPv4. The current standards for the RSU and ASD call
for an IPv6 communication path which is not available using the TSN.

"Note: the initial design for the CVPD system was based on using the City’s privately owned
wireless network, NYCWIN. During the deployment phase of the CVPD project, the City
initiated a replacement of this network which is now the Transportation Systems Network
(TSN). The TSN uses AT&T FirstNet with a Sprint backup and includes wireless routers and
PoE switches at each intersection to provide communications for traffic control, travel time
data collection, video monitoring, and has been adapted to support the backhaul needs of the
CVPD project. The current TSN usage is also constrained to IPv4, and the CVPD backhaul
design is therefore based on IPv4 for the RSU to TMC and SCMS.
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1. Introduction

1.3 Constraints

The primary constraint on the NYC CVPD system is the dependence on the City’s carrier based
network (TSN). The TSN is currently supporting only IPv4 and does not have direct support for IPv6.
The bandwidth of TSN is limited and therefore limits the amount of data that can be exchanged
between the RSU and the TMC, hence, the backhaul needs to be used efficiently. It should also be
noted that with the TSN, there are also usage charges based on the aggregate amount of data
exchanged between the TMC and the RSUs. The design has taken steps to optimize the use of the
TSN for the CV Backhaul.

1.4 Risks

There are a number of risks associated with the NYC CVPD program.

- The actual field hardware is not production hardware. While a number of vendors have
produced samples and have been developing the necessary devices to support the
deployment of CV technology, the number of such devices installed is very small and it is
likely that the project will encounter issues associated with the deployment of this equipment.

- The system is dependent on functionality in the field hardware that is not part of a published
standard, specifically the ability to define and collect events in the ASD

- Transmission of the event data is outside of the published standards

These risks are being migrated by specification of the hardware and the interfaces during the
procurement cycle.
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2 System Description

The high-level overview of the NYC CVPD is shown below. These items are discussed in more detail
in the NYC CVPD System Architecture Document (SAD).

2.1 System Purpose

The fundamental message of the New York City (NYC) Vision Zero initiative is that death and injury on
City streets is not acceptable. These tragedies happen in every community within NYC, to families from
every walk of life — from the Upper East Side to the Lower East Side; from Park Slope to Edenwald.
They happen to people who drive and to those who bike, but overwhelmingly, the deadly toll is highest
for pedestrians — especially children and seniors. The goal of Vision Zero is to eliminate traffic deaths
by 2024. The NYC CVPD project will focus on safety improvements for both motorists and non-
motorists. In particular, the crash risks increase during nighttime hours when vehicle speeds tend to be
higher and it becomes more difficult for vehicle drivers to see pedestrians crossing the roadway.

As the safety statistics indicate, surface improvements on city streets alone will not mitigate the number
of crashes, fatalities, and severe injuries long-term. While no “Silver Bullet” will end all crashes, multiple
supplemental tools are needed that can work together to attain Vision Zero’s goal. The connected
vehicle (CV) technology is one of these tools and it presents a systematic approach in alerting vehicles
of unsafe roadway conditions and prevents collisions with other vehicles and pedestrians. It will provide
numerous safety benefits that facilitate Vision Zero's goals and initiatives.

2.2 System Scope

NYC is implementing the CV technology as another tool in its quest for Vision Zero. It is anticipated
that the CV technology will reduce the number of and severity of crashes in the deployment area. In
addition to deploying the technology, New York City will assess its impacts and potential for attaining
the Vision Zero goal of zero crashes/fatalities/injuries.

The NYC CVPD project is one of three initial CV deployment projects that establish a base for growing
a nation-wide connected vehicle system. As such, its focus is on utilizing standards to build basic
infrastructure in a manner that provides a foundation for future deployments of connected vehicle
technology.

The NYC CVPD project provides a real demonstration and evaluation of the benefits of the CV
technology in a dense urban environment. NYC has deployed a robust infrastructure with advanced
traffic controllers (ATC), an advanced adaptive traffic signal control system which currently uses travel
times as part of its operational algorithms, an aggressive maintenance program, and a ubiquitous high
speed wireless network (NYCWIiN). By deploying Aftermarket Safety Devices (ASD) and Roadside
Units (RSU), our team can bring the benefits of the CV paradigm to NYC'’s Vision Zero initiative and
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2. System Description

provide the opportunity to evaluate the benefits with a significant number of vehicles that are regularly
driving in the area.

This project will also provide the Federal Highway Administration (FHWA) the opportunity to showcase
the benefits of CV technology without replacing the vehicle fleet — which is likely to be the situation for
many years to come. At the same time, the NYC CVPD will be used to demonstrate the benefits to
vulnerable road users who suffer the most from roadway fatalities in NYC.

In the ConOps, the system needs were developed for the following users: traffic manager, fleet
owners, roadway users, and system manager. They are presented using two perspectives — the
NYCDOT traffic management needs and the stakeholders (i.e. fleet owners, driver/operators) needs
for deploying, maintaining, and operating connected vehicle technology to be installed on their
vehicles. Other needs for operating and maintaining the infrastructure (i.e. core services) are also
identified. Each system need is identified with a unique number for tracing through the system
development life cycle (SDLC). For each need, a set of system requirements are developed to provide
the needed services for the users and stakeholders of the NYC CVPD.

The improvements provided by this project are summarized in the following list:

¢ Vehicle fleets equipped with ASDs for Dedicated Short Range Communications (DSRC).

¢ Initial intersections equipped with RSU for DSRC communications.

e Initial curves, entrance/exit ramps, and work zones equipped with RSUs.

o Fleet terminal facility areas equipped with RSU for DSRC communications.

¢ Significant deployment of CV safety applications.

¢ New applications for managing DSRC devices from over-the-air (OTA) updates to radio
frequency link monitoring.

The original scope of NYC CV Pilot deployment project included deploying ASDs to 10,000 vehicles,
RSUs at 300 locations, and PIDs for 100 visually-impaired pedestrian users. However, many of the
initial stakeholder organizations that had expressed interest in the NYC CV pilot program did not
continue their support. Hence, organizations such as TLC, taxi fleets, UPS, and DSNY ended up
deciding not to participate. MTA allowed installation in eleven (11) of its buses, but ultimately it also
chose to discontinue allowing further ASD installations in its buses.

This led to NYCDOT choosing NYC or DCAS fleets for partnering with other agencies to bring in more
vehicles for installation. Therefore, the total number of ASD deployments became 3,000 vehicles while
the number of RSU deployments increased to 450. In addition, the pedestrian application for the PID
to be used by visually-impaired pedestrians encountered many issues that led to delays as well. The
PID deployment number was also decreased from 100 devices to 10 prototype PIDs to be used for
testing and evaluation of the technology.

Also, procuring turnkey devices proved to be challenging. This led to delays in release, testing, and
validation of prototype and production devices. The amount of time and effort expended into
procurement, testing, and validation has been well above the original expectations made during
planning stages of the NYC CV pilot project. Additional details can be found in the As-Built Addendum
section at the end of this document.
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2. System Description

2.3 Physical System Overview

Source: NYCDOT, 2017
Figure 1 provides a simplified view of the NYC CVPD physical architecture. It focuses on the CV
devices and how they are linked to the TMC and the existing Advance Solid-state Traffic Controller
(ASTC). The transfer method for the pedestrian data from the PID to NYU is also shown. NYU is the
NYCDOT IRB for this project.

Source: NYCDOT, 2017
Figure 2 shows a more detailed high-level view of the physical architecture. This diagram includes the
external systems that will communicate with the NYC CVPD system and additional field devices (i.e.
detectors, field GPS) that will be installed and deployed.
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2..System Description

0: NYC CV Physical Layer 0 - Summary (Simplified)
2 Physical View Nov 22 2016 NYCAT

Signal Controller

[
|
| A

| | PID
|

|

I

\
v
7y
I
J

(1-2A) FieId to Field
|

v v

NYCDOT TMC RSU Bus ASD +
Commercial Vehicle
) short Range Wireless | ASD +
Light Duty Vehicle
ASD
(1-2A-B) Center to Field (1-2A-B) Short Range Wireless

(2D) Center to Field
I
|

A A
|
I
I
I

|
|
|
|
(4C) CentelI to Center

USDOT Production SCMS
' « _ _(2-4C-D) SCMS End Entity > +
' Interface Location and Time Service
v (LTS)
NYU (NYCDOT IRB)
(2C) Wide-Area Wireless
<_ __________________________________________________ -

Source: NYCDOT, 2017

Figure 1 NYC CV Physical Layer - Summary (Simplified)
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2. System Description
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Figure 2 NYC CVPD Physical View: Detailed Layer

Source: NYCDOT, 2017
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2. System Description

2.4 List of Subsystems and Components

As shown in Source: NYCDOT, 2017
Figure 2 above there are 5 primary subsystems within the NYC CVPD program:
- Traffic Management Center (TMC)
- Road Side Unit (RSU)
- Aftermarket Safety Device (ASD)
- Personal Information Device (PID)
- Performance Monitor monitoring Systems

The design of the RSU, ASD and PID devices are covered in the respective procurement documents
along with the ICD components detailing the data exchange.

The principle focus of this document will be the design of the TMC component along with its
subcomponents.
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3. Subsystems and Components

3 Subsystems and Components

3.1 NYCDOT Traffic Management Center

The NYCDOT TMC will be implemented as a suite of manual processes, 3™ party software packages
(both commercial and open source) and custom software for the CVPD project.

3.1.1 Hardware

The NYCDOT TMC and Performance Monitor software and processes will be hosted on industry
standard servers running Microsoft Windows 2016 or later based on the requirements of New York
City’s IT department. The hardware environment will be configured to provide redundancy and data
protection and is shown below in Figure 3. The base software configuration of the TMC servers will
be:

- Windows Server 2016

- Microsoft SQL Server 2016 — Standard Edition

- Avirtualized server environment will be established with Microsoft’s Hyper-V technology

Physical redundancy is provided by using s storage area network (SAN), the Smart Array 2042, to
share data access between the 2 servers. This configuration also provides for balancing processing
tasks between the servers.
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3. Subsystems and Components

o

s—— 2
Smart Array 2042
Storage Area Network (SAN)

HP ProLian 1P ProLian
DL360 DL360
(0] (0]
TMC Network
o
————2
Archive storage NYCDOT Firewall
NAS Server

Source: NYCDOT, 2017

Figure 3 NYC CVPD TMC Hardware Configuration

3.1.2 Software

The NYCDOT back office software has 6 major components as shown in Figure 4 below. The
components are:

- ASD Management

- RSU Management

- RSU Status

- MAP and TIM Management
- Performance Evaluation

- Travel Time

Each of these components will be described in more detail in the following sections.
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3. Subsystems and Components

Many of the tables are used in multiple sections of the TMC design. The details of the database
tables and the columns in those tables are documented in the subsequent figures.

dfd CVPD Overview

MAP and TIM
Management

ASD
Management

Event
Obfuscation

RSU
Management

Performance
Eval

RSU

DEE—

Source: NYCDOT, 2017

Figure 4 NYC CVPD Back Office Software Overview

3.1.2.1 ASD Management

Once the ASDs are in the field this task will monitor items such as the firmware version and
parameters that are operational in the ASD.
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Figure 5 ASD Management
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3.1.21.1 ASD Management Processes

3.1.21.1.1 ASD Parameter Update

The NYC CVPD program will be tuning some of the functional parameters of the various ASD
applications to evaluate and improve their performance in the dense urban environment of NYC.
This process will provide the operator the tools to change the parameters for the ASD units in the
field.

3.1.21.1.2 ASD Monitoring

This process will monitor the performance of the ASD and generate the various reports.

The ASD Monitoring process does not have direct access to the ASDs but rather will retrieve the
data about ASDs from the various RSUs. The data from the ASD will be of 4 varieties:

PN~

Event data sets as defined in the ASD procurement specification

Breadcrumb data in the form of BSMs recorded by the RSU

RF data sets collected by the ASD as defined in the ASD procurement specification
ASD operations log (SSL) which provides information regarding the “health” of the ASD

Table 1 Requirements Assigned to ASD Monitor Process

REQUIREMENTS

Functional. 203.28.1

The TMC staff shall be able to monitor the NYC CVPD system-wide ASD malfunctions.

Functional. 402.3.1

The NYC CVPD performance monitoring subsystem shall measure the RF received range of each
ASD.

Functional. 510.8.1

The NYC CVPD performance monitoring subsystem shall generate system performance reports on the
number of active, inactive, and offline ASDs and RSUs in the field by time of day.

Functional. 510.8.2

The NYC CVPD performance monitoring subsystem shall generate system performance reports on the
number of CV applications in operation and warnings produced by time of day.

3.1.2.1.1.3 ASD Maintenance Task

This process will track the specific ASDs in the field to verify which firmware version is operational
along with when the device was last seen. If an ASD with an outdated version is detected the
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operator will be notified. If an ASD has not been seen in a configurable amount of time the
operator will be notified. If an ASD has been removed from the system, then the CRL at the
SCMS will be updated.

Table 2 Requirements Assigned to ASD Maintenance Process

REQUIREMENTS

Functional. 401.6.4

The back office system shall acquire one SCMS certificate from each installed DSRC device
and associate this certificate with the installed DSRC device. (Note: this requirement is
temporary and will become obsolete after the SCMS deploys misbehavior detection and
reporting features.)

Functional. 401.6.5

The back office system administrator shall provide a DSRC device’s acquired SCMS
certificate when requesting that the SCMS registration authority add the associated DSRC
device to the Certificate Revocation List (CRL). (Note: this requirement is temporary and will
become obsolete after the SCMS deploys misbehavior detection and reporting features.)

3.1.21.2 ASD Reports
3.1.21.21 ASD Malfunction Report

This will be a series of reports generated from data collected in the "ASD Operations Log" file that
is uploaded from the ASDs. These reports will include as a minimum:

1. A summary of conditions captured for each ASD
2. A summary of conditions captured for all ASDs

3.1.21.22 ASD RF Report

This will be a series of reports designed to capture the RF performance of the ASD units. In order
to be effective this data will maintain device unique data. The raw data will not be shared outside
of the TMC. The following reports will be generated at a minimum:

A heat-map plot of the RSU sightings by the ASD for BSM, MAP and SPaT messages
A bar chart showing distance of 1st sightings for each RSU

A time chart showing distance of 1st sightings for each RSU

A heat-map showing sightings of other connected vehicles

Pob=

3.1.21.2.3 ASD Status Report - Daily

The system will generate a series of status reports for the ASD devices in the field. The following
reports, at a minimum, will be generated from the collected data:
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1. For a given day, the number of ASDs sighted, the number of ASDs reporting problems, the
versions of firmware reported by the ASDs

2. A summary of the warnings reported by the ASDs

3. A heat-map of the warnings reported

3.1.2.1.3 ASD Tables

The ASD management is supported with the following tables. Details for the tables and the data
elements are provided below in Figure 6.
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dm CVPDASD Tables
= CVPD_ASD_RF =
CVPD_ASDMaint
CVPD_FleetOwner E «column»
ey *FK AsdSerialNumber: varchar(50)
«column» *P’( AsdSerialNumber: varchar(50) *  HostVehicle: varchar(4)
*PK_FleetOw nerlD: int "R AsdviendeiiEgis * RemoteVehicle: varchar(4)
*  FleetOw nerName: varchar(50) _ . Ade.ode.INumber: lvarchar(50) *  TimeOfDetection: datetime
*  FleetOw nerDescription: varchar(max) (I'::Ile ettg\\/’vvnerlllil:))— . I];astS|ght|ng: (_jat?t'me *  RFLevel: float
*  FleetOw nerPOC: varchar(50) H e neriD) O< N f!rmw areversdlo?. Vdartchadr(?(i,) 1| (AsdSerialNumber = 0 * latitude: int
*  FleetOw nerPhone1: varchar(10) «FK» . Tirmware_lipdatecale e T AsdSerialNumbegdy ,, < - longitude: int
FleetOw nerFAX: varchar(10) K /l;\ISDtE)c\ivontrcilli')'lmt_ 0 *  elevation: int
FleetOw nerPhone2: varchar(10) “FK VZEicIeT;?):elb'l?nt K
*  FleetOw nerASDdata: int = 0 . «FK»
SCMSCertificate: varchar(255) + FK_ASD _RF_ASDMaint(varchar)
«PK» «FK> «index»
+  PK_CVPD_FleetO int i
_CVPD FleolOEEINg +  FK_CVPD_ASDMaint_CVPD_ASDVendor(int) : ::))(Ft'%,AS%'(?Z—’;\?DM"’“”"("”C“W)
+  FK_CVPD_ASDMaint CVPD_FleetOw ner(int) : Ha etv'”: | (da eh'me)
+ FK_CVPD_ASDMaint CVPD_VehicleType(int) ostV enicle(varchar)
E «index»
CVPD_ASDY ST +  IXFK_CVPD_ASDMaint_CVPD_ASDVendor(int) CVPD_ASDHistory =l
D +  IXFK_CVPD_ASDMaint_CVPD_FleetOw ner(int) ~
*PK AsdVendorlD: int +  IXFK_CVPD_ASDMaint_CVPD_VehicleType(int) «columny»
*  AsdVendorName: varchar(50) «PK» *pfK AsdSerialNumber: varchar(50)
*  AsdVendorPhone: varchar(12) (AsdVendorID = +  PK_ASDMaint(varchar) *  entrytime: timestamp
*  AsdVendorContact: varchar(50) I AsdVendorID) *  dateofchange: datetime
T O< *  asdversion_before_update: varchar(50)
«index» «FK> 1| (AsdSerialNumber = 0< *  asdversion_after_update: varchar(50)
+  IXFK_CVPD_ASDVendor_CVPD_ASDMaint() ” AsdSerialNumbgp, *  notes_on_update: varchar(max) = No comments
" P o SDVendor(i «FK»
PK_CVPD_ASDVendes +  FK_ASDHistory ASDMaint(varchar)
«index»
+  IXFK_ASDHistory_ASDMaint(varchar)
«PK»
+  PK_ASDHistory(varchar)
(AsdVendorID § AsdVendorID)
« »
CVPD_VehicleSpeeds E
CVPD_AppAdjParams = CVPD_VehicleType &
«column»
«column» (VehicleTypelD = | | «colurm> ; i :FK rHOUtSJIIi:'ITt' har(4
K Asdvendomlll >0 VehicieTy el 1H *PK VehicleTypelD: int ” (VehicleTypelD = VehicleTypelD) 0< . Voi_ IeTlc e.I[\;a_r(; ar(4)
* ParmStartDate: date > *  VehicleType: varchar(50) «FK» . S'ehlt(': e_lype_ t: - ¢
*  ParmEndDate: date = project end date . jgaunglimes |mt.as amp
*  MinActiveSpeed: int = 25 «PK» CalculatedSpeed: float
*  Sound: tinyint = 1 +  PK_Table1(int) «FK»
M nidenc e +  FK_CVPD_VehicleSpeeds_CVPD_VehicleType(int)
A:pggiﬁgl??in;im o +  FK_VehicleSpeeds_CVPD_TravelTimeRoute(int)
AlertSpacing: tinyint «index»
ExcessiveSpeedAmt: int +  IXFK_CVPD_VehicleSpeeds_CVPD_VehicleType(int)
+  IXFK_VehicleSpeeds_CVPD_TravelTimeRoute(int)
«FK»
+ FK_CVPD_AppAdjParams_CVPD_ASDVendor(int)
«index»
+  IXFK_CVPD_AppAdjParams_CVPD_ASDVendor(int)
Source: NYCDOT, 2017
Figure 6 ASD Tables
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3.1.2.2 RSU Management

The process for managing the RSU is shown in Figure 7 below.

RSU Vendor

dfd CVPD RSU Management /

Security library from On

Board Systems to

provide X.509 security

signatures.

,l
s
RSU MWB items '
‘\‘ Hardware Security
<—.> SCMS -POC
Module (HSM)
User
RSU Comm
Manager
‘\_/' RSU
405.2.7
notes
The mobile RSU shall record the first BSM
message it hears from each ASD along with the
time and the RF level only when it is stopped.
Firmyafe -7 - (from NYC CVPD Requirements)
_ — ~«trace»
e~
Mobile RSU
AT -
«trace» ~

~

-~

405.2.8

notes
The mobile RSU shall record the last BSM
message it hears from each ASD along with the
time and the RF level only when it is stopped.

(from NYC CVPD Requirements)

Figure 7 RSU Management Data Flow

Source: NYCDOT, 2017
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3.1.2.21 RSU Management Processes

3.1.221.1 RSU Editor

This will be based on TransCore's Unified Controller Manager (UCM) software and will provide for
the operator to manage the internal database of the RSUs

3.1.221.2 RSU Comm Manager

The RSU Comm Manager manages all communications with the RSUs in the street. This will also
include communication with the ASDs since they do not have direct communication with the TMC.

3.1.2.21.3 RSU Control

This process will be used by the operators at the TMC to start and stop communication with the
RSU.

3.1.2.21.4 AeroLink

This is a security library that implements the 1609.2 security standards. The NYC CVPD software
will send MAP and TIM messages to the AeroLink library to be signed with a X.509 certificate for
transmittal to the RSU in the field.

3.1.221.5 HSM

The Hardware Security Module (HSM) is a FIPS 140-2 Level 3 box that will interface with the
SCMS to obtain certificates to sign MAP and TIM messages in the TMC. The HCM will do the
actual signing of the messages.

3.1.221.6 SCMS

Security Certificate Management System - Proof of Concept. The SCMS is provided by the
USDOT and CAMP to provide security certificates for the various components of the connected
vehicle program to verify the messages that are sent between the field and infrastructure devices.

3.1.221.7 Mobile RSU

There will be some mobile RSUs that will be used to send MAP and TIM messages in moving
work zones. The FCC prohibits RSU devices from transmitting while in motion. When the RSU
reaches its destination and becomes static it will have to notify the TMC that it is now on-line. The
TMC will have to know that the specific RSU is a mobile RSU and handle error detection
appropriately.

Table 3 Requirements Assigned to Mobile RSU
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REQUIREMENTS

Functional. 405.2.7

The mobile RSU shall record the first BSM message it hears from each ASD along with the time and
the RF level only when it is stopped.

Functional. 405.2.8

The mobile RSU shall record the last BSM message it hears from each ASD along with the time and
the RF level only when it is stopped.

3.1.2.2.2 RSU Tables

The RSU Maintenance task is supported by the following tables.
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dm CVPD RSU Tables /

rsulocationdescription: varchar(140
rsuloclatitude: int

rsuloclongitude: int

rsulocelevation: int

= CVPD_RSUhistory &
CVPD_RSUMaint
«column»
«column» *pfK rsuid: int
*PK rsuid: int "

entrytime: timestamp

dateofchange: datetime
rsuversion_before_update: varchar(50)
rsuversion_after_update: varchar(50)
rsuSN_before_update: varchar(50)

FK rsumainstreet: int H (rrssl'j'd — 04+  rsusN_after_update: varchar(50)
FK' rsucrossstreet: int i *  notesonupdate: varchar(max)
ipv4addr: varchar(50)
ipv6addr: varchar(50) «FK»
firmw areversion: varchar(32) +  FK_rsuhistory_RSUMaint(int)
serialnumber: varchar(5(03) ) «index»
rsuMibVersion: varchar(32 f (i
rsuManufacturer: varchar(32) +  XFK_rsunistory_RSUMeaint(int)
* rsuMobile: int =0 W9
+ P rsuhistolyiig) CVPD_StreetDict =)
«FK» >O (rsucrossstreet = 1l =
+  FK_RSUMaint_StreetDict(int) street Py, L «column»
+  FK_RSUMaint_StreetDict_02(int) *PK  streetD: int
«index» >O (rsumainstreet = streetID) Il *  streetname: varchar(50
+  IXFK_RSUMaint_StreetDict(int) «FK» m
+  IXFK_RSUMaint_StreetDict_02(int) <P
< +  PK_StreetDict(int)
+  PK_RSUMaint(int) CVPD RSU RF E
«columny»
*FK rsuid: int
*  AsdSerialNumber: varchar(50)
*  HostVehicle: varchar(4)
* TimeOf Sighting: datetime
* Latitude: int
*  Logitude: int
. * Blevation: int
H (rrztl.a;K» O< *  RFLevel: float

* MapMessage: int =0
*  SPaTMessage: int=0

* TM:int=0
«FK» CVPD_RSU_ASD_RF =
+  FK_RSU_RF_RSUMaint(int)
«index» «column»
+  IXFK_RSU_RF_RSUMaint(int) FK' rsuid: int
+  RSUIDX(int) HostVehicle: varchar(4)
+  datetimeidx(datetime) msgCnt: tinyint
latitude: int
1 (rsuid = longitude: int
Il rsuj RFlevel: int
P> sightingtime: timestamp
«FK»
+ FK_CVPD_RSU_ASD_RF_CVPD_RSUMaint(int)
«index»
+  IXFK_CVPD_RSU_ASD_RF_CVPD_RSUMaint(int)
Source: NYCDOT, 2017
Figure 8 RSU tables
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3.1.2.3 RSU Status

The RSU status reporting process is shown in Source: NYCDOT, 2017
Figure 9 below.
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dfd CVPD RSU Status /
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Figure 9 RSU Status Reporting

Source: NYCDOT, 2017
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3.1.2.3.1 RSU Status Reporting Processes

3.1.23.1.1 RSU Monitor

The RSU Monitor process will poll all RSUs defined in the system to determine their status and
provide that information to the various TMC processes (Map, System Logger, Alarm System) for
display to the operators of the system.

Table 4 Requirements Assigned to RSU Monitor Process

REQUIREMENTS

Functional. 402.3.2

The NYC CVPD performance monitoring subsystem shall measure the RF monitoring range of the
RSU.

Functional. 405.4.1

The CV system shall export RSU status to the traffic signal system for display on the traffic signal
system map.

Functional. 405.4.2

The CV system shall export RSU status to the traffic signal system for display on the traffic signal
system map.

Functional. 510.8.1

The NYC CVPD performance monitoring subsystem shall generate system performance reports on the
number of active, inactive, and offline ASDs and RSUs in the field by time of day.

3.1.23.1.2 RSU Comm Manager

The RSU Comm Manager manages all communications with the RSUs in the street. This will also
include communication with the ASDs since they do not have direct communication with the TMC.

3.1.2.3.1.3 TransSuite ATMS Map

The TransSuite ATMS Map is an existing software component in the NYCDOT TMC. TransSuite
ATMS Map provides dynamic status views of intersection controllers.

3.1.2.3.1.4 TransSuite System Logger

The TransSuite System Logger is a standard part of a TransSuite installation and is currently
installed in the NYC TMC
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3.1.2.3.1.5 TransSuite Alarm System

The TransSuite Alarm System can be configured to send SMS messages and email messages for
specified error conditions.

3.1.2.3.1.6 NYC DolTT

The NYC Department of Information Technology & Telecommunications (DolTT) has
responsibility for managing and securing the field and TMC networks for the NYC DOT. Its
Cybersecurity Requirements for Vendors & Contractors are listed on its website
(https://lwww1.nyc.gov/site/doitt/business/it-security-requirements-vendors-contractors.page).

Table 5 Requirements Assigned to NYC DolTT

REQUIREMENTS

Functional. 401.7.7

The information security manager shall investigate and monitor the data traffic usage to
detect unapproved use of the IP connection.

Functional. 401.8.1

The NYCDOT IT shall address any denial of service (DoS) attacks within each NYC network using its
existing practices. (Note: the networks include NYCWIN, CityNet, DOTNet, any network that DolTT is
responsible for.)

3.1.2.4 MAP and TIM Management

The MAP and TIM messages will be generated by operational personnel using the
USDOT provided ISG Message Creator and the TIM Creator. The TMC personnel
will received notices from the NYCDOT Office of Emergency Response and
NYCDOT Office of Freight Mobility to create these messages. Once the messages
are created, they are submitted to the RSU Comm Manager for signing and then
delivery to the respective RSUs. The MAP and TIM message creation process is
illustrated in Source: NYCDOT, 2017

Figure 10 below.
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dfd MAP and TIM Management /
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Figure 10 MAP & TIM Message creation
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3.1.2.5 Performance Evaluation

The Performance Evaluation component has a number of major sub systems as shown in the following sections. An overview of the performance processes is shown below in Source: NYCDOT, 2017
Figure 11. These processes are supported by the tables shown in Source: NYCDOT, 2017
Figure 12 below.
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dfd CVPD Performance Evaluation - 0verview/
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3. Subsystems and Components

dm CVPD Event Tables /
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Figure 12 Event Tables
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3. Subsystems and Components

3.1.2.5.1 Performance Evaluation — Crash Data Analysis

The performance evaluation team will use data from the NYCPD and correlate it with the data from the CV to determine any effect of the CVPD on vehicle accidents within NYC. Source: NYCDOT, 2017
Figure 13 below shows this evaluation process.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Crash Data Analysis /
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Figure 13 Performance Evaluation - Crash Data Analysis Flow

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.2.51.1 Analyze Crash Data

This task will combine the event data recorded by the ASD with the NYC PD Crash Data Sets to
evaluate the effects of the CV program on crash data.

Table 6 Requirements Assigned to Analyze Crash Data Process

REQUIREMENTS

Functional. 504.1.1

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the V2V
application events.

Functional. 504.1.1.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the fatality, injury, and property damage only (PDO) crash rates.

Functional. 504.1.2

The NYC CVPD performance monitoring subsystem shall evaluate the change in the number of
reportable vehicle-to-vehicle crashes from the Before period to the Pilot period.

Functional. 510.8.3

The NYC CVPD performance monitoring subsystem shall generate system performance reports on the

network-wide system safety and mobility measurements. (Note: the reports shall include the crash
frequencies and average speeds by peak period.)
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3. Subsystems and Components

3.1.2.5.2 Performance Evaluation — Curve Speed Compliance

The performance evaluation process for Curve Speed Compliance (CSPD-COMP) application is shown in Source: NYCDOT, 2017
Figure 14 below.
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3. Subsystems and Components

dfd CVDP Performance Evaluation - Curve Speed Compliance /
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Figure 14 Performance Evaluation - Curve Speed Analysis

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.25.21 Analyze Curve Speed Compliance

This task will combine the Curve Speed Compliance events recorded by the ASD with the NYC
PD crash data sets to evaluate the effect of the CV program on curve speed events.

Table 7 Requirements Assigned to Analyze Curve Speed Compliance

REQUIREMENTS

Functional. 503.2.7

The NYC CVPD performance monitoring subsystem shall count the number of events after CSPD-
COMP application events.

Functional. 503.2.7.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the crash counts and rates of speed-related crashes from police crash databases.
Functional. 503.2.7.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the crash counts and rates of speed-related crashes from police crash databases.
Functional. 503.2.7.3

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the vehicle speeds at curve entry from the Host Vehicle BSM in the event records.
Functional. 503.2.7.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the number of warnings generated Before and After period.

Functional. 503.2.8

The NYC CVPD performance monitoring subsystem shall evaluate whether the number of curve speed

violations on each applicable studied roadway segment decreases from the Before period to
the After period.

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final {34



3. Subsystems and Components

Some of the system reports to be generated by the curve speed compliance analysis are listed below:

Table 8 Curve Speed Compliance Reports
Reports

#f Before After Comparsion Day of Week

1. Retrieve number of curve speed warnings by day of week during the quite period

2. Retrieve number of curve speed warnings by day of week during the active period

3. Calculate the number of curve speed warnings / vehicle by day of week during the quiet

period

4. Calculate the number of curve speed warnings / vehicle by day of week during the active
period

5. Generate a bar chart with the number of curve speed warnings / vehicle for day of week

with both quiet period and active period

T Before After comparsion

1. Retreive count of curve speed warnings during the Quiet period (before)

2. Calculate the number of curve speed warnings / day / vehicle for the Quiet period
3. Retrieve the count of curve speed warnings during the Active period (after)

4. Calculate the number of curve speed warnings / day /vehicle for the Active Period

#f Trend chart for curve speed warnings

1. Retrieve number of curve speed warnings by week for quiet period
2. Retrieve number of curve speed warnings by week for active period
3. Generate trend chart for number of curve speed warnings for both periods

#f Curve speed warnings control vs non-control

1. Retrieve count of curve speed warnings for control vehicles by week during the active
period

2. Retrieve count of curve speed warnings for non-control vehicles by week during the active
period

3. Calculate the curve speed warnings / vehicles for control and non-control vehicles

4. Plot a trend chart of the curve speed warnings / vehicle / week
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3. Subsystems and Components

3.1.2.5.3 Performance Evaluation — Fleet Operator Data

Source: NYCDOT, 2017

Figure 15 illustrates the process for fleet managers to get feedback on their drivers’ experience with CV technology. This will be done through
NYCDOT'’s coordination with the fleet owners/managers, who will be instructing their fleet drivers/operators to watch the driver training/CV
application video and fill out the driver survey accessible on NYCDOT’s NYC CV pilot website.

dfd CVPD Performance Evaluation - Fleet Operator Data /

202.4.3
notes
The fleet manager shall be able Collect Fleet Fleet Operator m
to solicit and collect feedback [~ === =7 == ===== Operator \_/' Feedback
from the anonymous vehicle race» Feedback

operators on the operation of
the system.

(from NYC CVPD Requirements)

Source: NYCDOT, 2017

Figure 15 Collect Fleet Operator Feedback Process
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3. Subsystems and Components

3.1.25.3.1 Collect Fleet Operator Feedback

This process will be used by the performance evaluation team to collect operational information from
the fleet operators participating in the NYC CVPD program.

Table 9 Requirements Assigned to the Collect Fleet Operator Feedback

REQUIREMENTS

Functional. 202.4.3

The fleet manager shall be able to solicit and collect feedback from the anonymous vehicle operators
on the operation of the system.

Table 10 Requirements Assigned to the Collect Fleet Operator Feedback
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3. Subsystems and Components

3.1.2.5.4 Performance Evaluation — Oversize Vehicle Compliance

The performance evaluation process for Oversize Vehicle Compliance (OVC) application is shown in Source: NYCDOT, 2017
Figure 16 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Oversize Vehicle Compliance /
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Figure 16 Process to Analyze Overheight Vehicle Compliance

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.2.5.4.1 Analysis of Overheight Vehicle Compliance

This task will combine the overheight vehicle events recorded by the ASD with the NYC PD
Crash Data Sets to evaluate the effect of the CV program on these types of events.

Table 11 Requirements Assigned to Analysis of Overheight Vehicle Compliance

REQUIREMENTS

Functional. 506.1.1

The NYC CVPD performance monitoring subsystem shall count the number of events after OVC
application events.

Functional. 506.1.1.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the reduction in truck route violations Before and After period.

Functional. 506.1.2

The NYC CVPD performance monitoring subsystem shall evaluate the change in the number of
reported crashes decrease from the Before period to the Pilot period.

Some of the system reports to be generated for Overheight Vehicle Compliance are listed below:

Table 12 Overheight Vehicle Compliance Reports
Reports

¥ OVC Control vs Non-control

1. Count the number of OVC Events for control vehicles during the active period by week
2. Count the number of OVC Events for non-control vehicles during the active period by week
3. Plot a trend line of OVC events for both types of vehicles

¥ OVC Trend chart

1. Count the number of OVC events / week / vehicle during the quiet period
2. Count the number of OVC events / week / vehicle during the active period
3. Plot trend lines for both periods
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3. Subsystems and Components

Reports
B OVC Before and After

1. Count the number of OVC Events during the quiet period

2. Count the number of OVC Events during the active period
3. Calculate the number of OVC Events / day / vehicle for both periods

Table 13 Overheight Vehicle Compliance Reports
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3. Subsystems and Components

3.1.2.5.5 Performance Evaluation — Pedestrian in Signalized Crosswalk (PEDINXWALK)

The performance evaluation process for Pedestrian in Signalized Crosswalk (PEDINXWALK) application is shown in Source: NYCDOT, 2017
Figure 17 below.

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final |42



3. Subsystems and Components

dfd CVPD Performance Evaluation - PEDINXWALK /
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Figure 17 Performance Evaluation — PEDINXWALK

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.2.5.51 Analyze PEDINXWALK Events

This process will combine the PEDINXWALK events recorded by the ASD with the NYC PD Crash
Data Sets to evaluate the effects of the CV program.

Table 14 Requirements Assigned to Analyze PEDINXWALK Events

REQUIREMENTS

Functional. 505.1.5

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the
PEDINXWALK application events.

Functional. 505.1.5.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the pedestrian related crash counts and rates.

Functional. 505.1.5.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure pedestrian-related conflicts/hard braking events.

Functional. 505.1.6

The NYC CVPD performance monitoring subsystem shall evaluate the change in the number of
reported vehicle-to-pedestrian crashes from the Before period to the Pilot period.
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3. Subsystems and Components

3.1.2.5.6 Performance Evaluation — Red Light Violation Warning

The performance evaluation process for Red Light Violation Warning (RLVW) application is shown in Source: NYCDOT, 2017
Figure 18 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Red Light Violation Warning/
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Figure 18 Performance Evaluation - Red Light Violation Warning
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3. Subsystems and Components

3.1.2.5.6.1 Analyze Red Light Violation Warning

This task will combine the red light warning events recorded by the ASD with the NYC PD Crash
Data Sets to evaluate the effect of the CV program on these types of events.

Table 15 Requirements Assigned to Analyze Red Light Violation Warning

REQUIREMENTS

Functional. 504.3.4

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the RLVW
application events.

Functional. 504.3.4.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the red light violation counts and rates.

Functional. 504.3.4.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the crash counts and rates related to red light violation.

Functional. 504.3.5

The NYC CVPD performance monitoring subsystem shall evaluate the change in the number and
severity of red light violations at each studied intersection from the Before period and the Pilot period.

Some of the reports included for the Red Light Violation Warning are shown below.

Table 16 Red Light Violation Warning - Reports
Reports

f RLVW Trend Analysis

1. Count RLVW events by week / vehicle during the silent period

2. Count RLVW events by week / vehicle during the active period

3. Count RLVW events by week / vehicle for control vehicles during the active period

4. Count RLVW events by week / vehicle for non-control vehicles during the active period
5. Generate trend charts
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3. Subsystems and Components

3.1.2.5.7 Performance Evaluation — Speed Compliance

The performance evaluation process for Speed Compliance (SPDCOMP) application is shown in Source: NYCDOT, 2017
Figure 19 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Speed Compliance /
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Figure 19 Performance Evaluation - Speed Compliance
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3. Subsystems and Components

3.1.25.71 Analyze Speed Compliance

This process will evaluate the effect of the CV program on speed compliance.

Table 17 Requirements Assigned to Analyze Speed Compliance

REQUIREMENTS

Functional. 503.1.1

The NYC CVPD performance monitoring subsystem shall count the number of events after SPD-COMP
application events.

Functional. 503.1.1.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average number of stops.

Functional. 503.1.1.3

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average speeds of the vehicles.

Functional. 503.1.1.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the reduction in speed limit violations Before and After periods.

Functional. 503.1.1.5

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the speed variations of the vehicles.

Functional. 503.1.1.6

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the driver actions in response to warnings and vehicle trajectories.

Functional. 503.1.2

The NYC CVPD performance monitoring subsystem shall evaluate the change in speed limit

adherence, speed variability, and the average segment speed for each vehicle fleet on a given roadway
segment for a given time period (cycle length basis) from the Before period to the After period.
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3. Subsystems and Components

3.1.25.7.2 Speed Compliance Report

A number of reports will be generated for the Speed Compliance evaluation. Some of these
reports can be generated automatically from the data collected from the ASD. Other reports will
require the inclusion of data from outside the CVPD program.

Table 18 Speed Compliance - Reports
Reports

#f Basic Path. Automated Reports
Automated reports can be generated directly from the data collected by the NYC CVPD.

1. Generate report comparing speed compliance during silent period to active period

2. Generate report comparing speed compliance between control and non-control vehicles
during the active period

3. Generate report comparing speed compliance between control and non-control vehciles
during the active period by vehicle type
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3. Subsystems and Components

3.1.2.5.8 Performance Evaluation — Speed Compliance / Work Zone

The performance evaluation process for Speed Compliance / Work Zone (SPDCOMPW2Z) application is shown in Source: NYCDOT, 2017
Figure 20 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Speed Compliance/Work Zone /
Tables::CVPD_EventType g
503.3.4
o «column»
The NYC CVPD performance monitoring NY C PD Crash Data *PK EX:;:PPZ;Z;C” tion: varciEl
subsystem shall post-process the data Sets ypP RICI
surrounding the SPDCOMPWZ «PK»
application events Before and After f
periods. 0 G ERITR e Tables::CVPD_EventSummary =
(from NYC CVPD Requirements)\ ~ «column»
AN *PK EventlD: int
N N * EventDate: date
503.3.4.1 ~ *FK EventType: int
notes > * EventFileName: varchar(50)
AN
The NYC CVPD performance <<tra®)>\ * HostVehiclelD: varchar(4)
monitoring subsystem shall utilize N *FK VehicleTypelD: int
the post-processed event data and A Ny * BeforePeriod: int = 0
measure the average speed of ~ == N N *  ControlVehicle: int =0
triggered events at work zone T~— *  WorkZoneFlag: int =0
compared to posted speeds. S~ * BSMCount: int = 0
drace» ==~ * MAPCount; int = 0
(from NYC CVPD Requirements) == Ag:'VZI_e Speed *  SPaTCCount: int =0
O I *  TIMCount: int = 0
GRS e WorkZeres * RTCMCount: int =0
notes - - “«trace» =7 *  ObfuscationBinID: int
The NYC CVPD performance monitoring P * AlertMode: tinyint = 1
subsystem shall utilize the post-processed P /4 /A * PreTriggerRecordTime: tinyint = 5
event data and measure the vehicle speed g / / * PostTriggerRecordTime: tinyint
limit violations in variable speed zone areas P / 1 * RecResolution: tinyint = 1
I;?/fore and/or After periods or with/without . _frace» , / II *  Spherelnfluence: tinyint
e _ / Il * HardBrake Threshold: tinyint
- / ! *  MaxDistThreshold: tinyint
. -~ .
(from NYC CVPD Requirements) - / | *  TimeToCrash: tinyint
7 / 1
/ ]
503.3.4.3 / / «FK»
s ir a/ce» «tr4ce>> + FK_CVPD_EventSummary_CV PPfVehmIeType(mt)
The NYC CVPD performance ) h +  FK_EventSummary_EventType(int)
monitoring subsystem shall utilize / I «index»
the data from the crash databases 4 | +  IXFK_CVPD_EventSummary_CVPD_VehicleType(int)
and measure the work zone related // ,' Obfuscated Event +  IXFK_Event Summary_ObfuscationBin(int)
crash counts and rates in reduced 7 I Data +  IXFK_EventSummary_EventType(int)
speed zones. , / II «PK»
(from NYC CVPD Requirements) / ! + __PK _EventD(int)
e 503.3.5
— notes i
Speed
notes . The NYC CVPD performance COmp;iche
The NYC CVPD pe(fprmance monitoring monitoring subsystem shall evaluate in Work
subsystem shall utilize the post- whether the number of work zone
processed event data and measure time to speed violations on each applicable Zones report
collision for instantaneous safety in studied roadway segment decrease
reduced speed zones. from the Before period to the After
(from NYC CVPD Requirements) pericdandivigiiiaR ol
(from NYC CVPD Requirements)

Source: NYCDOT, 2017

Figure 20 Performance Evaluation - Speed Compliance in Work Zones
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3. Subsystems and Components

3.1.2.5.8.1 Analyze Speed Compliance in Work Zones

This task will combine the vehicle speed compliance in work zone events recorded by the ASD
with the NYC PD Crash Data Sets to evaluate the effect of the CV program on these types of
events.

Table 19 Requirements Assigned to Analyze Speed Compliance in Work Zones

REQUIREMENTS

Functional. 503.3.4

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the
SPDCOMPWZ application events Before and After periods.

Functional. 503.3.4.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average speed of triggered events at work zone compared to posted speeds.

Functional. 503.3.4.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the vehicle speed limit violations in variable speed zone areas Before and/or After periods or
with/without CV.

Functional. 503.3.4.3

The NYC CVPD performance monitoring subsystem shall utilize the data from the crash databases and
measure the work zone related crash counts and rates in reduced speed zones.

Functional. 503.3.4.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure time to collision for instantaneous safety in reduced speed zones.

Functional. 503.5

The NYC CVPD performance monitoring subsystem shall evaluate whether the number of work zone

speed violations on each applicable studied roadway segment decrease from the Before period to the
After period and with/without CV.

3.1.25.8.2 Speed Compliance in Work Zones report

The following reports will be generated for the Speed Compliance in Work Zone evaluation:
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3. Subsystems and Components

Table 20 Speed Compliance in Work Zones - Reports

Reports

¥ Basic Path. Automated Reports

The automated reports can be generated directly from the data collected by the NYC CVPD devices

1. Generate report comparing speed violations in work zones between the silent and active periods

2. Generate report comparing speed violations in work zones between control and non-control vehicles
3. Generate percentile chart showing speed over the speed limit of triggered events

B Alternate. Evaluation Reports

The evaluation reports require comparison of data from outside the NYC CVPD program with the data
collected by the vehicles.

1. Compare events with NYC Police crash data sets during the silent period and the active period
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3. Subsystems and Components

3.1.2.5.9 Performance Evaluation — Standard Tasks

The high-level, standard tasks for performance evaluation process are highlighted in Source: NYCDOT, 2017
Figure 21 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - Standard Tasks /
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Figure 21 Performance Evaluation - Standard Tasks

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.25.9.1 CountEvents

This process will read through the events recorded by the ASD and generate reports for the
number of events of a given type during the "quiet" period versus the number of events after the
"go live" time.

Table 21 Requirements Assigned to Count Events Process

REQUIREMENTS

Functional. 503.1.1

The NYC CVPD performance monitoring subsystem shall count the number of events after SPD-COMP
application events.

Functional. 503.2.7

The NYC CVPD performance monitoring subsystem shall count the number of events after CSPD-
COMP application events.

Functional. 503.2.7.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the number of warnings generated Before and After period.

Functional. 506.1.1

The NYC CVPD performance monitoring subsystem shall count the number of events after OVC
application events.

3.1.25.9.2 Generate "Before" and "After" reports

This process will generate a series of reports for specific event types from before the ASDs send
notices to the drivers and after.

Table 22 Requirements Assigned to Generate Before and After Reports Process

REQUIREMENTS

Functional. 105.1.2

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the EVAC
application events Befere and After periods.
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3. Subsystems and Components

REQUIREMENTS

Functional. 106.1.1

The NYC CVPD performance monitoring subsystem shall post-process the mobility data from the I-
SIGCVDATA application Befere and After periods.

Functional. 503.1.1.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the reduction in speed limit violations Before and After periods.

Functional. 503.2.7.4

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the number of warnings generated Before and After period.

The following set of automated reports will be generated for performance evaluation:

Table 23 General Set of Reports for Performance Evaluation
Reports

#f Basic Path. Automated Reports

1. Report comparing various types of events from the silent period with the active period

2. Report comparing various types of events during the active period between control and
non-control vehicles

3. Report comparing various types of events by day of week during the active period between
control and non-control vehicles

4. Generate heat maps for various types of events
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3. Subsystems and Components

3.1.2.5.10 Performance Evaluation - VTRW

The performance evaluation process for Vehicle Turning Right in front of Bus (VTRW) application is shown in Source: NYCDOT, 2017
Figure 22 below.
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3. Subsystems and Components

dfd CVPD Performance Evaluation - VTRW /
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Figure 22 Performance Evaluation - Vehicle Turn Right on Transit Vehicle

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.2.5.10.1 Analyze VTRW Events
This task will combine the vehicle turning right in front of a transit vehicle events recorded by the

ASD with the NYC PD Crash Data Sets to evaluate the effect of the CV program on these types
of events.

Table 24 Requirements Assigned to Analyze VTRW Events

REQUIREMENTS

Functional. 504.2.5

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the VTRW
application events.

Functional. 504.2.5.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the bus / right-turn related crash counts and rates.

Functional. 504.2.5.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the bus / right-turn related crash counts and rates.

Functional. 504.2.5.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure right-turn related conflicts between a bus and another vehicle.

Functional. 504.2.6

The NYC CVPD performance monitoring subsystem shall evaluate the change in the number of bus /
right-turn vehicle crashes from the Before period to the Pilot period.

The following reports will be generated for the Vehicle Turning Right in front of a Bus evaluation:

Table 25 VTRW Analysis Reports

Reports

#f Basic Path. VTRW Event - Automated reports

1. Generate report comparing the number of VTRW Events from the silent period with the
number of VTRW events during the active period
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3. Subsystems and Components

Reports
2. Generate report comparing the number of VTRW Events from the silent period with the
number of VTRW events during the active period for control vehicles
3. Generate report comparing the number of VTRW Events from the silent period with the
number of VTRW events during the active period for non-control vehicles
4. Generate a heat map of VTRW events from the silent period
5. Generate a heat map of VTRW events from the active period
6. Generate a heat map of VTRW events by day of week from the silent period
7. Generate a heat map of VTRW events by day of week from the active period

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final 63



3. Subsystems and Components

3.1.2.5.11 Retrieve External Data Sets

Source: NYCDOT, 2017
Figure 23 describes the process for retrieving the external data sets required to complete the performance evaluation of NYC CVPD system. Table 26 lists the requirements that trace to the external data set retrieval process.
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3. Subsystems and Components
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Figure 23 Retrieval of External Data Sets

Source: NYCDOT, 2017
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3. Subsystems and Components

Table 26 Requirements Assigned to Retrieve External Data Sets Process

REQUIREMENTS

Functional. 510.6.1

The NYC CVPD performance monitoring subsystem shall collect and post-process the volume counts
from temporary automatic traffic recording (ATR) machines.
[ Proposed, Medium difficulty. ]

Functional. 510.7.1
The NYC CVPD performance monitoring subsystem shall collect and post-process the travel time from
MiM RFID tag readers.

[ Approved, Medium difficulty. ]
Functional. 510.7.3
The NYC CVPD performance monitoring subsystem shall collect and post-process the travel time from

MTA bus GPS datasets.
[ Approved, Medium difficulty. ]
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3. Subsystems and Components

3.1.2.6 Event Data Obfuscation

Figure 24 below.

The NYC CVPD event data obfuscation process is shown in Source: NYCDOT, 2017
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«PK»
+  PK_ObfuscationLocation(int)

«trace»

-l
Obfuscate the
event data

oo

Raw Event Data
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obfuscated
data sets

Obfuscated Event
Data
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Obfuscated bin
SSIEowr Research Data
Independent Exchars
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Tables::CVPD_EventSummary g

«column»
*PK EventD: int
*  EventDate: date
*FK EventType: int
* EventFileName: varchar(50)
* HostVehiclelD: varchar(4)
*FK VehicleTypelD: int
*  BeforePeriod: int =0
* ControlVehicle: int =0
*  WorkZoneFlag: int =0
*  BSMCount: int =0
* MAPCount: int =0
* SPaTCCount: int =0
*  TIMCount: int=0
*  RTCMCount: int=0
*  ObfuscationBinID: int

«FK»
+  FK_CVPD_EventSummary_CVPD_VehicleType(int)
+  FK_EventSummary_EventType(int)

«index»
+  IXFK_CVPD_EventSummary_CVPD_VehicleType(int)
+  IXFK_Event Summary_ObfuscationBin(int)
+  IXFK_EventSummary_EventType(int)

«PK»
+  PK_EventiD(int)

~ 510.9.1

notes
The NYC CVPD
performance monitoring
subsystem shall provide
obfuscated datasets without
Pl to the USDOT
Independent Evaluator for
additional evaluation.

(from NYC CVPD Requirements)

510.11.1

notes
The interface for transferring|
performance measurement
information to the USDOT
Research Data Exchange
(RDE) shall be negotiated
by the NYC CVPD project
team and the USDOT RDE
operators during the detaile:
design of the system in
Phase 2

(from NYC CVPD Requirements)

510.5.2

notes
The NYC CVPD
performance monitoring
subsystem shall utilize the
post-processed data and

transmit it to the RDE.

(from NYC CVPD Requirements)

Source: NYCDOT, 2017

Figure 24 CVPD - Event Obfuscation
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3. Subsystems and Components

3.1.2.6.1.1 Transmit obfuscated data sets

This process will transmit the obfuscated data sets to all external users.

Table 27 Requirements Assigned to Transmit Obfuscated Data Sets Process

REQUIREMENTS

Functional. 510.11.1

The interface for transferring performance measurement information to the USDOT Research Data
Exchange (RDE) shall be negotiated by the NYC CVPD project team and the USDOT RDE operators
during the detailed design of the system in Phase 2.

Functional. 510.5.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed data and transmit it
to the RDE.

Functional. 510.9.1

The NYC CVPD performance monitoring subsystem shall provide obfuscated datasets without Pll to
the USDOT Independent Evaluator for additional evaluation.

3.1.2.6.1.2 Obfuscate the event data

This process will obfuscate the ASD recorded events to prevent upstream processors of the data
from identifying a specific vehicle. As the data is post-processed in the NYCDOT TMC's back-
office performance monitoring center, all Pll and location breadcrumb information will be
eliminated. Also, the time and location information in the event records will be binned, purged,
and obfuscated. This will be done for preventing the ability to trace back to the exact location of a
particular event. After the data obfuscation process is complete, the data may be submitted to the
USDOT for further evaluation. More information on event data obfuscation can be found Section
3.4.3 of the NYC CVPD System Architecture Document (FHWA-JPO-17-451).

Table 28 Requirements Assigned to Obfuscate the Event Data Process

REQUIREMENTS

Functional. 510.2.1

The NYC CVPD performance monitoring subsystem shall generate system performance reports on the
number of CV applications in operation and warnings produced by time of day.
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3. Subsystems and Components

The basic procedure for obfuscating the data are shown below.

Table 29 Data Obfuscation - Basic Procedure

Data Obfuscation — Basic Procedure

! Basic Path. Basic Path

1. Select an obfuscation bin. The bin will be selected based on the location and time of the event.

2. Once the obfuscation bin has been selected; read the BSMs from the event. The actual time and
location of the 1st BSM will become the 0 point for all subsequent BSMs.

3. Reset the time and location of the 1st BSM to the location and time of the obfuscation bin

4. For each subsequent BSM reset the time and location relative from the original time and location to
relative to the 0 time and location of the 1st BSM

5. Read the MAP messages from the event. Using the time from the 1st BSM reset the MAP messages
relative to the new 0 time and remove the identifying intersection information.

6. Read the SPaT messages from the event. Using the time from the 1st BSM reset the SPaT
message relative to the new 0 time and remove the identifying intersection information.

7. Read any TIM messages from the event. using the time from the 1st BSM reset the TIM message
relative to the new 0 time.

3.1.2.6.1.21 Event Data Obfuscation — Detailed Description

The detailed procedure for the Event Data obfuscation is shown in Source: NYCDOT, 2017
Figure 25 below. A description of the activities is provided in the paragraphs following the diagram.
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act Obfuscate EventData /
EventReceived
«datastore»
ASDEventRaw
Prepare Event
«datastore»
ASDEventObfuscated

«datastore» Select Initial
ASDEventPrepared Obfuscation Bin

Write obfuscated Read message from
message Event file

All messages
obfuscated

-

Obfuscate BSM

BSM?

No

Obfuscate MAP

Obfuscate SPaT

Obfuscate TIM

Source: NYCDOT, 2017

Figure 25 Event Obfuscation - Activity Diagram

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final |70



3. Subsystems and Components

3.1.2.6.1.2.1.1 Prepare Event

This activity takes the event and starts the obfuscation process.

SCENARIOS

! Basic Path. Basic Path

. Obtain an EventID for this event from the EventSummary table

. Read each message from the event and prepend the eventID to each message
. Read the event header and set appropriate values in the EventSummary for this event
. Write each message to a new file

. Set the event date in EventSummary

. Set the BeforePeriod as appropriate

. Set the event "Control" flag in EventSummary

. Set the event "WorkZoneFlag" in EventSummary

9. Set the Event Type in EventSummary

10. Set the vehicle type in EventSummary

11. Update counts for message types in the event: BSM, MAP, TIM, SPaT

O~NO O WN =

3.1.2.6.1.2.1.1.1 Select Initial Obfuscation Bin

The system will read the 1st host vehicle BSM and extract the lat/long of the Event.

SCENARIOS

¥ Basic Path. Basic Path

1. Read the lat/long from the 1st host vehicle BSM
2. Determine which ObfuscationLocation geofence includes the event location
3. Read the time of the event from the Event header record

4. Determine which ObfuscationBin for the selected location ID has a time that occurs before
the event time.

5. Set the ObfuscationBinID in the Event Summary table

3.1.2.6.1.2.1.2 ASDEventRaw

This file contains the messages of the ASDEvent. The expected records in this file include:

Event header
BSM

MAP

TIM

SPaT
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This file will be deleted after the Prepare Event activity.

3.1.2.6.1.2.1.3 ASDEventPrepared

This file contains the messages of the ASDEvent with the EventID prepended to each message.
The expected records in this file include:

Event header
BSM

MAP

TIM

SPaT

Once the Obfuscation Bins are refined these files will be deleted after the obfuscation process.

3.1.2.6.1.2.1.4 Read message from Event file

Read a message from the ASDEventPrepared file and send it to the message specific
obfuscation process. Once all messages have been process, exit.

3.1.2.6.1.2.1.5 Obfuscate BSM

A BSM will be obfuscated by adjusting its location relative to the Obfuscation Bin.
SCENARIOS

¥ Basic Path. Obfuscate BSM

1. Use actual lat/long from first BSM in the event.

2. Write the 1st BSM to the obfuscated event file changing the lat/long to the lat/long of the
obfuscation bin

3. Read the next BSM.

4. Determine the relative position of the BSM lat/long to the 1st BSM lat/long

5. Calculate the new lat/long for the BSM with the same relative position to the lat/long of the
obfuscation bin
6. Write the BSM to the obfuscated event file.

3.1.2.6.1.2.1.6 Obfuscate MAP

This will obfuscate a MAP message associated with an event.

3.1.2.6.1.2.1.7 Obfuscate SPaT
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This will obfuscate a SPaT message associated with an event. The obfuscation will be
accomplished by setting various fields (ex. DescriptiveName, IntersectionReferencelD) to values
for the obfuscation bin. The time within each SPaT will be set relative to the start time of the bin.

SCENARIOS

' Basic Path. Basic Path

1. Read SPaT message

2. Remove descriptive name from the SPaT message

3. Remove intersection ID from the SPaT message

4. Reset the time on the SPaT message to be relative to the 1st BSM in the event

3.1.2.6.1.2.1.8 Obfuscate TIM

The obfuscate TIM will reset the location information in the TIM to the location of the obfuscation
bin with an offset to the 1st BSM message. The time of the TIM message will be change to have
an offset from the retimed BSM message

3.1.2.6.1.2.1.9 Write obfuscated message

This activity will write the obfuscated messages out to the ASDEventObfuscated data file.

3.1.2.6.1.2.1.10 ASDEventObfuscated

This file contains the messages from the ASD Event after they have been through the obfuscation
process. The file will contain a header record with sufficient meta data to identify the event for the
performance evaluation but also prevent anyone from Association this event with an actual
physical event or vehicle.

This file will contain:

e BSM (multiple)

o MAP (0-multiple) - Map messages will only be available if the event occurred near an RSU

e TIM (0-multiple)

e SPaT (0-multiple) - SPaT messages will only be available if the event occurred near an
intersection with an RSU

3.1.2.6.1.3 Retrieve Event Data

This process will connect to all of the RSU devices via the RSU Comm manager and retrieve the
ASD event information.
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3. Subsystems and Components

3.1.2.7 Travel Time

Source: NYCDOT, 2017
Figure 26 illustrates the data flow diagram for collecting and processing the NYC CV travel time data.
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dfd CVPD Travel Time J

User

RSU

Tables::CVPD_TravelTimeRoute &

«column»
*PK route_ID: int
*  routeDescription: varchar(50)
*  TravelTimeNominal: int
*  TravelTimeMinReport: int
ConfigureTTRoute *  TraveelTimeMaxReport: int
*  RouteDistNominal: float
*  TTRComposite: int = 0
*  CurrentTravelTime: int
* TT_timestamp: timestamp

«PK»
+  PK_TravelTimePair(int)

«FK»
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notes
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Tables::CVPD_TravelTimePosted E
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*pfK route_id: int
*  TravelTime: int
*  TravelTimeNomial: int
*  TravelTimeConfidence: int
*  TravelTimeMinBreached: int = 0
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RouteAvgSpeed: float

«FK»

+  FK_TravelTimePosted_TravelTimeRoute(int)
«index»

+  IXFK_TravelTimePosted_TravelTimeRoute(int)
«PK»

+  PK_TravelTimePosted(int)

legacy detection system.

7
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- 503.1.1.3
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The NYC CVPD performance
monitoring subsystem shall
utilize the post-processed event
data and measure the average
speeds of the vehicles.
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Tables:: S
CVPD_TravelTimeHistory

«columny»
*FK route_ID: int

TravelTime: int
*  AverageSpeed: float

«FK»
+  FK_Table1_TravelTimeRoute(int)

«index»
+  IXFK_Table1_TravelTimeRoute(int)

NYC TMC

Figure 26 Travel Time Data Flow Diagram (DFD)

Source: NYCDOT, 2017
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3. Subsystems and Components

3.1.2.7.1 Travel Time Processes

The Travel Time component is implemented with the processes shown
in the data flow diagram in Source: NYCDOT, 2017
Figure 26 above.

3.1.2.71.1 RSU Comm Manager

The RSU Comm Manager manages all communications with the RSUs in the street. This will also
include communication with the ASDs since they do not have direct communication with the TMC.

3.1.2.7.1.2 FetchTravelTime

This process collects the Bread Crumb data from the RSUs in the system and stores the data in
the NYC CVPD database for processing.

At a system defined interval the FetchTravelTime process will check each RSU to determine if any
bread crumb data has been captured. If there is bread crumb data it will be uploaded to the TMC and
removed from the RSU

Note that the “breadcrumb” data is collected by the RSU based on the configuration of “zones” which
are configured for each intersection and stored at the RSU; the RSU then captures a single BSM from
each vehicle as it enters (or passes through) the configured zone. This provides a vehicle “sighting” at
each intersection which is then uploaded as described above. This is the mechanism provided by the
RSU vendor to satisfy the project requirements.

3.1.2.7.1.3 ProcessTravelTime

This is the core process for this activity. This process will take the bread crumb data and look for
matches in the temporary ID of vehicles. When the same temporary ID is found for a route, the
system will then calculate the speed and travel time for the specific vehicle. As multiple matches
are found an average travel time for a route for a time period will be calculated and saved.

Table 30 Requirements Assigned to Travel Time Process

REQUIREMENTS

Functional. 106.1.1.1

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average speed from NYC CVPD for comparison to compared to the legacy detection
system.

Functional. 106.1.1.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average travel time from NYC CVPD for comparison to the legacy detection system.
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3. Subsystems and Components

REQUIREMENTS

Functional. 503.1.1.2

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average number of stops.

Functional. 503.1.1.3

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the average speeds of the vehicles.

Functional. 503.1.1.5

The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and
measure the speed variations of the vehicles.

3.1.2.7.1.3.1 Process Travel Time Activities

The travel time calculations require a number of processing activities that are shown below in Source:
NYCDOT, 2017

Figure 27 Process Travel Time Activities
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act Process Travel Time /

Start cycle

Manage Travel Time
Bread Crumbs

Calculate speed Calculate Basic Travel
variations Times

Calculate Composite
Travel Times

Source: NYCDOT, 2017

Figure 27 Process Travel Time Activities

These activities are described in more detail below.

3.1.2.7.1.3.2 Manage Travel Time Bread Crumbs

This activity removes the ASD sightings that have been in the system past the aging time.
SCENARIOS

#f Basic Path. Purge Bread Crumbs
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SCENARIOS
1. Sort bread crumbs by TimeOfSighting
2. Determine purgeTime = currentTime - maxDuration
3. Delete all records older than purgeTime
4. Log number of records deleted
3.1.2.7.1.3.3 Calculate Basic Travel Times
This activity will calculate new travel times and update the posted travel times for the system.

SCENARIOS

¥ Basic Path. Calculate Travel Time

1. Read through the Travel Time Bread Crumb table looking for matches and defined Travel Time
routes

2. Calculate the travel time for each match on a specific route
3. Calculate the mean, standard deviation and confidence interval

4. Set the travel time for the route and the confidence level. The confidence level will be based on the
width of the confidence interval

5. check and set if min or max travel time is broached for this route

B! Alternate. No matches

1. Set travel time for the route to -1

3.1.2.7.1.3.4 Calculate Composite Travel Times

This activity will combine 2 or more basic travel time routes (measured) into a single travel time
route for display and posting.

SCENARIOS

% Basic Path. Calculate Composite Travel Time

1. Collect travel times for all segments of the route
2. sum the segment travel times
3. Set the travel time confidence based on the least confident component

3.1.2.7.1.3.5 Calculate speed variations
This activity will calculate the various speed variations between vehicles
SCENARIOS

#f Basic Path. Speed variation between vehicles

1. Convert Travel Time for each match along a basic route to a speed
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SCENARIOS

2. Generate a scatter chart with the individual speeds along a route

3. Generate a report for each route with the number of vehicles, average speed, mean speed, median
speed, minimum speed, maximum speed, standard deviation

4. Generate a percentile chart of the speeds

3.1.2.71.4 ConfigureTTRoute

A user interface that allows an operator to configure the travel time routes in the system.

3.1.2.71.5 TransmitTT

This process will send the calculated travel time to the various consumers for posting.

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final |80



3. Subsystems and Components
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Source: NYCDOT, 2017

Figure 28 Travel Time Database Tables
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3.1.2.8 Database
This section documents the various tables used in the NYC CVPD TMC.

3.1.2.81 CVPD.CVPD_AppAdjParams

This table will track the adjustable parameters for the ASD applications.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l AsdVendorID int True This will link into the ASD Vendor
table. Since the parameters may
vary with the different ASD
vendors.

[l ParmStartDate date True This will be the date that this set of
parameters becomes effective.

I ParmEndDate date True Initial value: project end date
This will be the date that these
parameters are superseded. The
initial value for this field will be the
projected end of the project. It will
be updated when new parameters
are supplied.

I MinActiveSpeed int True Initial value: 25
The minimum speed at which the
applications will be active in MPH

[l Sound tinyint True Initial value: 1
A flag indicating if sound is to be
generated.

0 =No
1=Yes

NOTE: if the vehicle is a control
vehicle this value will be ignored.

tinyint False
MinConfidencelLevel

[l Braking capability tinyint False
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COLUMN NAME DATATYPE NOT NULL COMMENTS
I AppProirity tinyint False
[l AlertSpacing tinyint False
] int False
ExcessiveSpeedAmt

3.1.2.8.2 CVPD.CVPD_ASDHistory

This table stores the ASD History with respect to the firmware updates applied to a specific ASD.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l AsdSerialNumber varchar(50) True The vendor provided serial number
for the unit
El entrytime timestamp True The time this entry was made. Not

user editable. The time will be the
local system time (not UTC)

[l dateofchange datetime True the date the change took place
varchar(50) True The version of the ASD firmware
asdversion_before_up before the update
date
varchar(50) True The ASD firmware version after the
asdversion_after_upd update
ate
[l notes_on_update varchar(max) True Initial value: No comments

This is a free text entry area for the
user making this record to record
any comments.

3.1.2.8.3 CVPD.CVPD_ASDMaint

This table will track the various ASD units in the field along with their current firmware version
number and last sighting date and time.
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COLUMN NAME DATATYPE NOT NULL COMMENTS

[l AsdSerialNumber varchar(50) True The serial number of the ASD. This
will be passed in by the ASD with
certain messages.

[l AsdVendorID int True An index into the ASD vendor table

[l AsdModelNumber varchar(50) True The vendor supplied model number
for this ASD

[l LastSighting datetime True This will be the date and time of the

most current sighting of this ASD,
either by another ASD or an RSU.
This field will be used to help
determine when an ASD is missing
from the system.

[l firmwareversion varchar(50) True The vendor supplied version number
of the firmware. This will be read from
the ASD

E datetime True The date of the last firmware update.

firmware_update_dat This information will also be available

e out of the ASDHistory table.

[l ASD_Control int True Initial value: O

A flag to indicate if this specific ASD
is a control ASD. A control ASD has
full operational capability but will not
notify the vehicle operator.

FALSE:==
TRUE:==

[l FleetOwnerID int True A foreign key to the fleet owner for
this ASD. Within the NYC CVPD
program each ASD will belong to a
fleet

[l VehicleTypelD int True This column maps into the
VehicleType table to provide the type
of vehicle in which this ASD is
installed.

[l SCMSCertificate varchar(255) False
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COLUMN NAME DATATYPE NOT NULL COMMENTS

This will be one of the ASD's BSM
signing certificates and is required if
we must request that an ASD be
placed on the certificate revocation
list (CRL). The SCMS will be able to
take a BSM Signing certificate and
trace back to the original certificate.

3.1.2.8.4 CVPD.CVPD_ASD_RF

This table collects the RF logs from the individual ASD to ASD sightings. And will be used to
measure the relative performance of RF transmissions.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l AsdSerialNumber varchar(50) True The serial number of this ASD. It must
match a serial number in the
ASDMaint table. This will be removed
prior to release of this data outside
the TMC

[l HostVehicle varchar(4) True Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

[l RemoteVehicle varchar(4) True Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
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COLUMN NAME DATATYPE NOT NULL COMMENTS

vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

' TimeOfDetection datetime True This will be the date and time of the
sighting of the remote vehicle. Time
will be the current local time (not
uTC)

[l RFLevel float True The recorded RF level from the
remote vehicle ASD

[l latitude int True Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees

' longitude int True Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

[l elevation int True Use: The DE_Elevation data element
represents the geographic position
above or below the reference ellipsoid
(typically WGS-84). The number has
a resolution of 1 decimeter and
represents an asymmetric range of
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COLUMN NAME DATATYPE NOT NULL COMMENTS
positive and negative values. Any
elevation higher than +6143.9 meters
is represented as +61439. Any
elevation lower than -409.5 meters is
represented as -4095. If the sending
device does not know its elevation, it
shall encode the Elevation data
element with -4096.
ASN.1 Representation:
Elevation ::= INTEGER (-
4096..61439)
-- In units of 10 cm steps above or
below the reference ellipsoid
-- Providing a range of -409.5 to +
6143.9 meters
-- The value -4096 shall be used
when Unknown is to be sent

3.1.2.8.5 CVPD.CVPD_ASDVendor

This table contains the contact information for the various ASD vendors

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l AsdVendorID int True This will provide the index into this
table to find an ASD Vendor

[l AsdVendorName varchar(50) True

[l AsdVendorPhone varchar(12) True The phone number for the vendor
nnn-nnn-nnnn

] varchar(50) True The name of the primary contact for

AsdVendorContact the ASD vendor

3.1.2.8.6 CVPD.CVPD_EventRecParams

This table contains the parameters to tell the ASD how long to record data.

COLUMN NAME DATATYPE NOT NULL COMMENTS
& int True Initial value: 5
PreTriggerRecTime Units - Seconds
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COLUMN NAME DATATYPE NOT NULL COMMENTS

The time period prior to the trigger
from which DSRC messages (BSM,
MAP, SPaT, TIM), application
parameters, and vehicle performance
data are to be incorporated into the
event record as specified for the
Safety Applications.

int True Initial value: 5
PostTriggerRecTime Units = seconds

The time period after the trigger from
which DSRC messages (BSM, MAP,
SPaT, TIM), application parameters,
and vehicle performance data are to
be incorporated into the event record
as specified for the Safety
Applications

[l RecResolution int True Units - seconds

Period used to record BSM. Use
either 0.1, 1, or 5 seconds.

The applications have differing needs
for recording the BSM information due
to the driver response. Some
applications need short time periods
while others need longer time periods
to verify driver reaction. Examples of
applications with short period needs
are Red Light Violation Warning.
Examples of applications with long
period needs are Oversize Vehicle
Compliance and Speed Compliance /
Work Zones.

[l Spherelnfluence int True Units - meters

The range around the connected
vehicle in which the events from
application triggers are recorded

E int True Units - meters/second?
HardBrakeThreshold
The deceleration rate of 0.4g as
defined in J2945/1, section 3.1, which
is considered to be the threat vehicle
in the application
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COLUMN NAME DATATYPE NOT NULL COMMENTS

Used by EEBL. The vehicle that
generates the BMS indicating an
EEBL has exceeded the hard braking
threshold (decal > 0.4g). The threat
vehicle transmits the hard breaking
via BSM and the host vehicles that
react to it are in the same or adjacent
lane to the threat vehicle and behind
the threat vehicle

[l MaxDistThreshold int True Units - feet

The maximum distance allowed from
a host vehicle to the threat vehicle for
generating an EEBL alert

Used by EEBL, FCW. This limits the
host vehicle’s generation of a trigger

to within this distance of the threat
vehicle

[l TimeToCrash int True units - seconds

The time-to-crash value calculated by
the application to an accuracy of 0.01
seconds

Calculated by FCW

[l AsdSerialNumber varchar(50) True

3.1.2.8.7 CVPD.CVPD_EventSummary

This table contains a summary of the event data received from the ASD

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l EventlD int True A unique ID assigned to the event for
identification purposes within the NYC
CVPD project.
Properties:
AutoNum = True
property = AutoNum=True;

[l EventDate date True
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COLUMN NAME

El EventType

[l EventFileName

[}l HostVehiclelD

[ VehicleTypelD

[l BeforePeriod

DATATYPE

int

varchar(50)

varchar(4)

int

NOT NULL

True

True

True

True

True

COMMENTS

This is the type of event that triggered
the collection of this data.

This will be the system file name that
contains the various messages that
comprise the event. These will be the
obfuscated messages as received
from the ASD

Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

This will be the vehicle ID extracted
from the BSM and recorded here to
facilitate reporting.

Initial value: 0

This flag will indicate if the event took
place during the "before period"
(TRUE) or in the "after period"
(FALSE). From the NYC CVPD
Concept of Operations document:

e  Before period: System fully
deployed and operational but
without user notification of ASD
perceived warnings and without
modification to operations of
signals or other infrastructure.

e  After period: System fully
deployed and operational but
with user notification of ASD
perceived warnings and with
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COLUMN NAME DATATYPE NOT NULL COMMENTS

modification to operations of
signals or other infrastructure.

TRUE:==
FALSE:==

[l ControlVehicle int True Initial value: 0
A flag to indicate that this vehicle is
part of the control group. The control
group will have fully operational ASD
but will not provide any feedback to
the driver.

TRUE:==
FALSE:==

[l WorkZoneFlag int True Initial value: 0
This indicates if the event occurred in
a designated work zone based on the
TIM message

[l BSMCount int True Initial value: 0
The number of BSM messages
recorded with this event.

[l MAPCount int True Initial value: 0
The number of MAP messages
recorded with this event

[l SPaTCCount int True Initial value: 0
The number of SPaT messages
recorded with this event.

[ TIMCount int True Initial value: 0
This will be a count of the number of
TIM messages associated with the
event

[l ObfuscationBinID int True The ID of the obfuscation bin to which
this event has been assigned. The
obfuscation bin will provide the time of
the event.

[l AlertMode tinyint True Initial value: 1
The alert mode of the ASD for this
event.

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final 91



3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS
O=silent
1=activve

2] tinyint True Initial value: 5
PreTriggerRecordTim Units = seconds
e

The time period prior to the trigger
from which DSRC messages (BSM,
MAP, SPaT, TIM), application
parameters, and vehicle performance
data are to be incorporated into the
event record as specified for the
Safety Applications

2] tinyint True Units = seconds
PostTriggerRecordTi
me The time period after the trigger from

which DSRC messages (BSM, MAP,
SPaT, TIM), application parameters,
and vehicle performance data are to
be incorporated into the event record
as specified for the Safety
Applications

[l RecResolution tinyint True Initial value: 1
units = tenths of a second

Period used to record BSM. Use
either 0.1, 1, or 5 seconds stored in
the database as 1, 10, 50

The applications have differing needs
for recording the BSM information due
to the driver response. Some
applications need short time periods
while others need longer time periods
to verify driver reaction. Examples of
applications with short period needs
are Red Light Violation Warning.
Examples of applications with long
period needs are Oversize Vehicle
Compliance and Speed Compliance /
Work Zones

[l Spherelnfluence tinyint True units = meters

The range around the connected
vehicle in which the events from
application triggers are recorded
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COLUMN NAME DATATYPE NOT NULL COMMENTS

2] tinyint True units = meters/second?
HardBrakeThreshold
The deceleration rate of 0.4g as
defined in J2945/1, section 3.1, which
is considered to be the threat vehicle
in the application

Used by EEBL. The vehicle that
generates the BMS indicating an
EEBL has exceeded the hard braking
threshold (decal > 0.4g). The threat
vehicle transmits the hard breaking
via BSM and the host vehicles that
react to it are in the same or adjacent
lane to the threat vehicle and behind
the threat vehicle

[/l MaxDistThreshold tinyint True units = feet

The maximum distance allowed from
a host vehicle to the threat vehicle for
generating an EEBL alert

Used by EEBL, FCW. This limits the
host vehicle’s generation of a trigger
to within this distance of the threat
vehicle

[l TimeToCrash tinyint True units = seconds

The time-to-crash value calculated by
the application to an accuracy of 0.01

seconds
Calculated by FCW
3.1.2.8.8 CVPD.CVPD_EventType
This is a list of the event types reported by the ASD.
COLUMN NAME DATATYPE NOT NULL | COMMENTS
El EventType int True An enumerated value for the event
type
] varchar(50) True A text description of the event type.
EventTypeDescription This description will be available for
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COLUMN NAME DATATYPE NOT NULL COMMENTS

reports, drop down lists or to
unambiguously identify the event type

3.1.2.8.9 CVPD.CVPD_FleetOwner

This table tracks the owners of the various fleets that have CV equipment installed and will map
the ASDs in use by this fleet owner

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l FleetOwnerlD int True The primary key to identify this fleet
owner
[l FleetOwnerName varchar(50) True A name for the fleet owner
varchar(max) True A free form description/notes field for
FleetOwnerDescriptio this fleet owner
n
[l FleetOwnerPOC varchar(50) True The name or position to contact for

this fleet owner

varchar(10) True The primary phone number to contact
FleetOwnerPhone1 the fleet owner
[l FleetOwnerFAX varchar(10) False A FAX phone number for the Fleet

owner

] varchar(10) False A secondary phone number for the
FleetOwnerPhone2 Fleet owner
2] int True Initial value: 0
FleetOwnerASDdata This is a flag indicating if the fleet

owner has requested access to the
ASD data. If TRUE then a 2nd
encryption key must be provided to
the ASD to encrypt the data for the
fleet owner.

FALSE:==
TRUE:==
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3.1.2.8.10 CVPD.CVPD_ObfuscationBin

The obfuscation bin is a location and time that events will be placed in to prevent users of the
data from identifying a specific vehicle for the event.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l ObfuscationBinID int True A unique identifier for this bin
[l ObfuscationLoclD int True A pointer to the location for this bin.
. . ) datetime False The zero time for this specific bin.
ObfuscationBinZeroTi This will be the start time for each
me event placed in this event.

3.1.2.8.11 CVPD.CVPD_ObfuscationLocation

This is the geographic location of the various obfuscation bins. Each bin will define a geofence of
4 points.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l ObfuscationLocID int True The ID of the location. This will be an
internal ID for the NYC CVPD
software

. ) varchar(50) True Initial value: No description provided

ObfuscationLocDescri A user provided description of the

p location.

[l ObfuscationLocLat int True This is latitude that will be used by the

obfuscation process.

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree
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COLUMN NAME

]
ObfuscationLoglong

ObfuscationLocElevat
ion

]
ObfuscationLocLatC1

DATATYPE

int

int

int

NOT NULL

True

True

True

COMMENTS

-- Providing a range of plus-minus
90 degrees

This is the longitude that will be used
by the obfuscation process

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

Use: The DE_Elevation data element
represents the geographic position
above or below the reference ellipsoid
(typically WGS-84). The number has
a resolution of 1 decimeter and
represents an asymmetric range of
positive and negative values. Any
elevation higher than +6143.9 meters
is represented as +61439. Any
elevation lower than -409.5 meters is
represented as -4095. If the sending
device does not know its elevation, it
shall encode the Elevation data
element with -4096.

ASN.1 Representation:

Elevation ::= INTEGER (-
4096..61439)

-- In units of 10 cm steps above or
below the reference ellipsoid

-- Providing a range of -409.5 to +
6143.9 meters

-- The value -4096 shall be used
when Unknown is to be sent

This is the latitude of the 1st corner of
the obfuscation bin geofence

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
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COLUMN NAME

]
ObfuscationLocLongC
1

]
ObfuscationLocLatC2

]
ObfuscationLocLongC
2

DATATYPE

int

int

int

NOT NULL

True

True

True

COMMENTS

ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees

This is the longitude of the 1st corner
of the obfuscation bin geofence.

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

This is the latitude of the 2nd corner
of the obfuscation bin geofence.

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees

This is the longitude of the 2nd corner
of the obfuscation bin geofence.

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree
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COLUMN NAME DATATYPE NOT NULL COMMENTS
-- Providing a range of plus-minus
180 degrees
. int True This is the latitude of the 3rd corner of
ObfuscationLocLatC3 the obfuscation bin geofence.

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees

. int True This is the longitude of the 3rd corner
ObfuscationLocLongC of the obfuscation bin geofence.
3

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

. int True This is the latitude of the 4th corner of
ObfuscationLocLatC4 the obfuscation bin geofence.

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees
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COLUMN NAME DATATYPE NOT NULL COMMENTS
. int True This is the longitude of the 4th corner
ObfuscationLocLongC of the obfuscation bin geofence.
4

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

3.1.2.8.12 CVPD.CVPD_RemoteVehicles

This is a list of the remote vehicles associated with a specific event. This list will be constructed
by the NYC CVPD software.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l EventlD int True The ID to the event to which this
remote vehicle has a connection.

[}l RemoteVehiclelD varchar(4) True Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

3.1.2.8.13 CVDP.CVPD_RSU_ASD_RF
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This table tracks the 1st and last time it sees a BSM from an ASD. The ASD will be tracked by the
temporary ID and thus is not subject to the obfuscation process.

COLUMN NAME DATATYPE NOT NULL COMMENTS
' rsuid int False
[l HostVenhicle varchar(4) False
[l msgCnt tinyint False
' latitude int False
[l longitude int False
I RFlevel int False
[l sightingtime timestamp False

3.1.2.8.14 CVPD.CVPD_RSUMaint

This table tracks the information about the various RSU devices

COLUMN NAME DATATYPE NOT NULL COMMENTS
' rsuid int True The ID of the affected RSU
varchar(140) False A free text entry of the RSU location.

rsulocationdescription

[l rsuloclatitude int False Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)
-- LSB = 1/10 micro degree
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COLUMN NAME

[l rsuloclongitude

[}l rsulocelevation

[}l rsumainstreet

[}l rsucrossstreet

E ipv4addr

[l ipveaddr

DATATYPE NOT NULL
int False
int False
int False
int False
varchar(50) False
varchar(50) False

COMMENTS

-- Providing a range of plus-minus
90 degrees

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

Use: The DE_Elevation data element
represents the geographic position
above or below the reference ellipsoid
(typically WGS-84). The number has
a resolution of 1 decimeter and
represents an asymmetric range of
positive and negative values. Any
elevation higher than +6143.9 meters
is represented as +61439. Any
elevation lower than -409.5 meters is
represented as -4095. If the sending
device does not know its elevation, it
shall encode the Elevation data
element with -4096.

ASN.1 Representation:

Elevation ::= INTEGER (-
4096..61439)

-- In units of 10 cm steps above or
below the reference ellipsoid

-- Providing a range of -409.5 to +
6143.9 meters

-- The value -4096 shall be used
when Unknown is to be sent

Index into the street name for the
main street for this RSU

index into the street names for the
cross street of this rsu

The IPv4 address for the device

The IPv6 address for the device
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3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l firmwareversion varchar(32) False The current firmware version running
in the RSU
[}l serialnumber varchar(50) False The serial number of the RSU
' rsuMibVersion varchar(32) False
[l rsuManufacturer varchar(32) False
' rsuMobile int True Initial value: 0

The rsuMobile flag indicates if this is a
mobile or stationary RSU. The
majority of RSUs will be stationary but
there will be some RSUs that are
used to track work zones. Per FCC
regulations a RSU that is in motion
may not transmit. A RSU classified as
a mobile RSU will have special
processing requirements:

- data will only be available when it is
stationary so failure notifications will
be different

- the RSU location must be updated
when information is received instead
of being constant.

3.1.2.8.15 CVPD.CVPD_RSU_RF

This table collects the RF data for each RSU as seen by the ASDs. The expectation is that an
ASD will record the 1st and last time it sees a BSM, MAP or SPaT message from each RSU.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[ rsuid int True The ID of the reporting RSU
[l AsdSerialNumber varchar(50) True This is the serial number of the ASD

and will be used to determine the
strength of different ASD. This data
item will be removed prior to the RF
data being released

[l HostVehicle varchar(4) True
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3. Subsystems and Components

COLUMN NAME

[l TimeOfSighting

[l Latitude

[l Logitude

[Z Elevation

DATATYPE

datetime

int

int

int

NOT NULL

True

True

True

True

COMMENTS

Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

The time of the sighting by the
vehicle. Time will be the local time of
the system.

Use: The geographic latitude of an
object, expressed in 1/10th integer
microdegrees, as a 31 bit value, and
with reference to the horizontal datum
then in use. The value 900000001
shall be used when unavailable.
ASN.1 Representation:

Latitude ::= INTEGER (-
900000000..900000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
90 degrees

Use: The geographic longitude of an
object, expressed in 1/10th integer
microdegrees, as a 32-bit value, and
with reference to the horizontal datum
then in use. The value 1800000001
shall be used when unavailable.
ASN.1 Representation:

Longitude ::= INTEGER (-
1799999999..1800000001)

-- LSB = 1/10 micro degree

-- Providing a range of plus-minus
180 degrees

Use: The DE_Elevation data element
represents the geographic position
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3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS

above or below the reference ellipsoid
(typically WGS-84). The number has
a resolution of 1 decimeter and
represents an asymmetric range of
positive and negative values. Any
elevation higher than +6143.9 meters
is represented as +61439. Any
elevation lower than -409.5 meters is
represented as -4095. If the sending
device does not know its elevation, it
shall encode the Elevation data
element with -4096.

ASN.1 Representation:

Elevation ::= INTEGER (-
4096..61439)

-- In units of 10 cm steps above or
below the reference ellipsoid

-- Providing a range of -409.5 to +
6143.9 meters

-- The value -4096 shall be used
when Unknown is to be sent

[l RFLevel float True The report RF level of the received
transmission

[l MapMessage int True Initial value: 0
A flag to indicate if this was a MAP
message that was received.

[l SPaTMessage int True Initial value: 0
A flag to indicate if this was a
SPaTmessage that was received.

E TIM int True Initial value: 0
A flag to indicate if this was a TIM that
was received.

3.1.2.8.16 CVPD.CVPD_RSUhistory

This table will track the firmware updates to the RSU devices.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[ rsuid int True The ID of the RSU
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3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS

E entrytime timestamp True This is the timestamp when the entry
is made to this table. This is a non-
editable entry

[l dateofchange datetime True The date the change was made.

varchar(50) True The version of firmware in the RSU
rsuversion_before_up before the update
date

varchar(50) True The RSU firmware version number
rsuversion_after_upd after the update. This may stay the
ate same if there was a hardware failure
and the new RSU has the same
firmware

] varchar(50) True The serial number of the RSU before

rsuSN_before_update the update. This field is provided in
the case where the physical RSU is
replaced.

2] varchar(50) True The serial number of the RSU after

rsuSN_after_update the update. This field is provided in
the case where the physical RSU is
replaced.

[l notesonupdate varchar(max) True This is a free text field to allow the
operator to enter notes about the
update.

3.1.2.8.17 CVPD_.CVPD_StreetDict

This is a dictionary of the streets to use in the travel time route

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l streetlD int True the primary key for the street
dictionary table
[l streethname varchar(50) True the descriptive name for the street
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3. Subsystems and Components

3.1.2.8.18 CVPD.CVPD_TravelTimeBreadCrumb

This table collects the bread crumb data from the RSUs and provides it for the travel time
calculation

COLUMN NAME DATATYPE NOT NULL COMMENTS
I RSUID int True The ID of the reporting RSU
[l HostVenhicle varchar(4) True Use: This is the 4 octet random

device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

[ TimeofSighting datetime True The recorded time of the sighting.
This will be local time, not UTC

3.1.2.8.19 CVPD.CVPD_TravelTimeHistory

The TravelTimeHistory table will record each change in travel time for the route on a 15 minutes
basis or if the travel time changes by > 10% of the current travel time.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l route_ID int True The route ID for this history entry
[l updatetime timestamp True The time at which this update is
made. The time will be the local
system time.
[l TravelTime int True
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3. Subsystems and Components

COLUMN NAME

[l AverageSpeed

DATATYPE

float

NOT NULL

True

3.1.2.8.20 CVPD.CVPD_TravelTimePosted

COMMENTS

The travel time for the route in
minutes.

The average speed for this period in
MPH. Average speed will be
calculated using the travel time and
the nominal distance of the route.

This table provides the current travel time for each route. This table will provide the nominal travel
time along with the calculated travel time, if one exists. The consuming application is responsible
for determining which travel time should be displayed to the public.

COLUMN NAME

' route_id

[ TravelTime

[ TravelTimeNomial

B}

TravelTimeConfidenc
e

TravelTimeMinBreach
ed

E
TravelTimeMaxBreac

hed

DATATYPE

int

int

int

int

int

int

NOT NULL

True

True

True

True

True

True

COMMENTS

The route ID for the travel time.

The travel time for the route in
minutes. A -1 will indicate that a
calculated travel is not available.

The nominal travel for the selected
route

This is a number indicating the
confidence level of the travel time
value. The confidence level accounts
for the number of travel time samples
for the route along with the variation
in the travel time samples

Initial value: 0

A flag to indicate that the calculated
travel time for the route falls below the
minimum travel time for the route. The
consumer of the travel time must
decide if the nominal travel time, no
travel time or the calculated travel
time should be used..

Initial value: 0
A flag to indicate that the calculated
travel time for the route exceeds the
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3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS

maximum travel time for the route.
This flag also indicates that the
nominal time for the route is the travel
time for the route.

[l RouteAvgSpeed float False The average speed along the route in
MPH. This will be based on the
nominal distance of the route.

3.1.2.8.21 CVPD.CVPD_TravelTimeRoute

This table describes a travel time route. The user will specify the beginning and ending RSU for
the route.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[ route_ID int True A unique identifier for the route
[l routeDescription varchar(50) True A free text entry by the user to

describe the route

2] int True This is the user provided nominal
TravelTimeNominal travel time for the route in minutes.

int True This is the minimum travel time for the
TravelTimeMinReport route. This will be used to flag the

consumer of the travel time
information that the calculated travel
time is shorter then the most
reasonable speed along the route will

support
El _ int True This is the maximum travel time for
TraveelTimeMaxRepo the route. This will be used to flag the
rt consumer of the travel time

information that the calculated travel
time is greater then the most
reasonable speed along the route will
support

[l RouteDistNominal float True This is the nominal distance of the
route in miles.
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COLUMN NAME DATATYPE NOT NULL COMMENTS
[l TTRComposite int True Initial value: 0
This is a flag to indicate if this is a
composite route. A composite route is
a combination of basic routes (i.e.
measured travel time of 2 or more
basic TTR)

0 == FALSE (this is a basic TTR)
1 == TRUE (this is a composite TTR)

[l CurrentTravelTime int True The current calculated travel time for
this route in minutes

[l TT timestamp timestamp True The time that the CurrentTravelTime
was updated

3.1.2.8.22 CVPD.CVPD_TTRBasic

This table defines a basic travel time route (TTR). A basic TTR is one that has an RSU at each
end and uses matches of the vehicles to calculate the travel time.

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l route_ID int True The route ID

[l RSUstart int True The starting RSU for this travel time
route

[l RSUend int True The ending RSU for this travel time
route

] int True Initial value: 5

MaxAgeAsdSighting

3.1.2.8.23 CVPD.CVPD_TTRComposite

This table defines a travel time route (TTR) that is a collection of basic TTRs

COLUMN NAME DATATYPE NOT NULL COMMENTS

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final 109



3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL
[l route ID int True
[l segment ID int True

3.1.2.8.24 CVPD.CVPD_VehicleSpeeds

This table will track the speeds along a route

COLUMN NAME DATATYPE NOT NULL
' route_ID int True
[}l HostVehicle varchar(4) True
[l VehicleTypelD int True
[l SightingTime timestamp True

COMMENTS

This is the route ID for this travel time
route.

This is a route that is part of the
composite route.

COMMENTS

An index into the route definition

We will use the HostVehicle ID to
prevent adding the speed for a
vehicle twice to a route and time
period.

Use: This is the 4 octet random
device identifier, called the
TemporarylD. When used for a
mobile OBU device, this value will
change periodically to ensure the
overall anonymity of the vehicle,
unlike a typical wireless or wired 802
device ID. Because this value is used
as a means to identify the local
vehicles that are interacting during an
encounter, it is used in the message
set. Other devices, such as
infrastructure (RSUs), may have a
fixed value for the temporary ID value.
See also DE_StationID which is used
in other deployment regions.

ASN.1 Representation:
TemporaryID ::= OCTET STRING
(SIZE(4))

An index into the CVPD_VehicleType
table so that speeds can be classified
by vehicle type.

The time when the vehicle was at the
starting RSU of the route.
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3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS

[l CalculatedSpeed float True The calculate speed of the vehicle
based on the measured travel time
between the 2 RSUs on the route and
the nominal distance of the route.

Units = miles/hour

3.1.2.8.25 CVPD.CVPD_VehicleType

The type of Vehicle in which this ASD is installed. The vehicle type will be the type reported in the
BSM

COLUMN NAME DATATYPE NOT NULL COMMENTS
' VehicleTypelD int True Primary key field for the vehicle type
[l VehicleType varchar(50) True Use: The DE_VehicleType data

element is a type list (i.e., a
classification list) of the vehicle in
terms of overall size. The data
element entries follow the definitions
defined in the US DOT Highway
Performance Monitoring System
(HPMS). Many infrastructure roadway
operators collect and classify data
according to this list for regulatory
reporting needs. Within the ITS
industry and within the DSRC
message set standards work, there
are many similar lists of types for
overlapping needs and uses.

ASN.1 Representation:
VehicleType ::= ENUMERATED {
none (0), -- Not Equipped, Not known
or unavailable

unknown (1), -- Does not fit any other
category

special (2), -- Special use

moto (3), -- Motorcycle

car (4), -- Passenger car

carOther (5), -- Four tire single units
bus (6), -- Buses

axleCnt2 (7), -- Two axle, six tire

single units

axleCnt3 (8), -- Three axle, single
units

axleCnt4 (9), -- Four or more axle,
single unit
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COLUMN NAME

DATATYPE

3.1.2.8.26 CVPD.CVPD_WeatherObs

NOT NULL

COMMENTS

axleCnt4Trailer (10), -- Four or less
axle, single trailer

axleCnt5Trailer (11), -- Five or less
axle, single trailer

axleCnt6Trailer (12), -- Six or more
axle, single trailer
axleCnt5MultiTrailer (13), -- Five or
less axle, multi-trailer
axleCnt6MultiTrailer (14), -- Six axle,
multi-trailer

axleCnt7MultiTrailer (15), -- Seven or
more axle, multi-trailer

The WeatherObs table will store the hourly weather observations retrieved from the National

Weather Service (NWS).

The base URL is http://w1.weather.gov/xml/current_obs/

COLUMN NAME

[l StationID

[l Obersvation_time

]
observation_time_rfc8

22

[l weather

@

temperature_string

E temp f

[l temp_c

DATATYPE

varchar(4)

datetime2(7)

datetime2(7)

varchar(50)

varchar(50)

float

float

NOT NULL

True

True

False

False

False

False

False

COMMENTS

The NWS station ID

Time of the observation as provided
by the NWS data feed.

Time of the observation conformant to
RFC822 as provided by the NWS
data feed.

A description of the weather as
provided by the NWS data feed.

This is a text version of the local
temperature showing temperature in
FandC

The current temperature in Fahrenheit
as provided by the NWS data feed.
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COLUMN NAME DATATYPE NOT NULL COMMENTS

the current temperature in Celsius as
provided by the NWS data feed.

[l relative_humidity int False the relative humidity as provided by
the NWS data feed.

[l wind_string varchar(50) False A description of the wind as provided
by the NWS data feed.

E wind_dir varchar(50) False The wind direction as provided by the
NWS data feed.

[ wind_degrees float False The wind heading as provided by the
NWS data feed.

[ wind_mph float False The wind speed in miles per hour as

provided by the NWS data feed.

El wind_kt float False The wind speed in knots as provided
by the NWS data feed.

[l pressure_string varchar(50) False A description of the atmospheric
pressure as provided by the NWS
data feed.

[l pressure_mb float False The atmospheric pressure in milli-
bars as provided by the NWS data
feed.

[l pressure_in float False The atmospheric pressure in inches
of mercury as provided by the NWS
data feed.

I dewpoint_string varchar(50) False A description of the dew point as
provided by the NWS data feed.

[l dewpoint_f float False The current dewpoint temperature in
Fahrenheit as provided by the NWS
data feed.

[l dewpoint_c float False

U.S. Department of Transportation
Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final 113



3. Subsystems and Components

COLUMN NAME DATATYPE NOT NULL COMMENTS

the dew point temperature in Celsius
as provided by the NWS data feed.

[l visibility mi float False The current visibility in miles as
provided by the NWS data feed.

3.1.2.8.27 CVPD.CVPD_WeatherStation

The WeatherStation table contains the baseline information for all weather stations that will be
monitored for the NYC CVPD project.

COLUMN NAME DATATYPE NOT NULL COMMENTS
[l station_id varchar(4) True The NWS station ID.
[l LocationDescrip varchar(50) True The description of the weather station

as retrieved from the NWS data feed.

[}l Latitude float True Latitude of the weather station as
provided by the NWS data feed.

' Longitude float True Longitude of the weather station as
provided by the NWS data feed.

[l URL varchar(50) False This is the URL of the XML string
from the NWS. The form is
"http://w1.weather.gov/xml/current_ob
s/KJFK.xml"

3.1.3 Interfaces

3.1.3.1 National Weather Service

The NYC CVPD will store the hourly weather observations from the NWS as specified for requirement
510.5.1 and 510.5.1.1.
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dm CVPD Weather Tables/

CVPD_WeatherStation %

*

*

*

«column»

*PK station_id:varchar(4)

LocationDescrip: varchar(50)
Latitude: float

Longitude: float

URL: varchar(50)

(StationID =station_id)

CVPD_WeatherObs %

04

+

+

«index»
IXFK_WeatherStation_WeatherObs(varchar)

«PK»
PK_WeatherStation(varchar)

«FK»

«column»

*pfK StationID: varchar(4)

*PK Obersvation_time: datetime2(7)
observation_time_rfc822: datetime2(7)
weather: varchar(50)
temperature_string: varchar(50)
temp_f: float
temp_c: float
relative_humidity: int
wind_string: varchar(50)
wind_dir: varchar(50)
wind_degrees: float
wind_mph: float
wind_kt: float
pressure_string: varchar(50)
pressure_mb: float
pressure_in: float
dewpoint_string: varchar(50)
dewpoint_f: float
dewpoint_c: float
visibility_mi: float

«FK»
+  FK_WeatherObs_WeatherStation(varchar)

«index»
+ IXFK_WeatherObs_WeatherStation(varchar)
+  Stationldx(varchar)
+ Dateldx(datetime?2)

«PK»
+ PK_WeatherObs(varchar, datetime2)

Figure 29 National Weather Service

Source: NYCDOT, 2017
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3. Subsystems and Components

3.2 Roadside Unit (RSU)

The design of the Roadside Unit (RSU) will be completed by the successful bidder(s) for the NYC
procurement for the RSUs. The specification for the RSUs are provided in the NYC Invitation for Bids,
Connected Vehicles, Roadside Unit— DOT, Bid No. 1700209. The requirements of the RSU as
identified in the Connected Vehicle Pilot Deployment Program Phase 1, Systems Requirements
Specification (SyRS) — New York City, publication number FHWA-JPO-16-303 are mapped to the
procurement specification in the requirements traceability matrix (RTM) part of this document.

3.3 Aftermarket Safety Device (ASD)

The design of the Aftermarket Safety Device (ASD) will be completed by the successful bidder(s) for
the NYC procurement for the ASDs. The specification for the ASDs are provided in the 5.9GHz DSRC
Aftermarket Safety Device (ASD), Procurement Specification, Version 2.2 dated June 2017. The
requirements of the ASD as identified in the Connected Vehicle Pilot Deployment Program Phase 1,
Systems Requirements Specification (SyRS) — New York City, publication number FHWA-JPO-16-303
are mapped to the procurement specification in the requirements traceability matrix (RTM) part of this
document.

3.4 PID

The design of the Personal Information Device (PID) will be completed by the successful bidder(s) for
the NYC procurement for the PIDs. The specification for the PIDs are provided in the Personal
Information Device (PID), Procurement Specification, Version 1.A, May 2016. The requirements of
the ASD as identified in the Connected Vehicle Pilot Deployment Program Phase 1, Systems
Requirements Specification (SyRS) — New York City, publication number FHWA-JPO-16-303 are
mapped to the procurement specification in the requirements traceability matrix (RTM) part of this
document.

3.5 PID Performance Monitor

The performance data from the PID involves the collection of behavioral data from human subjects.
Special procedures must be followed to collect and protect the human subjects and the associated
data. The selection of subjects, types of data and the required protections are governed by an
institutional review board (IRB). The PID Performance Monitor task will be performed by New York
University (NYU) using the IRB procedures approved and monitored by NYU.

As noted in Section 2.2, the PID deployment number has changed
to 10 prototypes. However, this has not impacted the performance
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3. Subsystems and Components

monitoring and evaluation process which is shown in Source:
NYCDOT, 2017
Figure 30 below.
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dfd CVPD NYU Personal Information Device Performance Evaluation /

505.2.1

notes
The NYC CVPD performance
monitoring subsystem shall
post-process the data
surrounding the PED-SIG
application events.

(from NYC CVPD Requirements)

505.2.1.1

notes
The NYC CVPD performance
monitoring subsystem shall
utilize the post-processed event
data and measure the number
of pedestrian crossing
violation reductions.

(from NYC CVPD Requirements)

505.2.1.2

notes
The NYC CVPD performance
monitoring subsystem shall
utilize the post-processed
event data and measure the
visually-impaired pedestrian-
related crash counts and

rates.

(from NYC CVPD Requirements)

505.2.1.3

notes
The NYC CVPD performance
monitoring subsystem shall
utilize the post-processed event
data and measure the conflicts
with visually-impaired

pedestrians.

(from NYC CVPD Requirements)

NYC PD Crash Data
Sets
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- 505.2.1.4

notes
The NYC CVPD performance
monitoring subsystem shall
utilize the post-processed
event data and measure the
wait time for crossing at the
intersections.

(from NYC CVPD Requirements)

Tables::CVPD_EventType

Obfuscated Event

E

Data

«column»
*PK EventType:int

*  EventTypeDescription: varchar(50)

«PK»
+  PK_EventType(int)

Tables::CVPD_EventSummary E

*PK

*

*

*FK

NYU PID
Perfomance
Evaluation

EE R REE N I DR N

«column»

EventID:int
EventFileName: varchar(50)
HostVehiclelD: varchar(4)
EventType:int
BeforePeriod: int=0
ControlVehicle:int=0
WorkZoneFlag: int=0
BSMCount:int=0
MAPCount:int=0
SPaTCCount:int=0
ObfuscationBinID: int
TIMCount:int=0

\ «FK»
\ +  FK_EventSummary_EventType(int)
\\ «index»
\ +  IXFK_Event Summary_ObfuscationBin(int)
\ +  IXFK_EventSummary_EventType(int)
«trac\e» «PK»
\ +  PK_EventID(int)
\
\
\
\
505.2.2
notes

The NYC CVPD performance
monitoring subsystem shall
evaluate the changein the
number of reported crashes
involving visually-impaired
pedestrians from the Before
period to the Pilot period.

(from NYC CVPD Requirements)

Figure 30 Performance Evaluation - Personal Information Device

Source: NYCDOT, 2017
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3.5.1 Requirements

The following requirements are addressed by the NYU IRB performance evaluation.

Requirements

Functional. 505.2.1

The NYC CVPD performance monitoring subsystem shall post-process the data surrounding the PED-SIG
application events.
[ Proposed, Medium difficulty. ]

Functional. 505.2.1.1
The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and measure the
number of pedestrian crossing violation reductions.

[ Proposed, Medium difficulty. |
Functional. 505.2.1.2
The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and measure the
visually-impaired pedestrian-related crash counts and rates.

[ Proposed, Medium difficulty. ]
Functional. 505.2.1.3
The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and measure the
conflicts with visually-impaired pedestrians.

[ Proposed, Medium difficulty. ]
Functional. 505.2.1.4
The NYC CVPD performance monitoring subsystem shall utilize the post-processed event data and measure the
wait time for crossing at the intersections.

[ Proposed, Medium difficulty. |
Functional. 505.2.2
The NYC CVPD performance monitoring subsystem shall evaluate the change in the number of reported crashes

involving visually-impaired pedestrians from the Before period to the Pilot period.
[ Proposed, Medium difficulty. ]

3.6 Interfaces

This section provides a list of references to the sections in the ICD that pertain to this each
subsystem/component listed in sections 3.1.1 and 3.1.2. It includes the unique identifiers from the
merged triples spreadsheet to enable traceability.
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3. Subsystems and Components

3.6.1 Hardware

3.6.1.1 Device Enrollment Information

Sections 3.5.1, 3.28.1, and 3.34.1 of the ICD lists the device enrollment information triple. USDOT

SCMS will be responsible for the implementation of these triples upon release of its production

system.
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
device enrollment USDOT Prototype
1 Lt information Bus ASD SCMS
. . USDOT Prototype
Commercial Vehicle ASD SCMS
. . USDOT Prototype
Light Duty Vehicle ASD SCMS
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
device enrollment USDOT Prototype
1 10001 information PID SCMS
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
device enrollment USDOT Prototype
1 Lt information RSU SCMS
3.6.1.2 Device Identification
Sections 3.2.1, 3.25.1, and 3.26.1 of the ICD list the device identification triple.
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10015 device identification ASD NYCDOT TMC
Intero N
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10015 device identification PID NYCDOT TMC
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3. Subsystems and Components

Interop

Instance Destination
Cat Flow Name Source Element

ID Element
Num
2 10015 device identification RSU NYCDOT TMC

3.6.1.3 Equipment Settings and Comments

Sections 3.14.10 and 3.32.1 of the ICD list the triples regarding equipment settings and commands.

Interop

Instance Destination
Cat Flow Name Source Element

ID Element
Num
2 10021 equipment status RSU Service Monitor
Interop PP

Instance Destination
Cat Flow Name Source Element

ID Element
Num
2 10018 zgt‘:i'ﬁg“se”t configuration | \vcpoT TMC RSU
2 10019 ggr‘ﬁfn”;ﬁgts“’”tm' NYCDOT TMC RSU
2 10020 equipment status RSU NYCDOT TMC

3.6.2 Software

3.6.2.1 Intersection Geometry Information

Sections 3.3.4, 3.30.1, and 3.14.1 of the ICD list the intersection geometry information triple.

Intero N
P Instance Destination
Cat Flow Name Source Element
Num ID Element
1 10008 intersection geometry RSU Bus ASD
RSU Xgrtr;mermal Vehicle
RSU 'I&lggt Duty Vehicle
Intero N
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10008 intersection geometry RSU PID
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10008 intersection geometry NYCDOT TMC RSU
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3. Subsystems and Components

3.6.2.2 Location Correction

Section 3.3.5 of the ICD lists the location correction triple.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10010 location correction RSU Bus ASD
Commercial Vehicle
Light Duty Vehicle
RSU ASD
3.6.2.3 Pedestrian Crossing Status Information
Section 3.33.1 of the ICD lists the pedestrian crossing status triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10011 pedestrian crossing Signal Controller RSU
status
3.6.2.4 Restricted Lanes Parameters
Sections 3.3.6 and 3.14.2 of the ICD list the restricted lanes parameters triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10013 RSU Bus ASD
RSU gggmemal Vehicle
Light Duty Vehicle
RSU ASD
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10013 restricted lanes NYCDOT TMC RSU

parameters

3.6.2.5 Speed Compliance Parameters

Section 3.3.8 of the ICD lists the speed compliance parameters triple.
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3. Subsystems and Components

Interop PP
Instance Destination
Cat Flow Name Source Element
ID Element
Num
1 10014 speed compliance RSU Bus ASD
parameters
Commercial Vehicle
Light Duty Vehicle
RSU ASD

3.6.2.6 Emergency Traveler Information

Sections 3.11.1 and 3.3.9 of the ICD list the emergency traveler information triple.

Interop N
Instance Destination
Cat Flow Name Source Element
ID Element
Num
emergency traveler NYCDOT Office of
2 10016 . : Emergency Response NYCDOT TMC
information
(OER)
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10017 emergency traveler RSU Bus ASD
information
Commercial Vehicle
RSU ASD
Light Duty Vehicle
3.6.2.7 Host Vehicle Status
Section 3.35.1 of the ICD lists the host [vehicle type] status triple.
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10022 host [vehicle type] status Commercial Vehicle gggmermal Veicle

databus

Transit Vehicle Databus

Bus ASD

Commercial Vehicle
databus

Commercial Vehicle
ASD

Light Duty Vehicle Light Duty Vehicle
databus ASD
Transit Vehicle Databus Bus ASD

3.6.2.8 Intersection Safety and Management Application Information
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3. Subsystems and Components

Section 3.14.5 of the ICD lists the triples regarding intersection safety and management application

information.
Intero N
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
intersection
2 10026 management application | NYCDOT TMC RSU
info
intersection
2 10026 management application | RSU NYCDOT TMC
status
2 10026 intersection safety NYCDOT TMC RSU
application info
2 10026 |nter.sec.t|on safety RSU NYCDOT TMC
application status
3.6.2.9 Intersection Status
Sections 3.3.10 and 3.30.2 of the ICD list the intersection status triple.
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10027 intersection status RSU Bus ASD
Commercial Vehicle
Light Duty Vehicle
RSU ASD
Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10027 intersection status RSU PID
3.6.2.10 Application Parameters, Information, and Status
Section 3.14.7 of the ICD lists the triples regarding application parameters, information, and status.
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 10030 situation data collection NYCDOT TMC RSU
parameters
2 10030 speed management NYCDOT TMC RSU
application information
2 10030 traffic monitoring NYCDOT TMC RSU
application info
5 10030 travellerllnfo'rmatlon NYCDOT TMC RSU
application info
2 10030 trafflp mpnltorlng RSU NYCDOT TMC
application status
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3. Subsystems and Components

3.6.2.11 Time
Sections 3.9.1 and 3.10.1 of the ICD list the triples regarding location and time service (LTS).
Interop o
Cat [T Flow Name Source Element DR
ID Element
Num
2 10031 time LTS NYCDOT TMC
nEme Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10031 time LTS Service Monitor

Section 3.33.4 of the ICD lists the triple regarding the time for ASTC controller.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10031 time RSU Signal Controller
3.6.2.12 Speed Management Information
Section 3.3.12 of the ICD lists the speed management information triple.
Intero N
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10033 speed management RSU Bus ASD
information
Commercial Vehicle
Light Duty Vehicle
RSU ASD
3.6.2.13 Vehicle Situation Data Parameters
Section 3.3.14 of the ICD lists the vehicle situation data parameters triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 10038 vehicle situation data RSU Bus ASD
parameters
Commercial Vehicle
RSU ASD
Light Duty Vehicle
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3. Subsystems and Components

3.6.2.14 Personal Location

Section 3.17.1 of the ICD lists the personal location triple.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
2 10032 personal location RSU PID

3.6.2.15 Application Installation and Upgrade

Section 3.14.8 of the ICD lists the triple regarding application install and upgrade.

Interop PP
Instance Destination
Cat Flow Name Source Element
ID Element
Num
4 13001 application NYCDOT TMC RSU
install/lupgrade

3.6.2.16 Driver Updates

Section 3.4.1 of the ICD lists the triples regarding the driver updates from the ASD sends to the driver.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
4 13002 driver updates Bus ASD Bus Driver
Commercial Vehicle ASD | Truck Driver
Light Duty Vehicle
Driver

Light Duty Vehicle ASD

3.6.2.17 Intersection Control Status Information

Section 3.33.3 of the ICD lists the triple regarding the intersection control status.

Interop N
Instance Destination
Cat Flow Name Source Element
ID Element
Num
4 13003 intersection control Signal Controller RSU
status

3.6.2.18 Operation and Maintenance Data

Sections 3.3.3 and 3.14.11 of the ICD list the operation and maintenance data triple.
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3. Subsystems and Components

Interop PP
Instance Destination
Cat Flow Name Source Element
Num ID Element
operation and .
4 13004 maintenance ASD data NYCDOT TMC Performance Monitor
operation and ;
4 13004 maintenance RSU data NYCDOT TMC Performance Monitor
Intero o
P Instance Destination
Cat Flow Name Source Element
Num ID Element
operation and
4 13004 maintenance ASD data RSU NYCDOT TMC
operation and
4 13004 maintenance RSU data RSU NYCDOT TMC
3.6.2.19 System Monitoring
Section 3.32.2 of the ICD lists the triple regarding the RSU subsystem monitoring.
Intero N
P Instance Destination
Cat Flow Name Source Element
Num ID Element
4 13005 system monitoring RSU Service Monitor

3.6.2.20 Vehicle Situation Data

Section 3.3.13 of the ICD lists the vehicle situation data triple.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
4 13006 vehicle situation data Bus ASD RSU
Commercial Vehicle ASD | RSU
Light Duty Vehicle ASD RSU
3.6.2.21 Traffic Situation Data
Section 3.14.6 of the ICD lists the traffic situation data triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
4 13031 traffic situation data RSU NYCDOT TMC

3.6.2.22 Crossing Status

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology

Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final | 127



3. Subsystems and Components

Section 3.30.3 of the ICD lists the crossing status triple.

Interop o

Instance Destination
Cat Flow Name Source Element

ID Element
Num
5 13007 crossing status RSU PID

3.6.2.23 Current Infrastructure Restrictions
Section 3.12.1 of the ICD lists the current infrastructure restrictions triple.
Intero o
P Instance Destination

Cat Flow Name Source Element

ID Element
Num

current infrastructure NYCDOT Office of Freight
5 13008 restrictions Mobility (OFM) NYCDOT TMC
3.6.2.24 MTA Bus GPS Travel Time Data
Section 3.19.1 of the ICD lists the MTA bus GPS travel time data triple.
Intero o
P Instance Destination

Cat Flow Name Source Element

ID Element
Num
5 13009 {\."TA bus GPS travel MTA Bus Data Archive | Performance Monitor

ime data

3.6.2.25 Obfuscated Data Sets

Sections 3.23.1 and 3.24.1 of the ICD list the obfuscated data sets triple.

Interop o

Instance Destination
Cat Flow Name Source Element

ID Element
Num
5 13010 obfuscated data sets Performance Monitor TTI (USDOT IE)
Intero N

P Instance Destination

Cat Flow Name Source Element

ID Element
Num

DOTR h

5 13010 obfuscated data sets Performance Monitor BSta?ExchiiZir?RDE)

3.6.2.26 Pedestrian Presence

Sections 3.36.1, 3.38.1, and 3.37.1 of the ICD lists the triples regarding pedestrian presence. Section
3.33.2 of the ICD lists the pedestrian crossing status triple on pedestrian presence status.
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3. Subsystems and Components

Interop

Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 13011 pedestrian detection data | Pedestrian Detector Signal Controller
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 13013 pedestrian presence Unequipped Pedestrian Pedestrian Detector
Intero N
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
6 13025 pedestrian presence Vlsuallyl-lmpalred Pedestrian Detector
Pedestrian
Intero o
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
6 13026 pedestrian crossing Signal Controller RSU
status
3.6.2.27 Pedestrian Performance Data
Section 3.17.2 of the ICD lists the pedestrian performance data triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 13012 Sg?aestrian performance PID NYU (NYCDOT IRB)
3.6.2.28 Personal Input
Section 3.27.1 of the ICD lists the personal input triple.
Intero .
P Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 13014 personal input Visually-Impaired PID
Pedestrian
3.6.2.29 Personal Updates

Section 3.27.2 of the ICD lists the triple regarding personal updates from the PID to the visually-

impaired pedestrian user.
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3. Subsystems and Components

Interop PP

Instance Destination
Cat Flow Name Source Element

ID Element
Num
5 13015 personal updates PID \Ffle?(;] :;Izlri-;r:palred

3.6.2.30 PID Operational Status
Section 3.16.1 of the ICD lists the triple regarding the PID operational status.
Intero .
P Instance Destination

Cat Flow Name Source Element

ID Element
Num
5 13016 PID operational status NYU (NYCDOT IRB) Performance Monitor

3.6.2.31 Reduced Speed Warning Information

Section 3.14 of the ICD lists the reduced speed warning information triple.

Interop PP

Instance Destination
Cat Flow Name Source Element

ID Element
Num
5 13017 {r?f%“ced speedwarning | \vcpoT TMC RSU

3.6.2.32 NYC Signal Control System
Section 3.39 of the ICD lists the signal control device configuration triple.
Intero N
P Instance Destination

Cat Flow Name Source Element

ID Element
Num
5 13018 signal control device NYCDOT TMC Signal Controller

configuration

Section 3.39 of the ICD lists the signal system configuration triple.

Interop PP
Instance Destination
Cat Flow Name Source Element
Num ID Element
5 13019 ig:%jéstfgg‘ NYCDOT TMC Signal Controller
Section 3.39 of the ICD lists the traffic sensor control triple.
Intero N
P Instance Destination
Cat Flow Name Source Element
Num ID Element
5 13020 traffic sensor control NYCDOT TMC Signal Controller
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3. Subsystems and Components

Section 3.39 of the ICD lists the signal control commands triple.

Interop o
Instance Destination
Cat Flow Name Source Element
ID Element
Num
6 13027 signal control commands | NYCDOT TMC Signal Controller

Section 3.39 of the ICD lists the signal control plans triple.

Interop

Instance Destination
Cat Flow Name Source Element

ID Element
Num
6 13028 signal control plans NYCDOT TMC Signal Controller

Section 3.39 of the ICD lists the signal control status triple.

Interop o

Instance Destination
Cat Flow Name Source Element

ID Element
Num
6 13029 signal control status Signal Controller NYCDOT TMC

Section 3.39 of the ICD lists the traffic flow triple.
Intero .
P Instance Destination

Cat Flow Name Source Element

ID Element
Num
6 13030 traffic flow Signal Controller NYCDOT TMC

3.6.2.33 Travel Time Records for RFID Readers
Section 3.21.1 of the ICD lists the travel time records triple for RFID readers.
Intero N
P Instance Destination

Cat Flow Name Source Element

ID Element
Num
5 13022 travel time records RFID Readers Performance Monitor

3.6.2.34 Volume Count Data

Section 3.18.1 of the ICD lists the volume counts triple for volume counts from count stations.

Interop

Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 13023 volume counts Count Stations Performance Monitor

3.6.2.35 Weather Information

Section 3.20.1 of the ICD lists the weather data triple.
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3. Subsystems and Components

Interop

Instance Destination
Cat Flow Name Source Element
ID Element
Num
5 33014 weather information National Weather Service Performance Monitor

(NWS)

3.6.2.36 Location and Time for GPS

Section 3.7.1 of the ICD lists the location and time triple for the field GPS.

Interop PP
Instance Destination
Cat Flow Name Source Element
ID Element
Num
6 13024 location and time Field GPS RSU
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4 Acronyms

This section defines selected project-specific acronyms used throughout this SDD
lists the acronyms used in this document.

Table 31. Acronym List

. Table 31 below.

Acronym /

Abbreviation Definition

AO Agreement Officer

AOR Agreement Officer Representative

ASD Aftermarket Safety Devices

ASN.1 Abstract Syntax Notation One

ASTC Advanced Solid-state Traffic Controller
ATC Advanced Traffic Controller

BSM Basic Safety Message

CAN Controller Area Network

C2F Center to Field

CAMP Crash Avoidance Metrics Partnership
CCMS Cooperative ITS Credentials Management System
coc Certification Operating Council

ConOps Concept of Operations

cv Connected Vehicle

CVPD Connected Vehicle Pilot Deployment
CVRIA Connected Vehicle Reference Implementation Architecture
DATEX Data Exchange

DDS Data Distribution System

DOW Day of the Week

DSNY City of New York Department of Sanitation
DSRC Dedicated Short Range Communications
F2F Field to Field

FHWA Federal Highway Administration

FOIA Freedom of Information Act

12V Infrastructure-to-Vehicle

IE Independent Evaluator

IEC International Electrotechnical Commission
IETE Internet Engineering Task Force

IRB Institutional Review Board

ISO International Organization for Standardization
ITS Intelligent Transportation Systems
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4. Acronyms

Acronym/ S

Abbreziation Definition

JPO Joint Program Office

JSON JavaScript Object Notation

LFC Line Frequency Clock

LTS Location and Time Service

MAP Map Data Message

MTA Metropolitan Transportation Authority

NMEA National Marine Electronics Association
NTCIP National Transportation Communications for Intelligent Transportation System Protocol
NTP Network Time Protocol

NYC New York City

NYC DolTT New York City Department of Information Technology and Telecommunications
NYCDOT New York City Department of Transportation
NYCWIN New York City Wireless Network

O&M Operation and Maintenance

OBE On-Board Equipment

OBU On-Board Unit

ODE Operational Data Environment

OTA Over-the-Air

PDM Probe Data Management

PED Pedestrian

PID Personal Information Device

Pl Personally Identifiable Information

PVD Probe Vehicle Data

RDE Research Data Exchange

RFID Radio Frequency Identification

RFQ Request for Quote

RSE Roadside Equipment

RSU Roadside Unit

RTOR Right Turn On Red

SAD Systems Architecture Document

SAE Society of Automotive Engineers International
SCMS Security Credential Management System
sSDD System Design Document

SET-IT Systems Engineering Tool for Intelligent Transportation
SMTP Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
SPaT Signal Phase and Timing

SYRS System Requirements Specification

TCS Traffic Control System

THEA Tampa-Hillsborough Expressway Authority
TIM Traveler Information Message

™C Traffic Management Center
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4. Acronyms

Acronym / -

Abbreziation Definition

TOD Time of Day

TSN Transportation Systems Network — New York City’s wireless new (2020) network
TTI Texas Transportation Institute

UDP User Datagram Protocol

uPs United Parcel Service

USDOT United States Department of Transportation
UTRC University Transportation Research Center
V2l Vehicle-to-Infrastructure

V2P Vehicle-to-Pedestrian

V2V Vehicle-to-Vehicle

VMS Variable Message Sign

W3C World Wide Web Consortium

WAW Wide Area Wireless

WSMP Wave Short Message Protocol

WWW World Wide Web

XML Extensible Markup Language
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6 Requirements Traceability Matrix

This is a table that provides traceability between the system requirements and design. It includes
every requirement in the NYC CVPD SyRS (FHWA-JPO-303), and every requirement has at least
one corresponding design element. Each requirement also references other documentation for the
design element, including the ASD, PID, and RSU procurement for the vendors and the NYC CVPD
System Architecture Document (SAD) (FHWA-JPO-451).
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6. Requirements Traceability Matrix

Table 33. NYC CVPD Requirements Traceability Matrix (RTM)

Related Verification
L. Parent Section in . Subsystem of
R Section in RelatedNeeds Requirement Text ystem oF | Rel_Arch_Elem Rel_Dsgn_Elem
eqlD SyRS I A Responsibility = -
SyRS
Need ID 101.1: .
Need to manage The SPDCOMP application shall obtain ’s\n;céfxzr?assr?ént
101.1.2 3.8.3.1 Speed speed on surface 3.8.3 V2! Application regulatory speed limits from the MAP ASD inF;ormation (%ee ASD Demonstration Procurement
T Compliance streets — 25 MPH o PP message per SAE J2735-201603 based - : ; Specification Version 2.2 § 3.21.1.1
S . Figure 9 in Section
regulatory speed on the host vehicle’s current location. 3.2.1.2)
limit B
The SPD-COMP application shall trigger
Need ID 101 1: an alert when either the vehicle speed
Need to maﬁa .e exceeds the recommended speed by a NYC CVPD SAD:
3.8.3.1 Speed speed on surfe?ce configured amount or for a configured speed compliance ASD Demonstration Procurement
101.1.4 ©-9. 7 5P P 3.8.3 V2| Application period of time by time of day. (Note: ASD parameters (See e .
Compliance streets — 25 MPH X g - . ; Specification Version 2.2 § 3.21.1.2
requlatory speed configurable speed (Excessive Speed Figure 9 in Section
Iin?it rysp Amount Threshold), configurable time 3.21.2)
(Excessive Speed Time), and time of day
are defined in Table D-1 in Appendix C)
Need ID 101.2: NYC CVPD SAD:
3.8.3.2 Curve Need to manage The CSPD-COMP application shall speed management ASD Demonstration Procurement
101.2.10 Speed speeds on curves | 3.8.3 V2| Application determine if there is a curve with reduced ASD information (See s .
. ) : X Specification Version 2.2 § 3.21.1.3
Compliance —regulatory speed speed ahead. Figure 9 in Section
limit 3.2.1.2)
Need ID 101.2: NYC CVPD SAD:
3.8.3.2 Curve Need to manage The CSPD-COMP application shall speed management ASD Demonstration Procurement
101.2.11 Speed speeds on curves | 3.8.3 V2| Application advise the driver of a curve with reduced ASD information (See e .
. . ; ; Specification Version 2.2 § 3.21.1.4
Compliance —regulatory speed speed ahead. Figure 9 in Section
limit 3.2.1.2)
Need ID 101.2: The CSPD-COMP application shall NYC CVPD SAD:
3.8.3.2 Curve Need to manage . . speed management .
1 o determine the difference between the : . ASD Demonstration Procurement
01.2.14 Speed speeds on curves | 3.8.3 V2| Application : ASD information (See e .
. posted speed on the upcoming curve and . ; X Specification Version 2.2 § 3.21.1.5
Compliance —regulatory speed N Figure 9 in Section
L the vehicle's current speed.
limit 3.2.1.2)
. If the vehicle speed is greater than the .
Need ID 101.2: posted curve speed, the Vehicle CSPD- NYC CVPD SAD:
3.8.3.2 Curve Need to manage oo . . speed management .
— COMP Application shall advise the driver ; . ASD Demonstration Procurement
101.2.15 Speed speeds on curves | 3.8.3 V2| Application o : . ASD information (See s .
. in time for the driver to reduce vehicle - : ; Specification Version 2.2 § 3.21.1.6
Compliance —regulatory speed o Figure 9 in Section
L speed to the posted speed limit before
limit ) 3.2.1.2)
the vehicle enters the curve.
While the vehicle is in the curve, the
Need ID 101.2: CSPD-COMP application sha[l trigger a NYC CVPD SAD:
driver alert when the host vehicle speed ;
3.8.3.2 Curve Need to manage speed compliance .
o exceeds the posted speed plus the ASD Demonstration Procurement
101.2.16 Speed speeds on curves | 3.8.3 V2| Application ; ASD parameters (See e .
. Excessive Curve Speed Amount - . ; Specification Version 2.2 § 3.21.1.7
Compliance —regulatory speed Threshold for a time period exceeding Figure 9 in Section
limit the Excessive Curve Speed Time 321.2)
Threshold.
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6. Requirements Traceability Matrix

The CSPD-COMP application shall .
. determine if the vehicle exceeds the NYC CVPD SAD'
3.8.3.2 Curve Need ID 503: . speed compliance .
o Curve Posted Speed plus the Excessive ASD Demonstration Procurement
101.2.17 Speed Need to assess 3.8.3 V2| Application c s f ASD parameters (See Specificati . 3911
Compliance speed compliance urve peed Amount Threshpld, ora Figure 9 in Section pecification Version 2.2 § 3.21.1.7
period exceeding the Excessive Curve 3.2.1.2)
Speed Time Threshold. o
The SPDCOMPWZ application shall .
Need ID 101.3: acquire the following from Speed Zone glgﬁzr?asggém
3.8.3.3 Speed Need to manage information for use in SPDCOMPWZ inF:‘ormation ?estricted ASD Demonstration Procurement
101.3.9 Compliance / speed in work 3.8.3 V2| Application advisory and alert calculations: ASD | ’ S Specification Version 2.2 & 3.21 2.1
Work Zone zones —speed 1. Posted Reduced Speed Zone Speed anes par.ameteljs (See pecification Version 2.2 § 3.21.2.
limit Limit Figure 9 in Section
2. Work Zone geometric information 321.2)
Need ID 101.3: NYC CVPD SAD:
3.8.3.3 Speed | Need to manage The SPDCOMPWZ application shall fnﬂifrﬂaﬂ}zﬂagssrz?c':; 4 | ASD Demonstration Procurement
101.3.10 Compliance / speed in work 3.8.3 V2| Application determine if there is a reduced speed ASD | ’ S Specification Version 2.2 & 3.21 2.2
Work Zone zones —speed zone ahead. anes par.ameter.s( ee pecification Version 2.2 § 3.21.2.
limit Figure 9 in Section
3.2.1.2)
Need ID 101.3: NYC CVPD SAD:
3.8.3.3 Speed Need to manage The SPDCOMPWZ application shall speed management ASD Demonstration Procurement
101.3.11 Compliance / speed in work 3.8.3 V2| Application advise the driver of a reduced speed ASD information (See Specificati .
N . ; X pecification Version 2.2 § 3.21.2.3
Work Zone zones —speed zone ahead. Figure 9 in Section
limit 3.2.1.2)
Need ID 101.3: The SPDCOMPWZ application shall NYC CVPD SAD:
3.8.3.3 Speed Need to manage . . speed compliance .
. ; o determine the speed of the host vehicle ASD Demonstration Procurement
101.3.13 Compliance / speed in work 3.8.3 V2| Application based d fi bl ASD parameters (See Specification Version 2.2 & 3.21.2.4
Work Zone zones —speed ased on accuracy and (configurable) Figure 9 in Section pecification Version 2.2 § 3.21.2.
S threshold per J2945/1.
limit 3.2.1.2)
Need ID 101.3: The SPDCOMPWZ application shall NYC CVPD SAD:
3.8.3.3 Speed Need to manage determine the difference between the speed management ASD Demonstration Procurement
101.3.14 Compliance / speed in work 3.8.3 V2| Application posted speed on the upcoming reduced ASD information (See Specification Version 2.2 § 3.21.2.5
Work Zone zones —speed speed zone and the vehicle's current Figure 9 in Section P ' D
limit speed. 3.2.1.2)
. If the vehicle speed is greater than the .
Need ID 101.3: reduced speed zone, the SPDCOMPWZ NYC CVPD SAD:
3.8.3.3 Speed Need to manage o ; L speed management .
. ) o application shall advise the driver in time ; . ASD Demonstration Procurement
101.3.15 Compliance / speed in work 3.8.3 V2| Application for the dri d hicl d ASD information (See Specification Version 2.2 § 3.21 2.6
Work Zone zones —speed or the driver to re luce vehicle spee .to Figure 9 in Section pecification Version 2.2 § 3.21.2.
o the posted speed limit before the vehicle
limit 3.2.1.2)
enters the zone.
Need ID 101.3; The SPDCOMPWZ application shall NYC CVPD SAD:
determine if the vehicle exceeds the ;
3.8.3.3 Speed Need to manage speed compliance .
. : C Work Zone Posted Speed plus the ASD Demonstration Procurement
101.3.16 Compliance / speed in work 3.8.3 V2| Application . s ASD parameters (See Specificati . 391
Work Zone zones —speed Excessive Zone pged Amoun't Figure 9 in Section pecification Version 2.2 § 3.21.2.7
limit Threshold, for a period exceeding the 3.2.1.2)
Excessive Zone Speed Time Threshold. T
While the vehicle is in the speed zone,
Need ID 101.3: the SPDCOMPWZ application shall NYC CVPD SAD:
trigger a driver alert when the vehicle ;
3.8.3.3 Speed Need to manage speed compliance .
. : C speed exceeds the Work Zone Posted ASD Demonstration Procurement
101.3.17 Compliance / speed in work 3.8.3 V2| Application s . S ASD parameters (See Specificati . y
Work Zone zones —speed peed plus the Excessive Zgne peed Figure 9 in Section pecification Version 2.2 § 3.21.2.8
limit Amount Threshold, for a period 3.2.1.2)
exceeding the Excessive Zone Speed o
Time Threshold.
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6. Requirements Traceability Matrix

. _ NYC CVPD SAD:
3.8.2.1 Forward Need 102.1: Need — The FCW .safety gppllcatlon shall warn driver updates (See ASD Demonstration Procurement
102.1.1 ) to reduce crashes | 3.8.2 V2V Application drivers of impending rear-end collisions ASD . ; ) e .
Crash Warning between vehicles with other DSRC-equinped vehicles Figure 8 in Section Specification Version 2.2 § 3.20.1.1
quipp : 3.2.1.1)
3822 Need 102.2: Need The EEBL safety application shall warn NYC CVPD SAD: .
Emergency I . . . driver updates (See ASD Demonstration Procurement
102.2.1 . to reduce crashes | 3.8.2 V2V Application drivers about DSRC-equipped vehicles ASD ) : ; g g
Electronic Brake between vehicles brakin Figure 8 in Section Specification Version 2.2 § 3.20.2.1
Light 9 3.2.1.1)
. _— NYC CVPD SAD:
3.8.2.3 Blind Need 102.3: Need — The BSW safety appllcat_lon shall warn driver updates (See ASD Demonstration Procurement
102.3.1 . to reduce crashes | 3.8.2 V2V Application drivers about DSRC-equipped vehicles in ASD . ) ) s .
Spot Warning between vehicles their blind spots Figure 8 in Section Specification Version 2.2 § 3.20.3.1
) 3.2.1.1)
3.8.2.4 Lane Need 102.3: Need The LCW safety application shall warn ,c;lr\i(/CerchVZaDte?sA(g:ee ASD Demonstration Procurement
102.3.2 Change to reduce crashes | 3.8.2 V2V Application drivers about DSRC-equipped vehicles ASD Fiqure E?in Section Specification Version 2.2 § 3.20.4.1
Warning between vehicles changing lanes in the same direction. 33 1.1) P ’ U
3.8.25 . I NYC CVPD SAD:
Intersection Need 102.4: Need I The IMA safety appllcathn shall warn driver updates (See ASD Demonstration Procurement
102.41 to reduce crashes | 3.8.2 V2V Application drivers about DSRC-equipped vehicles ASD . . ; g .
Movement between vehicles that cross the intersection Figure 8 in Section Specification Version 2.2 § 3.20.5.1
Assist ) 3.2.1.1)
The VTRW application shall detect .
3.8.2.6 Vehicle | Need ID 102.5: whether a vehicle is turning right in front y;?Cfé\gr?trifgv'em
102.5 4 Turning Rightin | Need to reduce 382 V2V Application of transit vehicle via the position and ASD vehicle location and ’ ASD Demonstration Procurement
e Front of a crashes between e PP heading data received in a basic safety motion (See Figure 8 Specification Version 2.2 § 3.20.6.1
Transit Vehicle vehicles message (from a remote vehicle) based in Section 3.2 191)
on the PVT accuracy for positioning. o
3.8.2.6 Vehicle | Need ID 102.5: The application alert mode in the VTRW NYC CVPD SAD:
. s o . vehicle control event, .
102,55 Turning Right in | Need to reduce 3.8.2 V2V Application application shall be active when the ASD vehicle location and ASD Demonstration Procurement
" Front of a crashes between o transit vehicle stops within a bus stop motion (See Figure 8 Specification Version 2.2 § 3.20.6.2
Transit Vehicle vehicles geographic zone. . . 9
in Section 3.2.1.1)
3.8.2.6 Vehicle | Need ID 102.5: - NYC CVPD SAD:
. N The application alert mode shall vehicle control event, .
Turning Rightin | Need to reduce o . . . . . ASD Demonstration Procurement
102.5.6 3.8.2 V2V Application terminate when the transit vehicle stops ASD vehicle location and g .
Front of a crashes between within a bus stop qeoaraphic zone motion (See Figure 8 Specification Version 2.2 § 3.20.6.3
Transit Vehicle vehicles P geograp ’ . . 9
in Section 3.2.1.1)
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. . NYC CVPD SAD:
3'8'2.'6 V?h'd.e Need ID 102.5: The VTRW application shall only issue vehicle control event, .
Turning Rightin | Need to reduce I . . . . ASD Demonstration Procurement
102.5.7 3.8.2 V2V Application alerts to the driver when the transit ASD vehicle location and e .
Front of a crashes between S . : . . Specification Version 2.2 § 3.20.6.4
. . . vehicle indicates an impending crash. motion (See Figure 8
Transit Vehicle vehicles . .
in Section 3.2.1.1)
A VTRW application shall advise if a .
3.8.2.6 Vehicle Need ID 102.5: remote vehicle which originates directly ygm?clg\ézgtriﬁg/.ent
102.5.8 Turning Rightin | Need to reduce 3.8.2 V2V Application behind the transit vehicle at a bus stop ASD vehicle location and ’ ASD Demonstration Procurement
e Front of a crashes between e PP begins to pass to the left of the transit motion (See Figure 8 Specification Version 2.2 § 3.20.6.5
Transit Vehicle vehicles vehicle as the transit vehicle is departing in Section 3.2 191
a bus stop. in Section 3.2.1.1)
A VTRW alert shall alert the driver if a
remote vehicle which originates directly )
3.8.2.6 Vehicle Need ID 102.5: behind the transit vehicle at a bus stop y;?cl(é\ézgtr%ﬁg/.ent
102.5.9 Turning Right in | Need to reduce 3.8.2 V2V Application passes to the left of the transit vehicle as ASD vehicle location and ’ ASD Demonstration Procurement
" Front of a crashes between o PP the transit vehicle is departing a bus stop motion (See Figure 8 Specification Version 2.2 § 3.20.6.6
Transit Vehicle vehicles and the remote vehicle’s position and in Section 3.2 191)
heading indicates an intent to return to or o
cross the lane of the transit vehicle.
3.8.2.6 Vehicle | Need ID 102.5: NYC CVPD SAD:
102.5.17 Turning Right in | Need to reduce 3.8.2 V2V Aoplication The VTRW application shall present the ASD vehicle location and ’ ASD Demonstration Procurement
" Front of a crashes between o PP alerts regardless of traffic signal status. motion (See Figure 8 Specification Version 2.2 § 3.20.6.7
Transit Vehicle vehicles . . 9
in Section 3.2.1.1)
; . NYC CVPD SAD:
3'8'2.'6 V?h'd.e Need ID 102.5: The VTRW application should have vehicle control event, .
Turning Rightin | Need to reduce I . A . . ASD Demonstration Procurement
102.5.26 3.8.2 V2V Application access to the Transit Vehicle’s gear ASD vehicle location and e .
Front of a crashes between osition motion (See Figure 8 Specification Version 2.2 § 3.20.6.8
Transit Vehicle vehicles P ' : . 9
in Section 3.2.1.1)
NYC CVPD SAD: host
commercial vehicle
status, host transit
Need ID 102.5: vehicle status, host
102.5.27 4.10 Vehicle Need to reduce The ASD shall have access to the host ASD \é?hlﬁlee;tiﬁtgz((ﬁgs ASD Demonstration Procurement
" Data Bus crashes between vehicle’s brake status. 3 g 11 Fi 9 10 Specification Version 2.2 § 4.2.2.1
vehicles - 1.1, Figures 9, 10,
11, and 13 in Section
3.2.1.2, and Figures
38 and 39 in Section
3.4.2)
3.5.21 Need ID 102.5: The ASD shall have access to NYC CVPD SAD:
102.5.33 Functional Need to reduce 3.5.2 System Intersection IDs where the Pedestrian ASD intersection status ASD Demonstration Procurement
" Safety crashes between Maintenability Detection equipment exists (See Figure 13 in Specification Version 2.2 § 3.16.1.1
Requirements vehicles quip ’ Section 3.2.1.2)

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final

143



6. Requirements Traceability Matrix

3834 Red Need ID 102.6: The RLVW Application shall receive the m;(r:sgc\:{;g sstggs
N as Need to reduce C SPaT and MAP data sent by the RSUs to . . ! ASD Demonstration Procurement
102.6.1 Light Violation 3.8.3 V2| Application . ASD intersection geometry e .
. crashes between the vehicles deployed along the NYC . . Specification Version 2.2 § 3.21.3.1
Warning . . (See Figure 10 in
vehicles CVPD corridors as per J2735. f
Section 3.2.1.2)
3.8.3.4 Red Need ID 102.6: The RLVW application shall use the NYC CVPD SAD: .
; L Need to reduce C . . intersection status ASD Demonstration Procurement
102.6.2 Light Violation 3.8.3 V2| Application same time source as infrastructure SPaT ASD ) . e .
. crashes between o (See Figure 10 in Specification Version 2.2 § 3.21.3.2
Warning . applications. ;
vehicles Section 3.2.1.2)
The RLVW application shall acquire
3834 Red Need ID 102.6: SPaT information, through the Host NYC CVPD SAD:
N . Need to reduce L Vehicle ASD, from the intersection RSU intersection status ASD Demonstration Procurement
102.6.9 Light Violation hes bet 3.8.3 V2| Application d signal troller at a sianalized ASD See Fi 10 Specification Version 2.2 & 3.21.3.5
Warning crashes between and signal controller at a signalize ( ee Figure 10 in pecification Version 2.2 § 3.21.3.
vehicles intersection within RSU's DSRC range Section 3.2.1.2)
and in the vehicle's direction of travel.
3834 Red Need ID 102.6: The RLVW application shall acquire the NYC CVPD SAD:
102.6.10 Li‘ Ht.VioIation Need to reduce 383 V2l Application location of the stop bars at signalized ASD intersection geometry | ASD Demonstration Procurement
o W%rnin crashes between o PP intersections at which RLVW is operating (See Figure 10 in Specification Version 2.2 § 3.21.3.6
9 vehicles from the intersection MAP Message. Section 3.2.1.2)
The RLVW application shall acquire the
following from Intersection SPaT
3.8.3.4 Red Need ID 102.6: messages for use in RLVW advisory and NYC CVPD SAD:
102.6.11 Li‘ HtIVioIation Need to reduce 3.8.3 V2! Application alert calculations: ASD intersection status ASD Demonstration Procurement
e W?arnin crashes between e PP 1. Signal Phase and Timing information (See Figure 10 in Specification Version 2.2 § 3.21.3.7
9 vehicles of the traffic signal at the Intersection Section 3.2.1.2)
2. Intersection status of the traffic
controller
The Vehicle RLVW Application shall be
inactive if one or more of the following
conditions occur:
1. Vehicle position and accuracy .
Need ID 102.6: information is not available NYC CVPD SAD:
3.8.3.4 Red . h . intersection status, .
; e Need to reduce — 2. Vehicle Speed is not available . . ASD Demonstration Procurement
102.6.12 Light Violation 3.8.3 V2| Application o . ASD intersection geometry s .
. crashes between 3. Communication failure between . . Specification Version 2.2 § 3.21.3.9
Warning . . (See Figure 10 in
vehicles Vehicle and Infrastructure Section 3.2.1.2)
4. SPaT information is not available B
6. MAP information is not available
7. Vehicle Heading information is not
available
The RLVW application shall calculate if a NYC CVPD SAD:
3834 Red Need ID 102.6: vehicle will violate the Red Light stop bar intersection status,
N s Need to reduce C at a signalized intersection based on its intersection geometry, | ASD Demonstration Procurement
102.6.13 Light Violation 3.8.3 V2| Application . . ASD . ) s .
Warni crashes between current speed, heading, acceleration, intesection safety Specification Version 2.2 § 3.21.3.10
arning . . ; : .
vehicles location, location of stop bars, stop bar warning (See Figure
tolerance and yellow duration tolerance. 10 in Section 3.2.1.2)
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The RLVW application shall trigger a
driver alert for a vehicle approaching a NYC CVPD SAD:
3.8.3.4 Red Need ID 102.6: signalized intersection when it intersection status,
102.6.14 Li‘ HtIVioIation Need to reduce 3.8.3 V2| Application determines that a stop is required and ASD intersection geometry, | ASD Demonstration Procurement
o W?arnin crashes between o PP the vehicle will violate the Red Light stop intesection safety Specification Version 2.2 § 3.21.3.11
9 vehicles bar at a signalized intersection based on warning (See Figure
its current speed, heading, acceleration, 10 in Section 3.2.1.2)
location and the location of stop bars.
NYC CVPD SAD:
3.8.3.4 Red Need D 102.6: The RLVW application shall alert drivers intersection status, .
; e Need to reduce — - ) : intersection geometry, | ASD Demonstration Procurement
102.6.15 Light Violation 3.8.3 V2| Application in time for the driver to take action for a ASD . ) e .
. crashes between . . - . . intesection safety Specification Version 2.2 § 3.21.3.12
Warning . required stop at a signalized intersection. ) .
vehicles warning (See Figure
10 in Section 3.2.1.2)
NYC CVPD SAD:
3.8.3.4 Red Need ID 102.6: The RLVW Application shall not alert the intersection status,
102.6.16 L: g s Need to reduce C driver if the vehicle has safely stopped at intersection geometry, | ASD Demonstration Procurement
.6. ight Violation hes bet 3.8.3 V2| Application the int i d sub " ASD int fi fet Specification Version 2.2 & 3.21 3.13
Warning crashes between e intersection and subsequently intesection safety pecification Version 2.2 § 3.21.3.
vehicles accelerates such that a violation occurs. warning (See Figure
10 in Section 3.2.1.2)
The RLVW application §ha|l acquire the NYC CVPD SAD:
. following from Intersection MAP . .
Need ID 102.6: . . intersection status,
3.8.3.4 Red messages for use in RLVW advisory and . . .
; L Need to reduce o L intersection geometry, | ASD Demonstration Procurement
102.6.18 Light Violation 3.8.3 V2| Application alert calculations: ASD . ) g .
. crashes between : . . intesection safety Specification Version 2.2 § 3.21.3.14
Warning . 1. Intersection geometric information ) .
vehicles ) L warning (See Figure
2. Traffic law restrictions for the ; ;
: : 10 in Section 3.2.1.2)
intersection
Need ID 103:
Need to warn
potential violators The ASD shall advise the driver of a NYC CVPD SAD:
3835 of size-restricted potential crash before the bridge, infrastructure
O.vér'size roadways (e.g. overpass, or tunnel to exit the restricted restriction warning ASD Demonstration Procurement
103.1.1 . bridges, 3.8.3 V2| Application roadway and find an alternate route. ASD info, restricted lanes e .
Vehicle Note: Advi Di Threshold S Specification Version 2.2 § 3.21.4.1
Compliance overpasses or (Note: visory L |star_10e resholc pfarameter.s ( ee
tunnels) in time Parameter is defined in Table E-1 in Figure 11 in Section
for the driver to Appendix C.) 3.2.1.2)
take appropriate
action.
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6. Requirements Traceability Matrix

103.1.2

3.8.35
Oversize
Vehicle
Compliance

Need ID 103:
Need to warn
potential violators
of size-restricted
roadways (e.g.
bridges,
overpasses or
tunnels) in time
for the driver to
take appropriate
action.

3.8.3 V2| Application

The ASD shall warn the driver of an
impending crash before the over-height
bridge, overpass, or tunnel to stop the
vehicle completely and avoid the crash.
(Note: Warning Distance Threshold
Parameter is defined in Table E-1 in
Appendix C.)

ASD

NYC CVPD SAD:
infrastructure
restriction warning
info, restricted lanes
parameters (See
Figure 11 in Section
3.2.1.2)

ASD Demonstration Procurement
Specification Version 2.2 § 3.21.4.2

103.2.1

3.8.3.5
Oversize
Vehicle
Compliance

Need ID 103:
Need to warn
potential violators
of size-restricted
roadways (e.g.
bridges,
overpasses or
tunnels) in time
for the driver to
take appropriate
action.

3.8.3 V2| Application

The OVC application shall calculate
whether or not the vehicle is at risk of
crash by comparing the vehicle's height
and the height of the roadway restriction.

ASD

NYC CVPD SAD:
infrastructure
restriction warning info
(See Figure 11 in
Section 3.2.1.2)

ASD Demonstration Procurement
Specification Version 2.2 § 3.21.4.3

103.3.1

3.8.35
Oversize
Vehicle
Compliance

Need ID 103:
Need to warn
potential violators
of size-restricted
roadways (e.g.
bridges,
overpasses or
tunnels) in time
for the driver to
take appropriate
action.

3.8.3 V2| Application

The OVC application shall utilize the host
vehicle's pre-established height in
determining whether to alert the driver.

ASD

NYC CVPD SAD:
infrastructure
restriction warning info
(See Figure 11 in
Section 3.2.1.2)

ASD Demonstration Procurement
Specification Version 2.2 § 3.21.4.4

103.3.2

3.8.3.5
Oversize
Vehicle
Compliance

Need ID 103:
Need to warn
potential violators
of size-restricted
roadways (e.g.
bridges,
overpasses or
tunnels) in time
for the driver to
take appropriate
action.

3.8.3 V2| Application

The OVC application shall determine the
location of the vehicle relative to the
location of the size-restricted or weight
restricted roadway.

ASD

NYC CVPD SAD:
infrastructure
restriction warning
info, restricted lanes
parameters (See
Figure 11 in Section
3.2.1.2)

ASD Demonstration Procurement
Specification Version 2.2 § 3.21.4.5
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6. Requirements Traceability Matrix

Need ID 103:
Need to warn
potential violators
3.8.35 of size-restricted . . .NYC CVPD SAD: ASD Demonstration Procurement
; roadways (e.g. The RSU shall contain the roadway's infrastructure g . .
Oversize . I : - ; . o A Specification Version 2.2 § 3.21.4.6; RSU
103.3.3 . bridges, 3.8.3 V2| Application clearance height and communicate it to ASD; RSU restriction warning info e ;
Vehicle . . . Procurement Specification Version 1.7 §
; overpasses or the ASD via DSRC. (See Figure 11 in
Compliance T . 51.1.2
tunnels) in time Section 3.2.1.2)
for the driver to
take appropriate
action.
Need ID 104.1: .
3.8.3.7 o Need to reduce A PEDINXWALK alert shall be dlsplayed NYC CVPD SAD: .
Pedestrian in crashes between if a pedestrian has been detected in a intersection safet ASD Demonstration Procurement
104.1.5 Signalized . 3.8.3 V2| Application crosswalk that intersects the Transit ASD . ety Specification Version 2.2 - forthcoming
. vehicles and A . warning (See Figure
Intersection . Vehicle’s planned forward, left or right ; X Addendum
) pedestrians / . : 13 in Section 3.2.1.2)
Warning bicyclists turn route at the intersection.
3837 Need ID 104.1:
P.e d eétri anin Need to reduce The Pedestrian Detector shall send a NYC CVPD SAD:
) : crashes between N pedestrian detected signal when a pedestrian detection NYC Bid Number 1700211: Connected
104.1.7 Signalized . 3.8.3 V2| Application o . . ASD S . . ; . ion S
Intersection vehlcle§ and pedgstrlan is present in the crosswalk it data'( ee Figure 13 in | Vehicles, Pedestrian Image Detection Sys
Warnin pedestrians / monitors. Section 3.2.1.2)
9 bicyclists
Need ID 104.1:
?F”gc.jz-sirian in Need to reduce
104.1.8 Signalized crahs_hles bet(\j/veen 3.8.3 V2l Application The Pte(gtl-:-strlan Detectors shall be pole ASD \l\}Yr? II3|d l\llDurgbetr_17()|0211: go?ntatpteds
Intersection vehicles an mountable. ehicles, Pedestrian Image Detection Sys
Warnin pedestrians /
9 bicyclists
3.8.3.7 Need ID 104.1: gleti%s(ir\i/;DditﬁEtzion
SN Need to reduce The PEDINXWALK System Latency for . .
Pedestrian in h . data, pedestrian Will be added to the ASD procurement
) . crashes between N pedestrian detection shall be no more P
104.1.10 Signalized . 3.8.3 V2| Application ) . ASD presence status, specification and Peek ICD for
. vehicles and than 2 seconds from detecting pedestrian : X
Intersection . intersection safety procurement
. pedestrians / to alert. . )
Warning bicvelists warning (See Figure
Y 13 in Section 3.2.1.2)
Need ID 104.1: N
3.8.3.7 o Need to reduce The .PEDI_NXWALK appllcat]or) shall NYC CVPD SAD:
Pedestrian in crashes between receive Signal Phase and Timing for intersection status Will be added to the ASD procurement
104.1.12 Signalized . 3.8.3 V2| Application Pedestrian Lanes and Pedestrian ASD ) . P P
i vehicles and . (See Figure 13 in specification
Intersection destri / presence detection from the SPaT Section 3.2.1.2
Warning pe egtrlans message ection 3.2.1.2)
bicyclists )
Need ID 104.2:
. Need to reduce .
i?ég;sitl)\fl:b”e crashes between The PED-SIG application shall correctly N;SO(;;/IIT?CSQ?{ (See Personal Information Device (PID)
104.2.3 . vehicles and 3.8.4 12P Application discern the pedestrian's position and PID P ; . Procurement Specification version 1.7A §
Pedestrian . . . . o Figure 14 in Section
) visually / audibly- intended crossing direction. 5.2.1.8
Signal System . - 3.2.1.2)
impaired
pedestrians

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final

147



6. Requirements Traceability Matrix

Need ID 104.2:
. Need to reduce .
i?ég;sitl)\fl:b”e crashes between The PED-SIG application shall provide m:(efs(e:é{r;? S{:BS Personal Information Device (PID)
104.2.4 . vehicles and 3.8.4 12P Application status of the walk signal in the intended PID . : Procurement Specification version 1.7A §
Pedestrian . . o (See Figure 14 in
) visually / audibly- direction. . 5.21.9
Signal System . - Section 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
. Need to reduce .
2‘?&2&#2“'9 crashes between The PED-SIG application shall advise N;SOE;IIZD;?; (See Personal Information Device (PID)
104.2.7 : vehicles and 3.8.4 12P Application (via audio) the pedestrian how to use the PID pe P : Procurement Specification version 1.7A §
Pedestrian ) . N Figure 14 in Section
) visually / audibly- application. 5.2.1.10
Signal System . . 3.21.2)
impaired
pedestrians
Need ID 104.2:
. Need to reduce .
2'08(;2'81Sit|)\|/|§blle crashes between The PED-SIG application shall receive m:;cr:sgc\:{til:)? Ser?ﬁet Personal Information Device (PID)
104.3.1 . vehicles and 3.8.4 12P Application intersection geometry information from PID ) geometry Procurement Specification version 1.7A §
Pedestrian ) . (See Figure 14 in
. visually / audibly- the RSU based on J2735-201603. . 52.1.11
Signal System . . Section 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
. Need to reduce .
i‘?égélié\fl:blle crashes between The PED-SIG application shall use the itl]:(e?sg(\:{izg Seﬁ)%et Personal Information Device (PID)
104.3.2 . vehicles and 3.8.4 12P Application intersection geometry information to PID . geomelty | procurement Specification version 1.7A §
Pedestrian . . ; o . (See Figure 14 in
) visually / audibly- determine the pedestrian's orientation. . 52112
Signal System . . Section 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
38.4.1 Mobile Neeﬂ to Lec:uce TTe PE?-SIG applltcat!op shaltlluse the NYC CVPD SAD: 5 - tor Device (PID
Accessible crashes between o intersection geometry information intersection geometry ersonal Information Device ( . )
104.3.3 . vehicles and 3.8.4 12P Application provided by the MAP message to PID . . Procurement Specification version 1.7A §
Pedestrian . . ! (See Figure 14 in
. visually / audibly- determine the crosswalk geometry of the f 52.1.13
Signal System . . . X Section 3.2.1.2)
impaired intended crossing.
pedestrians
Need ID 104.2:
3.8.4.1 Mobile Need to reduce The PED-SIG Application shall determine NYC CVPD SAD:
A.ccse.ssible crashes between the intended crossing time from the crossing status, Personal Information Device (PID)
104.3.8 Pedestrian vehicles and 3.8.4 12P Application intersection geographic information PID intersection geometry Procurement Specification version 1.7A §
Sianal Svstem visually / audibly- (distance) and the expected pedestrian (See Figure 14 in 5.2.1.15
9 y impaired travel rate (configurable). Section 3.2.1.2)
pedestrians
The PED-SIG application shall collect
data on the map error status notification.
Need ID 104.2: _(pgrzlal,dur:jatble to.d;e:ﬁct). l\tlote .that this
. Need to reduce is intended to assist the system in
3.8.4.1 Mobile troubleshooting problems; the quality of NYC CVPD SAD: . .
. crashes between o CT . . Personal Information Device (PID)
Accessible . I the MAP data is critical to the application intersection geometry e .
104.3.9 . vehicles and 3.8.4 12P Application . . PID ) . Procurement Specification version 1.7A §
Pedestrian . . and this requirements ensures that such (See Figure 14 in
) visually / audibly- . . 5.2.1.16
Signal System . - issues are made known to the central Section 3.2.1.2)
impaired . h
edestrians system fpr qorretlo_q. This assumes that
P the application notifies the PED
whenever it encounters a geographic
computation error.
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Need ID 104.2:
3.8.4.1 Mobile | Need toreduce The PED-SIG application on the PID NYC CVPD SAD: . .
. crashes between ; . device enrollment Personal Information Device (PID)
Accessible . I shall acquire credentials from the SCMS . . e .
104.4.6 : vehicles and 3.8.4 12P Application . ; 3 PID information (See Procurement Specification version 1.7A §
Pedestrian . . that will allow it to authenticate the SPaT . . .
) visually / audibly- . Figure 18 in Section 4521
Signal System . - and MAP messages received.
impaired 3.2.2)
pedestrians
Need ID 104.2:
. Need to reduce Security and Credentials Management .
2‘?&2&#2“'9 crashes between shall be able to set service specific ,s\g:(arict:vgg d?aﬂija.Is Personal Information Device (PID)
104.4.8 : vehicles and 3.8.4 12P Application permissions associated with the future PID y : Procurement Specification version 1.7A §
Pedestrian ) . . (See Figure 18 in
) visually / audibly- support of pedestrian requests from the . 4522
Signal System . . Section 3.2.2)
impaired PID.
pedestrians
Need ID 104.2:
3.8.4.1 Mobile Need to reduce NYC CVPD SAD:
A.cc.:e-ssible crashes between Applications on the PID shall be able to security policy and Personal Information Device (PID)
104.4.10 Pedestrian vehicles and 3.8.4 12P Application sign messages transmitted from the PID networking information | Procurement Specification version 1.7A §
Sianal Svstem visually / audibly- RSU. (See Figure 18 in 4528
9 Y impaired Section 3.2.2)
pedestrians
Need ID 104.2:
3.8.4.1 Mobile | Need toreduce Applications shall be capable of including NYC CVPD SAD: . .
. crashes between . ) . C it Personal Information Device (PID)
Accessible . — a unique ID which shall remain stable device identification P .
104.4.11 : vehicles and 3.8.4 12P Application \ PID . : Procurement Specification version 1.7A §
Pedestrian . . (unchanged) throughout the PID's (See Figure 18 in
. visually / audibly- . . . : ' ; : 4529
Signal System impaired interaction with a single intersection. Section 3.2.2)
pedestrians
Need ID 104.2:
3.84.1 Mobile | oed toreduce The PED-SIG application shall provide NYC CVPD SAD: . .
. crashes between . - . Personal Information Device (PID)
Accessible . . information to the pedestrian based on personal updates (See e .
104.5.1 . vehicles and 3.8.4 12P Application PID ) . : Procurement Specification version 1.7A §
Pedestrian . . the content of the SPaT and MAP Figure 14 in Section
. visually / audibly- . . 4523
Signal System . . message at the nearest intersection. 3.2.1.2)
impaired
pedestrians
Need ID 104.2: _
. Need to reduce The Application on the PID shall assist .NYC CV.PD SAD:
3.8.4.1 Mobile L . . intersection status, . .
Accessible craghes between o thfe pedgstrlan in deter.n?l.nlng his/her intersection geometry Personal Informatlgp Dgwce (P!D)
104.5.2 : vehicles and 3.8.4 12P Application orientation. Note: Definition of PID ' | Procurement Specification version 1.7A §
Pedestrian . . . o ! personal updates (See
) visually / audibly- orientation: to understand which street ) . . 5213
Signal System . . ; o . Figure 14 in Section
impaired crossing the pedestrian is facing. 3.2.1.2)
pedestrians o
Need ID 104.2:
3.8.4.1 Mobile | Need toreduce The PID application shall provide NYC CVPD SAD: . .
. crashes between . . : . Personal Information Device (PID)
104.53 Accessible . C information to the pedestrian regarding personal updates (See e .
5. . vehicles and 3.8.4 12P Application o . PID ) . : Procurement Specification version 1.7A §
Pedestrian visuallv / audibly- the availability of PED support services Figure 14 in Section 52118
Signal System . Y y at the intersection. (It there is an RSU.) 3.2.1.2) o
impaired
pedestrians
Need ID 104.2: — S .
. Need to reduce Appllcatlon.sha_ll p.row_de information to NYC CVPD SAD:
3.8.4.1 Mobile the pedestrian indicating the status of the . . . .
. crashes between . - . intersection status, Personal Information Device (PID)
Accessible . I pedestrian signal for the intended . e .
104.5.4 . vehicles and 3.8.4 12P Application L . . - PID crossing status (See Procurement Specification version 1.7A §
Pedestrian . . crossing including walk time remaining, ) . X
. visually / audibly- - - . . Figure 14 in Section 5.2.1.19
Signal System . ) clearance time remaining, and time until
impaired . . 3.2.1.2)
- the next walk signal is expected.
pedestrians

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final

149



6. Requirements Traceability Matrix

Need ID 104.2:
. Need to reduce The PED Applications shall allow the .
ifég;sitl)\flgb”e crashes between pedestrian to configure selected Ne\:(rgo(r?;/IFi)r? S{A(g.ee Personal Information Device (PID)
104.5.6 . vehicles and 3.8.4 12P Application parameters and characteristics such as PID pe b . Procurement Specification version 1.7A §
Pedestrian . . . Figure 14 in Section
) visually / audibly- sound volume, voice commands, and 5.2.1.20
Signal System . - . 3.2.1.2)
impaired walking speeds.
pedestrians
Need ID 104.2:
3841 Mobile Need to reduce The application shall notify the NYC CVPD SAD:
A.cée:ssible crashes between pedestrian if there is a preemption or intersection status, Personal Information Device (PID)
104.5.8 Pedestrian vehicles and 3.8.4 12P Application priority change (TSP) operation taking PID signal service status Procurement Specification version 1.7A §
Sianal System visually / audibly- place which may dissrupt the signal (See Figure 14 in 5.2.1.21
9 y impaired timing. Section 3.2.1.2)
pedestrians
Need ID 104.2: L
| Need to reduce The Application shall calculate NYC CVPD SAD:
3.8.4.1 Mobile hes bet intersection crossing information based ; tat P | Inf tion Device (PID
Accessible crashes between I on pedestrians origin, destination crossing stalus, ersonal Information gwce( . )
104.5.10 . vehicles and 3.8.4 12P Application Ny S PID intersection geometry Procurement Specification version 1.7A §
Pedestrian . . departure range, arrival range. (Note: this ) .
. visually / audibly- . L 2 ) . (See Figure 14 in 52.1.23
Signal System . . is for coordination of signal timing ;
impaired Section 3.2.1.2)
: phase.)
pedestrians
Need ID 104.2:
3841 Mobile Need to reduce NYC CVPD SAD:
A.ccée.ssible crashes between The PED-SIG Application shall collect pedestrian Personal Information Device (PID)
104.5.11 : vehicles and 3.8.4 12P Application pp . . PID performance data Procurement Specification version 1.7A §
Pedestrian isuallv / audibl the performance data listed in Table G-3. See Fi 14 59124
Signal System visually / audibly- ( ee Figure 14 in 2.1.
impaired Section 3.2.1.2)
pedestrians
Need ID 104.2:
38.4.1 Mobile Need to reduce NYC CVPD SAD:
A.cc;e'ssible crashes between The Application shall collect metadata pedestrian Personal Information Device (PID)
104.5.13 Pedestrian vehicles and 3.8.4 12P Application that includes the date and time when PID performance data Procurement Specification version 1.7A §
Sianal Svstem visually / audibly- system information was generated. (See Figure 14 in 5.2.1.26
gnal sy impaired Section 3.2.1.2)
pedestrians
Need ID 104.2:
. Need to reduce .
f\.cscl:igsit')\fleomle crashes between The PED-SIG application shall receive i,::;cr:sgc\:{tilzg sstggs Personal Information Device (PID)
104.5.14 . vehicles and 3.8.4 12P Application signal timing and controller status from PID ; : Procurement Specification version 1.7A §
Pedestrian ) . (See Figure 14 in
. visually / audibly- the RSU through the SPaT message. . 5.2.1.27
Signal System . ) Section 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
. Need to reduce Every PID shall be able to change .
ifég;sitl)\flgb”e crashes between signing keys per SAE J2945/9 Section ,s\l(:ccu:r?t:vz'z dséﬁiijéls Personal Information Device (PID)
104.5.18 . vehicles and 3.8.4 12P Application 6.6. (Note: the signing will be static PID y X Procurement Specification version 1.7A §
Pedestrian . . A . ] ; (See Figure 18 in
) visually / audibly- during interactions with a single ; 4.5.12
Signal System . - . ) Section 3.2.2)
impaired intersection.)
pedestrians
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Need ID 104.2:
. Need to reduce .
i?ég;sitl)\fl:b”e crashes between The PED-SIG application shall N;(rgo(ri:\:\/IPch;sﬁ(Es. (See Personal Information Device (PID)
104.6.2 Pedestrian vehicles and 3.8.4 12P Application continuously notify the user that it is PID Ei ure 14 ig Section Procurement Specification version 1.7A §
Sianal Svstem visually / audibly- operating. 32 1.2) 5.2.3.2
9 Y impaired o
pedestrians
Need ID 104.2:
. Need to reduce .
ic?(;i;sit')\fl:b”e crashes between The PED-SIG application shall be able to Ne\,\(rgog;/IPchZ?(—?s. (See Personal Information Device (PID)
104.6.3 Pedestrian vehicles and 3.8.4 12P Application provide requested information within 10 PID Ei ure 14 iﬁ Section Procurement Specification version 1.7A §
. visually / audibly- seconds. g 5.2.3.1
Signal System . . 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
3.8.4.1 Mobile | Need foreduce If the delay will be longer than 10 NYC CVPD SAD: . :
. crashes between o Personal Information Device (PID)
Accessible . _— seconds, then the application shall personal updates (See e .
104.6.3.1 . vehicles and 3.8.4 12P Application S R . PID ) . : Procurement Specification version 1.7A §
Pedestrian . . provide information indicating how long it Figure 14 in Section
) visually / audibly- : . 5.2.3.3
Signal System . . is expected to complete the operation. 3.2.1.2)
impaired
pedestrians
Need ID 104.2:
3.8.4.1 Mobile Need to reduce NYC CVPD SAD:
A.cc.:e-ssible crashes between The applications shall be able to pedestrian Add this requirement to the PID
104.6.4 Pedestrian vehicles and 3.8.4 12P Application measure and log the time required to PID performance data Procureme(rq1t Spec
Sianal Svstem visually / audibly- provide the pedestrian the information. (See Figure 14 in pec.
gnal sy impaired Section 3.2.1.2)
pedestrians
Need ID 104.2:
3.8.4.1 Mobile Need to reduce NYC CVPD SAD:
A.ccse.ssible crashes between The PID device shall be able to function pedestrian Personal Information Device (PID)
104.6.11 Pedestrian vehicles and 3.8.4 12P Application in a communication-saturated PID performance data Procurement Specification version 1.7A §
Sianal Svstem visually / audibly- environment. (See Figure 14 in 5.2.1.31
gnat sy impaired Section 3.2.1.2)
pedestrians
Need ID 104.2: NYC CVPD SAD:
3.8.4.1 Mobile Need to reduce personal location, . .
Accessible craghes between o The I'DID.system §ha]| ensure geo- pedestrian Personal Informatlgn Dgwce (P!D)
104.8.4 Pedestrian vehicles and 3.8.4 12P Application location information is used for PED-SIG PID erformance data Procurement Specification version 1.7A §
Signal System visually / audibly- application only. ?See Figure 14 in 5.2.5.2
impaired Section 3.2.1.2)
pedestrians
Need ID 104.2:
. Need to reduce .
2‘?&2&#@“'9 crashes between All data transmitted between the PID and ,s\g:(arict:vcl:jrz dseﬂijéls Personal Information Device (PID)
104.8.9 Pedestrian vehicles and 3.8.4 12P Application the NYU server shall be encrypted to PID (See F?/ ure 18 in Procurement Specification version 1.7A §
Sianal System visually / audibly- protect any personal information. Section93 2.2) 5.2.1.28
9 y impaired -
pedestrians
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Need ID 104.2: Data stored by the NYU server or
3.8.4.1 Mobile Need to reduce exported for independent evaluation shall NYC CVPD SAD: . .
Accessible craghes between o pe procgssed to remove any pgrsongl obfuscated data sets Personal Informat!on Device (PID)
104.8.10 . vehicles and 3.8.4 12P Application information and any attributes including PID . . Procurement version 1.7A & 5.2.1.7,
Pedestrian isually / audibl t locati d tti h that (See Figure 37 in 52128
Signal System visually / audibly- exact location and exact time such tha Section 3.4.2) 2.1.
impaired the data cannot be associated with a T
pedestrians particular person or event.
Need ID 104.2: NYC CVPD SAD:
. Need to reduce . .
3.8.4.1 Mobile intersection status, . .
. crashes between : Personal Information Device (PID)
Accessible . L The PID shall use the channel crossing status, P .
104.9.4 . vehicles and 3.8.4 12P Application . ) . PID . . Procurement Specification version 1.7A §
Pedestrian ) . assignments defined in Table F-1. intersection geometry
) visually / audibly- . . 5.2.1.29
Signal System . . (See Figure 18 in
impaired ;
i Section 3.2.2)
pedestrians
3.8.3.6 Need ID 105: The NYC CVPD pgrformance monitoring NYC CVPD SAD:
Emergency . subsystem shall utilize the post- .
7 Need to inform o obfuscated data sets ASD Demonstration Procurement
105.1.2 Communications - . 3.8.3 V2| Application processed event data and measure the ASD ; : e .
, drivers of serious : I (See Figure 37 in Specification Version 2.2 § 3.21.5.1
and Evacuation N number of vehicles receiving emergency f
. incidents . h : Section 3.4.2)
Information information Befere and After periods.
Need ID 106:
3.2.5 Neeq.to provide 3.2 System The NYC CVPD performance monitoring NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance mobility subsystem shall post-process the obfuscated data sets .
106.1.1 ; . . Performance . T™MC . . Program Phase 2, System Design - New
Data Collection information in Characteristics mobility data from the I-SIGCVDATA (See Figure 37 in York City § 3.1.2.5.9.2
and Processing | heavily congested application Before and After periods. Section 3.4.2) ¥3 91899,
areas
Need ID 106: The NYC CVPD performance monitoring
3.2.5 Neecli.to provide 3.2 System subsystem shall utilize the post- NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance mobility processed event data and measure the obfuscated data sets .
106.1.1.1 X . I Performance T™MC ; . Program Phase 2, System Design - New
Data Collection information in o average speed from NYC CVPD for (See Figure 37 in .
. h Characteristics ; . . York City § 3.1.2.7.1.3
and Processing heavily congested comparison to the legacy detection Section 3.4.2)
areas system.
Need ID 106: The NYC CVPD performance monitoring
3.2.5 Nee(.j.to provide 3.2 System subsystem shall utilize the post- NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance mobility processed event data and measure the obfuscated data sets .
106.1.1.2 X . . Performance . T™MC . . Program Phase 2, System Design - New
Data Collection information in g average travel time from NYC CVPD for (See Figure 37 in .
: h Characteristics : . ; York City § 3.1.2.7.1.3
and Processing heavily congested comparison to the legacy detection Section 3.4.2)
areas system.
The Safety Application shall function in NYC CVPD SAD:
Need ID 102: o vehicle classes in which it is to be application .
110.1.1 i.&rica?tioomnmon Need to reduce ?{2 Sfeprlrll(;ﬁgn installed in the NYC CVPD. (Note: NYC ASD install/upgrade (See gsgcggggi%r;s\t/r::ggfzrozc Lér:earqgn; 1
PP crashes q CVPD vehicles are specified in the Figure 16 in Section P ’ U
USDOT ASD Design Specification v3.1.) 3.2.2)
The Safety Application shall function in
weather (pavement and atmospheric)
Need ID 102: I and lighting conditions anticipated for the .
110.1.2 3.8.1. Cgmmon Need to reduce 3.8 Appllcatlon NYC CVPD. (Note: NYC CVPD ASD ASD .[?em.onstratlc.)n Procurement
Application Requirements : o Specification Version 2.2 § 3.19.1.2
crashes operational weather conditions are
specified in the USDOT ASD Design
Specification v3.1.)
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Need ID 102: The Safety Application shall function on
11013 3.8.1 Common Need to redu.ce 3.8 Application NYC CVPD roadways. (Note: NYC ASD ASD Demonstration Procurement
T Application crashes Requirements CVPD roadways are identified in the Specification Version 2.2 § 3.19.1.3
NYC CVPD ConOps.)
Need ID 102: The Safety Application shall obtain :Y%CC;:{;D SAD:
110.1.4 3.8.1 Common Need to redu.ce 3.8 Application vehicle position data whose accuracy ASD inF;Ft)aII/u rade (See ASD Demonstration Procurement
T Application Requirements supports the application's calculations for . Par . Specification Version 2.2 § 3.19.1.4
crashes N N Figure 16 in Section
issuing advisories and alerts. 3.2.2)
11015 3.8.1 Common m::g ,ILE r1e(<)ji:ce 3.8 Application The Safety Application shall not interfere ASD ASD Demonstration Procurement
T Application crashes Requirements with other in-vehicle safety systems. Specification Version 2.2 § 3.19.1.5
Need ID 102: The Safety Application shall use
110.1.6 3.8.1 Common Need to redu.ce 3.8 Application advisories and alerts that conform to ASD ASD Demonstration Procurement
T Application crashes Requirements human factors guidelines issued by the Specification Version 2.2 § 3.19.1.7
FHWA, NHTSA, and SAE.
The Safety Application shall perform self-
diagnostics upon power up and when the NYC CVPD SAD:
Need ID 102: I vehicle is operating. (Note: Self- equipment .
110.1.7 i‘g'ric;?omnmon Need to reduce ?F){s ngrlriarﬂgn Diagnostics refers to the ability of the ASD configuration settings ésgc:ﬁsggic;r;s\t/r::g;gnzrozc Lérgn;gn; 8
PP crashes q Safety Application to determine whether (See Figure 16 in P ' T
it is capable of performing its intended Section 3.2.2)
function.)
Need ID 102: The Safety Application shall determine ZIYU? %\élr::tD SAD:
110.1.8 3.8.1 Common Need to redu.ce 3.8 Application the operating level/mode of operational, ASD cgnfip uration settinas ASD Demonstration Procurement
U Application Requirements degraded, or failure based on the results gu ting Specification Version 2.2 § 3.19.1.9
crashes : : (See Figure 16 in
of a self-diagnostic test. Section 3.2.2)
The Safety Application shall set the .
Need ID 102: operational status corresponding to the ,:YUCI g\éI:tD SAD:
110.1.9 3.8.1 Common Need to redu.ce 3.8 Application operational level mode as follows: ASD anﬁp uration settinas ASD Demonstration Procurement
T Application Requirements 1. Operational — online o ing Specification Version 2.2 § 3.19.1.9
crashes . (See Figure 16 in
2. Degraded — online Section 3.2.2)
3. Failure — offline -
The Safety Application shall log self- NYC CVPD SAD:
Need ID 102: L diag_npstic test failure Whi‘?h conta_ins, at equipment . ASD Demonstration Procurement
3.8.1 Common 3.8 Application a minimum, the following information: ; . . s .
110.1.10 - Need to reduce . . . ASD configuration settings Specification Version 2.2 § 3.19.1.10,
Application Requirements 1. Date and time of test failure . .
crashes o . - (See Figure 16 in 3.19.1.11, 3.19.1.12
2. Additional information to the nature of Section 3.2.2)
a failed test -
The Safety Application shall maintain
historical information of self-diagnostic
test failures for a predetermined period in .
Need ID 102: non-volatile storage. (Note: Non-volatile ZIYUCI: (n:1\£r:1)tD SAD:
110.1.11 3.8.1 Common Need to redu.ce 3.8 Application storage refers to storage that remains ASD cgnfip uration settings ASD Demonstration Procurement
o Application Requirements intact even when there is no power. It is gu ing Specification Version 2.2 § 3.19.1.10
crashes . o (See Figure 16 in
left up to the implementer to determine if Section 3.2.2)
the retention of data is a fixed window of -
time, if it is based on a fixed amount of
storage, or if it is until cleared.)
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NYC CVPD SAD:
Need ID 102: I The Safety Application shall take itself equipment .
110.1.12 3'8'1. Cpmmon Need to reduce 38 Appllcatlon off-line when the operating level/mode is ASD configuration settings ASD .D_em.onstratlc?n Procurement
Application Requirements . . . Specification Version 2.2 § 3.19.1.11
crashes failure. (See Figure 16 in
Section 3.2.2)
. The Safety Application shall restore or NYC. CVPD SAD:
Need ID 102: I R : . equipment .
3.8.1 Common 3.8 Application maintain itself on-line when the operating ; . . ASD Demonstration Procurement
110.1.13 o Need to reduce . o ; ASD configuration settings g .
Application Requirements level/mode is either operational or . : Specification Version 2.2 § 3.19.1.12
crashes (See Figure 16 in
degraded. ;
Section 3.2.2)
The Safety Application shall perform
effectively for all defined NYC CVPD
Need ID 102: functional classes of roadway and levels
110.1.14 3.8.1 Common Need to redu.ce 3.8 Application of service (LOS) where the application is ASD ASD Demonstration Procurement
T Application Requirements installed or is being used. (Note: NYC Specification Version 2.2 § 3.19.1.13
crashes .
CVPD functional classes of roadway and
levels of service are specified in the NYC
CVPD ASD Specification.)
The Safety Application shall be able to NYC CVPD SAD:
Need ID 102: I receive and decode messages broadcast equipment .
110.1.15 2‘8'|1ic;?omnm°” Need to reduce | 50 APPlication by NYC CVPD RSU. (Note: NYC CVPD ASD configuration settings ‘S\Sgcgsgzigf\t;::'sci’gnPZrOZCng”;g”} 5
PP crashes q RSU is specified in the NYC CVPD RSU (See Figure 16 in P <3 219-0
Specification.) Section 3.2.2)
_ The V21 Safety Application alerts shall NYC CVPD SAD:
Need ID 102: N . . equipment .
3.8.1 Common 3.8 Application only be issued when the current inputs to . . . ASD Demonstration Procurement
110.1.16 o Need to reduce . T . ASD configuration settings g .
Application Requirements the application warrants an advisory or . . Specification Version 2.2 § 3.19.1.16
crashes (See Figure 16 in
alert. f
Section 3.2.2)
Need ID 102: — Safety Application Driver Training shall Program / Policy for .
110.1.17 2‘8'|1icgt?o?mon Need to reduce :I;S ng&%ﬁgn conform to human factors guidelines ASD the Safety Application ésgcgsg?ig?]s\t;::ggnpzrog Lérgrqgn; 7
PP crashes q issued by the FHWA, NHTSA, and SAE. Driving Training P <3219
NYC CVPD SAD:
Need ID 102: — The Safety Application shall not provide equipment .
110.1.18 3'8'1. Cgmmon Need to reduce 38 Appllcatlon information to the driver that conflicts ASD configuration settings ASD .D_em.onstratlo_n Procurement
Application Requirements o . . . . Specification Version 2.2 § 3.9.1.17
crashes with infrastructure roadside signage. (See Figure 16 in
Section 3.2.2)
. _— . NYC CVPD SAD:
3.8.1 Common Need ID 102: 3.8 Application The sa!fety appllcatlon.shall pr.owde its equipment status (See | ASD Demonstration Procurement
110.1.19 o Need to reduce . operational status (online, offline) to the ASD - . : g g
Application Requirements Figure 16 in Section Specification Version 2.2 § 3.19.1.18
crashes ASD management system. 3.2.2)
Need ID 101.1: An application shall receive intersection NYC CVPD
Need to manage geometry information, e.g. Geometric SAD:intersection
3.8.1 Common speed on surface 3.8 Application . . e ’ . ASD Demonstration Procurement
110.1.20 o . Intersection Design (GID), from the ASD geometry (See Figures g .
Application streets — 25 MPH | Requirements | t MAP based on the host 10 13. and 14 i Specification Version 2.2 § 3.19.1.19
regulatory speed closes message based on the hos , 13, an in
limit vehicle’s current location. Section 3.2.2.2)
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6. Requirements Traceability Matrix

Need ID 101.1: The application shall obtain vehicle
Need to manage speed from one of the sources available NYC CVPD SAD:
110.1.21 3.8.1 Common speed on surface | 3.8 Application to the ASD. These sources include the ASD location and time (See | ASD Demonstration Procurement
o Application streets — 25 MPH | Requirements CAN interface, GNSS interface, Figure 15 in Section Specification Version 2.2 § 3.19.1.20
regulatory speed derivation from sequential GNSS location 3.2.2)
limit readings.
NYC CVPD SAD:
3.2.1 Vehicle Need ID 102: 3.2 System The ASD shall broadcast the BSM of \r/r:actltlizlr? (ICS)(;aetII(:)in SP:B ASD Demonstration Procurement
110.2.2 Performance Need to reduce Performance host vehicles per SAE standards J2945/1 ASD . . 9 Specification Version 2.2 § 3.10.2.4,
o o in Section 3.2.1.1 and
Monitoring crashes Characteristics and J2735. - . 3.10.2.5
Figures 10 and 13 in
Section 3.2.2.2)
. . All NYC CVPD ASDs shall utilize the NYC CVPD SAD:
3.2.1 Vehicle Need ID 102: 3.2 System same GPS time source and common location and time (See | ASD Demonstration Procurement
110.2.3 Performance Need to reduce Performance ) . ASD . . . s .
o e accuracy configuration as the NYC Figure 15 in Section Specification Version 2.2 § 4.1.1.1
Monitoring crashes Characteristics
CVPD Infrastructure. 3.2.2)
NYC CVPD SAD:
Need ID 101: The safety applications listed in Table C- vehicle location and
110.3.1 3.8.1 Common Need to manage 3.8 Application 1 shall acquire vehicle position, position ASD motion (See Figure 8 ASD Demonstration Procurement
e Application speed on surface | Requirements accuracy, speed, and heading from the in Section 3.2.1.1 and | Specification Version 2.2 § 3.19.1.21
streets ASD. Figures 10 and 13 in
Section 3.2.2.2)
s . . NYC CVPD SAD:
Need ID 101: The safety appllcgtlons listed in T?ble C- vehicle location and
L 1 shall determine if the ASD position, . . .
3.8.1 Common Need to manage 3.8 Application - . - motion (See Figure 8 ASD Demonstration Procurement
110.3.2 - . speed and heading information provided ASD . . e .
Application speed on surface | Requirements . = in Section 3.2.1.1 and | Specification Version 2.2 § 3.19.1.22
is sufficiently accurate to support the . .
streets ASD's advisory and alert calculations Figures 10 and 13 in
Y ' Section 3.2.2.2)
The safety applications listed in Table C- NYC CVPD SAD:
Need ID 101: 1 shall only issue advisories and alerts if vehicle location and
110.3.3 3.8.1 Common Need to manage 3.8 Application the ASD position, speed and heading ASD motion (See Figure 8 ASD Demonstration Procurement
e Application speed on surface | Requirements information provided is sufficiently in Section 3.2.1.1 and | Specification Version 2.2 § 3.19.1.23
streets accurate to support the ASD's advisory Figures 10 and 13 in
and alert calculations. Section 3.2.2.2)
The safety applications listed in Table C-
Need ID 101: 1 shall acquire roadway geometry for the NYC CVPD SAD:
110.3.4 3.8.1 Common Need to manage 3.8 Application roadway ahead. (Note: roadway ASD vehicle location and ASD Demonstration Procurement
" Application speed on surface | Requirements geometry is expected to come from MAP motion (See Figures 9- | Specification Version 2.2 § 3.19.1.24
streets messages acquired by the ASD from 13 in Section 3.2.2.2)
NYC CVPD DSRC Infrastructure.)
The V2| safety applications listed in
Need ID 101: Table C 1 except for CSPD-COMP and NYC CVPD SAD:
110.3.4.1 3.8.1 Common Need to manage 3.8 Application SPDCOMPWZ applications shall acquire ASD vehicle location and ASD Demonstration Procurement
R Application speed on surface | Requirements the roadway geometry information motion (See Figures 9- | Specification Version 2.2 § 3.19.1.24
streets through the MAP message from the 13 in Section 3.2.2.2)
RSUs.
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Need ID 101: The CSPD-COMP and SPDCOMPWZ NYC CVPD SAD:
381 C Need 3.8 Applicati applications listed in Table C 1 shall hicle | : d ASD D ion P
110.3.4.2 -8.1 Common eed to manage -8 App ication acquire the roadway geometry ASD vehicle ocatlon an | .em.onstratlc'on rocurement
Application speed on surface | Requirements information throuah the TIM messade motion (See Figures 9- | Specification Version 2.2 § 3.19.1.24
streets from the RSUs 9 9 13 in Section 3.2.2.2)
The safety applications listed in Table C-
1 shall acquire the posted speed for the .
- . . NYC CVPD SAD:
Need ID 101: roadway ahead, including upcoming
3.8.1 Common Need to manage 3.8 Application reduced speed zone. (Note: Posted §peed management ASD Demonstration Procurement
110.3.5 o . : . ASD information (See g .
Application speed on surface | Requirements speed information is expected to come Fiqure 9 in Section Specification Version 2.2 § 3.19.1.25
streets from MAP messages acquired by the 3 g 2.2)
ASD from NYC CVPD DSRC B
Infrastructure.)
Need ID 101: The V2| safety applications listed in NYC CVPD SAD:
3.8.1 Common Need to manége 3.8 Application Table C 1 except for CSPD-COMP and speed management ASD Demonstration Procurement
110.3.5.1 e o SPDCOMPW?Z applications shall acquire ASD information (See g .
Application speed on surface | Requirements th ted d inf tion th h th Fi 9in Secti Specification Version 2.2 § 3.19.1.25
streets e posted speed information through the igure 9 in Section
MAP message from the RSUs. 3.2.2.2)
. The CSPD-COMP application listed in NYC CVPD SAD:
Need ID 101: X
I Table C 1 shall acquire the posted speed speed management .
3.8.1 Common Need to manage 3.8 Application . : : . ASD Demonstration Procurement
110.3.5.2 o . for the upcoming curved section of a ASD information (See g .
Application speed on surface | Requirements f . in Secti Specification Version 2.2 § 3.19.1.25
streets roadway through the TIM message from Figure 9 in Section
the RSU. 3.2.2.2)
Need ID 101: The SPDCOMPWZ application listed in ’S"gdcx:r?asgg;m
3.8.1 Common Need to manage 3.8 Application Table C 1 shall acquire the posted speed SP 1anag ASD Demonstration Procurement
110.3.5.3 o . ) ASD information (See g .
Application speed on surface | Requirements for the upcoming work zone through the Fi 9in Secti Specification Version 2.2 § 3.19.1.25
streets TIM message from the RSU igure 9 in Section
' 3.2.2.2)
e NeedID e [ssuance of the CSPD-COMP
101.3: and'SPDCOMPWZ application e NYCCVPD
advisory of a reduced speed .
Need to . SAD: speed
manage e 38 zone ahead to the driver shall management e  ASD Demonstration Procurement
3.8.1 Common . DT coincide with driver visibility of : . g !
110.3.6 Application speed in Application reduced speed zone ahead e ASD information Specification Version 2.2 §
work Requirements ; P : . (See Figure 9 3.19.1.26
signage. (Note: Location of ) ;
zones — dside si dsi in Section
speed roadside signage and sign 3.2.2.2)
limit visibility distances are described T
in the MUTCD.)
The safety application shall acquire data
from the ASD which includes the NYC CVPD SAD:
Need ID 102.6: following: vehicle location and
110.3.7 3.8.1 Common Need to reduce 3.8 Application 1. Vehicle Positioning information ASD motion (see Figure 8 ASD Demonstration Procurement
" Application crashes between Requirements 2. Vehicle Position accuracy in Section 3.2.1.1 and | Specification Version 2.2 § 3.19.2.1
vehicles 2. Vehicle Speed Figures 10 and 13 in
3. Vehicle Acceleration Section 3.2.2.2)
4. Vehicle Heading
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4.9 Foreign
Dedicated Short | Need ID 102: Foreign light-duty vehicles shall transmit
110.4.1 Range Need to reduce DSRC BSM messages in accordance ASD
Communiations | crashes with the J2945/1 standard.
Devices
Foreign trucks shall transmit DSRC BSM
4.9 Foreign messages in accordance with the
Dedicated Short | Need ID 102: J2945/1 and shall contain the following
110.4.2 Range Need to reduce Part Il SupplementalVehicleExtensions ASD
Communiations | crashes objects: classification, and vehicleData
Devices (height and mass) as defined in J2735
Section 6.133.
The ASD event recording shall encrypt
Need ID 201: each event record. (Clarification: this NYC CVPD SAD:
201.1 1 3.4 Information Need to havé prevents vehicle identity and ASD security credentials ASD Demonstration Procurement
T Management fivac determination of whether the vehicle is (See Figure 18 in Specification Version 2.2 § 3.11.1.19
P y from the control group or the treatment Section 3.2.2)
group.)
NYC CVPD SAD:
Need ID 201: I I equipment .
201.2.1 3.8.1. Cgmmon Need to have 3.8 Appllcatlon The V2V safety applications shall set the ASD configuration settings ASD .D.em.onstratlc.)n Procurement
Application - Requirements message threshold at the proper level. . : Specification Version 2.2 § 3.19.2.2
privacy (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
Need ID 201: — The V2V safety applications shall equipment .
201.2.2 3'8'1. Cgmmon Need to have 38 Appllcatlon formulate the decision algorithm properly ASD configuration settings ASD Pem.onstratlc'on Procurement
Application ; Requirements . . . Specification Version 2.2 § 3.19.2.3
privacy to recognize the threat. (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
Need ID 201: C The V2V safety applications shall ensure equipment .
201.2.3 3'8'1. Cgmmon Need to have 38 Appllcatlon that all components of the system are ASD configuration settings ASD .D_em.onstratlo.n Procurement
Application - Requirements L . . : Specification Version 2.2 § 3.19.2.4
privacy functioning as intended. (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
Need ID 201: C . equipment .
201.3.2 3.8.1. Cgmmon Need to have 3.8 Appllcatlon The V2I safgty apphcaﬂong shall operate ASD configuration settings ASD .D.em.onstratlc.m Procurement
Application - Requirements on correct, timely information. . : Specification Version 2.2 § 3.19.2.5
privacy (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
Need ID 201: C The NYC CVPD safety management equipment .
201.4.1 3'8'1. Cgmmon Need to have 38 Appllcatlon subsystem shall verify the initial data ASD configuration settings ASD .D_em.onstratlo_n Procurement
Application . Requirements o . : Specification Version 2.2 § 3.19.2.6
privacy entry from the V2I safety applications. (See Figure 16 in
Section 3.2.2)
Need ID 203: . NYC CVPD SAD:
The TMC staff shall be able to monitor e e .
201.4.2 3.5:2 Systg_m Need to_ manage 3.5 System Operations | the NYC CVPD system-wide RSU RSU system monltorllng RSU Procurement Specification Version
Maintenability CV equipment . (See Figure 16 in 1.78§4.411.1
. malfunctions. .
maintenance Section 3.2.2)
3.5.2.1 Need ID 201: NYC CVPD SAD:
201 5.1 Functional Need to havé 3.5.2 System The ASD shall provide the alerts to the ASD driver updates (See ASD Demonstration Procurement
" Safety fivac Maintenability driver without ambiguity. Figure 8 in Section Specification Version 2.2 § 3.16.1.2
Requirements P y 3.2.1.1)
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Need ID 201: NYC CVPD SAD: See
2015.2 3.5.2 System Need to havé 3.5 System Operations The ASD shall have configurable ASD Figure 41 ASD ASD Demonstration Procurement
e Maintenability - s P parameters for tuning alert thresholds. Context Diagram in Specification Version 2.2 § 3.15.1.1
privacy A
Section 3.4.3.3
3.5.2.1 Need ID 203: NYC CVPD SAD:
: speed management e .
Functional Need to manage 3.5.2 System The RSU shall broadcast the regulatory ) . RSU Procurement Specification Version
201.6.1 . ; y ; . RSU information (See
Safety CV equipment Maintenability speed information to the ASD. . X X 1.7§4.10.1.2
’ . Figure 9 in Section
Requirements maintenance
3.2.2.2)
Need ID 202: The safety applications listed in Table C- NYC CVPD SAD:
Need to manage I 1 shall implement the most recent equipment .
202.1.3 ,:’?\.8.I1icec1;tioomnmon CV application for ?F){g L'?}f:rlr']f:ﬂgn application control parameters supplied ASD configuration settings ésgcﬁfgzi%ﬂs\t::ggnpzrof Lérzn;gnzt 7
PP the traffic q externally to the application as described (See Figure 16 in P ' U
environment in Table E-1. Section 3.2.2)
Need ID 202: NYC CVPD SAD:
381 Common Need to manage 3.8 Application The safety application shall allow the equipment ASD Demonstration Procurement
202.1.4 A. .Iication CV application for R.e Lirements central system to modify the control ASD configuration settings Specification Version 2.2 § 3.19.2.8
PP the traffic q parameters as defined in Table E-1. (See Figure 16 in P ’ U
environment Section 3.2.2)
HZZS :OD rigi:a e The NYC CVPD applications shall have l(;lYuCI) (n:q\elzlr::tD SAD:
3.1.3 manag . modifiable algorithms and software quip . . ASD Demonstration Procurement
202.2.1 o CV application for | 3.1 Physical - ; ASD configuration settings g .
Adaptability . parameters for improving the system . . Specification Version 2.2 § 3.6.8.1
the traffic (See Figure 16 in
h performance. .
environment Section 3.2.2)
Need ID 202: The ASD shall have upgradable NY(.: CVPD SAD:
Need to manage . . equipment . .
3.1.3 R . hardware components for improving the . . . Personal Information Device (PID)
202.3.1 . CV application for | 3.1 Physical - . ASD configuration settings . .
Adaptability ) device performance upon expansion of : . Procurement version 1.7A & 3.5.3.2;
the traffic (See Figure 16 in
h the NYC CVPD system. .
environment Section 3.2.2)
Need ID 202: The RSU shall have upgradable NYC.: CVPD SAD:
3.1.3 Need to_mapage . hardware components for improving the eqwlpmen.t .
202.3.2 T . CV application for | 3.1 Physical - . RSU configuration settings
Adaptability ) device performance upon expansion of . .
the traffic (See Figure 16 in
h the NYC CVPD system. .
environment Section 3.2.2)
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NYC CVPD SAD: host
commercial vehicle
status, host transit
Need ID 202: vehicle status, host
4.10 Vehicle Need to'ma.nage The ASD shall monitor the items in Table V?h'de st.atus (See ASD Demonstration Procurement
202.4.1 CV application for - : ASD Figure 8 in Section e .
Data Bus . E-5 on the in-vehicle network. . Specification Version 2.2 § 4.2.2.2
the traffic 3.2.1.1, Figures 9, 10,
environment 11, and 13 in Section
3.2.1.2, and Figures
38 and 39 in Section
3.4.2)
Need ID 202: The Vehicle Performance Monitoring NYC CVPD SAD:
3.2.1 Vehicle Need to manage 3.2 System application shall collect/log vehicle operation and ASD Demonstration Procurement
202.4.2 Performance CV application for | Performance operational data (e.g. hard break, ASD maintenance ASD Specification Version 2.2 § 3.6.5.1
Monitoring the traffic Characteristics steering turns, accelerations based on data (See Figure 37 in P : R
environment accelerometers). Section 3.4.2)
Need ID 202: -
3.2.1 Vehicle Need to manage 3.2 System ;—:g Esﬁéé??::c?t?arcskhﬁ'gnaetsgle to solicit Connected Vehicle Pilot Deployment
202.4.3 Performance CV application for | Performance . T™MC Program Phase 2, System Design - New
o ] o anonymous vehicle operators on the :
Monitoring the traffic Characteristics - York City § 3.1.2.5.3
h operation of the system.
environment
Need ID 202:
Need to manage NYC CVPD SAD:
CV application for equipment control
the traffic The Parameter Control functional entity quip . .
3.5.2 System h . . commands, equipment | ASD Demonstration Procurement
202.6.1 ; - environment 3.5 System Operations | at the TMC shall sign the Parameter ASD . ; . g .
Maintenability ; configuration settings Specification Version 2.2 § 3.15.1.2
Comment: to Control messages per IEEE 1609.2. . .
. . (See Figure 16 in
provide security Section 3.2.2)
for the source of -
the changes.
The Parameter Control functional entity
Need ID 202: shall'meet the highest §ecur|ty NYQ CVPD SAD:
Need to manage requlrements fora deV|c.e o_f the equipment contrpl .
202.6.3 3.5:2 Systg_m CV application for | 3.5 System Operations approprlqte class. (Note: this shall be ASD command§, equlpment ASD .[?em.onstratlc_)n Procurement
Maintenability the traffic derived via the configuration settings Specification Version 2.2 § 3.15.1.3
. Confidentiality/Integrity/Availability (CIA) (See Figure 16 in
environment . o .
analysis once the application Section 3.2.2)
specification is developed in detail.)
Need ID 202 Squipment contr
Need to manage The Parameter Control functional entity quip . .
3.5.2 System N . commands, equipment | ASD Demonstration Procurement
202.6.5 ; - CV application for | 3.5 System Operations | shall update the parameter control ASD ' : . s .
Maintenability ) ) ; configuration settings Specification Version 2.2 § 3.15.1.4
the traffic message signatures daily. . .
environment (See Figure 16 in
Section 3.2.2)
Necd ID 202 Squipment conir
Need to manage . quip . ASD Demonstration Procurement
3.5.2 System o . The Parameter Control message version commands, equipment g . .
202.6.7 ; - CV application for | 3.5 System Operations ASD . ; . Specification Version 2.2 - Appendix H,
Maintenability ) shall be based on the message payload. configuration settings
the traffic . . Table 25
environment (See Figure 16 in
Section 3.2.2)
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Need ID 202: The ASDs from all suppliers shall NYC.: CVPD SAD:
; equipment control
Need to manage implement the same Parameter Control . .
3.5.2 System o . . commands, equipment | ASD Demonstration Procurement
202.6.8 ; - CV application for | 3.5 System Operations | protocol. (Note: Parameter Control ASD X : . s .
Maintenability ) . X configuration settings Specification Version 2.2 § 3.15.1.5
the traffic protocol will be defined by SAE or by S . .
environment NYC CVPD.) (See Figure 16 in
’ Section 3.2.2)
Need ID 202: NYC CVPD SAD:
3.2 System Need to manage . equipment
202.7.1 Performance CV application for ;';esgszssgf! ?r:?nﬁfnsjn?lrlartae dloc; 10 Hz ASD configuration settings
Characteristics the traffic 9 ' (See Figure 16 in
environment Section 3.2.2)
The ASD shall monitor the delivery of the
audio alert and any audio instructions to
the driver.
(Clarification: the monitoring system
[internal to the ASD] will confirm that the
actual audio information [sound] was
Need ID 204: produced in the vehicle and that the .
. Need to limit audio information matches what the alert NYC.: CVPD SAD:
3.2.1 Vehicle s . 3.2 System - . equipment .
additional vehicle was intended to deliver. The purpose of ; . . ASD Demonstration Procurement
202.8.1 Performance ) Performance : . - ASD configuration settings e .
. cab devices that g this requirement is to detect faulty . ! Specification Version 2.2 § 3.6.5.2
Monitoring : Characteristics - (See Figure 16 in
have the potential speaker wiring and damaged speakers Section 3.2.2)
to distract drivers that prevent the alert from being -
delivered to the driver and to ensure that
the driver has not done anything to the
audio system. It is not intended to be an
accurate voice to text conversion system,
but sufficient to determine that an alert
message was delivered.)
Noed 1D 204 NYC CVPD SAD:
3.2.1 Vehicle o . 3.2 System The ASD shall include an accelerometer equipment .
additional vehicle : . . . ASD Demonstration Procurement
202.9.1 Performance . Performance for each of the three axis that measure ASD configuration settings s .
. cab devices that o o S : . Specification Version 2.2 § 3.4.1.5
Monitoring . Characteristics the acceleration in each direction. (See Figure 16 in
have the potential .
i i Section 3.2.2)
to distract drivers
The accuracy and range of the
Need ID 204: accelerometers shall be able to
T determine when the vehicle experiences NYC CVPD SAD:
. Need to limit oo X
3.2.1 Vehicle " . 3.2 System a sudden change of direction or speed, equipment .
additional vehicle ) . ; : . . ASD Demonstration Procurement
202.9.2 Performance . Performance sudden stop, or impact [with something]. ASD configuration settings e .
o cab devices that e " . P . : Specification Version 2.2 § 3.6.5.5
Monitoring : Characteristics (Definition of ‘Sudden change of direction (See Figure 16 in
have the potential d. sudd . s Section 3.2.2
to distract drivers or speed, sudden stop, or impact’ is in ection 3.2.2)
Appendix D of the NYC CVPD SyRS
document.)
NYC CVPD SAD:
Need ID 203: The NYC CVPD maintenance personnel equipment status,
. Need to manage . shall replace the ASD damaged by equipment control ASD Demonstration Procurement
203.1.1 3.1.2.2 Repair CV equipment 3.1.2 Durability improper maintenance, tampering, or ASD commands (See Specification Version 2.2 § 3.6.7.1
maintenance mishap. Figure 16 in Section
3.2.2)
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6. Requirements Traceability Matrix

NYC CVPD SAD:
Need ID 203: The NYC CVPD maintenance personnel equipment status,
203.1.2 3.1.2.2 Repair Need to_ manage 3.1.2 Durability §hal| replace_the RSU damageq by RSU equipment control
CV equipment improper maintenance, tampering, or commands (See
maintenance mishap. Figure 16 in Section
3.2.2)
NYC CVPD SAD:
“Zgg :oD rig?\:age The NYC CVPD maintenance personnel Zgﬂ:gmz:: zfaar:ﬁz’l ASD Demonstration Procurement
203.2.1 3.1.2.2 Repair . 3.1.2 Durability shall be able to reboot the ASD after a ASD g .
CV equipment . ; . commands (See Specification Version 2.2 § 3.6.7.2
. disruptive software glitch. : ; .
maintenance Figure 16 in Section
3.2.2)
NYC CVPD SAD:
“2:3 :5 nz1(a)1:r31a o The NYC CVPD maintenance personnel 2qﬂ:pmzm iar:;:,z‘l
20322 | 3.1.2.2 Repair . 9¢ | 3.1.2 Durability shall be able to reboot the RSU after a RSU auip
CV equipment . ; . commands (See
. disruptive software glitch. : ; .
maintenance Figure 16 in Section
3.2.2)
NYC CVPD SAD:
3.1.1.2 mggg ’I«E)) rig?l:a e The ASD shall operate on the voltage equipment ASD Demonstration Procurement
203.41 Electrical . 9 3.1.1 Construction . P ; 9 ASD configuration settings e .
. CV equipment supplied by the host vehicle. . . Specification Version 2.2 § 3.4.2.3
Requirements . (See Figure 16 in
maintenance .
Section 3.2.2)
. ASD Demonstration Procurement
Need ID 203: ’c;g/iccg\ésrgllfnﬁ?{t Specification Version 2.2 § 3.13.3.3.
3.3.1 Security Need to mané o If the ASD determines that it has no valid information. securit Address the issue of recording the
203.5.2 Management . 9 3.3 System Security certificates, it shall cease transmission of ASD . y enroliment or pseudonym certificates for
. CV equipment credentials (See X )
and Operations . BSMs. . . . the installed ASD so that this can be
maintenance Figure 18 in Section ided. should th hicl dtob
3.2.2) provided, should the vehicle need to be put
- on the CRL.
. NYC CVPD SAD:
3'5'2'.1 Need ID 203: The RSU shall broadcast the location of speed management I .
Functional Need to manage 3.5.2 System . ; . RSU Procurement Specification Version
203.6.3 . ; - a curve and other details to support the RSU information (See
Safety CV equipment Maintenability L . ; X 1.7§4.10.1.3
’ . CSPD-COMP application. Figure 9 in Section
Requirements maintenance 3.2.1.2)
NYC CVPD SAD: lane
3.5.21 Need ID 203: . closure information,
Functional Need to manage 3.5.2 System The R.SU shall broadcast the location of restricted lanes RSU Procurement Specification Version
203.6.4 . ; - a static work zone to support the RSU
Safety CV equipment Maintenability L parameters (See 1.78§4.10.1.4
’ . SPDCOMPWZ application. - . ;
Requirements maintenance Figure 9 in Section
3.2.1.2)
. NYC CVPD SAD:
3'5'2'.1 Need ID 203: The RSU shall broadcast the location of restricted lanes I .
Functional Need to manage 3.5.2 System . RSU Procurement Specification Version
203.6.5 Safet CV equioment Maintenabilit a moving work zone to support the RSU parameters (See 17§4.101.5
y saquip y SPDCOMPW?Z application. Figure 9 in Section S350
Requirements maintenance 3.2.1.2)
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6. Requirements Traceability Matrix

3.5.2.1 Need ID 203: . NYC CVPD SAD:
. The RSU shall broadcast the location of restricted lanes I .
203.6.6 Functional Need to_ manage 3.5_.2 Systgm a school zone to support the RSU parameters (See RSU Procurement Specification Version
- Safety CV equipment Maintenability L - ; ; 1.7§4.101.6
’ . SPDCOMPWZ application. Figure 9 in Section
Requirements maintenance 3.2.1.2)
. NYC CVPD SAD:
3'5'2'.1 Need ID 203: The RSU shall broadcast the location of restricted lanes I .
Functional Need to manage 3.5.2 System \ . : o RSU Procurement Specification Version
203.6.7 . ; Y a roadway's vehicle size restriction to RSU parameters (See
Safety CV equipment Maintenability - - ; . 1.78§4.101.7
! . support the OVC application. Figure 11 in Section
Requirements maintenance 3.2.1.2)
Need ID 203: The ASD shall provide evidence to detect NYC CVPD SAD:
3.1.1.1 Need to manage tampering (e.g. opening of the case) equipment ASD Demonstration Procurement
203.7.1 Mechanical cV . 3.1.1 Construction h h e id | I ASD configuration settings Specification Version 2.2 & 3.5.4.1
Requirements _equnpment t roug tamper-evident seals on a (See Figure 16 in pecification Version 2.2 § 3.5.4.
maintenance media ports and screw holes. .
Section 3.2.2)
Need ID 203: The RSU shall provide evidence of NYC GVPD SAD:
3.1.11 . . equipment I .
203.7.2 Mechanical Need to_ manage 311 Construction tampering (e.g. opening of the case) . RSU configuration settings RSU Procurement Specification Version
o . CV equipment o through tamper-evident seals on media . : 1.78§3.46.8
Requirements . (See Figure 16 in
maintenance ports (e.g. USB) and screw holes. ;
Section 3.2.2)
. NYC CVPD SAD:
3.1.1.1 mggg LE) r%]?a?\.a e The RSU size dimensions shall not equipment
203.7.3 Mechanical CV equi mentg 3.1.1 Construction exceed 13" h x 13" w x 4” d exclusive of RSU configuration settings Will be added to RSU Procurement Spec
Requirements eauip mounting hardware. (See Figure 16 in
maintenance
Section 3.2.2)
Need ID 203: The ASD software components shall ’:YU(I: ,C;\él;tD SAD:
203.11.1 3.5.2 System Need to manage 3.5 System Operations accommodate failures in hardware or in ASD anﬁp uration settings ASD Demonstration Procurement
T Maintenability CV equipment ) y P adjacent software modules in a way that (SeegFi ure 16 in 9 Specification Version 2.2 § 3.15.2.1
maintenance does not pose hazards. 19
Section 3.2.2)
Need ID 203: NYC CVPD SAD:
203.12.1 4.10 Vehicle Need to manage The ASD shall utilize the OBD-Il port, J- ASD ce;grl#ipngreaqiton settings ASD Demonstration Procurement
T Data Bus CV equipment bus, or CAN bus. S gF. 16 i 9 Specification Version 2.2 § 4.2.2.3
maintenance ( ee Figure 151n
Section 3.2.2)
The ASD shall conform to the associated .
Need ID 203: SAE interface requirements for OBD-II ,:Yu? g\éI:tD SAD:
203.12.2 4.10 Vehicle Need to manage port, J-bus, or CAN bus. (Clarification: ASD anﬁp uration settinas ASD Demonstration Procurement
T Data Bus CV equipment the intent of this requirement is to (SeegFi ure 16 in 9 Specification Version 2.2 § 4.2.2.4
maintenance prevent the ASD from interfering with Section93 2.2)
other in-vehicle systems.) -
NYC CVPD SAD: host
commercial vehicle
The application in the ASD shall collect \S/:aar:;i:Té Z?Sttutsraﬂigt
Need ID 203: and process vehicle-related information vehicle status, (See
203.12.3 4.10 Vehicle Need to manage through a direct connection or a splitter ASD Fiqure 8 in Section ASD Demonstration Procurement
T Data Bus CV equipment cable. (Note: individual application data 3 g 1.1 Fiqures 9. 10 Specification Version 2.2 § 4.2.2.5
maintenance needs will be addressed through each 1'1 .a.nci 139in Seciion,
application's requirement.) 3.2.1.2, and Figures
38 and 39 in Section
3.4.2)
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Need ID 203: NYC CVPD SAD:
36.1 N ’ . The ASD interface design and test before equipment
.6. eed to manage 3.6 Policy and . . : ; .
203.14.1 Mai . - production shall address poor choice of ASD configuration settings
aintenance CV equipment Regulation - . . !
. color, icon shape, location, or sound. (See Figure 16 in
maintenance Section 3.2.2)
Need ID 203: ';'Yu? %\é':tD SAD:
203.15.2 3.6.1 Need to manage 3.6 Policy and The ASD installation procedure shall ASD cgnfip uration settinas ASD Demonstration Procurement
T Maintenance CV equipment Regulation stipulate wire routing. (SeegFi ure 16 in 9 Specification Version 2.2 § 3.18.1.2
maintenance Sectiong3 2.2)
. NYC CVPD SAD:
3.1.1.2 “Zgg LE) rig?\.a e The current drawn by the ASD shall not equipment ASD Demonstration Procurement
203.16.1 Electrical CV equi mentg 3.1.1 Construction exceed with the maximum allowable RSU configuration settings Specification Version 2.2 § 3.4.2.4.1
Requirements equip amperage specified by the ASD vendor. (See Figure 16 in P ' e
maintenance i
Section 3.2.2)
The RSU shall not overload the power .
3412 Need ID 203: supplies provided by the RSU vendor ZIYUCI: (n:1\£r:1)tD SAD:
s Need to manage . based on maximum allowable power quip . . RSU Procurement Specification Version
203.16.2 Electrical . 3.1.1 Construction . . ) RSU configuration settings
A CV equipment consumption. (During operation, turn off, . : 1.7§4.10.1.8
Requirements . (See Figure 16 in
maintenance turn on, etc. per NEMA TS2 .
. : Section 3.2.2)
environmental testing.)
N . The RSU shall be designed to operate NYC CVPD SAD:
eed ID 203: . . ;
3.1.4 Need to manage properly in the outdoor environment. (e.g. equipment RSU Procurement Specification Version
203.17.1 Environmental CV equioment 3.1 Physical temperature, humidity, rain, fog, sun, RSU configuration settings 17§3451
Conditions maintqengnce snow, shock, vibration, etc.) {Ref (See Figure 16 in ’ B
augmented NEMA TS2-20XX} Section 3.2.2)
. NYC CVPD SAD:
3.1.1.2 ngg {OD r121(e)1?1.a e All connections to the RSU shall be equipment RSU Procurement Specification Version
203.17.2 Electrical CV equi mentg 3.1.1 Construction protected from lightening and power RSU configuration settings 17§3464 P
Requirements equip surges on the Ethernet. (See Figure 16 in ’ B
maintenance i
Section 3.2.2)
3112 Need ID 203: The ASDs shall withstand NYC CVPD SAD:
L Need to manage . electromagnetic interference (EMI) from quip . . ASD Demonstration Procurement
203.18.1 Electrical . 3.1.1 Construction . ASD configuration settings g .
. CV equipment external sources and electrical . : Specification Version 2.2 § 3.4.2.7.3
Requirements . P (See Figure 16 in
maintenance distribution. .
Section 3.2.2)
. NYC CVPD SAD:
3.11.2 mggg LE) r%](:)a?\.a e The ASD shall withstand electrostatic equipment ASD Demonstration Procurement
203.18.2 Electrical CV equi mentg 3.1.1 Construction discharge (ESD) from external sources ASD configuration settings Specification Version 2.2 § 3.4.2.7.4
Requirements eauip and electrical distribution. (See Figure 16 in P ' e
maintenance .
Section 3.2.2)
3112 Need ID 203: The RSU shall withstand electrostatic 2‘;%%\;';? SAD:
203.18.3 Electrical Need tq manage 311 Construction dlscharge.(ESD') fr'om.external sources ASD configuration settings RSU Procurement Specification Version
. CV equipment and electrical distribution. (Provide ESD . . 1.7§3.45.15
Requirements . e e (See Figure 16 in
maintenance definitions/specifications.) ;
Section 3.2.2)
3.1.1.2 mggg ’I«E)) ri(a)i?l:a e The ASD design shall prevent batter gl;fpg\ém) . ASD Demonstration Procurement
203.19.1 Electrical cv . 9 3.1.1 Construction : 9 P y ASD configuration settings g .
. equipment drain. . . Specification Version 2.2 § 3.4.2.3.2
Requirements . (See Figure 16 in
maintenance .
Section 3.2.2)
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331 Securit Need ID 203: The ASD shall prevent incoming S\LCI: ?éi? SAD:
o y Need to manage . messages with invalid conditions per quip . . ASD Demonstration Procurement
203.20.1 Management . 3.3 System Security S . ASD configuration settings s .
. CV equipment criteria in the IEEE 1609.2 from being . : Specification Version 2.2 § 3.8.6.5
and Operations . (See Figure 16 in
maintenance acted on. f
Section 3.2.2)
3111 Need ID 203: Connected Vehicle equipment mounted ’:Yu? g\éitD SAD:
o Need to manage . externally to the vehicle shall be contained quip : . ASD Demonstration Procurement
203.22.1 Mechanical . 3.1.1 Construction g . ASD configuration settings g .
) CV equipment within the envelope defined by the ASD . : Specification Version 2.2 § 3.5.3.2
Requirements . e (See Figure 16 in
maintenance vendor specification. Section 3.2.2)
. NYC CVPD SAD:
, Need ID 203: The ASD interface to the CAN bus shall equipment -
4.10 Vehicle Need to manage - - S . . . ASD Demonstration Procurement
203.25.1 . not degrade or interfere with vehicle's ASD configuration settings g .
Data Bus CV equipment . . . Specification Version 2.2 § 4.2.2.6
. normal operation. (See Figure 16 in
maintenance .
Section 3.2.2)
Need ID 203: The ASD's interface to the CAN bus shall ZIYU? %\éﬁtD SAD:
203.25.2 4.10 Vehicle Need to manage not interfere with the vehicle's ASD cgnfip uration settinas ASD Demonstration Procurement
o Data Bus CV equipment passenger's safety systems (e.g., (SeegFi ure 16 in 9 Specification Version 2.2 § 4.2.2.7
maintenance restraints and extrication). "9
Section 3.2.2)
The ASD shall be able to process (and
. authenticate and/or encrypt) the DSRC )
3.2.1 Vehicle Need ID 203: 3.2 System messages at a minimum rate of 10 Hz. NYC QVPD SAI.D'
Need to manage g security credentials
203.26.1 Performance CV equioment Performance This includes all messages on all ASD (See Figure 18 in
Monitoring equip Characteristics channels: BSM, TIM, MAP, SPaT, etc. in g
maintenance s o ) Section 3.2.2)
addition to IP communications traffic for
management applications.
Need ID 203: NYC CVPD SAD:
352 Svstem Need to mané e The TMC staff shall be able to monitor system monitoring, Connected Vehicle Pilot Deployment
203.28.1 I\/.Iai.nten);bilit CV equi mentg 3.5 System Operations | the NYC CVPD system-wide ASD T™MC equipment status (See | Program Phase 2, System Design - New
Y equip malfunctions. Figure 16 in Section York City § 3.1.2.1.1
maintenance
3.2.2)
3121 Back-u sg:g LI? rigia e Back office servers shall have their
203.31.1 C P . 9 3.1.2 Durability power source augmented by an T™MC
Power CV equipment .
. Uninterruptable Power Supply (UPS).
maintenance
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Noed 1D 204 NYC CVPD SAD:
3.14 " . The audible message volume in the ASD equipment .
. additional vehicle . e . . . ASD Demonstration Procurement
204.3.1 Environmental . 3.1 Physical shall be distinguishable from other ASD configuration settings s .
o cab devices that . . Specification Version 2.2 § 3.4.2.9.1
Conditions . sounds. (See Figure 16 in
have the potential .
) ) Section 3.2.2)
to distract drivers
Noed 1D 20 NYC CVPD SAD:
3.1.4 o . The audible message volume in the ASD equipment .
. additional vehicle . . . . . ASD Demonstration Procurement
204.3.2 Environmental ) 3.1 Physical shall be developed and tested in a real ASD configuration settings e .
o cab devices that . ) . : Specification Version 2.2 § 3.4.2.9.2
Conditions . traffic environment. (See Figure 16 in
have the potential ;
i i Section 3.2.2)
to distract drivers
Need ID 204: NYC CVPD SAD:
3.5.2.1 Need to limit . ;
. s . The NYC CVPD HMI shall communicate equipment .
Functional additional vehicle | 3.5.2 System . . . . . ASD Demonstration Procurement
204.4.1 . ; - alerts to the driver through auditory ASD configuration settings g .
Safety cab devices that Maintenability . . ! Specification Version 2.2 § 3.6.10.6
’ : devices. (See Figure 16 in
Requirements have the potential .
) . Section 3.2.2)
to distract drivers
Need ID 204: NYC CVPD SAD:
3.5.2.1 Need to limit . ;
. o . The NYC CVPD HMI shall communicate equipment .
Functional additional vehicle | 3.5.2 System = . . . . . ASD Demonstration Procurement
204.4.4 . ; - evacuation information to the driver ASD configuration settings g .
Safety cab devices that Maintenability . . . Specification Version 2.2 § 3.16.1.4
! . through auditory alerts. (See Figure 16 in
Requirements have the potential .
) . Section 3.2.2)
to distract drivers
Neod to it NYC CVPD SAD:
3.2.1 Vehicle additional vehicle 3.2 System The Host Vehicle ASD shall begin aural equipment
204.5.1 Performance - Performance alerts within 250 milliseconds of being ASD configuration settings
o cab devices that o ) oo ! .
Monitoring . Characteristics triggered by the application. (See Figure 16 in
have the potential ;
) . Section 3.2.2)
to distract drivers
Need ID 204: NYC CVPD SAD:
Negq to limit . The system administrator shall be able to equipment .
3.5.1 System additional vehicle . - ; ; . ASD Demonstration Procurement
204.6.1 . 3.5 System Operations | change the volume of the audio output ASD configuration settings g .
Human Factors | cab devices that . . Specification Version 2.2 § 3.4.2.9.3
: (e.g. speakers). (See Figure 16 in
have the potential ;
) ) Section 3.2.2)
to distract drivers
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The ASD Vehicle Communications .
331 Securit Need ID 401: wireless link shall have communications gn(u? %\éﬁtD SAD:
i y Need to have . security to ensure the authenticity of all quip : . ASD Demonstration Procurement
401.1.1 Management 3.3 System Security ) - ASD configuration settings g .
. trusted its messages in accordance to the : : Specification Version 2.2 § 3.8.5.1
and Operations C . (See Figure 16 in
communications standards prescribed by the overall Section 3.2.2)
USDOT connected vehicle program. -
The ASD shall have sufficient power to .
. Need ID 401: authenticate messages on the Safety NYC. CVPD SAD:
3.2.1 Vehicle 3.2 System s . . L equipment
Need to have Applications defined in Table C-1 in time ; . .
401.1.2 Performance Performance R L ASD configuration settings
. trusted I for the individual Safety Applications to . .
Monitoring o Characteristics S (See Figure 16 in
communications meet their individual performance ;
i Section 3.2.2)
requirements.
NYC CVPD SAD: ASD Demonstration Procurement
4.4 Security Need ID 401: The device subolier shall provide devices device enrollment Specification Version 2.2 & 1.4.2.5;
401.2.1 Credential Need to have rovisioned wi?r?valid enrcF))IIment ASD: PID: RSU information, security Personal Information Device (PID)
- Management trusted gertificates ’ ’ credentials (See Procurement version 1.7A & 4.5.1.1; RSU
System (SCMS) | communications ) Figure 18 in Section Procurement Specification Version 1.7 &
3.2.2) 6.3.1.1
ASD Demonstration Procurement
4.4 Security Need ID 401: The device subolier shall provide devices NYC CVPD SAD: user | Specification Version 2.2 & 2.1.2.1;
Credential Need to have PP pre . . permission sets (See Personal Information Device (PID)
401.2.2 that meet the interface requirements of ASD; PID; RSU . . . . .
Management trusted the USDOT's certification broaram Figure 17 in Section Procurement version 1.7A & 2.8.4.1; RSU
System (SCMS) | communications program. 3.2.2) Procurement Specification Version 1.7 &
6.3.1.2
. Need ID 401: . NYC CVPD SAD: user
3.7 System Life Need to have The. ASD shal! mget pre-determined permission sets (See ASD Demonstration Procurement
401.2.6 Cycle certification criteria based on ASD ) . ; e .
. trusted Figure 17 in Section Specification Version 2.2 § 3.18.2.1
Sustainment o procurement documents.
communications 3.2.2)
Need ID 401: NYC CVPD SAD: user
3.6.1 Need to have 3.6 Policy and The. RSU shall meet the USDOT. . permission sets (See RSU Procurement Specification Version
401.2.7 ; ) certification requirements as defined prior RSU - . )
Maintenance trusted Regulation Figure 17 in Section 1.78§4.51.1
L to September 15, 2016.
communications 3.2.2)
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331 Securit Need ID 401: The ASD shall carry out plausibility S\LCI: %ZE? SAD:
o y Need to have . checking on the remote vehicle BSM quip . . ASD Demonstration Procurement
401.3.1 Management 3.3 System Security I L . ASD configuration settings s .
. trusted data. (Definition of plausibility checking . : Specification Version 2.2 § 3.13.3.6
and Operations o X (See Figure 16 in
communications needs to be determined.) f
Section 3.2.2)
331 Securit Need ID 401: NYC CVPD SAD:
i y Need to have . The ASD shall sign its event log file security credentials ASD Demonstration Procurement
401.3.2 Management 3.3 System Security . o C ASD ! ) s .
. trusted entries using its BSM signing keys. (See Figure 18 in Specification Version 2.2 § 3.13.3.7
and Operations o ;
communications Section 3.2.2)
. The ASD operating system (OS) shall NYC CVPD SAD:
. Need ID 401: VA o ;
3.3.1 Security prevent the log file signing application equipment .
Need to have . ) . . . ASD Demonstration Procurement
401.3.3 Management 3.3 System Security from sending messages on any channel ASD configuration settings g .
. trusted . 2 . : Specification Version 2.2 § 3.13.27.1
and Operations communications other than those that are identified by the (See Figure 16 in
PSID or WSA for particular service. Section 3.2.2)
331 Securit Need ID 401: NYC CVPD SAD:
i y Need to have . The ASD shall indicate successful receipt security credentials ASD Demonstration Procurement
401.3.4 Management 3.3 System Security i ASD " . g .
. trusted of the pseudonym certificates. (See Figure 18 in Specification Version 2.2 § 3.13.3.9
and Operations I ;
communications Section 3.2.2)
. Need ID 401: . NYC CVPD SAD:
3.3.1 Security Need to have . The SCMS sgppl!er shall track the security credentials ASD Demonstration Procurement
401.3.5 Management 3.3 System Security expected expiry times of ASD enroliment ASD " : g .
. trusted e (See Figure 18 in Specification Version 2.2 § 3.13.3.10
and Operations o certificates. ;
communications Section 3.2.2)
NYC CVPD SAD: host
commercial vehicle
status, host transit
ionce s, o
4013.6 4.10 Vehicle Need to have The ASD shall carry out plausibility ASD Fiqure 8 in Section ASD Demonstration Procurement
o Data Bus trusted checking on the internal CAN/J-Bus data. 3 g 11 Fiqures 9. 10 Specification Version 2.2 § 4.2.2.8
communications <. 1.1, gl » 10,
11, and 13 in Section
3.2.1.2, and Figures
38 and 39 in Section
3.4.2)
331 Securit Need ID 401: When the ASD has no valid BSM signing NYC CVPD SAD:
40137 I\/iaﬁa ementy Need to have 3.3 System Securit certificates, it shall store the log file ASD security credentials ASD Demonstration Procurement
" 9 . trusted 2 oY y entries as IEEE 1609.2 data of type (See Figure 18 in Specification Version 2.2 § 3.13.3.8
and Operations o .
communications unsecured. Section 3.2.2)
3.3.1 Security | NeedID 401: The ASD vendor shall replace the ASDs NYC CVPD SAD: .
Need to have . . security credentials ASD Demonstration Procurement
401.3.8 Management 3.3 System Security that need to be re-enrolled with newer ASD " ) s .
. trusted (See Figure 18 in Specification Version 2.2 § 3.13.3.11
and Operations I ASDs. ;
communications Section 3.2.2)
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. Need-1D-404: The-RSU-shall-support-application NYC-CVPD-SAD:
Need-to-have . certificates-with-different-geographic security-credentials RSU-Procurement Specification-Version
40444 Management tod 33— System-Seeurity L . ’ RSU " )
and-Operations I validity regior t.l .altl e-associated (See'l gure18-n F 5443
401442 Management tod 33— System-Seeurity certificate-geographicregionto-be RSU " )
and-Operations I requested-for-application-certificates. (See'lgule &in 54444
communications Section-3:2-2)
. Need-1Bb-404: The-system-administrators-shall NYC-CVPB-SAD:
Need-to-have . configure-the RSU-torequest-application seeurity-credentials RSU-Procurement-Specification-\fersion
401443 Management 33 System-Seeurity i . ] RSU " )
and-Operations commuhications geographiclocations: Section-3:2-2)
. Need ID 401: . . . NYC CVPD SAD:
3.3.1 Security Need to have . The RSU suppller shall prowdg 'the serial security credentials RSU Procurement Specification Version
401.4.4 Management trusted 3.3 System Security number and its enroliment certificate for RSU (See Figure 18 in 17§4416
and Operations communications each RSU. Section 3.2.2)
T - hall
. Need{B-404: new-certificates-bound-to-the-new NYC CVPD-SAD:
Need-to-have . location-if-it-moves-from-onelocationto seeurity-credentials RSU-Procurement-Specification-\ersion
40145 Management A 33— System-Seeurity s . RSU " )
and-Operations I another. (Note-its-inte |EISE.H||.EI|E|| (SEE.I gure18-n 5 AAA
commuhications requesting-a-newRSU-application Seetion-3-2-2)
6 . . o
. Need ID 401: The RSU-SCMS intgﬁage shall_qllow the NYC CVPD SAD:
3.3.1 Security RSU to request application certificates : ; I .
Need to have . L security credentials RSU Procurement Specification Version
401.4.6 Management trusted 3.3 System Security with different contents from the current RSU (See Figure 18 in 17§441.8
and Operations I ones during the lifetime of the current "9 ) B
communications ones Section 3.2.2)
Need-to-have . Fhe RSU-shall-delete-old-certificates seeurity-credentials RSU-Proeurement-Specification-\ersion
40147 Management 33— System-Seeurity . RSU " )
communications Seetion-3-2-2)
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ASD Demonstration Procurement
Need ID 401: NYC CVPD SAD: Specification Vers_lon 2.2 § 3.15.3.1;
3.5.2 System Need to have All devices shall carry no more than two security credentials Personal Information Device (PID)
401.5.1 . - 3.5 System Operations \ . e ASD; PID; RSU " . Procurement Specification version 1.7A §
Maintenability trusted weeks' worth of operating certificates. (See Figure 18 in 4581
communications Section 3.2.2) RSU Procurement Specification Version
17844114
ASD Demonstration Procurement
Specification Version 2.2 § 3.15.3.2;
352 Svstem m::g ,I[([)) :;)\;le The day before a new week becomes ’S\l;cjrﬁ:vcprg d?eﬁfi)a;ls Personal Information Device (PID)
401.5.2 02 SYSie 3.5 System Operations | valid, the devices shall download the ASD; PID; RSU y . Procurement Specification version 1.7A §
Maintenability trusted . e (See Figure 18 in .
I next week's worth of certificates. : 4.5.8.1;
communications Section 3.2.2)
RSU Procurement Specification Version
1.78§4.4.115
331 Securit Need ID 401: If a device misbehaves, the SCMS shall gl;ﬁrﬁ;vgzdiﬁiijéls ASD Demonstration Procurement
" y Need to have . blacklist the device and its enroliment ) unity . ’ Specification Version 2.2 & 3.13.3.12; RSU
401.6.2 Management 3.3 System Security e . L ASD; RSU device revocation e .
. trusted certificates and prevent it from obtaining . Procurement Specification Version 1.7 &
and Operations I o o request (See Figure
communications more authorization certificates. ) : 4.41.1
18 in Section 3.2.2)
4.4 Security Need ID 401: NYC CVPD SAD:
Credential Need to have The SCMS shall maintain the blacklist device revocation RSU Procurement Specification Version
401.6.3 . RSU .
Management trusted internally. request (See Figure 1.7 &6.3.1.5
System (SCMS) | communications 18 in Section 3.2.2)
The back office system shall acquire one
SCMS certificate from each installed
4.4 Security Need ID 401: DSRC device and associate this NYC CVPD SAD:
Credential Need to have certificate with the installed DSRC . . security credentials Will be added to ASD, PID, and RSU
401.6.4 . s : . ASD; PID; RSU " .
Management trusted device. (Note: this requirement is (See Figure 18 in Procurement Specs
System (SCMS) | communications temporary and will become obsolete after Section 3.2.2)
the SCMS deploys misbehavior detection
and reporting features.)
The back office system administrator
shall provide a DSRC device’s acquired
4.4 Security Need ID 401: SCMS certificate when requesting that NYC CVPD SAD:
40165 Credential Need to have the SCMS registration authority add the ASD: PID: RSU security credentials Will be added to ASD, PID, and RSU
o Management trusted associated DSRC device to the ’ ’ (See Figure 18 in Procurement Specs
System (SCMS) | communications Certificate Revocation List (CRL). (Note: Section 3.2.2)
this requirement is temporary and will
become obsolete after the SCMS
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6. Requirements Traceability Matrix

deploys misbehavior detection and
reporting features.)
331 Securit Need ID 401: NYC CVPD SAD:
401.7.1 I\/iaﬁa ementy Need to have 3.3 Svstem Securit The ASD shall obtain certificates via IPv6 ASD security credentials ASD Demonstration Procurement
o gemer trusted s y connectivity through the RSU. (See Figure 18 in Specification Version 2.2 § 3.13.3.13
and Operations I ;
communications Section 3.2.2)
. Need ID 401: The. RSU shall broadcast the WSA for NYC CVPD SAD:
3.3.1 Security certificate download on control channel ) ; L .
Need to have . o - security credentials RSU Procurement Specification Version
401.7.2 Management 3.3 System Security 178 and indicate IPv6 connectivity and RSU 7 .
. trusted - (See Figure 18 in 1.78§4.41.13
and Operations communications the IP address on a service channel Section 3.2.2)
other than channel 172 or 178. -
331 Securiny | Need D 401: The RSU shall implement a firewall ':Yu? ?éf:tD SAD:
o y Need to have . blocking all IP access from devices to quip : . RSU Procurement Specification Version
401.7.3 Management 3.3 System Security RSU configuration settings
. trusted any IP address other than those : . 1.7§441.14
and Operations communications approved for specific applications (See Figure 16 in
PP P PP : Section 3.2.2)
. NYC CVPD SAD:
352 System mz:g :5 :e?\je Mobile devices in need of certificate equipment
401.7.4 02 Syste 3.5 System Operations | update shall switch to the advertised ASD; PID; RSU configuration settings
Maintenability trusted h | See Fi 161
communications channe. ( ee rigure 151n
Section 3.2.2)
. Need ID 401: NYC CVPD SAD:
3.3.1 Security Need to have The RSUs shall support IPv6 tunneling equipment RSU Procurement Specification Version
401.7.5 Management 3.3 System Security RSU configuration settings
. trusted over IPv4. . : 1.7§4.41.15
and Operations o (See Figure 16 in
communications g
Section 3.2.2)
Communication between the ASD and
331 Securit Need ID 401: the SCMS shall operate in an encrypted, NYC CVPD SAD:
40176 Niaﬁa ementy Need to have 3.3 System Securit end-to-end connection in accordance ASD security credentials ASD Demonstration Procurement
e and Og crations trusted ) y y with the published SCMS interface. (See Figure 18 in Specification Version 2.2 § 3.13.3.15
P communications (Note: The SCMS interface should not Section 3.2.2)
need any further security.)
3.3.1 Security Need ID 401: The |qformat|on secgrlty manager shfall NYC CVPD _SA_D: Connected Vehicle Pilot Deployment
Need to have . investigate and monitor the data traffic system monitoring .
401.7.7 Management 3.3 System Security TMC : : Program Phase 2, System Design - New
. trusted usage to detect unapproved use of the IP (See Figure 16 in .
and Operations o - . York City § 3.1.2.3.1.6
communications connection. Section 3.2.2)
Communication between the RSU and
331 Securit Need ID 401: the SCMS shall operate in an encrypted, NYC CVPD SAD:
401.7.8 Niaﬁa ementy Need to have 3.3 System Securit end-to-end connection in accordance RSU security credentials RSU Procurement Specification Version
e and Og crations trusted ) y y with the published SCMS interface. (See Figure 18 in 1.7§4.41.16
P communications (Note: The SCMS interface should not Section 3.2.2)
need any further security.)
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The NYCDOT IT shall address any Connected Vehicle Pilot Deployment
331 Securit Need ID 401: denial of service (DoS) attacks within NYC CVPD SAD: Program Phase 2, System Design - New
o y Need to have . each NYC network using its existing system monitoring York City § 3.1.2.3.1.6
401.8.1 Management trusted 3.3 System Security ti Note: th tworks includ TMC See Fi 16 httos:// 1 Isite/doitt/busi Jit
and Operations rusted practices. ( lote: the networks include ( ee Figure 16 in ps://www1.nyc.gov/site/doitt/business/it-
communications NYCWIN, CityNet, DOTNet, any network Section 3.2.2) security-requirements-vendors-
that DolTT is responsible for.) contractors.page
3.3.1 Security Need ID 401: The information security manager shall NYC CVPD .SA.D: ASD .D_em.onstratic_m Procurement
401.8.2 Management Need to have 3.3 System Security monitor the DSRC communications ASD; TMC system monltorllng Specification Version 2.2 § 3.13.3.16
and Operations trusted performance to detect DoS attacks (See Figure 16 in
communications ) Section 3.2.2) Address in SDD
. NYC CVPD SAD:
3.3.1 Security ngg loD r?:?\je The RSU shall report over a operation and RSU Procurement Specification Version
401.8.3 Management 3.3 System Security management interface if channel busy RSU maintenance RSU P
. trusted . ' ) . 1.78§4.41.17
and Operations I ratios go above a configurable threshold. data (See Figure 16 in
communications )
Section 3.2.2)
. Need ID 401: NYC CVPD SAD:
3.3.1 Security The ASD shall log an event report every operation and .
Need to have . - . : ASD Demonstration Procurement
401.8.4 Management 3.3 System Security second for which channel busy ratios go ASD maintenance ASD g .
. trusted ' ) . Specification Version 2.2 § 3.13.3.17
and Operations o above a configurable threshold. data (See Figure 16 in
communications .
Section 3.2.2)
331 Securit Need ID 401: The RSU shall operate client-side ’;YUCI: g\éﬁtD SAD:
e y Need to have . transport layer security (TLS) and accept quip . . RSU Procurement Specification Version
401.91 Management 3.3 System Security e ; o RSU configuration settings
. trusted only TLS server certificates with specific . : 1.78§4.4.1.18
and Operations o (See Figure 16 in
communications URLs. .
Section 3.2.2)
Need ID 401: The RSU shall protect root certificates for NYC CVPD SAD:
3.3.1 Security Need to havé client-side TLS against modification and equipment RSU Procurement Specification Version
401.9.2 Management 3.3 System Security provide other certificates in the chain, RSU configuration settings P
. trusted . . . 1.78§4.4.1.19
and Operations communications which shall not make a separate query to (See Figure 16 in
the internet to obtain the entire chain. Section 3.2.2)
. . — ASD Demonstration Procurement
.A device with DSRC. communications Specification Version 2.2 § 3.15.4.1;
interfaces shall continue normal .
. : NYC CVPD SAD:
Need ID 401: operations regardless of the number, ) . .
3.5.2 System Need to have rate, or content of the DSRC messages equipment Personal Information Device (PID)
401.11.1 i - 3.5 System Operations ¢ ASD; PID; RSU configuration settings Procurement Specification version 1.7A §
Maintenability trusted received. . .
o i . o (See Figure 16 in 4.5.13.1
communications (Note: the only exception to this is a Section 3.2.2)
firmware update in which case faulty - I .
. . . RSU Procurement Specification Version
software could violate this requirement.) 17§4.4.11.6
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ASD Demonstration Procurement
Specification Version 2.2 § 3.15.4.2;
Need ID 401: A device with DSRC communications NYC CVPD SAD:
352 Svstem Need to havé interfaces shall continue normal equipment Personal Information Device (PID)
401.11.2 I\/.Iai.nten);bilit trusted 3.5 System Operations | operations regardless of the number, ASD; PID; RSU configuration settings Procurement Specification version 1.7A §
y communications rate, or content of the DSRC messages (See Figure 16 in 4513.2
transmitted. Section 3.2.2)
RSU Procurement Specification Version
1.78§4.411.7
NYC CVPD SAD:
The RSU shall interface with signal Intersection coptrol
. ; status, pedestrian
. Need ID 401: controllers, NYCWiN, and DSRC
3.2.1 Vehicle N 3.2 System . presence status, L .
eed to have messages from vehicles and : X RSU Procurement Specification Version
401.12.1 Performance Performance . PN RSU intersection status,
. trusted e pedestrians. (Note: this will be expanded . . 1.7§5.21.2
Monitoring o Characteristics ; . ) intersection geometry,
communications into multiple requirements for each hicle locai d
interface.) vehicle location an
' motion (See Figure 13
in Section 3.2.1.2)
. ASD Demonstration Procurement
. Need ID 401: . . . NYC CVPD SAD: Specification Version 2.2 & 3.13.4.1;
3.3.1 Security Need to have Devices shall communicate using equipment Personal Information Device (PID)
401.14 .1 Management 3.3 System Security SNMPv3 with SNMP messages ASD; PID; RSU configuration settings . .
. trusted . . : Procurement version 1.7A & 4.5.3.2; RSU
and Operations I protected by being sent over TLS. (See Figure 16 in e .
communications : Procurement Specification Version 1.7 &
Section 3.2.2)
4.4.1.20
Devices shall support establishment of a .
331 Securit Need ID 401: standard TLS-based VPN with client ’:YUCI ?é';tD SAD: ASD Demonstration Procurement
" y Need to have . authentication for communication to the . quip . . Specification Version 2.2 & 3.13.5.1; RSU
401.14.2 Management 3.3 System Security C. wi : ASD; RSU configuration settings Specificati on 17 &
and Operations trusted o TM , with a long-term client cert and a (See Figure 16 in Procurement Specification Version 1.7
communications single CA cert trusted to authorize . 4.41.21
i Section 3.2.2)
connections from the TMC.
331 Securit Need ID 401: Devices shall verify received messages ,:Yu? 21\(2':? SAD: ASD Demonstration Procurement
> Y| Need to have . per IEEE 1609.2 and per the relevant , quibmen : Specification Version 2.2 & 3.13.27.3; RSU
401.14.3 Management d 3.3 System Security . files bef ina them f ASD; RSU configuration settings P Specification Version 1.7 &
and Operations truste o securlt_y profiles before using them for (See Figure 16 in rocurement Specification Version 1.
communications operations in any application. Section 3.2.2) 4.4.1.22
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. NYC CVPD SAD: .
3.3.1 Security Need ID 401: Devices shall store RF Monitoring log file equipment ASD .D_em.onstratlc.m Procurement .
Need to have . . . . i . . . Specification Version 2.2 & 3.13.27.4; RSU
401.14.4 Management 3.3 System Security entries encrypted with an encryption key ASD; RSU configuration settings P .
. trusted . . : Procurement Specification Version 1.7 &
and Operations o belonging to the TMC. (See Figure 16 in
communications f 4.4.1.23
Section 3.2.2)
3.3.1 Security Need ID 401: The host processor on the device shall 2‘;}%?;5? SAD: ASD Demonstration Procurement
401145 Management Need to have 3.3 System Security perfo_rm a_nd pass integrity checks as ASD: RSU configuration settings Specification Versp_n 2..2 & 3.13.17.5; RSU
. trusted specified in requirements 401.14.6 - . : Procurement Specification Version 1.7 &
and Operations C (See Figure 16 in
communications 401.14.9. . 4.41.24
Section 3.2.2)
. . NYC CVPD SAD:
. Need ID 401: The integrity checks performed at boot equipment control ASD Demonstration Procurement
3.3.1 Security shall use a hardware-protected value . s . .
Need to have . . . . commands, equipment | Specification Version 2.2 & 3.13.17.6; RSU
401.14.6 Management 3.3 System Security such that the integrity cannot be ASD; RSU ' ; . e .
. trusted : configuration settings Procurement Specification Version 1.7 &
and Operations C successfully compromised unless the . .
communications . oo (See Figure 16 in 4.4.1.241
hardware-protected value is modified. ;
Section 3.2.2)
Until _aII integrity cr_weckslon the software NYC CVPD SAD:
. and firmware configuration of the host ; .
. Need ID 401: ; equipment control ASD Demonstration Procurement
3.3.1 Security have passed, the device shall not allow a h L . )
Need to have . L o . . . commands, equipment | Specification Version 2.2 & 3.13.17.7; RSU
401.14.7 Management 3.3 System Security privileged application (as defined in ASD; RSU ' ; : e .
. trusted ; . configuration settings Procurement Specification Version 1.7 &
and Operations I Security Management Operating . .
communications . . (See Figure 16 in 4.4.1.24.2
Concept section 6.1.1) to sign a ;
Section 3.2.2)
message.
If any integrity check on the software and NY(.: CVPD SAD: .
. Need ID 401: X . ! : equipment control ASD Demonstration Procurement
3.3.1 Security firmware configuration of the host fails, . g . )
Need to have . . L . commands, equipment | Specification Version 2.2 & 3.13.17.8; RSU
401.14.8 Management 3.3 System Security the device shall not allow any application ASD; RSU ' ; . e .
. trusted . configuration settings Procurement Specification Version 1.7 &
and Operations I to have access to locally stored private . :
communications kevs (See Figure 16 in 441243
ys. Section 3.2.2)
If any integrity check on the software and NYC CVPD SAD:
331 Securit Need ID 401: firmware configuration of the host fails, equipment control ASD Demonstration Procurement
L y Need to have . the device shall not allow any privileged . commands, equipment | Specification Version 2.2 & 3.13.17.9; RSU
401.14.9 Management trusted 3.3 System Security licati defined in S it ASD; RSU fi i ti P t Specification Version 1.7 &
and Operations rusted application (as de ined in Security configuration settings rocurement Specification Version 1.
communications Management Operating Concept section (See Figure 16 in 441244
6.1.1) to operate. Section 3.2.2)
NYC CVPD SAD:
331 Securit Need ID 401: The OS on the device shall maintain an equipment control ASD Demonstration Procurement
i y Need to have . Access Control List (ACL) for which ) commands, equipment | Specification Version 2.2 & 3.13.17.10;
401.14.10 | Management d 3.3 System Security licati he h h ASD; RSU fi i . RSU P t Specification Versi
and Operations truste o app |cat|on§ on the host may use eac configuration sgttlngs rocurement Specification Version
communications private key in the HSM. (See Figure 16 in 1.7&4.41.25
Section 3.2.2)
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NYC CVPD SAD:
331 Securit Need ID 401: equipment control ASD Demonstration Procurement
e y Need to have . The OS shall not permit keys designated . commands, equipment | Specification Version 2.2 & 3.13.17.18;
401.14.11 | Management 3.3 System Security - ASD; RSU . ; . P .
. trusted as private to be read from the HSM. configuration settings RSU Procurement Specification Version
and Operations I : .
communications (See Figure 16 in 1.7&4.4.1.26
Section 3.2.2)
A . NYC CVPD SAD:
. Need ID 401: The yalldatlon of S'Qr.‘ed .software Sh?" equipment control ASD Demonstration Procurement
3.3.1 Security require use of a verification key that is . s . .
Need to have . . commands, equipment | Specification Version 2.2 & 3.13.17.20;
401.14.12 | Management 3.3 System Security protected by local hardware to a level ASD; RSU . ; . . .
. trusted . configuration settings RSU Procurement Specification Version
and Operations o equivalent to FIPS 140-2 at the level . .
communications : . (See Figure 16 in 1.7 &4.4.1.27
appropriate for the device. Section 3.2.2)
All cryptographic software and firmware NYC CVPD SAD:
3.3.1 Securit Need ID 401: for the HSM shall be developed and equipment control ASD Demonstration Procurement
o y Need to have . installed in a form that protects the . commands, equipment | Specification Version 2.2 & 3.13.17.24;
401.14.13 | Management trusted 3.3 System Security fit d fi d ASD; RSU fi H ti RSU P t Specification Versi
and Operations rusted software and firmware source an configuration settings rocurement Specification Version
communications executable code from unauthorized (See Figure 16 in 1.7 &4.4.1.28
disclosure and modification. Section 3.2.2)
The HSM operating system shall prevent
all operators and executing processes NYC CVPD SAD:
331 Securit Need ID 401: from modifying executing cryptographic equipment control ASD Demonstration Procurement
L y Need to have . processes (i.e., loaded and executing . commands, equipment | Specification Version 2.2 & 3.13.17.32;
401.14.14 | Management 3.3 System Security . . . ASD; RSU . ; . P ;
. trusted cryptographic program images). In this configuration settings RSU Procurement Specification Version
and Operations I - . .
communications case, executing processes refer to all (See Figure 16 in 1.7 &4.4.1.29
non-operating system processes (i.e., Section 3.2.2)
operator-initiated), cryptographic or not.
NYC CVPD SAD: ASD Demonstration Procurement
. Need ID 401: The HSM operating system shall prevent equipment control Specification Version 2.2 & 3.13.17.33;
3.3.1 Security ; . . .
Need to have . operators and executing processes from i . commands, equipment | Personal Information Device (PID)
401.14.15 | Management d 3.3 System Security di hic sof d ASD; PID; RSU fi ; . P ion 1.7A & 4.5.6.34: RSU
and Operations truste o reading cryptographic S0 tware store con |gqrat|on sgttlngs rocurement version 1.i 2.6.34;
communications within the cryptographic boundary. (See Figure 16 in Procurement Specification Version 1.7 &
Section 3.2.2) 4.4.1.30
Need ID 401: NYC CVPD SAD: ASD Demonstration Procurement
3.3.1 Security Need to havé The device shall provide tamper equipment Specification Version 2.2 § 3.13.17.35;
401.14.16 | Management 3.3 System Security evidence to detect tampering of the ASD; RSU configuration settings
. trusted . : . : I .
and Operations communications device (e.g. opening of the case). (See Figure 16 in RSU Procurement Specification Version
Section 3.2.2) 1.7§3.4.6.8,3.4.6.9
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. ASD Demonstration Procurement
3.3.1 Security Need ID 401: S;J?p%\élr:tD SAD: Specification Version 2.2 & 3.13.17.36;
401.14.17 | Management Need to have 3.3 System Security All unused media ports (e.g. USB) shall ASD: PID; RSU configuration settings Personal Informat!on Device (PID) .
. trusted be sealed. . : Procurement version 1.7A & 4.5.6.37; RSU
and Operations o (See Figure 16 in e g
communications : Procurement Specification Version 1.7 &
Section 3.2.2)
3.4.6.10
. ASD Demonstration Procurement
. Need ID 401: NY(.: CVPD SAD: Specification Version 2.2 & 3.13.17.37;
3.3.1 Security Need to have equipment Personal Information Device (PID)
401.14.18 | Management 3.3 System Security There shall be no removable media. ASD; PID; RSU configuration settings . .
. trusted . : Procurement version 1.7A & 4.5.6.38; RSU
and Operations I (See Figure 16 in e g
communications : Procurement Specification Version 1.7 &
Section 3.2.2)
3.4.6.11
The certificate management service shall NYC CVPD SAD:
. Need ID 401: . o equipment control ASD Demonstration Procurement
3.3.1 Security start requesting a new certificate or batch . g g
Need to have . o . . commands, equipment | Specification Version 2.2 & 3.8.5.15,
401.14.19 | Management 3.3 System Security of pseudonym certificates a day before ASD; PID; RSU ' : . . P
. trusted . . configuration settings 3.13.19.5; RSU Procurement Specification
and Operations I the expiry of the current certificate or . . .
communications (See Figure 16 in Version 1.7 & 4.4.1.31
batch. .
Section 3.2.2)
When verifying, the device shall require NYC CVPD SAD: ASD Demonstration Procurement
331 Securit Need ID 401: that 1609.2 signed messages are signed equipment control Specification Version 2.2 & 3.13.22.1;
401.14.20 I\/iaﬁa ementy Need to have 3.3 System Securit by a certificate that is protected from ASD: PID: RSU commands, equipment | Personal Information Device (PID)
T and Og crations trusted ) y y modification by, or chains back to a ’ ’ configuration settings Procurement version 1.7A & 4.5.10.1; RSU
P communications certificate that is protected from (See Figure 16 in Procurement Specification Version 1.7 &
modification by, the secure boot process. Section 3.2.2) 4.41.32
. Devices shall implement certificate .
3.3.1 Security Need ID 401: download per the SCMS Interface NYC .CVPD SAE.)‘ I .
Need to have . - . X . . security credentials RSU Procurement Specification Version
401.14.21 | Management 3.3 System Security (detailed requirements to be derived ASD; PID; RSU " . .
. trusted h o (See Figure 18 in 1.7 & 6.3.1.6; SCMS ICD
and Operations o during Phase 2 as the final interface .
communications . . Section 3.2.2)
document is not yet published)
A device shall not create or transmit NYC CVPD SAD:
. Need ID 401: o equipment control ASD Demonstration Procurement
3.3.1 Security messages for any usage scenario if the . g g .
Need to have . . o9, . commands, equipment | Specification Version 2.2 & 3.8.5.10; RSU
401.14.22 | Management 3.3 System Security usage scenario requires it to use 1609.2 ASD; RSU . : . e ;
. trusted o . configuration settings Procurement Specification Version 1.7 &
and Operations o certificates and it does not currently have . .
communications . e - (See Figure 16 in 4.4.1.33
valid certificates for that usage scenario. ;
Section 3.2.2)
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401.14.23

3.3.1 Security
Management
and Operations

Need ID 401:
Need to have
trusted
communications

3.3 System Security

A device shall verify a DSRC message
when any of the following conditions is
met:

A) A device identifies the message as
containing a new DE_TemporarylD
value.

B) The message results in the issuance
of issue either advisory, warning, or alert.
C) The remote vehicle constitutes a
potential threat (define potential threat as
a vehicle that may collide with the host
vehicle based on the both vehicle’s
speeds and trajectories)

D) The host vehicle constitutes a threat
to a pedestrian using a DSRC equipped
Personal Information Device.

E) Other potential threat situations such
as infrastructure size restrictions, speed
compliance, red light violations, and
other safety applications.

F) Other situations as identified during
the Phase 2 Design.

Note: Verification consists of meeting the
IEEE 1609.2 requirements specified
herein this document and the associated
message’s Security Profile (to be
provided in Phase 2).

RSU

NYC CVPD SAD:
equipment
configuration settings
(See Figure 16 in
Section 3.2.2)

RSU Procurement Specification Version
1.7&4.4.1.34

401.15.1

4.2.1 Wide Area
Augmentation
System (WAAS)

Need ID 401:
Need to have
trusted
communications

4.2 Location Correction

Each DSRC device shall use WAAS
corrections per J2945/1 Section 6.2.2.

ASD; PID; RSU

NYC CVPD: location
and time (See Figure
15 in Section 3.2.2)

ASD Demonstration Procurement
Specification Version 2.2 & 4.1.2.1;
Personal Information Device (PID)
Procurement version 1.7A & 6.2.1.1; RSU
Procurement Specification Version 1.7 &
4.21.3

401.15.2

4.2.1 Wide Area
Augmentation
System (WAAS)

Need ID 401:
Need to have
trusted
communications

4.2 Location Correction

Each RSU shall broadcast WAAS
corrections per its Store and Repeat
configuration.

RSU

NYC CVPD: location
correction (See Figure
15 in Section 3.2.2)

RSU Procurement Specification Version
1.7 &6.2.1.1

401.156.3

422
Triangulation for
ASD Location
Accuracy

Need ID 401:
Need to have
trusted
communications

4.2 Location Correction

RSUs shall exceed 802.11 ACK
requirements in the following manner:
Antenna referenced ACK turnaround
time must be in (SIFS-12.5, SIFS+12.5)
ns 95% for cable tested non-CSD
signals. Note that any RSU employing
the NXP based SAF5200 will support this
by default. The position provided by the
WSA shall be provided by the central
system based on the 3D surveyed
position.

RSU

NYC CVPD: location
correction (See Figure
15 in Section 3.2.2)

Will be added to RSU Procurement Spec
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6. Requirements Traceability Matrix

Devices unable to receive timing
Need ID 401: information per J2945/1 Section 6.2 shall NYC CVPD: location ASD Demonstration Procurement
4.3 Network Need to have set their time from an authenticated time ) . . ) . Specification Version 2.2 & 4.1.3.1;
401.16.1 : . - ASD; PID; RSU and time (See Figure . )
Time Reference | trusted reference using the Network Time 15 in Section 3.2.2) Personal Information Device (PID)
communications Protocol Version 4 per Internet - Procurement version 1.7A & 6.3.1.1
Engineering Task Force RFC 5905-5908.
ASD Demonstration Procurement
4.1 _Glolbal Need ID 401: Each DSRC device shall obtain its time NYC CVPD: location Specification Vers_lon 2.2 & 41.1.1;
Navigation Need to have - . . . ; Personal Information Device (PID)
401.17.1 . and position from the GNSS per the ASD; PID; RSU and time (See Figure . .
Satellite System | trusted requirements of J2945/1 Section 6.2 15 in Section 3.2.2) Procurement version 1.7A & 6.1.1.1; RSU
(GNSS) communications q - - Procurement Specification Version 1.7 &
6.1.1.1
NYC CVPD SAD:
Need ID 402: The ASD shall revert to a fail-safe mode equipment .
402.1.1 3'5'.3 S_ystem Need to manage 3.5 System Operations | as specified in Table F-2 when unable to ASD configuration settings ASD .D_em.onstratlc_m Procurement
Reliability . . . . . Specification Version 2.2 § 3.17.1.1
equipment health perform its normal operations. (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
Need ID 402: The RSU shall revert to a fail-safe mode equipment I .
402.1.2 3'5'.3 S_ystem Need to manage 3.5 System Operations | as specified in Table F-2 when unable to RSU configuration settings RSU Procurement Specification Version
Reliability : . ; . . 1.78§4.4.12.1
equipment health perform its normal operations. (See Figure 16 in
Section 3.2.2)
The ASD.shaII report a §elf—dlagnosed NYC CVPD SAD:
Need ID 402: failure of itself or one of its softvyare operation and .
3.5.3 System ’ . modules (1) to an RSU attempting to : ASD Demonstration Procurement
402.1.3 L Need to manage 3.5 System Operations | . ' ASD maintenance ASD e .
Reliability ! install new firmware or parameters and ) . Specification Version 2.2 § 3.17.1.2
equipment health . . data (See Figure 16 in
(2) to a device connected to the ASD's .
. Section 3.2.2)
maintenance port.
NYC CVPD SAD:
3.5.3 System Need ID 402: The RSU shall report a self-diagnosed operation and RSU Procurement Specification Version
402.1.4 S Need to manage 3.5 System Operations . : RSU maintenance RSU
Reliability : failure through NYCWiN at the TMC. ; . 1.7&4.4.12.2
equipment health data (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
3.11.2 Need ID 402: The RSU shall be able to resume normal equipment RSU Procurement Specification Version
402.2.2 Electrical Need to manage 3.1.1 Construction function within 2 minutes of restoration of RSU configuration settings P
. . . . 1.7 & 4.10.1.11
Requirements equipment health power. (See Figure 16 in
Section 3.2.2)
NYC CVPD SAD:
352 System Need ID 402: The NYC CVPD performance monitoring operation and Connected Vehicle Pilot Deployment
402.3.1 Mainten)z;bilit Need to manage 3.5 System Operations | subsystem shall measure the RF T™MC maintenance ASD Program Phase 2, System Design - New
y equipment health received range of each ASD. data (See Figure 37 in | York City § 3.1.2.1.1
Section 3.4.2)
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6. Requirements Traceability Matrix

NYC CVPD SAD:
352 System Need ID 402: The NYC CVPD performance monitoring operation and Connected Vehicle Pilot Deployment
402.3.2 Mainten);bilit Need to manage 3.5 System Operations | subsystem shall measure the RF TMC maintenance RSU Program Phase 2, System Design - New
y equipment health monitoring range of the RSU. data (See Figure 37 in | York City § 3.1.2.3.1
Section 3.4.2)
. . . . . NYC CVPD SAD: ASD Demonstration Procurement
é::a dse?\(t:i:?ty mg:g LE) rérl](:)a?\a e ;Pgﬁ:é?;:ugzlfgjrxgnzgg ttzi device identification, Specification Version 2.2 & 3.13.13.3,
403.1.1 manag w 9 9 ASD; RSU user permission sets | 3.13.19.4, Appendix K Section 2; RSU
Management CV application certificate management process for the X . e .
- ; . (See Figure 17 in Procurement Specification Version 1.7 &
System (SCMS) | life-cycle firmware images. Section 3.2.2) 6.3.17
4.4 Security Need ID 403: glglci:cg?é?r?tiﬁ?att)izon ASD Demonstration Procurement
403111 Credential Need to manage The SCMS certificate shall have a ASD: RSU USer permission set’s Specification Version 2.2 & 3.13.13.3; RSU
T Management CV application lifespan of 3 years instead of weeks. ’ (Seerl):i ure 17 in Procurement Specification Version 1.7 &
System (SCMS) | life-cycle Section93 22) 6.3.1.8
. ASD Demonstration Procurement
4.4 Security Need ID 403: Zl;/(i:cec?{jzlr?tiﬁéa?ibn Specification Version 2.2 & 3.13.13.3;
403.1.1.2 Credential Need to manage The SCMS signature scheme shall ASD: PID: RSU user permission seté Personal Information Device (PID)
B Management CV application provide at least 128-bit security. ’ ’ (SeeFIJ:i ure 17 in Procurement version 1.7A & 4.5.5.2; RSU
System (SCMS) | life-cycle "9 Procurement Specification Version 1.7 &
Section 3.2.2) 6.3.1.9
331 Securit Need ID 403: The ASD shall support a secure session ':YUCI; %\éﬁtD SAD:
i y Need to manage . protocol through VPN over TLS to the quip : . ASD Demonstration Procurement
403.2.1 Management S 3.3 System Security ; X ASD configuration settings s .
. CV application TMC for protecting the firmware . . Specification Version 2.2 § 3.13.5.1
and Operations life-cvole download (See Figure 16 in
y ' Section 3.2.2)
331 Securit Need ID 403: The RSU shall support a secure session ':YUCI: %\éﬁ? SAD:
e y Need to manage . protocol through VPN over TLS to the quip . . RSU Procurement Specification Version
403.2.2 Management cV o 3.3 System Security . . RSU configuration settings
. application TMC for protecting the firmware . : 1.78§4.41.35
and Operations life-cvole download (See Figure 16 in
4 ' Section 3.2.2)
The ASD shall partition enough storage
space for its current and new firmware
Need ID 403: images. This is further amplified to NYC CVPD SAD:
3.3.1 Security Need to man.a o ensure that the ASD has sufficient equipment ASD Demonstration Procurement
403.3.1 Management CVa Iicationg 3.3 System Security memory to allow the update of all ASD configuration settings Specification
and Operations Iife-cpc?le firmware (OS and all applications) and all (See Figure 16 in P
y logs present — such that it can continue Section 3.2.2)
to operate properly prior to the
changeover to the new version.
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6. Requirements Traceability Matrix

. The ASD shall implement a download NYC CVPD SAD:
. Need ID 403: . ) ;
3.3.1 Security protocol that permits resumption of equipment .
Need to manage . : : . . . ASD Demonstration Procurement
403.4.1 Management R 3.3 System Security incomplete downloads instead of ASD configuration settings e
. CV application L . ) : Specification
and Operations life-cvole requiring an incomplete download to be (See Figure 16 in
y restarted. Section 3.2.2)
. The RSU shall implement a download NYC CVPD SAD:
. Need ID 403: . . ;
3.3.1 Security protocol that permits resumption of equipment I .
Need to manage . : ) ; . . RSU Procurement Specification Version
403.4.2 Management A 3.3 System Security incomplete downloads instead of RSU configuration settings
. CV application - - . 4 1.78§4.4.1.36
and Operations life-cvole requiring an incomplete download to be (See Figure 16 in
y restarted. Section 3.2.2)
Need ID 404: The ASD shall include a threat arbitrator I;IYUCI: %\éEP SAD:
3.5.2 System Need to manage . for advisories and alerts presented to the quip . . ASD Demonstration Procurement
404.11 ; - B 3.5 System Operations L . ASD configuration settings e .
Maintenability CV application driver in cases where multiple safety (See Figure 16 in Specification Version 2.2 § 3.15.4.4
interrelationship advisories are indicated simultaneously. 9
Section 3.2.2)
3521 Need ID 404: The ASD shallllncor.porate a prlorltlzat_lon NYQ CVPD SAD:
. scheme as defined in the current version equipment .
Functional Need to manage 3.5.2 System . . . ASD Demonstration Procurement
404.1.2 S ; Y of J2735 for messages such that safety- ASD configuration settings g .
Safety CV application Maintenability ; ) A . . Specification Version 2.2 § 3.16.1.5
! . . - enhancing messages will have priority (See Figure 16 in
Requirements interrelationship . .
over non-safety-enhancing messages. Section 3.2.2)
3.5.2.1 Need ID 404: ’:Yu? %\éEtD SAD:
Functional Need to manage 3.5.2 System The CV applications in the ASD shall run quip ; . ASD Demonstration Procurement
404.21 A ; y ASD configuration settings e .
Safety CV application Maintenability concurrently. (See Figure 16 in Specification Version 2.2 § 3.16.1.6
Requirements interrelationship Section 3.2.2)
3.5.21 Need ID 404: The CV applications shall prioritize alerts ,:YUCI Sq\élramtD SAD:
Functional Need to manage 3.5.2 System based on GPS location accuracy to quip . . ASD Demonstration Procurement
404.2.2 S ; - - ASD configuration settings s .
Safety CV application Maintenability prevent false and missed alarms from (See Figure 16 in Specification Version 2.2 § 3.16.1.7
Requirements interrelationship being triggered. Section 3.2.2)
3521 Need ID 404: TheT AS_D shall determine th_e threat_ NY(_) CVPD SAD:
. arbitration rules for addressing multiple equipment .
Functional Need to manage 3.5.2 System - ; . . . ASD Demonstration Procurement
404.3.1 I ; L events occurring nearly simultaneously ASD configuration settings g .
Safety CV application Maintenability by th i hicl light-d See Fi 16 Specification Version 2.2 § 3.15.4.5
Requirements interrelationship y the specific ve icle typg (light-duty, ( ee rigure 151n
bus, truck/commercial vehicle). Section 3.2.2)
Need ID 405: The ASD shall allow recording of Fhe RF NYC CVPD SAD:
Need to support signal level for any message received. .
. DR operation and .
405.1 1 3.5.2 System automatic 3.5 System Operations (For example, clarification: when the ASD maintenance ASD ASD Demonstration Procurement
T Maintenability diagnostics for the ) y P ASD hears a BSM from another vehicle, ; . Specification Version 2.2 § 3.15.5.6
. o data (See Figure 16 in
system devices it will measure and record the RF level of Section 3.2.2)
(RSU, ASD) the received message.) -
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6. Requirements Traceability Matrix

Need ID 405: .
Need to support The ASD shall record the first BSM it E'Yefaﬁgfgniw'
405.1 2 3.5.2 System automatic 3.5 System Operations hears from each unique ASD ID along RSU mpaintenance ASD ASD Demonstration Procurement
o Maintenability diagnostics for the s P with its own location (X,Y,Z) and RF level ) . Specification Version 2.2 § 3.15.5.7
system devices information. gztcatigsne:),e 2F |zg)ure 16
(RSU, ASD) -
Need ID 405: The ASD shall record the first MAP NYC CVPD SAD:
Need to support . .
. message it hears from each RSU ID operation and .
3.5.2 System automatic . . : : ASD Demonstration Procurement
405.1.3 Maintenabilit diaanostics for the 3.5 System Operations | along with the contents of its own ASD maintenance ASD Specification Version 2.2 § 3.15.5.8
y g . location (X,Y,Z) at the time and the RF data (See Figure 16 in P ’ e
system devices level Section 3.2.2)
(RSU, ASD) : 2.
Need ID 405: .
Need to support The ASD shall record the first SPaT leecr:aﬁgr?aDniAD.
3.5.2 System automatic . message it hears from each RSU along pe ASD Demonstration Procurement
405.1.4 ; - . . 3.5 System Operations . : ; ASD maintenance ASD g .
Maintenability diagnostics for the with the contents of its own location ; . Specification Version 2.2 § 3.15.5.9
system devices (X,Y,Z) at the time and the RF level data.(See Figure 16 in
(RSU, ASD) o ' Section 3.2.2)
Need ID 405: .
Need to support The ASD shall record the last MAP ,c\nlYecr:a(t\L\)/:aDniAD.
3.5.2 System automatic . message it hears from each RSU along pe ASD Demonstration Procurement
405.1.5 ; - . : 3.5 System Operations - ; ; ASD maintenance ASD s .
Maintenability diagnostics for the with the contents of its own location . . Specification Version 2.2 § 3.15.5.10
system devices (X,Y,Z) at the time and the RF level data (See Figure 16 in
T ’ Section 3.2.2)
(RSU, ASD)
Need D 405: The ASD shall record the last SPaT NYC CVPD SAD:
Need to support ; .
. message it hears from each RSU along operation and .
3.5.2 System automatic . ) . . . ASD Demonstration Procurement
405.1.6 ; o . . 3.5 System Operations | with the contents of its own location ASD maintenance ASD e .
Maintenability diagnostics for the . . ) . Specification Version 2.2 § 3.15.5.11
. (X,Y,Z) at the time of receipt and the RF data (See Figure 16 in
system devices level Section 3.2.2
(RSU, ASD) evel. ection 3.2.2)
Need D 405: NYC CVPD SAD:
Need to support equipment
405.17 3.5.2 System automatic 3.5 System Operations The ASD RF Log Entries shall be stored ASD anﬁp uration settinas ASD Demonstration Procurement
1 Maintenability | diagnostics for the | 2 =Y P in the ASD local memory. (SeegFi o 16 n 95 | specification Version 2.2 § 3.15.5.12
system devices 19 oo
(RSU, ASD) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to support operation and
405.1.8 3.5:2 Systgm agtomatlp 3.5 System Operations The ASD RF log entries shall be purged ASD maintenance ASD ASD .D.em.onstratlc.)n Procurement
Maintenability diagnostics for the after 7 days. ) . Specification Version 2.2 § 3.15.5.13
data (See F 16
system devices a a'( ee Figure 16 in
(RSU, ASD) Section 3.2.2)
Need ID 405: .
Need to support The ASD RF log space shall be sufficient leecr:aﬁgrfgniAD.
40519 3.5.2 System automatic 3.5 System Operations to store 7 days of interactions with 8,000 ASD mpaintenance ASD ASD Demonstration Procurement
T Maintenability diagnostics for the ) y P ASDs and ~353 RSUs, equivalent to ; . Specification Version 2.2 § 3.15.5.14
system devices about 5,000 entries per day data_(See Figure 16 in
(RSU, ASD) ’ ’ Section 3.2.2)
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6. Requirements Traceability Matrix

Need ID 405: If the ASD RF log files exceed the space .
Need to support allocated (Req 405.1.9), then the oldest ’;‘YUCI Sq\éf]’tD SAD:
405110 | 3:9:2 System automatic 35 Svstem Operations | 92ta shall be written over without ASD anﬁp O setiings | ASD Demonstration Procurement
o Maintenability diagnostics for the s P damaging newer log files. (Note: the ASD (SeegFi ure 16 in 9 Specification Version 2.2 § 3.15.5.15
system devices Ethernet port will be fully blocked after Section93 2.2)
(RSU, ASD) certification testing.) -
Need ID 405: NYC CVPD SAD:
Need to supbort operation and
. The following requirements shall apply to maintenance ASD .
3.5.2 System automatic . o . - ASD Demonstration Procurement
405.1.11 Maintenabilit diaanostics for the 3.5 System Operations | the ASD RF data monitoring, uploading, ASD data, equipment Specification Version 2.2 § 3.15.5.1
y s s?em devices and purging. configuration settings P ) T
(I¥SU ASD) (See Figure 16 in
’ Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to support The ASD shall monitor the control %Z?L?Eggnir;dASD
405.1.11.1 3.5.2 System automatic 3.5 System Operations channel (178) when the ASD encounters ASD data. squiment ASD Demonstration Procurement
"7 | Maintenability diagnostics for the | ™ y P an RSU that supports the RF data f.’ q t'p ti Specification Version 2.2 § 3.15.5.2
system devices upload. configuration settings
(RSU, ASD) (See Figure 16 in
, Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to sup;&ort opgration and
405.1.11.2 | 3:5:2 System automatic 3.5 Svstem Operations | 1€ ASD shall upload the contents of the ASD g‘aat:tzni'i"cne];?[) ASD Demonstration Procurement
A Maintenability diagnostics for the ) y P RF logs to the back office systems. f.’ q t'p ti Specification Version 2.2 § 3.15.5.3
system devices E:gn lg#ra lon1zq tings
ee Figure 16 in
(RSU, ASD) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supﬁoﬂ opgration and
405.1.11.3 | 3:5:2 System automatic 35 Svstem Operations | 1he ASD shall purge the logs after they ASD ;n;?zni?cri;?l) ASD Demonstration Procurement
o Maintenability diagnostics for the ) y P have been acknowledged by the RSU. f.’ q t.p ti Specification Version 2.2 § 3.15.5.4
system devices configuration settings
(RSU, ASD) (See Figure 16 in
' Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supp;ort ope_ration and
405.1.12 | 3:5:2 System automatic 3.5 System Operations | 1 ASD shall authenticate all ASD (rjnaa;:tzni?cri;?D ASD Demonstration Procurement
o Maintenability diagnostics for the | > Y P transactions to retrieve the RF logs. i q t.p i Specification Version 2.2 § 3.15.5.5
system devices z:gn lgFu.ra |on1ség ings
ee Figure 16 in
(RS, ASD) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supF;ort operation and
. The static RSU shall record the first BSM maintenance RSU I .
3.5.2 System automatic . . . RSU Procurement Specification Version
405.21 Maintenabilit diaanostics for the 3.5 System Operations | message it hears from each ASD along RSU data, equipment 17§ 44119
y sysgt;em devices with the time and the RF level. configuration settings ) R
(See Figure 16 in
(ROU, ASD) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supbort operation and
. The static RSU shall record the last BSM maintenance RSU o .
3.5.2 System automatic . . . RSU Procurement Specification Version
405.2.2 Maintenabilit diagnostics for the 3.5 System Operations | message it hears from each ASD along RSU data, equipment 178441110
y sys?em devices with the ime and the RF level. configuration settings ) B
(See Figure 16 in
(RSU, ASD) Section 3.2.2)
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Need ID 405: NYC CVPD SAD:
Need to sup[:;ort operation and
. The RSU shall upload the data to the maintenance RSU L .
3.5.2 System automatic . ) ; - RSU Procurement Specification Version
405.2.3 ; - . : 3.5 System Operations | back office system whenever its buffers RSU data, equipment
Maintenability diagnostics for the . ; ; . 1.78§4.4.11.12
. are full or more than 60 minutes old. configuration settings
system devices (See Figure 16 in
(RSU, ASD) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supp;ort operation and
. Once the RF log data is received and maintenance RSU I .
3.5.2 System automatic . . . RSU Procurement Specification Version
405.2.4 ; - . : 3.5 System Operations | acknowledged by the back office system, RSU data, equipment
Maintenability diagnostics for the . ; ; . 1.78§4.411.13
. it shall be purged from the RSU. configuration settings
system devices i i
(RSU, ASD) (See Figure 16 in
’ Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to supbort opgration and
405.2.5 3.5.2 System automatic 3.5 System Operations The RSU shall authenticate all RSU Lnaatgtznla;crﬁeifu RSU Procurement Specification Version
- Maintenability diagnostics for the ) y P transactions to retrieve its RF logs. » equip . 1.78§4.411.14
. configuration settings
system devices (See Figure 16 in
(RSU, ASD) Section 3.2.2)
Need ID 405: The RSU shall allow recording of the RF leeclfa(t\;(\)/r?aDngAD:
Need to support signal level for any message received. m%intenance RSU
405.2.6 3.5.2 System automatic 3.5 Svstem Operations (For example, clarification: when the RSU data. equioment RSU Procurement Specification Version
< Maintenability | diagnostics for the | 2 =Y P RSU hears a BSM from any vehicle, it conth u‘iatf;n wottings | 17 §44.11.15
system devices shall be able to measure and record the (SeegFigure 16 in 9
(RSU, ASD) RF level of the received message.) Section 3.2.2)
Need ID 405: NYC CVPD SAD:
Need to support The mobile RSU shall record the first ?n%?;?gggnir;dASD Connected Vehicle Pilot Deployment
3.5.2 System automatic . BSM message it hears from each ASD - 4
405.2.7 ; - . . 3.5 System Operations - . RSU data, equipment Program Phase 2, System Design - New
Maintenability diagnostics for the along with the time and the RF level only ; ; . .
. o configuration settings York City § 3.1.2.2.1
system devices when it is stopped. . .
(RSU, ASD) (See Figure 16 in
’ Section 3.2.2)
Need ID 405: NYC CVPD SAD:
: . operation and
Need to support The mobile RSU shall record the last ; . .
3.5.2 System automatic . BSM message it hears from each ASD malntenapce ASD Connected Vehicle Pilot Deployment
405.2.8 ; - . . 3.5 System Operations : . RSU data, equipment Program Phase 2, System Design - New
Maintenability diagnostics for the along with the time and the RF level only ; ; . .
. o configuration settings York City § 3.1.2.2.1
system devices when it is stopped. . .
(RSU, ASD) (See Figure 16 in
’ Section 3.2.2)
Need ID 405:
4.11 Advanced ’;‘L‘fti‘r’ngoﬁiu"p°” Advanced Traffic Signal Controllers shall NYC CVPD SAD: time
405.3.1 Traffic Signal diaanostics for the use TAIl time to issue security T™MC for ASTC (See Figure Peek Procurement Specification
Controllers 9 . credentials. 15 in Section 3.2.2)
system devices
(RSU, ASD)
Need ID 405:
405.3.2 Traffic Signal . : . ges - T™MC for ASTC (See Figure Peek Procurement Specification
diagnostics for the security credentials that meet this . )
Controllers . ) . 15 in Section 3.2.2)
system devices document’s IEEE 1609.2 requirements.
(RSU, ASD)

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final

182



6. Requirements Traceability Matrix

Need ID 405:
4.11 Advanced :lii?n?ﬁzur)pon Advanced Traffic Signal Controllers shall NYC CVPD SAD: time
405.3.3 Traffic Signal . : maintain an authenticated NTP based T™MC for ASTC (See Figure | Peek Procurement Specification
diagnostics for the . . )
Controllers . time reference. 15 in Section 3.2.2)
system devices
(RSU, ASD)
“2:3 LE)) 341?5:ort Advanced Traffic Signal Controllers shall
411 Advanced | _S°0 OSUPP export their UTC times (Line Frequency NYC CVPD SAD: time
405.3.4 Traffic Signal . . referenced from the traffic signal system) T™MC for ASTC (See Figure Peek Procurement Specification
diagnostics for the : ; . :
Controllers . as UTC times referenced from their 15 in Section 3.2.2)
system devices authenticated NTP based time reference
(RSU, ASD) )
Need ID 405: NYC CVPD SAD:
) Need to'support The CV system shall export RSU status intersection Connected Vehicle Pilot Deployment
412 Traffic automatic S : management .
405.41 . . . to the traffic signal system for display on T™MC o Program Phase 2, System Design - New
Signal System diagnostics for the N application status (See .
. the traffic signal system map. ) . ! York City § 3.1.2.3.1.1
system devices Figure 39 in Section
(RSU, ASD) 3.4.2)
Need ID 405: .
Need to support The CV system shall export RSU RF NYC QVPD SAD: . .
) . . ; . ) operation and Connected Vehicle Pilot Deployment
4.12 Traffic automatic signal range information to the traffic : .
405.4.2 ) . : . : f TMC maintenance RSU Program Phase 2, System Design - New
Signal System diagnostics for the signal system for display on the traffic ; . .
. . data (See Figure 16 in | York City § 3.1.2.3.1.1
system devices signal system map. Section 3.2.2)
(RSU, ASD) 2.
NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect 39 System vehicle location and ASD Demonstration Procurement
501.2.1 3.2.3 Event detailed Pérfor¥nance The ASD shall include a general purpose ASD motion for surveillance | Specification Version 2.2 § 3.11.1.4,
- Data Recording | information when Characteristics event recording application. (See Figure 38 in 3.11.1.5,3.11.1.6, 3.11.1.7, 3.11.1.8,
a warning is Section 3.4.2), Figures | 3.11.1.9, 3.11.1.10, 3.11.1.11
issued 40 and 41 in Section
3.4.3
NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect . . vehicle location and
3.2.3 Event detailed 32 System The ASD shall include a rot.atlng.5 motion for surveillance | ASD Demonstration Procurement
501.2.1.1 . . . Performance minute log of the raw data listed in Table ASD . ; g .
Data Recording | information when o (See Figure 38 in Specification Version 2.2 § 3.11.1.5
L Characteristics G-4. ; .
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
3.4.3
NYC CVPD SAD:
Need ID 501: . vehicle situation data,
Once the log has accumulated 5 minutes . h
Need to collect ; vehicle location and
; 3.2 System of data, it shall replace the oldest data . ; .
3.2.3 Event detailed . . motion for surveillance | ASD Demonstration Procurement
501.2.1.2 . . . Performance with new data such that it always keeps ASD . : s .
Data Recording | information when o . (See Figure 38 in Specification Version 2.2 § 3.11.1.6
L Characteristics the most recent 5 minutes of data to a ; .
a warning is 100 ms accuracy Section 3.4.2), Figures
issued ’ 40 and 41 in Section
343
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NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect 32 Svstem vehicle location and
501.2.1.3 3.2.3 Event detailed Pérfor¥nance Each log entry shall include a UTC time ASD motion for surveillance | ASD Demonstration Procurement
o Data Recording | information when Characteristics stamp accurate to 10 milliseconds. (See Figure 38 in Specification Version 2.2 § 3.11.1.7
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
3.4.3
NYC CVPD SAD:
Need ID 501: vehicle situation data,
3.2.3 Event gl:tzciilég collec 32 System Each log entry shall include the BSM \r/rtla:tlizlr? ;gfzt:(:;‘eﬁlg?\ce ASD Demonstration Procurement
501.2.1.4 D. i . . . Performance data for the host vehicle regardless of ASD . . s .
ata Recording | information when e (See Figure 38 in Specification Version 2.2 § 3.11.1.8
L Characteristics whether the data has changed. . .
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
3.4.3
Each log entry shall include the peak
accelerometer values since last entry. .
Need ID 501: Clarification: accelerometer entries are \’;‘;&g \gil?aﬁannDaata
Need to colléct added to the log whenever the value vehicle location and '
3.2.3 Event detailed 32 System changes or at 1 second intervals motion for surveillance | ASD Demonstration Procurement
501.2.1.5 D. i . . . Performance whichever is shorter but not more rapidly ASD . : g .
ata Recording | information when e ; (See Figure 38 in Specification Version 2.2 § 3.11.1.9
a warning is Characteristics that 10 times per second. Thus, the Section 3.4.2), Figures
issued 9 accelerometer entries show the times at 40 and 41' iﬁ S,ecfci’on
which the value changed with a time 343
stamp but no values are lost to the o
resolution of 1 second.
NYC CVPD SAD:
3.2.3 Event detailed 32 System data for all vehicles that are within a motion for surveillance | ASD Demonstration Procurement
501.2.16 | hata Recordin information when | Ferformance configurable distance (VDIS) from the ASD (See Figure 38 in Specification Version 2.2 § 3.11.1.10
9 a warning is Characteristics host vehicle. (Clarification: typical values Sectiong3 4.2), Figures P ' o
issued are expected to be 0-50 meters.) 40 and 41 in Section
3.4.3
NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect vehicle location and
; 3.2 System A log entry shall be made for each SPaT : ; .
501217 %2.3 Event. _detalled. Performance and MAP message received from two ASD motlon.for surve;ﬂlance ASD .D.em.onstratlo.n Procurement
ata Recording | information when o (See Figure 38 in Specification Version 2.2 § 3.11.1.11
L Characteristics nearest RSUs. ; .
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
3.4.3
Need ID 501: e NYCCVPD
Need to collect e  The ASD shall continuously SAD: vehicle .
501.2.2 3.2.3 Event detailed * ge? rfc?r)r/:;ir:e monitor the location of the host e ASD situation data * ésgcggg?igr:‘s\t;::gganrO; Lérement
o Data Recording | information when Characteristics vehicle as described in SAE (See Figure 39'1 112 ’
a warning is J2945/1. 38 in Section o
issued 3.4.2)
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NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect Co vehicle location and
3.2.3 Event detailed 32 System The ASD shall coIIect_ log ent.rles mtp an motion for surveillance | ASD Demonstration Procurement
501.3.1 . . . Performance event record to describe vehicle actions ASD . X g .
Data Recording | information when o . S (See Figure 38 in Specification Version 2.2 § 3.11.1.13
L Characteristics surrounding a CV application event. f .
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
343
NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect . . vehicle location and
3.2.3 Event detailed 32 System The_ ASD shall log the information at 100 motion for surveillance | ASD Demonstration Procurement
501.3.2 . . . Performance millisecond interval before and after an ASD . ; g .
Data Recording | information when o (See Figure 39 in Specification Version 2.2 § 3.11.1.14
L Characteristics event. ; .
a warning is Section 3.4.2), Figures
issued 40 and 41 in Section
343
NYC CVPD SAD:
Need ID 501: vehicle situation data,
Need to collect 3.2 System The ASD shall log the information 5-300 vehicle location and
3.2.3 Event detailed < SY seconds (configurable by type of event, motion for surveillance | ASD Demonstration Procurement
501.3.3 . . . Performance ' . ; ASD . ; g .
Data Recording | information when g time period, and resolution) before after (See Figure 39 in Specification Version 2.2 § 3.11.1.15
L Characteristics f .
a warning is each event. Section 3.4.2), Figures
issued 40 and 41 in Section
343
Need D S01: The ASD shall collect less detailed GV NYC CVPD SAD:
Need to collect - . vehicle situation data .
X 3.2 System probe data for mobility data collection. ; . ASD Demonstration Procurement
3.2.3 Event detailed . (See Figure 38 in g . :
501.3.4 . . . Performance (See ASD Demonstration Procurement ASD . . Specification Version 2.2 Appendix L
Data Recording | information when C e Specificati . ; Section 3.4.2), Figures - Secti
a warning is haracteristics peci ication VerS|_on 2.2 Appep_dlx .L 40 and 41 in Section Mobility Data Section b
: Mobility Data Section b for clarification.)
issued 3.4.3
Ned to colect NYG GVPD SAD:
; 3.2 System The durations shall have the capability of vehicle situation data .
3.2.3 Event detailed : e N ASD Demonstration Procurement
501.3.5 . . . Performance being modified by the CV application that ASD parameters (See e .
Data Recording | information when e ) d . ; . Specification Version 2.2 § 3.11.1.20
L Characteristics triggers the warning. Figure 38 in Section
a warning is 3.4.2)
issued o

U.S. Department of Transportation

Office of the Assistant Secretary for Research and Technology
Intelligent Transportation System Joint Program Office

CV Pilot Deployment Program Phase 2, System Design - New York City - Final

185



6. Requirements Traceability Matrix

Need ID 501 The safety applications listed in Table C- NYC CVPD SAD:
Need to collect . - T
: 3.2 System 1 shall implement the most recent event vehicle situation data .
3.2.3 Event detailed . . ASD Demonstration Procurement
501.3.6 . . . Performance recording parameters supplied externally ASD parameters (See g .
Data Recording | information when e S . - ; . Specification Version 2.2 § 3.11.1.21
L Characteristics to the application based on their own Figure 38 in Section
a warning is - R
) recording criteria in Table E-3. 3.4.2)
issued
Need ID 501: NYC CVPD SAD:
Need to collect 3.2 System A safety application shall record events vehicle situation data
3.2.3 Event detailed < Y Y app . ASD Demonstration Procurement
501.4.1 . . . Performance based on the most recently received ASD parameters (See I .
Data Recording | information when o . - ; . Specification Version 2.2 & 3.11.1.22
L Characteristics recording parameters set. Figure 38 in Section
a warning is
. 3.4.2)
issued
Need D 501: NYC CVPD SAD:
Need to collect 3.2 System vehicle situation data
3.2.3 Event detailed < Y An application shall trigger an event ASD Demonstration Procurement
501.4.2 . . . Performance - A ASD parameters (See g .
Data Recording | information when e recording when an alert is triggered. - ; . Specification Version 2.2 § 3.11.1.23
L Characteristics Figure 38 in Section
a warning is
: 3.4.2)
issued
Need ID 501:
Need to collect 3.2 System The event recording application shall NYC CVPD SAD:
3.2.3 Event detailed y Y collect pre- and post- trigger information vehicle situation data ASD Demonstration Procurement
501.4.3 . . . Performance . A ASD . . e .
Data Recording | information when I using the host application’s trigger (See Figure 38 in Specification Version 2.2 § 3.11.1.24
L Characteristics L }
a warning is recording times. Section 3.4.2)
issued
Need ID 501:
Neeq o collect 3.2 System The safety applications shall collect NY(.: CVPD S.AD: ASD Demonstration Procurement
3.2.3 Event detailed . . - : vehicle situation data e . .
501.4.4 . . . Performance trigger information (event recording data) ASD : . Specification Version 2.2 - Appendix J,
Data Recording | information when o . . (See Figure 38 in
L Characteristics listed in Table G-1. . Table 29
a warning is Section 3.4.2)
issued
Needb-501:
3.2.3-Event detailed Porf TFhe-safety-applications-shall-utilize-event vehicle-situation-data g . .
501.4.5 Data Recording | information-when recording-parameterslistedinTable-E-3- ASD (See Figure-38-in l ) Pt ’
a-warning-is Section-3:4-2)
issued
. . . NYC CVPD SAD:
3.2.4 Event Need ID 502: 32 System When _the .event .recordlng receives a vehicle situation data ASD Demonstration Procurement
502.1.1 . Need to collect Performance triggering input, it shall start the creation ASD . . g .
Data Collection ; g (See Figure 38 in Specification Version 2.2 § 3.11.1.23
event recordings Characteristics of an event record. ;
Section 3.4.2)
Each event record shall indicate the
application and the reason that the alarm
was created; (Clarification: each
triggering event (alarm) will notify the
. ASD logging system to initiate the NYC CVPD SAD:
3.2.4 Event Need D 502: 3.2 System creation of an event record and will vehicle situation data ASD Demonstration Procurement
502.1.2 . Need to collect Performance . g e ASD : : g .
Data Collection : e provide some application specific (e.g. (See Figure 38 in Specification Version 2.2 § 3.11.2.2
event recordings Characteristics o . ;
application ID, value which caused the Section 3.4.2)
trigger) information (up to XX bytes
indicating the reason for the event); this
data shall be included in the “header” for
the event record.)
. NYC CVPD SAD:
3.2.4 Event Need ID 502: 32 System The event record data shall be included vehicle situation data ASD Demonstration Procurement
502.1.2.1 . Need to collect Performance . « N ASD ; . g .
Data Collection : e in the “header” for the event record. (See Figure 38 in Specification Version 2.2 § 3.11.2.3
event recordings Characteristics Section 3.4.2)
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The .before and after tlmes shall be. . NYC CVPD SAD:
. configurable for each different application : o
Need ID 502: 3.2 System vehicle situation data .
3.2.4 Event ID. ASD Demonstration Procurement
502.1.4 . Need to collect Performance o s ASD parameters (See e .
Data Collection ; e (Note: different applications may request - ; . Specification Version 2.2 § 3.11.2.4
event recordings Characteristics N . Figure 38 in Section
that the pre and post incident collection 3.4.2)
times be different from the default.) o
The ASD shall accept downloaded
parameters to specify the number of NYC CVPD SAD:
324 Event Need ID 502: 3.2 System seconds to be included in the event vehicle situation data ASD Demonstration Procurement
502.1.5 - . Need to collect Performance record prior to and after the occurrence ASD parameters (See e .
Data Collection : o g - ; . Specification Version 2.2 § 3.11.2.5
event recordings Characteristics of the event for each application ID. Figure 38 in Section
(Note that the pre-event and post-event 3.4.2)
collection times may be different values).
The event recording application shall be
Need ID 502 3.2 System able to simultaneously create and collect NYC CVPD SAD:
3.2.4 Event : < Y event records for up to 10 concurrent or vehicle situation data ASD Demonstration Procurement
502.1.6 . Need to collect Performance o ASD . . g .
Data Collection : o staggered events. Clarification: as one (See Figure 38 in Specification Version 2.2 § 3.11.2.6
event recordings Characteristics : . .
event is concluded, it makes space for Section 3.4.2)
additional events.
The ASD shall be able to upload the
event records to (through) an RSU when
the service is available. (Clarification:
. this is expected to use IP NYC CVPD SAD:
502.1.7 3.2.4 Event mg:g :OD c?é)lﬁa.ct ggrfc?r)r/:;irge communications — but is not specified at ASD vehicle situation data ASD Demonstration Procurement
U Data Collection . e this time. The RSU’s located in the barn (See Figure 38 in Specification Version 2.2 § 3.11.2.7
event recordings Characteristics . ; .
and at choke points are intended to Section 3.4.2)
accomplish this upload process, although
this could also be added to any or all of
the RSU’s.)
Event records shall be automatically
purged whenever the power is applied to
the ASD and the time last log entry is
more than a configurable number of
hours (example: 96 hours).
(Clarification: all of the vehicles for the .
Need ID 502: 3.2 System NYC CVPD are fleet vehicles and hence NY.C CV'.DD S.AD' .
3.2.4 Event - u ” . vehicle situation data ASD Demonstration Procurement
502.1.9 . Need to collect Performance normally return to their “barn” on a daily ASD ; . g .
Data Collection : e . . . (See Figure 38 in Specification Version 2.2 § 3.11.2.8
event recordings Characteristics basis. However, in some cases, if a fleet .
A B » Section 3.4.2)
vehicle is driven “home” and not returned
to a location where an RSU can access
its logs, the project would like to recover
that data when the vehicle returns to the
City if possible without compromising
privacy.)
. . . . NYC CVPD SAD:
3.2.4 Event Need ID 502: 32 System Log entries shall be |Qsened n th'e event vehicle situation data ASD Demonstration Procurement
502.1.10 . Need to collect Performance log whenever the vehicle engine is ASD : : g .
Data Collection : o . (See Figure 38 in Specification Version 2.2 § 3.11.2.9
event recordings Characteristics running. .
Section 3.4.2)
. NYC CVPD SAD:
3.4 Information Need ID 502: Event records shall only be deqrypted by security credentials ASD Demonstration Procurement
502.1.12 Need to collect the central performance analysis ASD " : g .
Management : (See Figure 18 in Specification Version 2.2 § 3.14.1.3
event recordings software. Section 3.2.2)
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The RSUs shall collect the selected
mobility data in accordance with .
3.25 _ Appendix |, section 1.3.2 in the NYC NYC CVPD SAD:
Need ID 502: 3.2 System o vehicle situation data, o s .
Performance CVPD RSU Procurement Specification T RSU Procurement Specification Version
502.2.1 X Need to collect Performance o RSU traffic situation data . ;
Data Collection ; e and transmit this data to the TMC for . : 1.7 § Appendix |, Section 1.3.2
. event recordings Characteristics . . - (See Figure 38 in
and Processing both real time traffic signal timing plan Section 3.4.2)
optimization and analysis for new timing o
plan development.
395 The RSU shall record the BSM data from NYC CVPD SAD:
P.er.'formance Need ID 502: 3.2 System the Host Vehicle (HV) in accordance with vehicle location and RSU Procurement Specification Version
502.2.2 Data Collection Need to collect Performance Appendix |, Section 1.3.1, Number 12, in RSU motion for surveillance 1.7 & Appendix | Segtion 131
and Processin event recordings Characteristics the NYC CVPD RSU Procurement (See Figure 38 in ) pp ’ e
9 Specification. Section 3.4.2)
325 The BSM data shall be recorded based NYC CVPD SAD:
P.er.formance Need ID 502: 3.2 System on distance traveled and time in vehicle location and RSU Procurement Specification Version
502.2.3 Data Collection Need to collect Performance accordance with Appendix |, Section RSU motion for surveillance 1.7 & Appendix | Segtion 132
and Processin event recordings Characteristics 1.3.1, Number 12, in the NYC CVPD RSU (See Figure 38 in ) PP ’ e
9 Procurement Specification. Section 3.4.2)
Need ID 502:
Need to collect
event recordings
325 Comment: The BSM data time and distance NYC CVPD SAD:
P.er.formance Typically on the 3.2 System parameters shall be configurable in vehicle situation data RSU Procurement Specification Version
502.2.4 Data Collection order of once per | Performance accordance with Appendix |, Section 1.3.2 RSU parameters (See 1.7 & Appendix | Segtion 132 Par5
and Processin second or every Characteristics in the NYC CVPD RSU Procurement Figure 38 in Section ’ PP ’ e
9 | 25 feet - Specification. 3.4.2)
configurable,
whichever comes
first.
The NYC CVPD performance monitoring
subsystem shall evaluate the change in
325 Need ID 503: 3.2 System speed limit adherence, speed variability, NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance and the average segment speed for each obfuscated data sets .
503.1.2 X Need to assess Performance . : T™MC . . Program Phase 2, System Design - New
Data Collection : o vehicle fleet on a given roadway segment (See Figure 37 in .
. speed compliance | Characteristics : . . . York City § 3.1.2.5.7.1
and Processing for a given time period (cycle length Section 3.4.2)
basis) from the Before period to the After
period.
The NYC CVPD performance monitoring
32,5 Need ID 503: 3.2 System subsystem shall evaluatg whgther the NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance number of curve speed violations on obfuscated data sets .
503.2.8 X Need to assess Performance . ) T™MC : . Program Phase 2, System Design - New
Data Collection speed compliance | Characteristics each applicable studied roadway (See Figure 37 in York City § 3.1.2.5.2.1
and Processing P P segment decreases from the Before Section 3.4.2) Y3 o 1e0.2.
period to the After period.
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The NYC CVPD performance monitoring
subsystem shall evaluate whether the .
32,5 Need ID 503: 3.2 System number of work zone speed violations on NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance . : obfuscated data sets .
503.3.5 : Need to assess Performance each applicable studied roadway TMC ; . Program Phase 2, System Design - New
Data Collection : o (See Figure 37 in .
. speed compliance | Characteristics segment decrease from the Before . York City § 3.1.2.5.8
and Processing . . Section 3.4.2)
period to the After period and
with/without CV.
32,5 Need ID 504: 3.2 System The NYC CVPD performance monitoring NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance Need to assess obfuscated data sets .
504.1.1 X f ; Performance subsystem shall post-process the data T™MC ; . Program Phase 2, System Design - New
Data Collection vehicle-vehicle e . e (See Figure 37 in .
. Characteristics surrounding the V2V application events. f York City § 3.1.2.5.1.1
and Processing | crashes Section 3.4.2)
The NYC CVPD performance monitoring
3.25 Need ID 504: 3.2 System subsystem shall utilize the post- NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance Need to assess processed event data and measure the obfuscated data sets .
504.1.1.1 : . ' Performance e T™MC ; . Program Phase 2, System Design - New
Data Collection vehicle-vehicle Characteristics fatality, injury, and property damage only (See Figure 37 in York City § 3.1.2.5.1.1
and Processing | crashes (PDO) crash rates from external crash Section 3.4.2) y39.tend.
database sources.
. The NYC CVPD performance monitoring .
32.5 Need ID 504: 3.2 System subsystem shall evaluate the change in NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance Need to assess . obfuscated data sets 4
504.1.2 X f ; Performance the number of reportable vehicle-to- TMC ; . Program Phase 2, System Design - New
Data Collection vehicle-vehicle o . . (See Figure 37 in .
. Characteristics vehicle crashes from the Before period to f York City § 3.1.2.5.1.1
and Processing | crashes . . Section 3.4.2)
the Pilot period.
. The NYC CVPD performance monitoring .
32.5 Need ID 504: 3.2 System subsystem shall evaluate the change in NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance Need to assess . . obfuscated data sets 4
504.2.6 : . . Performance the number of bus / right-turn vehicle T™MC ; . Program Phase 2, System Design - New
Data Collection vehicle-vehicle e . (See Figure 37 in .
. Characteristics crashes from the Before period to the . York City § 3.1.2.5.10
and Processing | crashes . . Section 3.4.2)
Pilot period.
The NYC CVPD performance monitoring
3.2.5 Need ID 504: 3.2 Svstem subsystem shall evaluate the change in NYC CVPD SAD: Connected Vehicle Pilot Deplovment
Performance Need to assess y y the number and severity of red light obfuscated data sets ploy
504.3.5 X . ; Performance o o ) T™MC : . Program Phase 2, System Design - New
Data Collection vehicle-vehicle Characteristics violations at each studied intersection (See Figure 37 in York City § 3.1.2.5.6
and Processing | crashes from the Before period and the Pilot Section 3.4.2) y3e1e0.
period.
. The NYC CVPD performance monitoring .
32.5 Need ID 505: 3.2 System subsystem shall evaluate the change in NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance Need to assess . obfuscated data sets .
505.1.6 : . . Performance the number of reported vehicle-to- T™MC ; . Program Phase 2, System Design - New
Data Collection vehicle-pedestrian o . (See Figure 37 in .
: Characteristics pedestrian crashes from the Before f York City § 3.1.2.5.5
and Processing | crashes . ; : Section 3.4.2)
period to the Pilot period.
325 Need ID 505: The NYC CVPD performance monitor?ng NYC CVPD SAD: Connected Vehicle Pilot Deployment
3.2 System subsystem shall evaluate the change in Program Phase 2, System Design - New
Performance Need to assess . . obfuscated data sets . ) .
505.2.2 X . . Performance the number of reported crashes involving T™MC ; . York City § 3.5.1; Personal Information
Data Collection vehicle-pedestrian ch teristi isuallv-i ired pedestri f th (See Figure 37 in Device (PID) P t Specificati
and Processing | crashes aracteristics visually-impaired pedestrians from the Section 3.4.2) ew_ce( ) Procurement Specification
Before period to the Pilot period. version 1.7A § 5.3.1.3
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Need ID 506: o )
32,5 Need to assess 3.2 System The NYC CVPD performance monltor!ng NYC CVPD SAD: Connected Vehicle Pilot Deployment
Performance . subsystem shall evaluate the change in obfuscated data sets .
506.1.2 : vehicle- Performance T™MC ; . Program Phase 2, System Design - New
Data Collection . L the number of reported crashes decrease (See Figure 37 in .
. infrastructure Characteristics . ; ) f York City § 3.1.2.5.4.1
and Processing crashes from the Before period to the Pilot period. Section 3.4.2)
Need ID 510: The NYC CVPD performance monitoring NYC CVPD SAD:
: 3.2 System subsystem shall count the number of obfuscated data sets Connected Vehicle Pilot Deployment
3.2.4 Event Need to assess S : . .
510.1.1 Data Collection all GV Performance events after the events of applications TMC (See Figure 37 in Program Phase 2, System Design - New
o Characteristics listed in Table C-1 in the Before and After Section 3.4.2), Figure | York City § 3.1.2.5.4.1
applications : ; .
periods. 40 in Section 3.4.3
32,5 Need ID 503: 3.2 System The NYC CVPD pgrformance monitoring Connected Vehicle Pilot Deployment
Performance subsystem shall utilize the post- 4
503.1.1.2 X Need to assess Performance T™MC Program Phase 2, System Design - New
Data Collection : e processed event data and measure the .
. speed compliance | Characteristics York City § 3.1.2.5.7.1
and Processing average number of stops.
32.5 Need ID 503: 3.2 System The NYC CVPD performance monitoring Connected Vehicle Pilot Deployment
Performance subsystem shall utilize the post- .
503.1.1.3 : Need to assess Performance T™MC Program Phase 2, System Design - New
Data Collection . e processed event data and measure the .
. speed compliance | Characteristics . York City § 3.1.2.5.7.1
and Processing average speeds of the vehicles.
395 The NYC CVPD performance monitoring
P.er.formance Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
503.1.1.4 : Need to assess Performance processed event data and measure the TMC Program Phase 2, System Design - New
Data Collection : o L Lo .
. speed compliance | Characteristics reduction in speed limit violations Before York City § 3.1.2.5.7.1
and Processing :
and After periods.
32.5 Need ID 503: 3.2 System The NYC CVPD pgrformance monitoring Connected Vehicle Pilot Deployment
Performance subsystem shall utilize the post- 4
503.1.1.5 X Need to assess Performance T™MC Program Phase 2, System Design - New
Data Collection : s processed event data and measure the .
. speed compliance | Characteristics e . York City § 3.1.2.5.7.1
and Processing speed variations of the vehicles.
395 The NYC CVPD performance monitoring
P.er:formance Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
503.1.1.6 : Need to assess Performance processed event data and measure the T™MC Program Phase 2, System Design - New
Data Collection . g . ) ; : .
. speed compliance | Characteristics driver actions in response to warnings York City § 3.1.2.5.7.1
and Processing : . .
and vehicle trajectories.
503.2.7.1: The NYC CVPD performance
32.5 Need ID 503: 3.2 System monitoring subsystem shall utilize the Connected Vehicle Pilot Deployment
Performance post-processed event data and measure .
503.2.7.1 X Need to assess Performance T™MC Program Phase 2, System Design - New
Data Collection : s the crash counts and rates of speed- .
. speed compliance | Characteristics . York City § 3.1.2.5.2.1
and Processing related crashes from police crash
databases.
325 Need ID 503: 3.2 System 503.2.7.2: The NYC CVPD performance Connected Vehicle Pilot Deployment
Performance monitoring subsystem shall utilize the .
503.2.7.2 ; Need to assess Performance TMC Program Phase 2, System Design - New
Data Collection : e post-processed event data and measure .
. speed compliance | Characteristics . York City § 3.1.2.5.2.1
and Processing the lateral collision.
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503.2.7.3: The NYC CVPD performance
32.5 Need ID 503: 3.2 System monitoring subsystem shall utilize the Connected Vehicle Pilot Deployment
Performance post-processed event data and measure .
503.2.7.3 : Need to assess Performance ; T™MC Program Phase 2, System Design - New
Data Collection speed compliance | Characteristics the vehicle speeds at curve entry from York City § 3.1.2.5.2.1
and Processing P P the Host Vehicle BSM in the event y3 9192
records.
395 The NYC CVPD performance monitoring
P.er;formance Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
503.2.7.4 : Need to assess Performance processed event data and measure the TMC Program Phase 2, System Design - New
Data Collection : e : .
. speed compliance | Characteristics number of warnings generated Before York City § 3.1.2.5.2.1
and Processing i
and After period.
325 The NYC CVPD performance monitoring
P.er.formance Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
503.3.4.1 : Need to assess Performance processed event data and measure the T™MC Program Phase 2, System Design - New
Data Collection . o . .
: speed compliance | Characteristics average speed of triggered events at York City § 3.1.2.5.8
and Processing
work zone compared to posted speeds.
The NYC CVPD performance monitoring
325 Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance processed event data and measure the 4
503.3.4.2 X Need to assess Performance : TR : ; T™MC Program Phase 2, System Design - New
Data Collection : e vehicle speed limit violations in variable .
. speed compliance | Characteristics York City § 3.1.2.5.8
and Processing speed zone areas Before and/or After
periods or with/without CV.
325 The NYC CVPD performance monitoring
P.er.formance Need ID 503: 3.2 System subsystem shall utilize the data from the Connected Vehicle Pilot Deployment
503.3.4.3 X Need to assess Performance crash databases and measure the work T™MC Program Phase 2, System Design - New
Data Collection : o - .
. speed compliance | Characteristics zone related crash counts and rates in York City § 3.1.2.5.8
and Processing
reduced speed zones.
395 The NYC CVPD performance monitoring
P.er:formance Need ID 503: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
503.3.4.4 : Need to assess Performance processed event data and measure time T™MC Program Phase 2, System Design - New
Data Collection . g - ! ) .
. speed compliance | Characteristics to collision for instantaneous safety in York City § 3.1.2.5.8
and Processing
reduced speed zones.
. The NYC CVPD performance monitoring
32.5 Need ID 504: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance Need to assess 4
504.2.5.1 X . . Performance processed event data and measure the T™MC Program Phase 2, System Design - New
Data Collection vehicle-vehicle e . .
. Characteristics bus / right-turn related crash counts and York City § 3.1.2.5.10
and Processing crashes rates
. The NYC CVPD performance monitoring
325 Need ID 504: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance Need to assess . .
504.2.5.2 : . ; Performance processed event data and measure right- T™MC Program Phase 2, System Design - New
Data Collection vehicle-vehicle o . .
: Characteristics turn related conflicts between a bus and York City § 3.1.2.5.10
and Processing | crashes .
another vehicle.
3.2.5 Need ID 504: 3.2 System The NYC CVPD pgrformance monitoring Connected Vehicle Pilot Deployment
Performance Need to assess subsystem shall utilize the post- .
504.3.4.1 : : ; Performance TMC Program Phase 2, System Design - New
Data Collection vehicle-vehicle o processed event data and measure the .
. Characteristics ) L York City § 3.1.2.5.6
and Processing | crashes red light violation counts and rates.
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305 Need ID 504: The NYC CVPD performance monitoring
.- : 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance Need to assess .
504.3.4.2 : . ; Performance processed event data and measure the T™MC Program Phase 2, System Design - New
Data Collection vehicle-vehicle o ;
: Characteristics crash counts and rates related to red York City § 3.1.2.5.6
and Processing | crashes : S
light violation.
. The NYC CVPD performance monitoring
3.2.5 Need ID 505: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance Need to assess .
505.1.5.1 X . . Performance processed event data and measure the T™MC Program Phase 2, System Design - New
Data Collection vehicle-pedestrian e . .
. Characteristics pedestrian related crash counts and York City § 3.1.2.5.5
and Processing crashes rates
. The NYC CVPD performance monitoring
325 Need ID 505: 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
Performance Need to assess .
505.1.5.2 X . . Performance processed event data and measure T™MC Program Phase 2, System Design - New
Data Collection vehicle-pedestrian e . . . .
. Characteristics pedestrian-related conflicts/hard braking York City § 3.1.2.5.5
and Processing | crashes
events.
395 Need ID 505: The NYC CVPD performance monitoring Connected Vehicle Pilot Deployment
P.erl‘formance Need to asséss 3.2 System subsystem shall utilize the post- Program Phase 2, System Design - New
505.2.1.1 ; : - Performance processed event data and measure the TMC; PID York City § 3.5.1; Personal Information
Data Collection vehicle-pedestrian e . . S . e
. Characteristics number of pedestrian crossing violation Device (PID) Procurement Specification
and Processing | crashes : ) :
reductions. version 1.7A § Section 5.3
395 Need ID 505: The NYC CVPD performance monitoring Connected Vehicle Pilot Deployment
P.erl'formance Need to asséss 3.2 System subsystem shall utilize the post- Program Phase 2, System Design - New
505.2.1.2 X . . Performance processed event data and measure the TMC; PID York City § 3.5.1; Personal Information
Data Collection vehicle-pedestrian e . : . ; ) cer e
. Characteristics visually-impaired pedestrian-related Device (PID) Procurement Specification
and Processing | crashes . )
crash counts and rates. version 1.7A § Section 5.3
395 Need ID 505: The NYC CVPD performance monitoring Connected Vehicle Pilot Deployment
P.er.formance Need to asséss 3.2 System subsystem shall utilize the post- Program Phase 2, System Design - New
505.2.1.3 : . . Performance processed event data and measure the TMC; PID York City § 3.5.1; Personal Information
Data Collection vehicle-pedestrian e - s . X ) cer e
. Characteristics conflicts with visually-impaired Device (PID) Procurement Specification
and Processing | crashes . . :
pedestrians. version 1.7A § Section 5.3
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3.25 Need ID 505: The NYC CVPD performance monitoring Connected Vehicle Pilot Deployment
3.2 System i Program Phase 2, System Design - New
Performance Need to assess subsystem shall utilize the post- . . ) .
505.2.1.4 : . . Performance TMC; PID York City § 3.5.1; Personal Information
Data Collection vehicle-pedestrian L processed event data and measure the ) e
. Characteristics oy ) . . Device (PID) Procurement Specification
and Processing | crashes wait time for crossing at the intersections. - :
version 1.7A § Section 5.3
395 Need ID 506: The NYC CVPD performance monitoring
P.er;formance Need to assess 3.2 System subsystem shall utilize the post- Connected Vehicle Pilot Deployment
506.1.1.1 ; vehicle- Performance processed event data and measure the TMC Program Phase 2, System Design - New
Data Collection . o Sl Co .
. infrastructure Characteristics reduction in truck route violations Before York City § 3.1.2.5.4.1
and Processing .
crashes and After period.
Need ID 510: The NYC CVPD performance monitoring NYC CVPD SAD:
322 IE Need to asséss 3.2 System subsystem shall normalize, obfuscate, obfuscated data sets Connected Vehicle Pilot Deployment
510.2.1 Performance all GV Performance aggregate, and analyze the performance TMC (See Figure 37 in Program Phase 2, System Design - New
Monitoring applications Characteristics measurement data specified in the Task Section 3.4.2), Figure York City § 3.1.2.6.1.2
PP 5 Performance Measurement Plan. 40 in Section 3.4.3
The NYC CVPD performance monitoring
subsystem shall collect hourly weather .
Need ID 510: data observations from the following NYC CVPD SAD:
4.8 National Need to assess 3.2 System National Weather Service (NWS) stations obfuscated data seis
510.5.1 ' . Performance . . T™MC (See Figure 37 in SDD ] 3.1.3.1 National Weather Service
Weather Service | all CV o in NYC: . .
. Characteristics Section 3.4.2), Figure
applications o Central Park (KNYC) 40 in Section 3.4.3
o Kennedy International Airport (KJFK) o
o LaGuardia Airport (KLGA)
Need ID 510 NYC CVPD SAD:
4.8 National Need to asséss 3.2 System The NYC CVPD performance monitoring obfuscated data sets
510.5.1.1 ' . Performance subsystem shall obtain the weather data TMC (See Figure 37 in SDD {1 3.1.3.1 National Weather Service
Weather Service | all CV g . ; ; .
applications Characteristics listed in Table G-2. Section 3.4.2), Figure
40 in Section 3.4.3
329 |E Need ID 510: 3.2 System The NYC CVPD performance monitoring NYC CVPD SAD: Connected Vehicle Pilot Deployment
510.5.2 P.er.formance Need to assess P'e rfor}r/nance subsystem shall utilize the post- ™C obfuscated data sets Program Phase 2, System Design - New
e Monitorin all Cv Characteristics processed data and transmit it to the (See Figure 37 in York City § 3.1.2.6.1.1; NYC CVPD ICD:
9 applications RDE. Section 3.4.2) Performance Monitor <-> RDE interface
. The NYC CVPD performance monitoring .
3.22 IE Need ID 510: 3.2 System subsystem shall collect and post-process NYC CVPD SAD: Connected Vehicle Pilot Deployment
Need to assess volume counts (See .
510.6.1 Performance Performance the volume counts from temporary T™MC : . . Program Phase 2, System Design - New
. all CVv e - X . Figure 37 in Section .
Monitoring e Characteristics automatic traffic recording (ATR) York City § 3.1.2.5.11
applications . 3.4.2)
machines.
39292 IE Need ID 510: 3.2 System The NYC CVPD performance monitoring NYC CyPD SAD: Connected Vehicle Pilot Deployment
Need to assess subsystem shall compare and post- travel time records .
510.7.1 Performance Performance . h T™MC . . Program Phase 2, System Design - New
o all CVv e process the travel time from MiM RFID (See Figure 39 in .
Monitoring o Characteristics . York City § 3.1.2.5.11
applications tag readers. Section 3.4.2)
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Need ID 510: The NYC CVPD performance monitoring NYC CVPD SAD: MTA . .
3.22 IE 3.2 System . Connected Vehicle Pilot Deployment
Need to assess subsystem shall collect and post-process bus GPS travel time .
510.7.3 Performance Performance - TMC : . Program Phase 2, System Design - New
o all CVv e the travel time from MTA bus GPS data (See Figure 37 in .
Monitoring o Characteristics . York City § 3.1.2.5.11
applications datasets. Section 3.4.2)
Need ID 510: The NYC CVPD performance monitoring NYC CVPD SAD:
3.22 IE Need to asséss 3.2 System subsystem shall generate system system monitoring, Connected Vehicle Pilot Deployment
510.8.1 Performance all GV Performance performance reports on the number of TMC equipment status (See | Program Phase 2, System Design - New
Monitoring avplications Characteristics active, inactive, and offline ASDs and Figure 16 in Section York City § 3.1.2.1.1 & § 3.1.2.3.1.1
PP RSUs in the field by time of day. 3.2.2)
Need ID 510: The NYC CVPD performance monitoring NYC CVPD SAD:
3.22 IE Need to asséss 3.2 System subsystem shall generate system system monitoring, Connected Vehicle Pilot Deployment
510.8.2 Performance all CV Performance performance reports on the number of T™MC equipment status (See | Program Phase 2, System Design - New
Monitoring L Characteristics CV applications in operation and Figure 16 in Section York City § 3.1.2.1.1
applications ; .
warnings produced by time of day. 3.2.2)
The NYC CVPD performance monitoring
Need ID 510: subsystem shall generate system
3.22 IE Need to asséss 3.2 System performance reports on the network-wide Connected Vehicle Pilot Deployment
510.8.3 Performance all CV Performance system safety and mobility T™MC Program Phase 2, System Design - New
Monitoring o Characteristics measurements. (Note: the reports shall York City § 3.1.2.5.1.1
applications . .
include the crash frequencies and
average speeds by peak period.)
. The NYC CVPD performance monitoring . Connected Vehicle Pilot Deployment
322 IE “2:3 {oD :;soéss 3.2 System subsystem shall provide obfuscated II;llYSré:XfRSSDAD See Program Phase 2, System Design - New
510.9.1 Performance all GV Performance datasets without PIl to the USDOT TMC antext Diagram in York City § 3.1.2.6.1.1; NYC CVPD ICD §
Monitoring o Characteristics Independent Evaluator for additional ) 9 Performance Monitor <-> TTI (USDOT IE)
applications . Section 3.4.3.3 .
evaluation. interface
Need ID 510: NYC CVPD SAD: See
3.5.1 System Need to assess . The ASD shall have the ability to operate Figure 41 ASD ASD Demonstration Procurement
510.10.1 Human Factors | all CV 3.5 System Operations in either silent mode or active mode. ASD Context Diagram in Specification Version 2.2 § 3.7.1.1
applications Section 3.4.3.3
Need ID 510: . NYC CVPD SAD: See
510.10.1.1 3.5.1 System Need to assess 3.5 System Operations ;’Ssigsaosﬁf;ailrl]re&c‘;rcég\y::\t;hgvr:thout ASD Figure 41 ASD ASD Demonstration Procurement
U Human Factors all CVv ) y P y notitying Context Diagram in Specification Version 2.2 § 3.7.4.1
. operating in silent mode. .
applications Section 3.4.3.3
Need ID 510: L NYC CVPD SAD: See
510.10.1.2 3.5.1 System Need to assess 3.5 System Operations ;—Sgigsaost;aiire;g%ﬁ\‘/’::\t;h:r’]h”e ASD Figure 41 ASD ASD Demonstration Procurement
""" | Human Factors | all CV 9y P y notitying Context Diagram in Specification Version 2.2 § 3.7.4.2
o operating in active mode. -
applications Section 3.4.3.3
Need ID 510: o NYC CVPD SAD: See
3.5.1 System Need to assess . The. ASD shall set th.e application mode Figure 41 ASD ASD Demonstration Procurement
510.10.1.3 3.5 System Operations | to silent mode or active mode per the ASD X . g .
Human Factors all CVv Context Diagram in Specification Version 2.2 § 3.7.4.3
L most recent parameters downloaded. .
applications Section 3.4.3.3
Need ID 510: The ASD shall have the capability of NYC CVPD SAD: See
3.22 IE 3.2 System operating in active mode and recording - .
Need to assess . . . Figure 41 ASD ASD Demonstration Procurement
510.10.2 Performance Performance normal driver behaviors and reactions ASD X . e .
o all Cv e . e . Context Diagram in Specification Version 2.2 § 3.7.4.2
Monitoring L Characteristics while notifying the user of the perceived )
applications warnings Section 3.4.3.3
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510.11.1

4.7 Research
Data Exchange
(RDE)

Need ID 510:
Need to assess
all CVv
applications

The interface for transferring
performance measurement information to
the USDOT Research Data Exchange
(RDE) shall be negotiated by the NYC
CVPD project team and the USDOT RDE
operators during the detailed design of
the system in Phase 2.

T™MC

NYC CVPD SAD:

(See Figure 37 in
Section 3.4.2)

obfuscated data s