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Executive Summary

Executive Summary

This report is a policy analysis and set of recommendations regarding open data policies and
policies for new, transformative data environments that are being developed as part of the
Connected Vehicle research program.* This document is presented in three sections:

Section | examines the opportunities and issues associated with implementing an open
data policy in support of connected vehicle transportation environments during the
research phase. It defines the concept of “open data” and presents a framework for
understanding the key elements of an open data policy for connected transportation
environments. It also presents an analysis of the challenges to implementing an open
data policy, and identifies the gaps in knowledge that need further development to
present a comprehensive policy.

Section Il is an analysis of the types of risks and policies required for the Data Capture
and Management (DCM) Program’s Research Data Exchange (RDE) which is a
research tool to host and provide access to data that support connected vehicle
research and application development and testing. While specifically designed to
support research, the RDE will also assist with the identification of effective and
successful system policies and practices, including policies that will guide those entities
who choose to implement in the future. As the RDE is still in concept form, this report
will identify whether policies are subject to change when transitioning the technologies
from research into operations, and what existing best practices exist. This section will
also examine the impact of developing and operating the technologies using an open
data policy as a basis. This analysis results in insights regarding the trade-offs between
“open data” and its benefits versus the risks and limitations.

Section Il anticipates the shift in policies instituted during the research phase as data
environments are implemented and/or adopted outside of Federal government. It also
identifies policies needed in support of successful transition from research to commercial
use.

In summary, the findings are:

Section I: Open Data Policy

The purpose of this section is to examine the issues associated with implementing open
data and open source policies. The case for adopting an open data policy is supported
by current U.S. and international examples within the public sector. Several established
licensing options that would facilitate implementation while addressing important liability
guestions pertaining to ownership and intellectual property, are highlighted. The primary
advantages gained by implementing an open data policy include: increased access to
information from taxpayer-funded systems; greater information sharing across
organizations; and a readily available source of high-quality real-time data that
encourages innovative applications and improved operational efficiency. In order to
deliver these benefits, an effective open source policy must result in data being widely
accessible and cost-effective while addressing the risks concerning security, privacy,

! See the ITS Strategic Plan at: http://www.its.dot.gov/strategicplan/index.htm.
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Executive Summary

liability, and data quality. Efforts and next steps are defined for each of these policy
areas and are summarized at the end of Section I.

e Section II: Research Data Exchange System Policies

Section Il identifies the policies associated with the RDE. The section defines, identifies
examples of, and proposes policy recommendations for: system and data governance
and management processes, operational practices and rules of conduct, security and
privacy, standards, integration, and rules for data exchange and sharing.

There are a number of research actions/inputs that are needed to develop full policies in
each area. Efforts and next steps are defined for each of these policy areas and are
summarized at the end of Section Il. Briefly, these include:

o0 Establish a program-level governance team to develop policies and assign roles
and responsibilities for the RDE-level governance.

o0 Establish an RDE-level governance to implement policies.

o Confirm user class definitions with stakeholders before establishing user access
policies

o0 Authenticate users with information that differs based on the different levels and
uses of the RDE. Look to leverage the digital security certificates being
implemented for connected vehicle security.

o Develop policies for use of standards and certification processes with regard to
systems or equipment that federate with/connect to the RDE.

0 Ensure implementation of security and privacy policies that are in line with
Federal government (National Institutes of Standards and Technology, or NIST)
policies.

0 Review each data set to determine how privacy, data usage and sharing, and
data storage and archiving policies may need to be tailored to ensure optimal
use and accessibility of each data set.

o Develop data sharing agreements and licenses that are easily accessible and
available through the RDE portal site.

0 Ensure that the rules of conduct include attribution for contributions.

o Follow industry best practices for making the web site accessible and easy to use.

o Develop system availability and recovery policies and upgrade and
maintenance policies that are in line with the parameters typical of research
systems but that also meet RDE user needs.

o Establish federation criteria to ensure that the addition of new sites or new data sets
are in compliance with the key policies of the RDE.

Finally, to best understand how policies will apply and the impact of federation, Section Il
recommends the development of a set of scenarios that illustrate the types of
institutions/systems that are likely to connect as part of a federated system.

e Section Ill: Conclusion

At this time, there are two overall conclusions and one set of prospective analysis worth
noting:

o Conclusion: Implement based on an open data policy. An open data policy is a
viable option and is encouraged by the U.S. Government in general and is emerging
as a trend with other governments around the Nation and around the world. The
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Executive Summary

level of “openness” is highly dependent upon some of the technical inputs — the
accessibility of the RDE to public users; the critical and minimum characteristics of
the data that will be captured, used, stored, and archived; and the risks/trade-offs
associated with the technical definition of what it means to be open. This paper and
the related other Mobility policy reports (see list on the next page) attempt to put
some definition to these open questions. There is a need to have the whole set of
reports and definitions vetted by the technical team and stakeholders to ensure that
the basis for recommending policies is solid.

o Conclusion: The RDE system policies can be based on proven solutions;
however the federation policies require further analysis and development. The
RDE architecture and set of technologies that are proposed for use in the
construction and operation of the RDE appear synonymous with other portals in use
with the Federal and State governments, academia, and industry. As a result, most
of the RDE system policy can draw from existing models. The key differences,
though, from a policy perspective include the wide-scale federation and the
monitoring and enforcement of policies through such a dispersed system.
Developing a set of optional models (also referred to as “scenarios”) regarding
various entities that might link with the RDE and reviewing their policies and
analyzing the impact to the RDE supporting policies is a useful next step to
determine how the technical, policy, and institutional recommendations might align
(thus supporting broader federation) or face significant impacts that might challenge
federation (for instance, a conflict between privacy or data usage policies).

o Analysis: RDE Next Steps. Even though the RDE is being implemented for
research purposes, lessons can be learned regarding future operational data
environments. Further analysis on technology transfer, steps and policies to support
commercialization, and the viability of sustainable marketplaces will be needed.
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Executive Summary

Relationship to other Connected Vehicle Mobility Policy
Reports

This report is one in a series of six policy reports that describe and analyze the policy issues
associated with connected vehicle mobility. The series includes:

o Two foundational reports that identify the critical issues and describe the best practices and
lessons learned from government, industry, and academia:

o Identification of Critical Policy Issues for the Mobility Program, FHWA-JPO-12-035

0 State-of-the-Practice and Lessons Learned on Implementing Open Data and Open
Source Policies, FHWA-JPO-12-030

o Four reports that analyze the specific policy issues in context of the goals of the DMA and
DCM programs:

o0 Policy Analysis and Recommendations for the Open Source Applications Development
Portal (OSADP), FHWA-JPO-12-031

o0 Policy Analysis and Recommendations for Development of the Dynamic Mobility
Applications, FHWA-JPO-12-033

o Policy Analysis and Recommendations for the DCM Research Data Exchange (this
report), FHWA-JPO-12-036

0 Privacy and Security Analysis and Recommendations for the DCM and DMA Programs,
FHWA-JPO-12-032.
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Introduction

Introduction

The vision of the U.S. Department of Transportation’s (U.S. DOT) Data Capture and
Management (DCM) program is to research, prototype, and demonstrate new methodologies for
the active acquisition and systematic provision of integrated, multi-source data to enhance
current operational practices and transform future surface transportation systems management.
The goals of this program are to:

e Systematically capture real-time, multi-modal data from connected vehicles, devices,
and infrastructure.

o Develop data environments that enable integration of high-quality data from multiple
sources for transportation management and performance measures.

The end result of this research effort is to transfer specifications and lessons learned to other
entities in the commercial market to build and operate new data environments.

There are three phases to the DCM program — development of an approach that is based on
meeting user needs for transformative new technologies; development and demonstration of
research prototypes; and transition of research findings to commercial adoption. This report
examines and analyzes the policy and institutional issues that impact and/or facilitate each
phase as a means of offering recommendations. The report is structured as follows:

e Section | of this report addresses the research questions associated with offering a new
and transformative approach to data capture and management. At the basis of this
approach is the implementation of an open data policy —the notion that public and private
sources of data will be available and accessible and allow for ubiquitous transportation
information to feed real-time applications. The section presents the opportunities and
issues associated with an open data policy; the section also provides policy
recommendations for moving forward.

e Section Il of this report identifies the policies associated with implementation of new data
capture and management technologies. The section defines, identifies examples of, and
proposes policy recommendations for: system and data governance and management
processes, operational practices and rules of conduct, security and privacy, standards,
integration, and rules for data exchange and sharing.

e Section Ill of this report envisions successful research demonstration results and
anticipates the types of policies that will facilitate successful commercial adoption.

U.S. Department of Transportation, Research and Innovative Technology Administration
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Section 1: Open Data Policy

Section 1: Open Data Policy

1.1: The Context — Intent and Purpose of an Open Data Policy

1.1.1: Definition of an Open Data Policy

An open data policy defines the objective of an organization for providing open data and defines
what data is “open”, at what level of detail, and the principles of user access (i.e., rights for using
the data, limitations on use of data, and others). An open data policy requires supporting policy

measures and procedures that address the risks and challenges to implementation.

With the emergence of the internet, there is significant movement around the world to adopt open
data and open source policies. Examples include:

e The U.S. Federal Government and the recent Open Government Directive.? This directive
required all Federal departments to develop a plan to release data. The U.S. Department of
Transportation (US DOT) released its inventory and plan in March 2011.3

¢ The European Union and their Open Government Data initiative which has led to
development of a Public Sector Information (PSI) platform. Together, these form an
overarching policy foundation that is the modified by individual countries to develop their
own implementations. Examples include the United Kingdom, Spain, or Denmark.*

¢ The Canadian government and the implementation of open data portals by many large cities
in Canada.®

e The Open Knowledge Foundation and other non-profit initiatives.®

o Private sector and the opportunities associated with the increasing volume and detail of
information captured by enterprises, the rise of multimedia, social media, and the Internet.’

The motivations and objectives vary:

¢ From a citizen’s perspective, the movement stems from a desire to have greater access to
data that is collected from systems paid for through taxes, as well as to have greater
transparency of government performance and greater opportunity to participate in
government decisions.

¢ From a government’s perspective, an open data policy supports data re-use through the
philosophy of “collect once, re-use many times”. Clear, organized data collection also
allows for sharing and the ability to support innovative uses of the data.

2 hitp:/mww.whitehouse.gov/open/documents/open-government-directive

3 http://regs.dot.gov/docs/DOT%20Draft%20Enforcement%20and%20Compliance%20Data%20Report%20-%2005-18-
2011%20-%200CR.pdf

* hitp://ec.europa.eufinformation_society/policy/psifindex_en.htm

® hitp://www.data.gc.ca/

® For instance, http://okfn.org/about/vision/ or http:/vimeo.com/okf

" Arecent report attempts to value this opportunity by sector at:
http://www.mckinsey.com/Insights/MGI/Research/Technology and Innovation/Big data The next frontier for innovation
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Section 1: Open Data Policy

e From a private sector perspective, open data provides new business opportunities. Some
opportunities include:

o Data can be “mashed up” with other data to form new sources of data;

o0 Raw data supports new business models wherein companies refine, clean/scrub,
manage, archive, distribute, or analyze; or

o Data translate into new applications or services.

e From a transportation perspective, an open data policy is a framework for transforming the
state-of-the-practice. The policy supports implementation of “open access” systems that
change the current paradigm, one of individual agencies/entities collecting, using, and
archiving their own data. An open data policy supports re-use of data through cooperative,
dynamic sharing/exchange. In this respect, it can also be seen to reduce costs.

1.1.2: Range of Open Data Policy Models

A connected transportation environment is premised on the notion of easily accessible and
available public and private sources of data that provide ubiquitous transportation information to
feed real-time applications. In reviewing the policy basis for data acquisition and use across a
number of models, two policy options form the bounding cases for policy choices:

e Private-Sector, Market-Driven Policy: Adopting a market-based policy anticipates that
consumer demand and the purchase/use of data-intensive technologies will generate
widespread and easily accessible data where and when it is needed. This model is similar
to today’s arrangements for access to data and anticipates:

0 The availability and quality of data sets are based on demand and have value that
leads to a purchase agreement. This is similar to the data that is made available
through today’s market forces.

0 That the majority of the collection and distribution mechanisms remain proprietary.
Data that is captured is released based on agreements only.

o That the mechanism that creates seamless access to data sources is a set of
agreements by the organizations that capture and distribute/offer access to the data.
Similar to today’s market, these agreements are an efficient mechanism for
identifying where and when data has value, thus generating revenue streams that
support ongoing investment in data capture, refinement, and distribution. Also, such
agreements directly address risk and liability.

o0 While the market is efficient in meeting explicit demand, it can result in fragmented
access to certain types of data (assuming that the one organization does not collect
it or have agreements with other organizations for access) or overlook other types of
data that are not as obviously in demand.

¢ A Fully Open Data Policy: Open data generally refers to “...data [that is] free to use, reuse,
and redistribute it — subject only, at most, to the requirement to attribute and share-alike.”®
It is predicated upon the existence of systems that allow for “...free and unrestricted online

8 http://opendefinition.org/
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Section 1: Open Data Policy

availability, [or] open access.’ Data is not considered open if it requires additional
permission or payment for its reuse'® or users do not have complete freedom when it comes
to customization and extension of their solution and/or must rely upon one supplier for any
changes.! Three perspectives on this model include:

(0}

From a government perspective, open data refers to the “...principle objective that
information produced or commissioned by government...should be made available
for free use, re-use, and redistribution by anyone.”*® However, this policy is in
conflict with many existing federal policies (both in the U.S. and other countries) that
emphasize the importance of privacy protection rules and limitations on collection
and reuse of data. Additionally, governments have limited budgets and a fully open
data policy does not account for a way to sustainably finance operations and
maintenance of systems.

From a research perspective, it refers to “...data from a project that is released
rapidly into the public domain, subject to certain conditions, including a requirement
that data users not exercise their intellectual property rights in a way that would
preclude other users’ access to the basic data.” ** While promoting open knowledge
and dynamic exchange, a fully open data policy can be a barrier to capturing and
retaining intellectual property, particularly in the publication of new findings.

From a private sector perspective, this model presents challenges for revenue
generation which, as noted previously, is important to financially support the ongoing
operations and maintenance of new technologies.

In seeking to gain an appropriate balance, the EU has established a set of policies that
apply to a more limited and defined set of data. They term their policy public sector
information (PSI), which they describe as open when appropriate™®. Similar to the U.S., a
critical goal is information reuse. Four key elements for the basis for implementing the EU

policy:

(0}

An “open by default' rule for all 'public documents' [inclusive of datasets] which will
mean that they "can be re-used for any purpose, commercial or non-commercial”.

Inclusive of information from libraries, museums and archives.
Machine readable formats and metadata®®

Where charges exist, they will be capped at "...marginal costs incurred for their
reproduction and dissemination”. In principal, the marginal cost of reproducing digital
information on digital networks do tend towards zero. In practice, “...most data will
be offered for free or virtually for free, unless duly justified".

o Budapest Open Access Initiative at: http://www.soros.org/openaccess/read
19 hitp://www.isitopendata.org/guide/

11

http://ckan.org/

12 5ee e.g., http://opengovernmentdata.org/what/ or http://gov.opendata.at/site/history.

13 See Robin Feldman and Kris Nelson, “Open source, open access, and open transfer: market approach to research
bottlenecks” available at: http:/papers.ssrn.com/sol3/papers.cfm?abstract id=1127571 (May 2008).
14 hitp://www.techsoupglobal.org/blog/what-do-you-think-when-you-hear-%E2%80%9Copen-data

!5 The EU referendum defines this as: ".. .digital documents are sufficiently structured for software applications to identify reliably
individual statements of fact and their internal structure.”
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Section 1: Open Data Policy

The application of an open data policy for the connected vehicle environment is expected to be a
hybrid of these two extreme positions. A current example to draw from is the U.S.-based public-
private partnership that combines publicly -sourced data from multiple agencies of weather and
road conditions. This model integrates fixed (roadside) and mobile environmental sensor station
(RWIS) data from 48 public agencies (State and local DOT’s and Canadian provinces) and makes it
available for free to the community at large. This includes private organizations, as well as any
other interested parties, who capture the feed and refine the data as a means of providing services
and tailored information products such as weather-based decision support systems. Known as the
Clarus initiative, key elements of successful implementation include the definition and provision of a
system for data capture; quality checking of the data; standards; a public-private model; and
supporting policies and procedures.

1.1.3: Why Implement an Open Data Policy for Connected Vehicle Mobility?

The objectives associated with implementing various forms of open data policies are similar to the
objectives of the connected vehicle mobility program, in particular, the direction articulated in the
white paper, Data Capture and Management Program: Transforming the Federal Role®. As
one journalist wrote in the United Kingdom’s Guardian newspaper, “Open data is the new gold, the
fertile soil out of which a new generation of applications and services will grow. In a networked age,
we all depend on data, and opening it up is the best way to realise its value, to maximise its
potential.”*’

In launching its Public Sector Information policies, the European Commission’s estimates “the direct
PSl-related market would be around EUR 32 billion in 2010”. He also estimates that each year,
within the European area, “overall economic gains from opening up PSI and providing easy access

for free or marginal cost of distribution could be up to EUR 40 billion”.*®

In the U.S., a recent report released by the McKinsey Global Institute notes the following:

Big data can generate value in each. For example, a retailer using big data to the full could
increase its operating margin by more than 60 percent. Harnessing big data in the public sector has
enormous potential, too. If US healthcare were to use big data creatively and effectively to drive
efficiency and quality, the sector could create more than $300 billion in value every year. Two-thirds
of that would be in the form of reducing US healthcare expenditure by about 8 percent. In the
developed economies of Europe, government administrators could save more than €100 billion
($149 billion) in operational efficiency improvements alone by using big data, not including using big
data to reduce fraud and errors and boost the collection of tax revenues. And users of services
enabled by personal-location data could capture $600 billion in consumer surplus.*

The question remains, what is the appropriate level of open? At which level of openness are the
goals of “accessible”, “available”, and, “reuse” optimally balanced against the opportunities for
commercialization and market-realization of value? At what level of openness can protection of
privacy and security be realized at acceptable levels?

These questions are highly dependent upon a number of factors:

18 | ocated at: http://www.its.dot.gov/data_capture/datacapture_management_federalrole7.htm

7 As described by http://www.guardian.co.uk/world/datablog/2011/dec/13/eu-open-government-data

'8 See Graham Vickery's analysis at:

http://ec.europa.eu/information_society/policy/psi/docs/pdfs/report/final_version_study psi.docx

19 http:/mww.mckinsey.com/Insights/MGl/Research/Technology and_Innovation/Big_data_The next_frontier for_innovation

U.S. Department of Transportation, Research and Innovative Technology Administration
ITS Joint Program Office

Policy Analysis and Recommendations for the DCM Data Research Exchange—July 2012 | 12


http://www.its.dot.gov/data_capture/datacapture_management_federalrole7.htm
http://www.guardian.co.uk/world/datablog/2011/dec/13/eu-open-government-data
http://ec.europa.eu/information_society/policy/psi/docs/pdfs/report/final_version_study_psi.docx
http://www.mckinsey.com/Insights/MGI/Research/Technology_and_Innovation/Big_data_The_next_frontier_for_innovation
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e The risks associated with providing data in an open fashion;
The costs of providing open data and the decisions regarding who will bear the
costs/expenses; and

e Acceptance by citizen’s that the data generated by them can be used for the public good.

Sections 1.2 and 1.3 will describe risks and identify options to mitigate the risks. Section 1.4 will
return to these questions as a basis for providing recommendations, identifying knowledge gaps,
and proposing a set of next steps.

1.2: Data Policies and Management: Risks, Opportunities,
Mitigation Options, and Recommendations

Successful implementation of an open data policy will bring risks that will need to be addressed as
a means of gaining acceptance. It will also offer opportunities that may need to be balanced
against the risks.

Importantly, the risks and the decisions regarding the form of mitigation are typically aligned with
ownership of the systems and technologies. If, for instance, the open data policy is applied to
Federal data portals (as in the case of the RDE), federal policies provide the guidelines for
assessing risks and choosing options; private sector assessment and decision making may follow
similar paths, but may also customize the mitigation choices to maximize revenue potential.

Section 1.2 provides a description of the key risks, lists the options for risk management and
mitigation, and provides policy (and, sometimes, technology) recommendations. The sections
include:

1.2.1 Security and Privacy

1.2.2 Data Quality and Liability

1.2.3 Breaches of Data

1.2.4 Cooperative, Multi-Sourced and Fused Data and Liability

1.25 Data Ownership

1.2.6 Intellectual Property and Liability

After these descriptions, the opportunities and impacts are discussed from three owner/operator
perspectives — Federal, private sector, and hybrid.

1.2.1 Security and Privacy

Addressing risks to security and privacy are critical actions that underpin successful implementation
and acceptance of new technologies. A separate paper titled Privacy and Security Analysis and
Recommendations for the DCM and DMA Programs offers a risk analysis of the RDE and the types
of data that might be captured and distributed through the RDE. In summary, the risks fall into two
categories:

e Data risks — the risk of exposing data with personally-identifiable information (PII)
associated with the data:
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o Preliminary analysis noted that the majority of transportation data presents a risk of

geo-location information which, independently, is a low risk. The risk increases
when the data can be compared against other databases that offer identifying
information and allows the geo-location data to be matched to a person, a growing
risk with smarter technologies.?

Preliminary analysis also noted that certain public sector applications such as

those associated with public safety/first responders or transit/ride-sharing may
contain sensitive or confidential information (e.g., health data, incident data, or
financial payment or account data).

e System risks — the risk of cyber-attacks and/or exposure of data (data breaches) through
the lifecycle of collection, aggregation, distribution or sharing. Federation increases both
of these types of risks as the links with other systems create a greater potential to insert
malicious viruses or exploit technology vulnerabilities through the process. An example of
the latter is a recent spate of discoveries regarding operating system holes or insertion of
malware during manufacturing. ?* Another critical risk is a denial of service attack if
misbehaving or malicious actors choose to shut the site down.

Mitigations options include:
e For security:

(0]

Careful decisions regarding operating systems including an analysis of the potential
risks and vulnerabilities across varying systems. This includes consideration of how
frequently patches are provided to address security vulnerabilities as they arise.

Scrutiny of other systems that link to the RDE and development of criteria regarding
linking with other sites. Application of such criteria early in the demonstration phase
will provide insights and lessons learned about the type of vulnerabilities and attacks
that present the greatest risks. Further research that identifies the range of
possibilities through case studies and expert brainstorming would be a useful tool for
developing an auditing system that continuously monitors for a wide range of risks
associated with external sites.

Encouragement of participants in the open data portal to look for and report
anomalies.

Credentialing of the data and certification of the system so that users can trust the
authenticity of the data and the security of the system.

Automated alerts regarding suspicious behavior.

Appropriate incident recovery plans and notifications to users whose data may have
been breached.

e For privacy:

(0}

(o}

Anonymize the data or use other privacy enhancing technologies (PETSs) that mask
or de-identify the data in real-time (although these can be expensive)

Describe to users how privacy is protected and give users the opportunity to opt-out
or opt-into the system (although the former choice may result in less data collection
and, thus, potentially sub-optimal mobility applications. Studies are being performed

% iPhone keeps detailed log of its precise whereabouts, storing up to a year's worth of user location data at:
http://www.latimes.com/business/la-fi-app-privacy-20120216,0,7863079.story

2 http://www.latimes.com/business/technology/la-fi-tn-cyber-security-crowdstrike-20120223,0,4645028.story
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Section 1: Open Data Policy

on the mobility applications to determine what data and how much is needed for
optimal functionality).

o0 Enact the Fair Information Principles Practices (FIPPs) that serve to implement
privacy controls on the data.?” FIPPs are a subset of security controls and they guide
the owner/operator of a system through descriptions of the data, how it is used, and
how it is protected, giving users an opportunity to fully understand how their privacy
is protected. FIPPs are required for all Federal systems and followed by some
private sector organizations. The Federal Trade Commission works with industry to
formulate a set of privacy controls that seek to balance privacy interests with revenue
opportunities.?

The report on privacy analysis, mentioned at the beginning of this section, provides greater detalil
on these risks and the options for mitigation. Notably, the ITS Legal Policy team is developing an
overall privacy policy for the connected vehicle environment. This policy will inform and support the
direction and development of FIPPs for the mobility elements of the connected vehicle environment.
The overall privacy policy is expected by summer of 2012.

Security and Privacy Policy Recommendations: The policy regarding the creation of the RDE
based on an open data policy starts with the recognition that some level of PIl may be captured,;
policies and actions (particularly automated actions) need to be in place to ensure that such data is
not posted to or made accessible within the data environments. Thus, the first policy
recommendation is to develop appropriate security measures in light of the most likely risks in order
to preserve privacy. The following application of policy and technology recommendations can
assist in meeting these goals.

As the RDE is under Federal ownership and oversight with contracted operations, the RDE and the
data are subject to Federal policies for security and privacy and for data stewardship and release.
These policies include:

e Security Requirements: Implement the FISMA and NIST security guidelines®

o Privacy Requirements: Perform a privacy impact analysis and implement NIST privacy
controls, including notice to drivers and travelers who generate the data regarding the
intended uses of the data (including posting to a public website); ?° ° additionally, ensuring
that each data set is scrubbed for identifying characteristics such as origin-destination
information.

22 http://csre.nist.gov/publications/drafts/800-53-Appdendix-J/IPDraft_800-53-privacy-appendix-J.pdf

2 hitp:/Avww.ftc.gov/bep/beppip.shtm

* FISMA is Title 11l of the E-Government Act (P.L. 107-347) and is located at: http://csrc.nist.gov/drivers/documents/FISMA-
final.pdf.; key NIST guidelines for categorizing systems and data, selecting security controls, implementing security
controls, assessing security controls and authorizing and monitoring the security state are located at: All of the following
documents are located at: http://csrc.nist.gov/publications.

%5 NIST 800-122 and 800-53J at http://csrc.nist.qov/publications.

% As noted earlier, the level of acceptable security risk is currently being defined by the Implementation Policy and Legal Policy
teams in support of defining organizational and operational model options for the connected vehicle security system. This
baseline will be a significant input to the Mobility teams in understanding what level of security needed for the RDE and the
applications. This analysis of the baseline will be available in Summer 2012.
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A decision as recent as February 2012 resulted in the choice of cloud computing as the
architectural basis of the research data exchange; with this decision, a set of recent policies from
NIST will offer guidance to the RDE developers on properly analyzing and applying security and
privacy for the RDE (NIST Guidelines on Security and Privacy in Public Cloud Computing, 800-
144).?" These guidelines present recommendations that organizations should consider when
outsourcing data, applications, and infrastructure to a public cloud environment. It provides insights
on threats, technology risks and safeguards related to public cloud environments. As noted on the
website, the guidelines include assistance for:

e Carefully planning the security and privacy aspects of cloud computing solutions before
implementing them.

e Understanding the public cloud computing environment offered by the cloud provider.

e Ensuring that a cloud computing solution—both cloud resources and cloud-based
applications—satisfy organizational security and privacy requirements.

e Maintaining accountability over the privacy and security of data and applications
implemented and deployed in public cloud computing environments.

And finally, the data and data release are governed by an Office of Management and Budget (OMB)
memorandum (M-10-06) which instructs agencies to “...increase accountability, promote informed
participation by the public, and create economic opportunity by taking prompt steps to expand
access to information; making information available online in open formats, and presuming
openness to the extent permitted by law and subject to valid privacy, confidentiality, security, and
other restrictions.” Application of this policy is defined by a DOT Order 1351.34?% which applies to
information that DOT generates as well as information that other parties provide to the DOT if the
other parties seek to have the DOT rely upon or disseminate the information or the DOT decides to
do so on its own.

The policy seeks to make DOT data available at the most detailed level possible, subject only to the
limits imposed by data quality and the need for confidentiality. The policy requires that data be
protected from unauthorized access, corruption, or revision as well as data must be accessible and
comply with the Departmental web policy. This policy aligns well with the NIST guidelines, but
further requires that data conform to the general standards of quality as established by the DOT's
Bureau of Transportation Statistics (BTS) and OMB.*

Security and Privacy Technology Recommendations:

o If the connected vehicle system implements broad requirements for connected vehicle data to
be credentialed, this technology measure can go a long way toward security and privacy. If
there is a choice and mobility applications generally do not need credentials, those applications
with sensitive or confidential data may consider using credentials.

o An effective technology for the data environments is the automated de-identification of data,
especially if data from other sites will pass through or comingle with connected vehicle data in
the Federally-sponsored data environments. The RDE team should analyze the costs versus

%" http://www.nist.qov/itl/csd/cloud-012412.cfm

%8 http://regs.dot.gov/docs/DOT%20Draft%20Enforcement%20and%20Compliance%20Data%20Report%20-%2005-18-
2011%20-%200CR.pdf

29 hitp:/Avww.bts.gov/programs/statistical_policy and_research/data_quality _guidelines/ Note that the OMB and BTS guidelines
apply specifically to statistics and to information presentation, and are less specific regarding data quality.
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Section 1: Open Data Policy

effectiveness of these technologies if planning to host the data on a DOT-based cloud or
servers (or contractor’s cloud or servers).

¢ Finally, given DOT’s requirement for accountability, the RDE should implement data monitoring
and alert technologies that provide the operators with an ability to pull back or redact/de-identify
data in real-time. It should also employ sampling methodologies to ensure that the data do not
contain Pl other than geo-location information.

1.2.2 Liability

Elements of liability that are critical to successful RDE implementation and must be addressed
include liability due to:

o Defective data or data errors (section 1.2.2.1). Poor data quality results in applications
working improperly and potentially putting the user at risk.

Breaches of data (section 1.2.2.2).

Use of cooperative, multi-sourced and fused data (section 1.2.2.3).

Data Ownership (section 1.2.2.4)

Improper handling of intellectual property (section 1.2.5).

1.2.2.1 Data Quality Liability and Mitigation Options

Data quality assurance is the process of profiling data to discover inconsistencies and other
anomalies, and performing data cleansing activities (e.g. removing outliers, missing data
interpolation) to improve data quality. These activities can be undertaken as part of data
warehousing or as part of the Database administration of an existing piece of applications software.
Data quality, however, can be difficult to define outside of a particular system or application. Itis a
relative term that depends upon the purposes for using the data and the system/technologies needs
for a certain level of quality. Itis also a multi-dimensional concept.*

Standard metrics that apply to data quality tend to include: completeness, accuracy, consistency
(formats), and relevancy. A recent framework, illustrated in Table 1, was developed for a study by
researchers associated with the Massachusetts Institute of Technology and provides an overview of
some of the key dimensions, metrics, and improvement opportunities.® The study also reviews
different data quality tools available on the market and offers insights into their capabilities.

Dimensions Definitions | Some Metrics Some Improvement Opportunities
Completeness | Is a concept missing? Are e Rate of missing e Crosschecking or external data
there missing values in a values acquisition
column, in a table? Are there e Imputation with statistical models
missing values w.r.t. a e Statistical smoothing techniques
reference population?
Accuracy Closeness between avaluev | e Number of e Analysis of consistency and
and a value v’ considered as incidents or likelihood of controls
the correct representation of malfunctions ¢ Meta-data: degree of reliability
the reality that v aims to e Comparison with
portray reality

% Erom “Data Quality Assessment Methodology: A Framework” by Burns, Eugene and Purificacion O. MacDonald and Amrut
Champaneri. BTS, US DOT.

31 http://mitig.mit.edu/icig/pdf/an%20evaluation%20framework%20for%20data%20quality%20tools.pdf and
http://www.dataqualitypro.com/?page=etl_data_quality
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Consistency Data are consistent if they e Computation of e Definition of a control strategy
respect a set of constraints discrimination e Comparison with another
power for controls apparently more reliable source
Relevancy Is the data useful for the task | e Degree of utility e Survey (helps to improve
at hand? relevancy of planned tasks for
maintaining and improving data
quality

Other frameworks offer other dimensions as well including timeliness (a critical standard for some
connected vehicle applications) and comparability. This latter dimension may be critical to cross-
border interoperability.

Liability/Data Quality Policy Recommendations: DCM / DMA data system and data set “owners”
will find the Bureau of Transportation Statistics guidelines to be a recommended foundation for the
development of data quality assurance protocols. These guidelines form the basis for DOT's
implementation of OMB’s Information Dissemination Quality Guidelines.

Of interest in the BTS guidelines is the examination of other systems that gather and fuse data from
multiple sources and the issues related to liability. For instance, the BTS guidelines use FMCSA'’s
SafeStat to illustrate that the system receives State-generated data and makes use of it to generate
important information on the safety of motor carriers. If data is deemed inaccurate, FMCSA cannot
correct this dataset but must work with the State. The role for FMCSA is to monitor and report data
quality issues and to work with its data-partners to raise the level of quality. Data correction
guidelines have been useful in this process; so to have been automated opportunities for partners
to correct and upload better quality data and/or to place a hold on disputed data. It is not clear if
any such measures will be necessary with the RDE in a federated form — it depends on the use of
the RDE and the type of applications it serves. However, these guidelines can help the RDE
maintain quality data.

Additionally, FHWA has defined guidelines for data quality measurement and propose quality
standards. These guidelines currently apply to existing ITS data from probes, signals, loop
detectors, and other technologies, and are recommended as a baseline.*

Last, the US DOT has established guidelines for moving transportation datasets to Data.gov. The
following guidelines are recommended for the RDE:

o Data Formats: XML is preferred but other formats are acceptable as long as they are
structured in machine-readable form. Other formats include: RDF, CSV, TXT, KML, KMZ,
XLS, XLSB, ESRI Shapefile, ATOM, RSS, or CAP.

o Data Tools: the DOT desires that when offering datasets for download, they should be
classified based on delivery model:

¢ Data Mining/Extraction Tool — may be a database access facility, web mapping, or data
visualization application. It may also be a web page that is delivered using file compression
formats such as ZIP, GZIP, and TAR. Feeds should be in XML formats including ATOM,
RSS, and CAP.

% The guidelines can be found at: http://ntl.bts.gov/lib/jpodocs/repts_te/14058 files/chap4.htm.
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¢ Widgets/Gadgets are documented, shareable APIs and portable, standalone, embeddable
data-access applets.

e Tools that explicitly restrict the data to less-than-full public use or are incompatible with
Data.gov are not to be considered.

These requirements translate into an action for the mobility team to determine if and how the RDE
data will be prioritized for inclusion on Data.gov. A review of the prioritization criteria suggests that
the RDE will need to be compatible.*

Liability/Data Technology Recommendations: Other state-of-the-practice examples offer
insights into different approaches to data quality assurance. The Center for AIDS Research
Network of Integrated Clinical Systems®* and the National Data Buoy Center® stand out as having a
particularly rigorous quality processes in place that make creative use of automated techniques for
real-time data quality verification. It is likely that the DCM / DMA programs will need to go well
beyond even this level of data quality assurance, to include formalized protocols for data review,
error documentation, and error correction.

An important tool for limiting liability is the posting of disclaimers regarding the known issues with
the data and to transfer the liability to the user. This standard practice is used throughout the
technology, applications, and portal worlds. Essentially, the terms of use and/or disclaimers are
provided one a website (portal) and before users can gain access to the data, they must consent to
the terms.

When developing appropriate terms of use or disclaimers, US DOT's legal counsel will need to be
involved to ensure that the language is appropriate for Federal agency use and to ensure that, from
a legal perspective, the risk is appropriately described and transferred to the user.

1.2.2.2 Breaches of Data Liability and Mitigation Options

Breaches of data were discussed earlier in the section on security. However, many States define a
breach in data to result in liability only if the breach resulted in harm — physical, economic, financial,
social, or other — from the breach. *

Policy and Technology Recommendations: Developing an ongoing threat analysis capability for the
RDE is one of the more effective mechanisms for mitigating breaches. In addition, the RDE will
implement security based on the FISMA and NIST guidelines. A useful, next step in research is to
determine whether there are certain types of data — potentially more confidential and/or sensitive
than other data types — and segment and wall-off these data from real-time exchange. Download
can be accomplished through a password authentication. This is only possible if the data is not
needed in real-time.

1.2.2.3 Cooperative, Multi-Source Data Liability and Mitigation Options
In today’s world, an increasing number of applications are using multi-sourced, fused data. By
combining data in this fashion, it is becoming increasingly more difficult to identify which data may

33 http://regs.dot.gov/idocs/DOT%20Draft%20Enforcement%20and%20Compliance%20Data%20Report%20-%2005-18-
2011%20-%200CR.pdf

34 http://www.cnics.net/

%5 http://ww.ndbc.noaa.gov/

% Compendium of State Privacy and Security Legislation: 2002 Overview, November 2003, NCH 20030. U.S. Department of
Justice, Office of Justice Programs, Bureau of Justice Statistics.
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have contributed to an incident or poor decision or, further, to assign liability based on the source or
guality of the data. The connected vehicle environment will face this problem.

When such problems arise, there is a well-established torte law system in the U.S. that follows
specific procedures to identify the source of the problem. Investigations center on the owner and
operator of the system or provider of the source of data to question whether negligence or
misbehavior played any role. If not, courts have recognized the difficulties in discerning fault due to
multi-sourced data flows and are still establishing precedence in this area.

Multi-Source Data Liability Policy and Technology Recommendations: In terms of the
adoption of new connected vehicle transportation technologies, the U.S. DOT's legal policy analysis
team is currently reviewing these issues and will provide policy recommendations in Summer 2012.
Until that time, a key recommendation is to implement the best practice of using disclaimers and
Terms of Use (TOUSs) on websites so that those who are employing the data sources are aware of
the potential issues (i.e., data quality, origin/source, etc.) and are accepting the liability for use.
While such disclaimers are used frequently throughout government and industry, it should be noted
that they do not waive liability in the presence of negligence of the data provider.

1.2.2.4 Data Ownership
Another key risk for the RDE, especially with the implementation of an open data policy, is that of
data ownership. The important points to note are the following:

For data, the appropriate legal construct is the copyright. Importantly, there is, to date, no
copyright on raw data.

External databases, however, come with copyright and must be appropriately licensed for use.
There are two considerations for the DCM program:

o Ifilwhen using other databases, appropriate licenses and other paperwork must
accompany the external databases to specify use and compensation (if any).

o If/when offering the DCM databases to others for use, a license with terms of
agreement will be necessary.

The ownership issue is complicated and there is no clear precedence on how to define ownership.
The textbox on the next page describes a range of potential ways that ownership of data might be
claimed. Recently, a new philosophy has emerged regarding the right of the people whose actions
produce data to own the data.®” This movement is known as the “New Deal on Data” and is gaining
momentum at the international level. This approach to data ownership is very different from the
current private sector practice that “compensates” companies for the investment in the infrastructure
and capture/ management of the data by providing them with data on the user to resell for value.
This form of compensation requires that consumers consent to provide them with the data that is
generated by their devices, typically in exchange for a service or use of an application. With this
ownership, however, comes the responsibility of stewardship of the data to ensure its integrity and
its appropriate use.*®

37 http://www. futuresalon.org/2010/03/3-questions-for-future-salon-speaker-mit-professor-sandy-pentland.html and

http://hd.media.mit.edu/wef globalit.pdf.

38 http://ori.dhhs.gov/education/products/n_illinois _u/datamanagement/dotopic.html.
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¢ Finally, much of the literature on data ownership reflects a more typical need by businesses to
identify who within the firm “owns” the data and the stewardship and rights associated with each
data set. Appendix C offers an example of how to create a data ownership policy within an
enterprise organization. This template may be modified to fit the needs of the RDE.

Range of Options to Identify Data Ownership

e Creator — The party that creates or generates data.
e Consumer — The party that uses the data owns the data.

e Compiler - The entity that selects and compiles information from different information sources and
owns the copyright/intellectual property associated with the database and organization of the data.

e Enterprise - All data that enters the enterprise or is created within the enterprise is completely owned
by the enterprise.

e Funder - The user that commissions the data creation claims ownership.

e Decoder - In environments where information is “locked” inside particular encoded formats, the party
that can unlock the information becomes an owner of that information.

e Packager - The party that collects information for a particular use and adds value through
formatting/refining the information for a particular market or set of consumers.

e Reader as owner - The value of any data that can be read is subsumed by the reader and, therefore, the
reader gains value through adding that information to an information repository.

e Subject as owner - The subject of the data claims ownership of that data, mostly in reaction to another
party claiming ownership of the same data.

e Purchaser/Licenser as Owner — The individual or organization that buys or licenses data may stake a
claim to ownership.

Reference: D. Loshin, Knowledge Integrity: Data Ownership (2002 or online, June 8, 2004 at:
http://www.datawarehouse.com/article/?articleid=3052)

Data Ownership Policy and Technology Recommendations: The issue of data ownership is
being reviewed by the ITS Legal Policy team who will provide policy recommendations in summer
of 2012. Until that time, a key recommendation is to implement the best practice of using Terms of
Use (TOUs) agreements and disclaimers on the RDE website so that those who are employing the
data sources are aware of the potential issues (i.e., data quality, origin/source, etc.) and are
accepting the liability for use. While such disclaimers are used frequently throughout government
and industry, it should be noted that they do not waive liability in the presence of negligence of the
data provider or manager. In terms of developing the proper language, the U.S. DOT has many
examples of such statements; ultimately, the appropriate language will be set and approved by the
U.S. DOT legal counsel.

1.2.2.5 Intellectual Property

Closely related to data ownership is the critical risk of intellectual property infringement. There are
two issues for attention for the DCM program, as described below. These issues include attention
to database copyright and licensing; and licensing of new data capture, management, and
exchange technologies.
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Database copyright and licensing

Although raw data is not copyrightable, the development of databases and the intellectual
property that goes into the structure and algorithms associated with databases are covered
by copyright and require proper licensing to disclose attribution and, if relevant, terms of
use. There are three instances when database/dataset licensing is an issue for the DCM
program: (1) when the RDE provides new datasets, particularly if it provides the datasets as
“open data”, an associated license must accompany the data to alert the user to the agreed
upon uses, the attribution of the developer’s intellectual property, and any disclaimer of
liability; (2) when the DCM program acquires new datasets for populating the RDE, those
datasets should have clear license terms of use and attributions and the RDE will need to
accommodate those terms of use; and (3) when the RDE links with external entities, the
RDE design must accommodate the ability for users to recognize and access license terms
associated with that entity’s datasets.

With regard to use of other datasets, the RDE data manager will need to have responsibility
for ensuring that licenses associated with external datasets are recognized and properly
followed.

With regard to licensing of new DCM data from the RDE, there are a number of licenses that
are considered when implementing an open data policy:

o Open Commons' Public Domain Dedication and License (PDDL)*: The PDDL
places the data(base) in the public domain (waiving all rights). It has been noted by
some that there are some reference to European Data Rights in the PDDL but these
have no meaning outside of the EU and not considered to be an obstacle. The PDDL
may be the most open and forward looking license.

o Open Commons' Open Database License (ODC-ODbL)*: A license that provides
attribution and institutes share-alike agreements for data and databases. It allows users
to copy, distribute and use a database; produce works from the database; and modify,
transform, and build upon the database provided that the user attributes use of the
database or works produced from the database in the manner specified by the ODbL.
Users must also make clear to others the license of the database and keep intact any
notices on the original database. While more comprehensive than the PDDL, this
license begins to require numerous attributions. Also businesses may find the share-
alike requirement to be restrictive in terms of their business models.

o Open Commons' Attribution License (ODC-By)*": This license is similar to the ODC-
ODbL except that it does not include the share-alike provision. Creative Commons
considers this the most accommodating license that it offers.

0 GeoGratis: Is a license provided by Natural Resources Canada and allows free and
open use of geo-spatial public sector information. The license grants users a non-
exclusive, fully paid, royalty-free right and license to exercise all intellectual property
rights in the data. This includes the right to use, incorporate, sublicense (with further
right of sublicensing), modify, improve, further develop, and distribute the data; and to
manufacture and/or distribute Derivative Products. The one requirement is that the

%9 http://opendatacommons.org/licenses/pddl/

40 hitp://opendatacommons.org/licenses/odbl/

“! http://opendatacommons.org/licenses/by/
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Licensee shall identify the source of the Data, in the following manner, where any of the
Data are redistributed, or contained within Derivative Products: "© Department of Natural
Resources Canada. All rights reserved."*

The UK has its own version of such a license known as the UK’s Open Government
License.® This license governs the use and re-use of public sector information in both
government and public sector use. It is based on a framework of guiding principles
regarding licensing:

o Simplicity of expression - the terms should be expressed in such a way that everyone
can understand them easily;

o Non-exclusivity - so that access can be provided to a range of users on fair and equal
terms;

o Fairness of terms;

o Non-discrimination - terms are extended fairly to all for similar uses;
o The need for acknowledgment and attribution;

o The need for transparency by publishing standard license terms
The UK’s standard approach to licensing covers:

o Free use and re-use for all purposes, both commercial and non-commercial - the Open
Government License; and

o Free use and re-use for non-commercial purposes only - the Non-Commercial
Government License.

An important note from a legal perspective is that these open source licenses are being
tested in court cases and are being upheld. Two recent cases (as of 2009) that offer insight
into how the courts see these licenses is the Jacobsen v. Katzer case (535 F.3d 1373 Fed.
Cir. 2008) which upheld the conditions set by the attribution clauses in the license. Another
set of cases was brought by BusyBox in US District Court against a number of redistributors
who did not offer free access to the source code, as stipulated in the license. As these
cases moved forward within the courts, the redistributors decided to settle out of court by
providing users with access to the source code.**

IP Policy Recommendations: The easiest and most advantageous path is to align with
several of the standardized open data licenses that already exist. The reasons include: (1)
the licenses are well understood; (2) the licenses are stable (because these licenses are
managed by independent authorities and many people use them, they evolve cautiously,
and balance the interest of consumers and sharers of data or information); and (3) these
licenses balance interests responsibly. The creators of these licenses have thought through
all the issues that pertain to open data and thus provide assurance to both consumers of
data and distributors of data in knowing that they have a license that will work.*

“2 http://geogratis.cqdi.gc.ca/geogratis/en/index.html:jsessionid=165DEA5DO4EF 1FO9BD6F9AS319DEE702

. www.nhationalarchives.gov.uk/information-management/government-licensing/the-framework.htm

4 http:/mww.itechlaw.org/ebulletin/volume.asp?id=11&keyword=multi-

source+data+liability&author firstname=&author lastname=#86

*5 As noted by an author of a Canadian license at: http://eaves.ca/2011/02/16/the-state-of-open-data-in-canada-the-year-of-the-
license/
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Additionally, the DMA program’s desired approach is to require attribution; thus the program
seeks licenses that ensure this particular feature.

To determine which license will work best for the RDE, the legal policy team will need to
analyze the various licenses in terms of US DOT requirements.

e Licensing of data capture, management, and exchange technologies

A second critical intellectual property issue focuses on the licenses and agreements
associated with the technologies used with data capture, management, and exchange —both
those procured for developing the RDE and those developed (or enhanced) through the
prototyping of the RDE. The U.S. DOT is familiar with procuring technologies for use and
has guidelines on which types of licensing agreements can be accepted. For the most part,
it is expected that the procurement of existing technologies for building the RDE will be done
through a contractor who will take on the responsibility for assuring proper licensing. The
challenges occur with the development of new technologies or enhancements of existing
technologies:

o0 Licensing of new technologies: The DCM program has an interest in ensuring
that all new technologies are released as “free and open source” so that public
sector agencies, industry, and academia can all benefit. This situation is similar to
the DMA program'’s interest in offering new software as free and open source. The
U.S. DOT has this option by way of providing an appropriate license. If released as
open source, the license must stipulate the terms of use, including any downstream
enhancements. The license options available for releasing new technologies and
applications as open source include a range of highly restrictive (no enhancements
or distribution may include proprietary intellectual property) to those that are less
restrictive (enhancements or modifications may be considered proprietary and
available for capturing the value of the additional intellectual property). In both
situations, these licenses typically require that appropriate attribution be included for
the original intellectual property.

A separate white paper that explores the open source release practices that are
generally in use and will be available through the Mobility program in April of 2012.
This new white paper summarizes the license options which are more fully
documented in the OSADP paper along with an analysis of trade-offs among the
license types.

o Enhancement of existing technologies: In this situation, it is the U.S. DOT and its
contractors that must receive a license from the existing IP owner to enhance or
modify the technologies. Once the efforts are completed, the U.S. DOT has two
options for release:

= Transfer new intellectual property back to industry with the appropriate
licensing and guidance. With existing IP, the Federal government may not
be able to transfer the new enhancements as free and open source,
depending on the terms of the “inbound” licenses.

= Negotiate with the owner of the existing IP to license it to the Federal
government with rights for free and open source distribution. This may
involve an upfront payment in lieu of future customer purchases.
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The textbox below provides an analytical framework for identifying license rights and
identifies the various options for procuring RDE design and development services. It is
based on a framework developed by NASCIO to guide State CIOs in working with their legal
counsel.

Analysis Framework for License Rights*

In determining IP rights, states are urged to examine the particular requirements of the contract because, in
many cases, that will determine the appropriate approach to IP. The following examples may assist in this
analysis:

Procurement of Commercial Software and Support Services: Commercial off-the-shelf software (COTS) is
virtually always subject to standardized licensing agreements. While, in certain instances, terms of the license
may be negotiated, most developers/contractors do not anticipate divesting themselves of ownership of COTS
software enhancements or derivative works of such software. Contractors maintain ownership over
deliverables related to the maintenance, installatio