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Abstract and tle WMEC. Sometimes the infmation is notreported

until the aircraft lands and uses shore-based communications
systems When the sighting information is reged by the
WMEC, the opeational commander makes use of informa-
tion in operational dabases as facts in his boarding deci-
sion. [1]

Information collection and disibution ae essential compo-
nents of most Coast Guard missiongwever, information
needs bve typicaly outpaced the ability of the installed com-
munications systems to meet those neddiss mismatch leads
to reduced #ectiveness of Coast Guard operations. Ore cu
rent need is for Coast Guard aircraft to communicate informaFo make &ective use of thevailableresources, the @iraft

tion onvessels sighted to the shipboard commander tuick must lave a mechanism for capturing infoation about the

and éficienty. The shipboard commander needs to be able teightedvesselsThe aircraft must alscehe a “real-timé com-
access this fiormation in real-time asvell as retréve related  munications path to transmit the sighting information to the
information from historical dabasesThis paper describes an WMEC and shore-based operational databases. In addition to
R&D initiative to demonsate a mw concept of opetions to  the sighting information, the operational commander needs ac-
meet this need using@'S technoloy. A database sefer in-  cess to the information in the operational databases ashore (his-
stalled at the R&D Center which can be accessed via therical information as well as current lists whnted vessels).
Internet collects the formation and provides it to auttzed

users using web-based formssightingreport (fom arcraft

and cutters) is entered using the minimum amount of informa- T, 17TH
tion; this infornation is then combined by the ser with in- )
formation from histaical databases to nk& a completescord. - -

The users (Coast Guard aircraft, stations, and cutters) access i m
the infornmation using standd WWW browser softvare.All

users connect to the server using eithexd network connec-
tions to the Internet, Coast Guard Intranet, or dial-up PPP con-
nections into a remote access/serCommercial satellite sys-

ATE AT
AREA

tems (AMSC and Inmarsat) provide the communications links : ; Al

for the mobile users (aircraft and cutterBhis systemwas o & —’:':‘m;‘_%

demonstated in the Nw England area during Melr of 1997. - T e

This paper describes the concept, implementation, demonstra- 2 P
il 4

tion, and a preliminary analysis of the performance of the com-

munication links to the mobile users. Figure 1— Map of USCG Disicts [2]

Background/Problem Statement Concept

The US. Coast Guard law enfacement opetions in theFirst ~ The Coast Guard has complcommuni@tions requirements
District (New England area-Figure 1) utilize a medium-en- in that most of the opetional units are mobile (ships and-ai
durance cutter (WMEC) to provide the ogigmmal control for  craft) sparated fom the information they need temMe access
patrol bats (WPB) and other surface and air units within theto by maly, sometime hungds of miles of opewate. Al-
District Area of Responsibility AOR). During these opera- though the amount of datastmeeds to be oved is relatvely
tions, airecaft conduct flpvers of fishingvessels and report small by todays standards, it is bridging the gap to the mobile
the identiy, acivity, and position of alVessels sighted to the users that provides the challenge to Coastéoammunica-
WMEC, which then méies decisions as which vessels to tions. Under current scenarios, it is a tedious and time con-
board and inspectThe accurey and timeliness of the these suming task to reteve law enfecement ifiormation fromvari-
sighting eports varies widely épending upon the type ofrai  ous da@bases located on steo It iseven harder to add far-
craft, range to ttWMEC, and weather conditionSrequently ~ mation to theseaiabases. May times, the pcess iseduced
there is no adtte conmunications pth betveen the aircraft to handwritten notes being manually entered into the database

The opinions or assertions contained herein are the private ones of the authors and are not to be construed as official or
reflecting the views of the Commandant or the Coast Guard at large.
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o tiple jobs and have many responsibilities. Most units cannot
Application ¢ | HTML Browser . L
afford to dedicate one or more person to operate and maintain
_ the communications equipment.
Presentation < > HTML
A dial-up Point-to-Point Protocol (PPP) connection using
Session - & HTTP/SSL Hyper-Text Transfer Protocol (HTTP) to a world wide web
(WWW) server that presented the data in a Hypertext Mark-
Transport - > TCcP up Language (HTML) protocol was selected for this project.
In other words, providing Internet access to the mobile users
Network - > IP and using a web server to collect, store, and distribute the data.
The database resides on a server that is accessed via a Trans-
Data Link < & PPP/V.34 mission Control Protocol/Internet Protocol (TCP/IP) connec-
e tion_ and distributed in a Common _Gat_eway I_nterface (Cal)
Physical - | SATLINKS environment. The TCP/IP connection is provided by a PPP

dial-up link via the commercial satellite systems (Inmarsat-A
Figure 2—OWL Project mapped to the OSI model and AMSC). A laptop with an HTML browser such as

Netscape™ Navigator or Microsoft Internet Explorer™ is the
ésllser interface for the mobile units. The OSI Seven Layer Model

after the information is gathered, adding hours to the laten ) -
[4] mapped fairly well to the communications network estab-

of the information. The retrieval of the information by the'® hed for thi . Fi 5
mobile client, when possible, is most often by means of an RII'IS ed for this project (Figure 2).

link that is at best slow and unreliable. Also the presentatiomhe proof-of-concept project is named Operationa' Web Link
and usability of the information is a challenge since there argwL) and the system concept is illustrated in Figure 3. Some
many different platforms being used to store, transmit and resf the goals of the project were to:
trieve the data.

- minimize user actions (minimal typing, quick, easy)
In today’s austere budgetary climate, commercial off-the-shelf . provide onetime data entry; eliminate voice relays

(COTS) solutions are very much in favor since they are usu- and multiple entries

ally the lowest cost to the government. This applies aswellto .  minimize the amount of data to be transferred
communications, especially satellite communications. In fact, (utilize links to static databases)

commercial satellite solutions are often the cheapest commu- . provide a simple user interface for the mobile users
nications solution, and sometimes trdy solution to meet (user shouldn’t need to memorize or lookup codes)

Coast Guard communications needs [3].

For this proof-of-concept demonstra-
tion, a system was needed to provide

y
over-the-horizon communications to o~ Inmarsat-AORW
Coast Guard aircraft and ships. The sys- “:“ W
tem needed to provide moderate data S Jg

o~

trol boats, and the use of the already inj&E
stalled Inmarsat Standard-A on the )
AMSC Earth Station CG R&D Center
s COMSAT Earth Station
= =

speeds and be economical to use. The
system also needed to be installed and
operational on these units in a short pe- 1]
riod of time. These requirements lead
to the selection of the SkyCell™ sys-

dium endurance cutters.

Once the satellite system was deter-
mined, the methodology of the data re- —
trieval and transmission and its presen-

tation had to be decided on. A user-

friendly environment that required as

little end-user training as possible was Intemet / Intranet
necessary since Coast Guard personnel
are already tasked with performing mul- Figure 3—Operational Web Link Proof-of-Concept Demonstration

The United States Government does not endorse products or manufacturers. Trade or manufacturers names appear herein
solely because they are considered essential to the object of this report..



- develop a system that is easy to modify as needed, The database program used was Claris’s FileMaker Pro™ 3.0

keeping complexity at a central server (discussed in detail below). A CGI acts as the interface be-
«  provide real-time response tween the web server and the database application. The recent
« give users only the information they need, when  trend has been to implement CGls as plug-ins to the web server
they need it software which allows for better performance. There are many

. provide automatic data transmittal into the main ~ COTS solutions to interfacing a FileMaker Pro 3.0 database
Coast Guard law enforcement database (LEIS) with the WebSTAR server. The WebFM™ plug-in was used
because it provided the ability to use the calculation fields in

< > FileMaker Pro™ to manipulate the HTML which allowed ex-
HTML Web Server tremely flexible access to the database. Since the HTML is
pages generated “on the fly” as the “GET” and “POST” commands

are carried out, the presentation of the data can be tailored

Y

A according to it's content.
CVGI The HTML pages control most of the “look and feel” of the
application. The structure of the web site for this application,
i as defined by the web pages is illustrated in Figure 5. The top
c level of the site is a designated main page which serves as an
entry point for the site. This page offers the user four choices;
Database each choice leads to a different linked page. Each linked page

is actually a web form that specifies some interaction with the
database—either adding new records (vessel sightings) or
searching the database. The pages in the level below this are
actually generated by the database in response to the web form.
At the bottom of most of the pages is a navigation bar which
can be used by the user to go directly to any of the pages.

Figure 4—Generic web server configuration. Each box
is a separate application or file(s). They could all reside
on the same computer or be running on separate

machines.

Implementation Sighting Entry Forms:The first two choices both relate to the

, . : . _entry of vessel sightings. There are two forms; a short form
With the concept described above, all of the “intelligence re-Figure 6) designed primarily for the aircraft to enter the mini-

sidesin Fhe server; each client (ship, a|r_craft, or station) merely ' amount of information quickly and easily, and the full
uses a simple web browser. The server is actually several |Ink?éf

. - . . m which allows for a full information report to be entered.
parts as illustrated in Figure 4. The web SErVeris an appl_lc -ach of these two forms contains hidden fields which specify
“OU that serves up (transfers upon request) various pages (f|Ie\§ rious attributes and the database name. The rest of the form
typically text f|!es n hypertext markup Iz_inguage (HTML) for- onsists of the information fields that the user can fill in. Pull-
mat. The functionality of the web server is extended using sm

. ._down menus have been used as much as possible to minimize
programs known as CGI {common gateway interface) scnpt?‘he amount of typing by the user. In all cases where the entry
The final component, and the most important part for this e

. ) ' €X3eeds to be coded for transmission into the main Coast Guard
per_|men_t, Is the datz_ab_ase. Each Qf these_ components is qﬁm enforcement database (LEIS), a pull-down menu has been
scribed in more detail in the following sections. used so that the user is shielded from the codes. The user is
Web Server presented with a plain language list, which the form translates

The web server is the heart of the system. The information i'Hto the appropriate code.

the database is worthless unless it can be distributed and uhe form is posted by the user clicking on the SUBMIT but-

dated with ease. A Macintosh platform was chosen for thigon (labeled “Send Sighting” on the form). This directs the
rapid-prototype project due to the ease of software configura-

tion and development. The hardware consisted of a

7500/100 PowerPC running System 7.6 with 64 MB Main Page

of RAM. The web server application used for this /’\
experiment was StarNine’s WebSTAR™ SSL. The

server actually ran two versions of WebSTAR cosighting_Entry_Min.html  Sighting_Entry_Full.html  Query.html JMCIS.html
currently: one version non-secure and the other se-

cure. The non-secure side serves as our general

Advanced Communications Project site [5] and is Add Response Query Response  OTH Gold Format
also used for the training data base that was used to

test and train end-users. The secure side was the

. Query Detail
server used for the experiment.

Figure 5—Web site structure.



the database through the CGI. A search of the data-
base is done using the specified criteria and the
For vessels already in the D1 Database records found are returned to the browser in the for-
mat specified by the query form. In order to mini-
mize the amount of data transmitted, only a small

Vessel Sighting Data Entry

Umt Loprp ) AP e e, amount of information is returned for each found
Document & | Speed | (optionaD - record (Vessel Name, Type, Document Number, Po-
. : . . . - sition, Date and Time of Sighting, and whether the
Latitude | ex 3620) Longitude |~ (ex. 7001 vessel is on the Lookout List). Part of the data re-
F I it 9 I S 2 SN Y O B S Y i O Y Y turned for each record is a web link (through the ves-
_ Activity [Fobe <] [Send Sighting} sel number) which the user can clif:k ongco retrieve
comants] ' ' ' the full record from the database. This allows the user

to quickly see all of the vessels in the database meet-
ing the search criteria and then download a full re-
port only on the vessels desired.

JMCIS Download formThe final form was included

to enable the large Coast Guard cutters to transfer
the information from the database into their Com-
mand and Control { systems. The &ystem used

on these cutters is the same as used in the Navy; the

browser to transfer the data from the fields of the form (not théo'm Maritime Command Informatlon System (.JMCIS)' This
entire form) to the web server which hands the information ofpystem OT"Y accepts ve;sel reports in a certain format (OTH
to the database through the CGI. The database then generacé d_)' This f(_)rm _has_ a smg_le button on it; all of th? function-
the appropriate reply (actually this is specified by one of th ity is specme_d in hidden fields. When th_e user clicks on the
hidden fields on the form), hands off the HTML formatted tex utton, a sp_eC|aI search of the database is done, and all of the
to the web server, which then transfers the data to the browsgﬁssel sightings that have not b_een downloaded yet, are f(_)und
Generally, the response is simply the statement that the sig nd trqnsf_erred o the browser in O.TH Gold format. This in-
ing has been successfully added to the database and the re Gfgnation is then saved as a text file by the user and trans-
number. However, if an error occurs, the response is the errtﬁ”ed to the JMCIS computer.

code and description. Also, when the sighting is added to thgatabase

database, checks are made of the linked databases (described . . . .
below). If the vessel is on the Lookout List, that fact is re-l‘]l%e operation of this experiment is controlled by the database.

turned to the user. If the vessel has been previously boarded EileMaker Pro works with several database files that are linked

tl%ygether (Figure 8). The OWL main database contains all of

the Coast Guard, the date the vessel was last boarded is atﬁe information for this experiment. The sighting information

indicated. This gives the user instant feedback on the SUCCESS. - rad into this database by the WebEM CGI, and this is

of the entry as well as pertinent law enforcement mformaﬂonthe database that is queried by the user. The linked databases
Query Form: The other main form is the Query form (Figure are used to reduce the amount of data that the user needs to
7) which is used to request information from the da-
tabase. Like the sighting entry form, the query 1
also contains hidden fields which specify variou
tributes such as database name and sort order
turned records. The visible fields on the form are
to specify the search criteria, such as all vessel

[Minimum Sighting] [Full Sighting] [Query Database] [D1 ATI Home] [Help]

Figure 6— A screen shot of the Minimum Sighting Entry page. The
appearance will vary slightly depending upon the computer platform
and browser software.

Search D1 Sightings Database

Yeszzel Type

Sighting # | +)

sible to minimize typing—especially for fields in-
database that are coded. In this case the pull- |
menu contains plain language which is convert Name|
the appropriate code behind the scenes.

certain type. If multiple fields are used the sear 1 (Find Sightings ]

performed using a logical AND of all the crite Latitnde Longitdel

Again, pull-down menus are used as much as | . ' ' : ' '
Document Mﬁﬁw:l On Hotlist? E

Unit That Sighted ¥31

The query is sent to the database by the user cli
on the SUBMIT button (labeled “Find Sightings
This directs the browser to transfer the data fror [Minimum Sighting] [Full Sighting] [Query Database] [D1 ATI Home] [Help]

selected fields to the web server which hands it off to Figure 7—Screen shot of the Query Database page.




enter, since much of the information about a given vessel Sommunications Links

static, and is already known. The user simply enters the dysyoyiding the mobile units with a “real-time” communications
namic data (position, course, speed, and activity) along_wnhhk was one of the major goals of this experiment. For the
the vessel's document number. The document number is thgedium endurance cutters (WMEC) the existing Inmarsat Stan-
unique identifier which is used to retrieve the static informagy,,q-A terminals were used. Inmarsat-A is a commercial L-
tion from the linked databases. Currently, each of these linkeglyng mobile satellite system that provides analog voice and
databases resides along with the main database. Ideally, in g5 capability for about $6/min. The maritime antenna is
long-term, these database would be linked over the Internet 9r>44m in size. and tracks in both azimuth and elevation [6].
an Intranet, with each database being maintained by the apyiernal v.34 modems (Supra 33.6 external models) were used
propriate agency. with the analog channel that Inmarsat-A provides, for the data
NMFS Database: This is a database of fishing vessels ob-tonnections. The patrol boats (WPB) do not have t_he topside
tained from the National Marine Fisheries Service (NMFS)€@l estate to mount an Inmarsat-A antenna, so we installed an
which contains information on all documented fishing vessel&MSC terminal on board. This is also an L-Band mobile sat-

(about 8000 entries). The database contains fields for doc§lit® system, but with a smaller antenna (.6m) and usage cost
of approximately $1.50/min. It is a digital system that initially

provided a data rate of 2400 bps, and is now transitioning to
4800 bps [7]. For the aircraft (HH-60 Jayhawk helicopters) an
Database

aeronautical version of the AMSC terminal, manufactured by
T ¥
NMFS Lookout List
Database Database

CAL Corp. was used.
Figure 8—Linked databases used in this experiment.

Each of these terminals was connected to a Toshiba P75 laptop
running Windows 95™ via the RS-232 serial port. The end
user would dial into one of the Remote Access Servers (RAS)
located in our lab in Groton, CT. Two different RAS’s: a
SonicSystem Quickstream™ which has three ports, and a Shiva
) LanRover™ with eight ports were used. The LanRover was
ment number, name, homeport, state, length, and the fisheriggosen because it supports all of the platforms and protocols
permits and gear codes issued to each vessel. When a vessglds, ere using and it had some proprietary features that im-

sighted, all of this information for that vessel is transferrecbrove performance such as PowerBurst™ technology and
into the OWL database. STAC™ compression [8].

LEIS

Database

LEIS Database: This is a database of information obtainedtnere were several challenges to be overcome due to the de-
from the USCG law enforcement database (LEIS) which congy inherent with all satellite communications. The Inmarsat-
tains information on all vessels sighted and boarded by thg connection had a very long delay before the call went through
Coast Guard. The information dupllcate_d locally is a subset of,q the Windows 95 dial-up networking application could not
the corporate database. The database is used to supply the fal-configured to take this delay into account and would drop
lowing fields into the main database: hull and superstructurg,e connection before the modem connection could be estab-
color, vessel type, flag, and the date last boarded by the Coggheq. With the help of Shiva technical support, we were al-
Guard. lowed to use a beta version of Shiva’s new PPP dial-up appli-

Lookout List Database:This is a database of all vessels ofCation which is more configurable and provides additional fea-

interest to the First Coast Guard District. Each time a vessif'€s such as detailed session statistics. This software allowed

sighting is entered into the main database, it is cross-check& @ successful dial-up PPP connection through Inmarsat-A.
with this database to see if it is of interest (a “hot” vessel). The units using the AMSC terminals are required to dial into
the QuickStream RAS because they were unable to success-

Database FieldsThere are several types of fields in the datafully connect through the Shiva RAS using the AMSC termi-
base. In addition to those that are manually entered or lookegdals. This issue is still unresolved.

up in the linked databases, some fields are automatically en-

tered and some are calculated by the database. The auto-8§cunty

tered fields are date and time of sighting entry and the sightingince this experiment involved actual law enforcement opera-
number. The calculation fields are used as program flags, itions, security was a very important issue. The web server used
ternal calculations for special formatting, and most importantlyis in general, very resistant to outside manipulation. The root
to create the HTML code returned to the user. Many of th&evel of the system is not accessible; whatever directory the
web pages viewed by the user are actually created “on the flgpplication resides in appears to be the root level, and only
by the OWL database. The main ones (described above) diles in the same directory or subdirectories are accessible. The
the Add Response, Query Result, Query Detail, and OTHGystem is also configured to reduce vulnerability by denying
Format pages. all FTP, TELNET, and SMTP connections which are respon-



sible for some of the most common server security breaches

general, the system has worked as desired, and been well

Also, the system does not allow file uploads or directory infeceived by the operators. All of the project goals are being

dexing.

In order to restrict access to the sensitive law enforcement i

met. The system is easily used by Coast Guard personnel from
Ij1unior Seamen up to senior Commanders and Captains. The

formation, additional security layers were added to the systen

in three levels. The first is access protection. The secure welp nmarsat-A | AMSC
server is configured to only allow certain users to access the Typical time required to:
OWL web site. Any user can access the main page, but to go __

. . . . . L . Connect communications channel 67 sec 25 sec
deeper into the site requires authorization. This is done using
IP address filtering; the server is configured to only recognize|  Accomplish RAS log-on 10 sec 20 sec
authorized IP addresses. Any other user, with an IP addresp o | rece
not on the authorized list will not be granted access to the we Enter sighting and receive response ! 14 sec
pages unless they have a valid user name and password. All  Perform query and receive response 15 20 sec
others attempting to connect to the site will receive an Accesq - —
Denied message. Dial-up access to the RAS is also protectedTyplcaj connection bit rate 12.000bps | 2400 bps
by user name and password. . . Hardware | Software

Link data compression? (V.34) (STAC)

The second level of security is to protect the information dur-

ing transmission. This is accomplished using standard soft-

ware data encryption. Since the encryption is end-to-end, pr¥ork required by the user to enter sightings into the LEIS da-
tection is provided both across the terrestrial network and tHabase has been reduced considerably—a savings of 10-15

two satellite systems (AMSC & Inmarsat-A). The secure serveh

nutes foreach sighting! Data can be shared between the

is implemented using Netscape’s Secure Socket Layer (SSRjrcraft, cutters, and Operational Commanders ashore in a real-
protocol [9] to encrypt each session using RSA [10] encryptime fashion without requiring extensive user actions or voice

tion algorithms. The secure server supports DES (56 bit), Vil
bit (international) and 128 bit (domestic) algorithms; the 12&nN

ays. In addition, the web-based architecture allows the cli-
t-side software to be very simple (a COTS web browser)

bit version which provides the highest level of security is useWhile all of the complexity is in the central server. This al-
for this experiment. Each session is encrypted separately $yved the HTML code to be quickly and easily modified in
breaking one session does not allow other sessions to be d@sponse to input from the end-users and the changes auto-
crypted. Netscape 3.0.1 domestic version was used as the waptically distributed to all users.

browser because it supports the high-grade encryption key (128
bit).

The third level of security is server authentication. Server aLLl]
thentication uses RSA public key cryptography in conjunction
with ISO X.509 digital certificates [11] and lets the user (cli-
ent) verify that the server is valid and not an imposter. Eacl?]
connection to the secure server checks the secure server’s
certificate with a trusted third party; for this server the sec
rity certificate was provided by Verisign™.

Demonstration/Results .
The system described above is currently undergoing testin[g]
on several ships and aircraft in the First Coast Guard Distric[5]
The operational units participating in the experiment are the
USCGC Monomaya 110 ft. patrol boat (WPB) operating out [6]
of Woods Hole MA, th&JSCGC Escanaba 270 ft. medium 7]
endurance cutter (WMEC) based in Boston MA,tIi&CGC [8]
Vigorous a 210 ft. WMEC out of Cape May NJ, and severallg]
HH-60 Jayhawk helicopters flying from Air Station Cape Cod,

MA. Each unit received a laptop running Windows 95 anqlo]

Netscape Navigator for the client software. Since the testing Is

ongoing at the time this paper is being written, final results arg 1]

not available. Some information on the communications links
is provided in the table below; additional information will be
available at the conference.
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