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PREFACE

The work described in this report was performed in support

of a program at the Transportation Systems Center (TSC) to de-

. velop. and evaluate Alcohol Safety Interlock Systems (ASIS). The

program is sponsored by the Department of Transportation through
the National Highway Traffic Safety Administration's Research

Institute.

This report describes the iesults’of engineering field
tests of instrumentation which will detect alcéhol on an in-
toxicateé driver's breath and prevent him from operating his
vehicle. Two types of breath-aicohol Sensors were used:

a fuel-cell type developed by TSC, and a semiconductor type

from the Borg-Warner Corporation.

The authors would like to acknowledge contributions made

L]
by A. Iannini in test vehicle preparation, ASIS installation,

and testing. Subjects were selected and interviewed by "

'H. Jacobs of Dunlap and Associates, Inc.
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CEXECUTIVE SUMMARY
This feport describes the results of tests conducted to
evaluate the feasibility of using breath alcohol measurement
devices in an Alcohol Safety Interlock System (ASIS). The
purpose of an ASIS is to prevenit the drunk -driver from oper-
ating his car by requiring the driver tc take and pass a test
capable of determining if the driver is intoxicated. fhe test
must be taken each time the car is to be driven, and if failed,
the interlock prevents the car from being operated normally for

a preselected period of time.

The practicality of any ASIS depends basically on four

factors:

(1) The alcohol sensitivity of the device,
(22 the accuracy, and reliability of the alcohol measure-
ment, .

(3) the circumventability (cheatability) of the systen,

(4) and the acceptability of the system to the user.

The results of field- tests indicate that alcohol sensors of
sufficient stability can be manufactured such that measurements
of the breath alcohol concentration (BAC) can be made with un

accuracy of +20% for a period of approximately two months before

requiring recalibration. However, variations in the rate of



change of alcchol sensitivity with time for both types of

Al

sensors tested indicate the need for nore developmental work
+before breath testing can be established as a practical
¢

foundation for an ASIS.

Circumventicn of the breath ASIS is also a problem and
represents a major impediment to achieving a practical and
effective ASIS. Circumvention can be effected by tampering
with the system components or by using artificial breath

'samples (any air sample that is not the driver's deep lung air).
Qircumvention by tampering cannot be prevented, but it can be
detected, and therefore tampering may be minimized by using
1ega1“sanctions. Circumfention using artificial samples such
as air-filled ballons and sober-passenger breath samples present
a more difficult problem since it will not always be detectable
in a cost-effective manner. A relatively simple device to
measure ghe-temﬁerature of the air sample can effectively
discriminate between a valid breath sample and an ambient aiy-
filled balloon in most cases, but will not prevent the determined
driver from cheating By using a temperature controlled artificial

sample.
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. Photographing the-drivér while bhe provides the breath
éample would provide a more foolproof technique for preventing
<ircumvention by the use of falsec breath samples but this
would be very complex, costly, and violates the concept of a

simple and cost-effective in-car ASIS.

The acceptability of the ASIS to the subjects participating
in the field test was primarily influenced by the inconvenience
of the device. The Alcohol Scréening Device (ASD)_ASIS received
a more favorable rating than the Borg-Warner (B-W) ASIS because
the ASD test time was six seconds, compared tc approximately
40-6035econds'for the B-W unit. Users also redcted strongly to
the requirement for a new breath test each time a car door was
opened. (This requirement was imposed as a circumvention counter-
measure to prevent a sober person from exiting the car after
providing a breath sample for anvintoxicafed driver). The pri-
mary importance of having én 6perationally convenient ASIS 1%es
in the fact that a user who is antagonized by inconvenience wWill
be more motivatéd to attempt circumvention than might otherwise

be the case.

The results of this study indicate the_éventuai technical
feasibility »f a breath measurement ASIS. The ultimate effec-
tiveness of such devices in the field, however, is questionable
because circumvention by false breath samples cannot be cbmi

pletely prevented or even readily detected. Therefore, it is



recommended that further alcohol sensor testing be postponed

A}

until a practical and econocmical mcans of detecting breath

sample substitutions is devised, thus increasing the feasibility
v > : g 7

of the breath test ASIS to a more acceptable level.
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1.0 THTRODUCTION

1.3 BACKGROUND

As part of its program to develcp methods of reducing the
number of alcohol-related traffic accidents, the U.S. Department
of Transportation (DOT) is investigating the efficacy of Alcohol
b .

Safety Interlock Systems (ASIS). As currently envisioned, these

~systems are intended to (&) determine if the individual about to

drive a car 1s intoxicated, and (b), if so, to prevent the car

from being operated.

«Two basic classes of devices are being evaluated by the

. Transportation Systems Center for use as an ASISSthose'based

upon the measure of psychomotor performance and those based
upon measurement of the concentration of alcohol in alveolar
air. Laboratory tests of the former have identified tasks
which are very sensitive to alcohol. However, the high alcohol
sensitivity 1is reducea when pass/fzil thresholds are set low.r
enough to prevent unacceptably high (3%) percentages of false
positives. Work continues on these devices. TSC has also
investigated theAfeasibility of a bfeafh‘téét-ignition interlock
system. Since breath measurement hzs been shown to be a more
accurate means of determining blood alcohol concentrations
(BAC) than performance testing, breath testing, in theorf;

would seem to provide the most reliable means of keeping the.



[

intoxicated person from driving. Furthermore, since BAC is the
parameter currentiy used in the legal definition of intoxica-
tion, a breath ASIS may have the added advantage of greater

acceptability to civilian legal authorities.

1.2 PURPOSE

Laboratory tests that were conducted as part of an earlier
alcohol sensor development program indicated that recently de-
Veloped alcohol SENnsors were capable of accurately indicating
blood alcohol concentration (BAC). This evaluation is addressed
to two of these, the Alcohol Screening Device (ASD) fuel cell
sensor developed by TSC and a semiconductor sensor from Borg-

&
Warner Corp. The simplicity, size, and responsiveness of these
sensors represent major advancements in breath measurement
technology since standard techniques are time consuming, Te-
quire a trained_operator and bulky, expensive equipment.

Although the initial intended application for these
sensors was for roadside breath measurements of suspected druﬁk
drivers, it was felt that their relative inexpensiveness and-"
speea of measurement made them prime candidates for deployment
in. ASIS devi:es. However, the criteria for sensor performance
are more rigorous than for a roadside device used by police,
particulary with regard to calibration and test supervision.
As a practical matter, an ASIS device must remain in reasonable

calibration for at least a month, whereas more frequent cali-

bration of an ASD by police would not be impractical, More ————
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impertantly, the fact 'that roadside screening tests would be
conducted by a police officer.prevehts attempts by the subject
to circumvent the test by cheating or equipment tampering.

The basic purpose of the breath ASIS field test was to
examine the importance of these differences under relaistic

conditions.

1.3 SCOPE

The primary objectives of the field tesé wvere: (1) to
determine the reliability and calibration stability of the
alcohol sensors in the automobile environment, (2) to test the
susce;tibility of this type ASIS to circumvention attempts,

and (3) to determine the acceptability of such devices to

the user.

*y
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2. FIELD TESTING htzHOJ

In order to determine asssss the viability of breath
testing as the basis for an interlock system it was necessary
to fabricate breath-ASIS devices, install them in automobiles -
énd actually test them with a population of heavy drinkers: -

This approach provided the means for:

(a) Identifying engineering and implementation problems
associated with installation, calibration, and

maintenance of the devices

(b) Collecting data on user acceptability and device

related inconveniences

(c) Identifying circumvention procedures likely to be

employed.

[

The -field test included a '"'shakedown' phase and the -
"evaluation" phase' the first was conducted to identify un-
anticipated operat10na1 problems. During this phase psychology
and engineering professionals from tre local community drove
the cars as their own for approximat:ly four weeks. This resulted
in some equipment design changes that made the devices more
reiiable, e.g. some components were replaced to make the devices
less susceptible to malfunctions_at'the high temperatgrés .

(1400P) which occur in closed automobiles during the summer.
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. During the second phase the cars were given to veoluntcers
representing members of a potential target population, (i.e.
+heavy drinkers) for a more complete and valid evaluation of the

devices.

2.1 INSTRUMENTATION

Four Alcohol Screening Device (ASD) fuel cell sensors
developed by TSC and four semiconductors sensors‘from Borg-
Warﬁer'Corp. weré incorporated in separate prototype ASIS
instruments and coupled with a data recording package for
installation into a fleet of eight 1973 American sedans

-
(Chevelle Malibu).

2.1.1 Instrumentation Package

The ASIS instrumentation package shown in ¥Figure 1, has
three funictional elements:

*y

1. The breath tester, consisting of the sensor and its

associated electronics.

2. The test-sequence logic-control electronics, -hich

includes the anticircumvention circuitry, funetiens.

3. Tiae data-recording electronics.

The block diagram in Figure 2 shows the functional or-
& o

ganization and the vehicle-interface requirements of the ASIS.

—
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(The digital data tape recorder and electronics portion of the

%

'system would not be included in a production design; it is used

here for constant monitoring of the system performance during

the field test).

2.1.2 Alcohol Sensors

The ASD sensor developed at TSC is an electrochemical fuel
cell. It uses the alcohol in the breath as a fﬁel,voxidizing it
to generate an electric signal proportional to the amount of

alcohol in-the breath. It is a semi-dry sensor, requiring scveral

‘drops .of phosphoric-acid electrolyte for electrical conduction.

o

The Rorg-Warner sensor 1s a solid-state semiconductor whose
surface resistance changes as a function of the amount of alcohol
that is absorbed onto the surface. The electronics associated
with each sensor are functionally similar in that they (1) verify
that the breath-sample volume requirements are met and (2) evél—

uate the sensor outnut after a valid sample has been obtained

and give a pass-or-fail indication.

2.1.2 Test -Sequence Logic

Figure 3 is a photograph of the ASIS console. A normal
start is initiated by inserting the key, upon which the "START
ENGINE" and "CONDITIONS NOT MET" lights come on. Starting‘the

engine extinguishes the first light. The "CONDITIONS NOT MET"

light is extinguished when:



(a) A1l doors are closed;

v

(b) The front-seat occupants have buckled their seat belts;

and
(c) The engine is running.

When the first two lights are extinguished on the ASD umnit,
the "BLOW" light comes on, indicating that 'the unit is ready to
accept the driver's breath sample. The Borg-Warner device re-
quires a preliminary purge of the sensor, so the "WAIT“ light
will come on instead. Upon completion of the automatic purge
cycle, the "BIOW'" light is activated. If the subject provides
a breath sample meeting the volume requirementé, and if his BAC
is less than the preset failllevel, the "DRIVE" 1light activates
indicating that the test is complete and the car is ready to
drive. This constitutes a normal start sequence. If, however,
the subject's BAC exceeds ghe preset fail level, the "FAIL" light
will go on and the car's ignition system wiil be automatically

disabled for 10 minutes, after which another test may be attemptad.
There are two alternatives to the normal start sequence:

.(a) After starting the engine, the subject may simﬁly
refuse to satisfy the initial conditions or to take
the test, and drive away. However, when the speed
of the car exceeds 2 MPH, the emergency lights will
fiash, aﬁd, when the car is driven above 15 MPH,

the horn will blow continuously



as well., Activation of the horn is registered on the

data recorder and shows on the computer printout.
This method of operating‘the carhwithout taking the
test permits the vehicle to be moved short distances,
_such as into a garage, and allows for critical situa-

tions when delays can not be tolerated, such as an

emergency run to the hospital.

(b) An "OVERRIDE" pushbutton switch, located on the rear
of the console, permits the car to be driven, without
alarms, even though the test has Been failed or not
completed. This switch permits the vehicle to be
returned to the test facility in.the event of mal-
function, and would not be part of the normal ASIS.
If the subjects should depress it, the fact will be

automatically recorded.

Two additional start modes exist, called the "stall stgrt”
and the ”free start". A stall start is restarting the vehicle's
engine after it has stalled but before the breath test has been
taken. A free start is the restarting of an engine stalled
after the normal start sequence has been completced and the
breath test passed. A free start must be made within two
minutes of a stall. Beyond‘thét time, the complete test se-

quence must be repecated.



As part of the effort to prevent circumvention of the

breath test, the control logic 1is designed to reqﬁire a com-

.plete new start cycle if any initial condition is interrupted.

For example, if the car door is opened after completion of the

breath test, the start cycle must be repeated. (This arrange-

ment prevents a sober person from starting the car for an

intoxicated driver and then getting out.)

2.1.3 -Data—Recofding’Electronics

A small digital tape recorder incorporated into the test

console records all data accumulated between weekly interviews.

<

When the tapes are reduced to a hard-copy Computer printout,

the following data are provided:

0

Number of starts

Date and time of each start
Driver identification.number
Numbér of breath tests atteupted

Measured blood-alcohol concentration (BAC) for each
test

A nass, fail, or invalid-test indication (invalid -
tests occur when an insufficient breath sample is
given; they require another test.)

Type of start: Normal, Free, or Override —



o} Number of times that the subject tried to drive
without completing a satisfactory test

o} Nﬂmber of times that the subject tampered
with the ASIS instrumentation.

Figure 4 shows a typical printout.

2.1;4 Segquence Control Logic

Figure 2 shows the basic functional components of the
ASIS and identifieslthé vehicle and driveér interface inputs
and outputs. Thé driver is responsible for twovinputs: (D)
identifying himself for the test record, which is done by
dialing his identifying number on the console thumbwheel
switches and then pressing the "DRIVER ID" button to enter it,
and (2) providing the breath sample when the "BLOW" light goes
on. Vehicle interface inputs 1 through 4 are used to verify
that all the required initisl conditions have been met. Input

o

-5, the sﬁeed indication, triggers the horn and warning flashers
if the car is moved before the breath test has been successfully
cbmpleted. The vehicle interface outputs are the horn and
emergency-flasher connections in case of an incomplete or im-
proper test sequence: and the ignition connection to disable
the car if a test is failed. .

Figure 5 i1s a flow chart of the ASIS control logic. ‘It

graphically shows the sequence of the logic queries and actions

during a test start.
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IDLE describes the condition of the logic which exists
before the ignition key has been inserted. A continuing logic
check is made to determine whether the key has been inserted.

Once it has been inserted, a check is made to determine whether
5

the car has been started. If the engine is nct running, the

state of the key is continuously monitored until the car has
been started. When the car iS‘started'the'taﬁe recorder records
a normal start. If the car stalls, a flag is set and the logic
returns to check that the key is on. 'When-the car has been
restarted, a stall start will be recorded. When the engine is
running, the initial conditions (seat belts fastened, doors
closed, driver identification recorded) are coﬁtinuously moni-
tored. When they have been éatisfied the breath tester will be
enabled. Any subsequent check revealing that the initial con-
dition have been violated will cause fhe test sequence to be

aborted; the system will return to "IDLE", and a complete new

" start cycle will be required. {This is an anticircumvention

feature which prevents the breath sample from being given bfra
sober person not intending to ride with the intoxicated driver).
With the breath tester enabled and initial conditions main- |

tained, and followiﬁé collection of the breath sample, the

. sample 1s examined for compliance with the volumz requirement.
- *

If the requirements are not satisfied, the breath tester is re-
enabled for a repeat of the test. If it is satisfied, the tester

will be disabled and the breath sample analyzed and the result



' ‘recoracd, If the BAC is abo?e the pass/fail threshold, the
ignition will be interrupted for 10 minutes (and the logic
,Widl return to IDLE). If the BAC Qalue is below threshold,
the horn and light alarms will be disabled and the driver will
be informed by illumination of the "DRIVE" light. Thereafter,
the initial conditions and "engine Tunning" statué will be
Eontinually checked. Shutting off the engine or vioiating
the initial conditions will cause the logic. to recycle to IDLE.
If, however, the engine should stall within two minutes of
$uccessfu1 completion of a test, the car may simpleAbe Té-
started. This is recorded as a free start. This optiom is
prov;hed to allow for the stalls that often occur when a car

is cold.

Figure 6 is a flow chart of the OVERRIDE sequence. It is
shown as a separate chart, since pressing the 'OVERRIDE" button
can occur at any point in the test sequence and requires only
that the key be in the ignition. If the "OVERRIDE" button éé
pushed and the key is in the ignition, the action is recorded
and the alarms and ignition cutoff are disabled. Turning off

the engine will reset the logic to -IDLE.

2.3 SUBJECTS

~Eighteen male subjects satisf{ying the following criteria

were selected as drivers:
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o Over 21 years of age (mean age 28)
o No convictions for driving while intoxicated.
) Ownership or daily operation of an automobile

o} Relatively high number (more than 4) of automobile

starts per day.

0 No more than a combined total of four violations and

accidents in the last three years.

o Ability to report for interviews during normal

working hours.
o} Not an assigned risk for automobile insurance.

o Heavy alcohol consumption (frequency/quantity index)

as determined using a questionnaire responses.

Each subject was iﬁ?erviewed to establish his acceptability,
and t6°obtain detailed information on his general background,
drinking habits, and initial attitude toward the ASIS conceﬁt.

" Surveys were administered during the four-week cycle to moniter
any changes in attitude associated with exposure to the ASIS

L]

vehicles.

Subjects selected for participation in the field test
were trained in the operation of the ASIS and then given free
use (including gasoline) of a test vehicle for four weeﬁs.'
Those completing thé four-week cycle were given a bonus of .

$25.00.
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2.4 DATA COLLECTION

o Information on the operation of the system, the experiences
" of the users, and user opinions were collected weekly. These
data werc obtained through calibration tests of the breath

alcohol sensors, analysis of the tape recorded performance data

'and through interviews with the driver.

2.4.1 Calibration

The accuracy of each ASIS was tested weekly by blowing
seve?al samples of air containing a known quantity of alcohol
intodthe device; Standard Stephenson ”breathlsimulators" were
used to generate the calibrated breath samples. The calibrated
breath samples were measured by the ASIS and the readings re-
corded. In thqse'cases where the checks showed that the-
calibraﬁién had changed by 20%, recalibration was effected and
the percentage calibration change recorded. Recording the .
percentage calibration change allowed proper modification of

subsequent data so that calibration stability of the devices

over the duration of the entire test could be presented.-

2.4.2 Taped Performance Data

The tape cassettes were removed from the recordiné
package, played out on a Honeywell 516, and the data producgd

as a computer printout. The printouts were examined for entries



requiring clerification or elaboration and the drivers were

‘interviewed regarding these entries.

2.4.3 Interview

Using the printout as rcference material, the drivers
were interviewed regarding each test-fail occasion in order to
determine the reason for failure and the amount of alcohol
consumed prior to test failure. In addition, other selected
data entries were discussed to obtain information on the
limitations of the ASIS system and the drivers attitudes and

-opinions regarding system deployment.
-

r
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3.1 SENSOR PERFORMANCE

During.thé course of the field test approximately 5,200
breath tests werc taken. Three hundred and one "fails'" (BAC
greater than .060) were recorded that were the result of in-
gested alcohol as deferminedAfrom the data reco%ding printout
And validated bf interviews with the subjects.' An additional
14 fails were apparently false positives, that may have resulted
~from such uncontrolled sources of variance as residual mouth
.alcoiol (mouthwash) and cigarette smcke. (The B-W sensor is
particularly sensitive to cigarette smoke and may indicate.a

“"Fail' when the lungs have not been cleared by at least two

deep_breaths).

Of the 301 actual alcohol "fails", 117 were recorded on
the ASD and 184 on the B-W. The median fail BAC for each t¥pe

sensor was..073 and .090 respectively.

In order to estimate how accurate the alcohol measure-
ments were, the devices were tested and calibrated during each
weekly interview. The magnitude of any changes in the voltage
gain necessary to recalibrate were recorded and used as an
indication of sensor calibration drift. The results of‘thé

calibration measurements are shown in Figures 7 through 14 as

—



a function of the time elapsed (in days) since the system was
installed in the cars. These graphs show the alcohol sensor
output in volts when measuring a calibrated .10 BAC breath
simulator sample. For the ASD sensors, the vecltage output was
linear and corresponds to 0.2 volts/.01 BAC. For the B-W
sensors the voltage - BAC relatioushipxuﬁ;nonlineér‘and varied
between units. The #20% lines indicate the volfages delineating
the .08-.120 BAC range for each sensor, and the solid'line
functions are best-fit straight lines derived using the least
squares process. The duration of the test period varies but
reprgsents the longest period of continuocus operation for each
sensor. The durations of oBservétion were longer for the B-W
sensors because of considerably fewer sensor vreliability prob-

lems. Sensor failures are discussed in the next section.
. 15

The data indicate that only one device produced measure-

Y

ments completely within the +20% boundaries. The other sensors
produced at least one reading outside of this range and alln
devices had highly variable performance as shown in Figure§.7
through 14. Unfort?nately the reasons for this variability
are not clear. Not only are the slopes of the straight—line.
functions different for each unit, the direction of slope of
these lines are mot consistent, even within sensor type.

There appears to be no characteristic pattern of variation

which can be used to describe the sensors or to differentiate



between types, with-the possible exception that the data appear
to fall into patterns having strong curvilinear components in-
dicating a periodic, i.e. systcmatic, 1nfluence of some sort.
Iﬁ an effoft to determine if ambient temperature variations
were the source of the cyclic variations, laboratory tests-at
room temperature were conducted on a B-W sensor. Figure 15
shows the results of that test which was conducted over a 3
Eweek period. While all the data points fell within +20% and
the performance was superior to any of the B-W devices field
tested, there still appears to be a strong curvilinear com-
‘ponent, indicating that temperature variations are not the

primary cause of the periodic variations of sensor output.

Statistics representing the range aﬁd distribution of
readings obtained with each sensor using the standard .10 BAC
air sample are shown in Table 1. The range of standard devia-
tions of measurement obtained with this pcpulation of sensors.

exemplifies the lack of performance similarity within each -
‘. ) > .

sensor type and indicates the nced fer further engineering

and sensor development work so that more consistent and pre-

dictable sensors can be readily manufactured.

3.2 SENSOR FAILURES

A total of 13 sensors were replaced during the field’

test, four B-W and nine ASD's. All four B-W failures resulted
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TABLE 1 SUMMARY OF FUEL CELL (ASD) AND SEMICONDUCTOR (BW)
SENSOR CALIBRATION READINGS OVER TEST PERIOD

u ’ : ‘.
. o ; BAC _ % Accuracy
' ° Measurement of Measure
Alcohol BAC 10-90 % Accuracy at
: Sensor Simulator Measurement Percentile Std. Dev. of of Measvure - 10-90
Car No. Type BAC Min-Max Min-Max BAC Measure At +25° Percentile
0 ASD - .100%  .073-.110%  .078-.115%  .017% +343 o
1 ASD .100%  .076-.128%  .078-.125% .023% +46% oy
~ . i5%
2 ASD .100% .064-.125%  ,070-.115% .018% | 4365 Tioe
5 ASD . .100%  .087-.121%  .089-.109% .010% " +20% i
. . B V - . ~Qc
4 BW .100% .053-.141%  .067-.138% .030% +60% 334
: 135
5 BY/ © 1003 .081-.124%  .084-.113% . 0135 . 4269 e
6 B .100% © .079-.115%  .087-.113% 0104 +20% s
| .
7 BW .100 .028-.170%  .048-.145%  ~ .040% +80% fgg;
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from contamination of the SCRSOT surface by & residue from the
outgassing of the epoxy potting compound used to secure the
sensor, purge pump, and motor in piace. Following replacement
ofbthe sensors and removal of the potting compound, no further
B-W sensor failures were encountered. All calibration data

which have been reported were obtained with the replacement

Sensors.

The ASD sensors were susceptible to a variety of problems.
Of the ninevfailures, two kere caused By electrolyte leakage
from the sensor interior, five were associated with the failure
6f peripheral electrical equipment, one was caused By the
presénce of an unidentified liquid on the sensor surface, and

another failed for an undetermined reason.

One characteristic of the ASD sensor which makes it
susceptible to damage is the necessity of continuously main-
taining .a control voltage of the sensor. If the control volt-
age 1s lost and the sensor connections are-not open-circuited,
daﬁage may result. Four of the five sensor failures associated
with electronics proﬁlems resulted from the loss of the sensor
control voitage. There were three otner instances when the
sensor voltage was lost but the sensor was not destroyed.
However, the loss of control voltage 1id result in a change of
sensor cutput characteristics. Although these occurrencesi

were not classed as sensor failures, the change in sensor

v —— N am e e eme e e e r e e
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s charaﬁteristics did desﬁroy the continuity\of the data-being
collected. Another weakness of the ASD sensor is the sen-
sitivity of .the scnsor electrode surfaces to moisture. Under
*normal use, condensation of breath moisture is prevented by
heating the senscr to a temperature above that of the human

body. However, liquids which do reach the electrode surfaces

may destroy the cell.

The high number of ASC sensor failures and disruptions
in data continuity account for the relatively shorter elapsed

test time of ASD cars compared to B-W.

2
3.4 CIRCUMVENTION

The effectiveness of an ASIS in Reeping the drunk driver
off the road is influenced by the ease with which the device
can be circumvented. If the device is easily circumvented and
the drivér avails himself of this weakness, the ASIS is totally
ineffective. Anticircumvention measures are therefore an im~

portant part of ASIS evaluations.

e o

There zre basically three techniques that can be used to

circumvent a1 ASIS:
1. System tampering, which includes any attempts to
eliminate or bypass the ASIS, or to modify'the,test

result by physically altering the system;



%

2. Second party assistance, wherein someone takes the

test instead of the impaired driver; and

(92
s

False breath samples, which includes any technique
designed to satisfy the breath sample requirements
- of the ASIS without using the driver's deep lung

breath as the sample.

System tampering and second party assistance are techniques
which can be used to circumvent both pefforman;e and breath
measurement type devices. False breath samples are obviously
useful only against breath measurement interlocks.

“

3.4.1 Field Test Circumvention

During the weekly interviews drivers were encouraged to
develop ideas for circumventing the ASIS. Some drivers actually

attempt%d circumvention while others only suggested the possibie
methcds. Those most commonly suggested are shown in Table Zﬂ
It can be seen that, by far, the most popular technique was- the
use of substitute breath samples. All the listed techniques
that ﬁere actually used, with the exception of hyperventilation,
were successful at least some of tﬁe time, 1In addition to tie
circumvention methods listed, t&o drivers avoided taking the
test by simply driving the car at a speed below the alarm trip
1evei (15 MPH), a technique which is effective but of limited

usefulness. Two other drivers avoided retaking the test by



TAMPERING

SECOND
PARTY
ASSISTANCE

FALSE
SAMPLES

TABLE

2 ASIS CIRCUMVENTION BY FIELD TEST SUBJECTS

N

[

Disconnect Alarms
Ignition modification
(e.g., additional coil
to bypass present system)
Another person, either
inside or outside car,
taking test

Air Filled Balloons

Hyperventilation (unsuc-
cessful)

Pumped or compressed air
Long length of tubing to
blow through (to condense
some alcohol)

Chemical to absorb clcochol

No. Subjects
Who Used
Technique

4

14

Q.

No. Subjects’

Sugge§ting
Technique

3



leaving the engine running and climbing out the window (to
prevent the retest that is required when doors aré opened) .
The occasions when this type of circumvention would be prac-
tical are few, but the fact that the two subjects did attempt
to beat the ASIS in this very difficult maneuver indicates the

lengths to which some users may go to bypass the system.

The devices used in the field test incorporated three
features designed to discourage circumvention attempts. First,
the horn was monitored electronically so that a record was
made each time it was disconnected. This record was inspected
weekly for this type of violation. Second, if. the seat belts

- .
of occupied seats were disconnected, and/or any of the car doors
were copened, a new breath test was required. Third, breath
pressure sensors were used to insure that the breath sémple
satisfied the minimum volume requirement and was provided in
the form-of a single expiraticn. This was incorporated to in-
crease the likelihood that alveolar air was provided for .

measurement.,

3.4.2 Circqmvention Countermeasures

3.4.2.1 Tawpering. Since the ASIS is in the posession, and
therefore the personal contrecl of the user, there is no prac-
tical way to physically prevent tampering. Procedures may,

however, be employed to detect such circumvention efforts.



Thus, the ASIS system may be packaged in one or more séaled
units, and violation of the system seals would be clear evi-
dence of taﬁpering. The cabling between the sensor and control
v

units could be connectorless and distinctively shielded for
.easy inspection, with scaled interface wiring connections.
However, because of the multiplicity of required electrical
connections and splice locations throughout the car, effective
inspection of all these wires to detect‘tampering may be
difficult. The need for a thorough wiring inspection could be
eliminated by incrementing a simple electro-mechanical counter
each;fime the vehicle is operated above 15 MPH and taken, with
the counter sealed inside the ASIS unit, a zero count would

indicate proper vehicle operation, and only the wires between

the ASIS and speed sensor would need inspection.

.
3.4.2.2 ~Falsc Preath Samples. The field tests revealed that

| circumvention by the use of false breath samples was a far ﬁgre
"effective and more frequently used technique than tampering:
Unfortunately, cost effective countermeasures for false samples
are nof completely fool proof and their effectiveness is de-

pendent upon the capabiliities and motivation of the user.

t

Fundamentally all that is required to make a valid breath
measurement is the presentation of a continuous sample of air

exceeding the minimum volume requirements. Thus, air samples
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. provi&ed from a balloon, bottle of compressed air or by another
person could be used to circumvent the tesf. While there are
~physical characteristics, such as temperature, moisture coatent
and gas composition, which in combination identify breath, the
complexity of the techniques necded to monitor all these char-
acteristics precludes a system providing absolute identification.
For example exhaled breath contains COZ' The sample given the
ASIS could be examined for the presence of CO, by_means of an
infrared detection system. Disregarding the cost, such a systen
would still only be marginally successful since it could»still
ﬁe circumvented by using a stored breath sample, ana only the
use Gf compressed air and most other non-breath gases would be

eliminated as a circumvention method.

Photographing the driver as he provided the breath sample
was considered as a circumvention countermeasure but an assess-
ment of .the cost and technical problems revealed that photographic
records are reasonable onlyras a last resort. The two majot
problems are the initial system cost and the environmental tem-
perature control needed to preserve the film. One more promising
approach is based on a temperature rneasurement of the air sample
as supplied to the ASIS. The technique is not completely fool-
proof but can prevent breath sample substitution attempts in
most cases. Furthermore, the %emperature measurement feature

could be incorporated into an ASIS at very little cost.

.
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‘A breath sample temperature defector was fabricated and
tested for use as a breath ASIS circumvention countermeasure.
Environmental tests were conducted on the temperature detecting
device, which required that the sample temperature fall within
a narrow range of body temperatufe; In ambients ranging frcm
32°F to 125°F, the deVicé correctly recognized valid breath
sambles and consistently detected balloon air and compressed
air as false samples when the ambient temperature differed from

body temperature by more than 15°F. The major weakness to this

circumvention countermeasure lies in the fact that if the ar-

tificial sampie is properly temperature regulated successful
circumvention is achievable and undetectablé{ However, assuming
that breath temperature regulators for ASIS circumvention can

be prevented from being commercially marketgd, the cost and
difficulty of coming up with a workable device may reasonably

deter all but the most aggressive users.

Further laboratory tests were conducted to determine the
efficacy of using chemical filters to remcve alcohol from the
breath. The results are summarized in Table 3. Small dry
chemical filters would conceptually be desirable as a circum-
vention device because of their relative convenience compared
to a temperature regulator. The intereéting result is that,
of the chemicals tested, those that are effective in remévihg

alcohol {from the breath also change the temperature of the

—

breath sample as a result of chemical action, and are thercfore

subjéct to detection by temperature measurement.
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The effcctiveness of temperature measurement as a circum-

vention countermeasure can be enhanced further by the use of

+on-the-spot "inconvenience'" penalties such as automatically

preventing any further breath tests for a nominal period of

S5 minutes when false samples are detected.

By recording the number of attempted false samples on an
electromechanical counter, the extent of circumvention activity
can be inferred and used as the basis for increasing incon-

venience and/or other penalties.

'3.4.2.3 Second Party Assistance. ‘Another circumvention tech-

nique frequently suggested or used by the field test subjects
is that of second party assistance wherein a sober passenger
or pedestrian takes the test for the presumably intoxicated
driver. Although the techmique was used with some success in .

£

the field test, the extent of its successful use in a real -

"y

world application may be limited since in every instance where

someone outsidé the car provided the breath sample, the purpose
was to demonstrate the circuhveﬁtability of the ASIS to a
friend and not to circumvent the ASIS so that the car could te
used by a subject incapable of passing the test. On the othor
hand, there were instances when passengéré provided the»breath
samplec becausc it was expected that the driver would faii the
test, and use of the car was intended. However this technique

was only occasionally successful since the passenger providing
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the breath sample in most cases has also been drinking and

was "elected" to take the test on the basis of being ''most
likely" to pass.

) The use and effectiveness of passenger samples can be
reduced by locating the mouthpiece of the device out of
reach by passengers and pedestrians. If extension tubes are
gsed to circumvent this feature, the samplé wduld cool

before reaching the sensor and so be detected by the temperature

o sensor.,

Performance type interlocks in general are substan
tially less susceptible to this type circumvention than breath
measurement devices since most performance testers require
some mominal training or practice time before the test can
be consistently passed by anybcdy. Thﬁs, the 1ikelihood
that a willing but inexperienced second party could suc-

cessfully pass a performance test is minimized.

o

3.5 User Acceptability . -

b4 4

As part of the data cbllection process, subjects were
interviewed weekly to obtain their opinions and discuss
thelr experiences with the breath tes: interlocks. In
addition, attitudinal surveys were édministercd at selected
intervals in order to obtain a qualitative measure. The
resﬁlts of these surveys are contained iﬁ a‘contractor
report, DOT-TSC-251-7, prepared by Dunlap and Associates,
Inc; |

-fn brief, the results indicate that the acpeptahility

of a breath test interlock 1is primavily influenced by the
p



convenience of the device. The mosﬁ frequent complainf was
the requirement that new test be taken any time a seat belt
or door was‘opene&. While both ASD and BW users complained
of this requirement, the BW users were more negatively
affected, primarily because of the lengthy purge éycle
requirement.

In addition to being an important factor in user accepta--
bility, device convenience is important to the overall
cffectiveness of.a breath interlock since inconveniences
will motivate a user to circumvent the test.

o
4.0 Conclusions

The results of the field test indicate that it is
possible to make breath alcohol sensoré of sufficient accur-
acy and stability to form the basis of a préctical breath
tesf interlock. However, the variability of performance among
sensors of the same type indicate the need for more engineeri%g
and sensor development so that devices of more uniform and pre-
dicafble characteristics can be readily manufactured.v

The basic weakness of breath measurement approach to Alcohol
safety interl:cks is its susceptibility to circumvention through
the use of artificial breath samples. Although circumvention can
be made more difficult by judicious location of the device in the
car, and through the use of sample temperature and pressure
sensors, it probably cannot be completely prevented in a cost— .

effective manner, The effectiveness of a breath ncasurcment
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